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(57) ABSTRACT 

The present invention discloses a URD including: a non 
Volatile storage memory having program code, wherein said 
program code is configured to enable a network protocol for 
communicating with a host system; and a controller for con 
trolling operations performed on said storage memory. Pref 
erably, the storage memory includes flash memory. AURD 
including: a host system having a firewall; and a URD having 
a non-volatile storage memory, wherein said storage memory 
includes program code, and wherein said program code is 
configured to enable a network protocol, said URD opera 
tionally connected to said host system; wherein said firewall 
is configured to provide security measures related to said 
URD. Preferably, the firewall is a software firewall or a hard 
ware firewall. 
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SYSTEMS FOR FIREWALL PROTECTION OF 
MASS STORAGE DEVICES 

RELATED APPLICATIONS 

0001. This patent application claims priority under 35 
U.S.C. S 119(e) to U.S. Provisional Application No. 60/910, 
708, filed Apr. 9, 2007, which is hereby incorporated by 
reference in its entirety. 
0002. This patent application is related to U.S. patent 
application Ser. No. of the same inventors, which is 
entitled “METHODS FOR FIREWALL PROTECTION OF 
MASS-STORAGE DEVICES and filed on the same day as 
the present application. This patent application, also claiming 
priority to U.S. Provisional Application No. 60/910.708, is 
incorporated in its entirety as if fully set forth herein. 

FIELD AND BACKGROUND OF THE 
INVENTION 

0003. The present invention relates to systems for protect 
ing a host system from information-security risks posed by 
mass-storage devices by routing communication through a 
network protocol, and by applying a firewall. 
0004 USB flash drives (UFDs) are well-known devices 
for providing portable data storage. UFDs are typically con 
figured to be interchangeably connected to multiple comput 
ers. Because of this feature, UFDs pose an inherent informa 
tion-security risk to a host computer. Such a risk necessitates 
implementation of security measures. 
0005. The prior art offers a variety of security measures for 
protecting host computers from risks associated with portable 
data-storage devices. Examples of such security measures 
include anti-virus programs and the mTrust solution (avail 
able from SanDisk IL Ltd., Kefar Saba, Israel). 
0006. The prior-art solutions suffer from inherent limita 
tions that reduce their value. The prior art is typically config 
ured to handle only one type of security risk. Anti-virus tools 
are typically limited to deal only with viruses, while mTrust 
type solutions are limited to address risks associated prima 
rily with access control. 
0007. It would be desirable to have an information-secu 

rity system for protecting a host system from a broad array of 
information-security risks posed by a UFD security, while 
complying with the information-security policy of the host 
system user. 

SUMMARY OF THE INVENTION 

0008. It is the purpose of the present invention to provide 
systems for protecting a host system from information-secu 
rity risks posed by mass-storage devices by routing commu 
nication through a network protocol, and by applying a fire 
wall. 
0009 For the purpose of clarity, several terms which fol 
low are specifically defined for use herein. The term "network 
protocol is used herein to refer to a communication protocol 
from the network layer of an OSI (Open Systems Intercon 
nection) network architecture, and more specifically herein, 
the internet protocol (IP). The terms “USB removable drive” 
and “URD'are used herein to refer to a removable drive that 
has a non-volatile storage memory and a controller. A UFD is 
a special type of URD in which flash memory is utilized. 
0010. The term “traffic' is used herein to refer to activity 
over a communication system during a given period of time. 
The terms “demilitarized Zone' and “DMZ' are used herein 

Oct. 9, 2008 

to refer to a part of a network that is neither part of the internal 
network, nor directly part of the internet. The term “firewall 
is used herein to refer to a gateway that limits access between 
networks in accordance with local access-security policies. 
(0011. The present invention teaches systems, and methods 
for implementing such systems, that reside in a URD, and 
emulate a network drive for a host system. The network-drive 
emulation is performed by changing firmware residing in the 
URD controller, and by enabling the URD as a network 
device on the MicrosoftTM WindowsTM operating system 
(OS). The URD is identified as a network device, and can be 
accessed by various file-access protocols (e.g. HTTP, FTP, 
and SMB). The network device is designated by a drive letter 
or as a file server (as is well-known in the art of computer 
engineering, and integrated in the Windows OS). 
0012 Network drives are common devices for protecting 
using ordinary firewall systems (e.g. McAfee Personal Fire 
wall, available from McAfee Corporation, Sunnyvale, Calif.). 
Once the host system, equipped with a firewall, detects a 
storage device as a network storage device, the host system 
applies all the pertinent rules of the associated firewall, 
thereby protecting the host system from attacks such as unau 
thorized access. 
0013 Therefore, according to the present invention, there 

is provided for the first time a URD) including: (a) a non 
volatile storage memory having program code, wherein said 
program code is configured to enable a network protocol for 
communicating with a host system; and (b) a controller for 
controlling operations performed on said storage memory. 
(0014 Preferably, the storage memory includes flash 
memory. 
(0015. According to the present invention, there is provided 
for the first time a URD including: (a) a host system having a 
firewall; and (b) a URD having a non-volatile storage 
memory, wherein said storage memory includes program 
code, and wherein said program code is configured to enable 
a network protocol, said URD operationally connected to said 
host system; wherein said firewall is configured to provide 
security measures related to said URD). 
(0016 Preferably, the firewall is a software firewall or a 
hardware firewall. 
0017. These and further embodiments will be apparent 
from the detailed description and examples that follow. 

BRIEF DESCRIPTION OF THE DRAWINGS 

(0.018. The present invention is herein described, by way of 
example only, with reference to the accompanying drawings, 
wherein: 
0019 FIG. 1 is a simplified block diagram of a host system 
having firewall protection from a mass-storage device, 
according to preferred embodiments of the present invention; 
0020 FIG. 2A is a simplified block diagram of a URD, 
according to the prior art; 
0021 FIG. 2B is a simplified block diagram of a URD, 
according to preferred embodiments of the present invention: 
0022 FIG. 3 is a simplified flowchart of the operation of a 
host system having firewall protection from a mass-storage 
device, according to preferred embodiments of the present 
invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

(0023 The present invention relates to systems for protect 
ing a host system from information-security risks posed by 
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mass-storage devices by routing communication through a 
network protocol, and by applying a firewall. The principles 
and operation for protecting a host system from information 
security risks posed by mass-storage devices, according to the 
present invention, may be better understood with reference to 
the accompanying description and the drawings. 
0024. Referring now to the drawings, FIG. 1 is a simplified 
block diagram of a host system having firewall protection 
from a mass-storage device, according to preferred embodi 
ments of the present invention. A host system 20, having three 
USB connectors 22 is shown in FIG.1. A USB mouse 24, a 
USB keyboard 26, and a URD 28 are shown each operation 
ally connected to one connector 22. A network 32 (e.g. a 
local-area network and the Internet) is accessible via a net 
work connection 34. 
0025 Host system 20 is equipped with a firewall 36. Fire 
wall 36 can be a software firewall (e.g. MacAfee Personal 
Firewall), or a hardware firewall (e.g. Cisco PIX Firewall 
515E available from Cisco, San Jose, Calif.). The area beyond 
firewall 36, typically called a DMZ38, serves to connect host 
system 20 with the external world. Traffic from the peripher 
als (i.e. USB mouse 24, USB keyboard 26, and URD 28) 
flows into a CPU 40. Connection of host system 20 with the 
external world is typically performed via a network card 42, 
operationally connected to network connection 34, and ulti 
mately to network 32. The functionality of firewall 36 in 
protecting host system 20 from unauthorized access is well 
known in the art, and is not described herein. 
0026. An essential feature of the present invention is the 
connection of a local peripheral 30, typically a URD or other 
mass-storage device, to DMZ 38 of host system 20. Such a 
configuration requires that peripheral 30 be recognized by 
host system 20 as a network device, and not as a mass-storage 
device (such as URD 28). In such a configuration, systems of 
the present invention require URD 30 to meet the require 
ments of the security features of firewall 36, which are strong 
and well-maintained. 
0027. To summarize, there are two differences between a 
URD (e.g. URD 28) connected directly to host system 20, and 
a URD (e.g. 30) connected to DMZ 38: 

0028 (1) the communication protocol URD 28 is a 
mass-storage class device, while peripheral 30 is a simu 
lated network device; and 

(0029 (2) the level of security of host system 20 from 
device-related risks host system 20 does not have any 
security measures against URD 28, but has full firewall 
protection against peripheral 30. 

0030 FIG. 2A is a simplified block diagram of a URD, 
according to the prior art. A URD 50, having a non-volatile 
storage memory 52, a flash controller 54, a mass-storage class 
protocol 56, and a USB connector 58, is shown in FIG. 2A. 
Data is written and read via USB connector 58, and encoded 
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via mass-storage class protocol 56. Flash controller 54 
encodes and decodes the data provided from mass-storage 
class protocol 56, and writes the data to storage memory 52. 
0031 FIG. 2B is a simplified block diagram of a URD, 
according to preferred embodiments of the present invention. 
AURD 60, having a non-volatile storage memory 62, a flash 
controller 64, a network protocol 66, and a USB connector 68, 
is shown in FIG. 213. Data is written and read via USB 
connector 68, and encoded via network protocol 66. Flash 
controller 64 encodes and decodes the data provided from 
network protocol 66, and writes the data to storage memory 
62. Clearly, systems according to the present invention enable 
firewall security measures to be applied to URD 60. 
0032 FIG. 3 is a simplified flowchart of the operation of a 
host system having firewall protection from a mass-storage 
device, according to preferred embodiments of the present 
invention. A URD is operationally connected to the host 
system (Step 70). A network protocol of the URD designates 
the URD as a network device on the host system (Step 72). A 
firewall residing in the host system detects the URD network 
device (Step 74). Communication between the URD and the 
host system is mediated by security measures of the firewall 
(Step 76). It is noted that the firewall can also be configured to 
restrict access of a specific application to the URD. 
0033. While the invention has been described with respect 
to a limited number of embodiments, it will be appreciated 
that many variations, modifications, and other applications of 
the invention may be made. 
What is claimed is: 
1. A URD comprising: 
(a) a non-volatile storage memory having program code, 

wherein said program code is configured to enable a 
network protocol for communicating with a host system; 
and 

(b) a controller for controlling operations performed on 
said storage memory. 

2. The URD of claim 1, wherein said storage memory 
includes flash memory. 

3. A system comprising: 
(a) a host system having a firewall; and 
(b) a URD having a non-volatile storage memory, wherein 

said storage memory includes program code, and 
wherein said program code is configured to enable a 
network protocol, said URD operationally connected to 
said host system; 

wherein said firewall is configured to provide security mea 
sures related to said URD. 

4. The system of claim3, wherein said firewall is a software 
firewall. 

5. The system of claim 3, wherein said firewall is a hard 
ware firewall. 


