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TITLE OF THE INVENTION: Support For Integrated WLAN

Hotspot Clients

BACKGROUND OF THE INVENTION:

Field of the invention

The invention relates to a method and a network device
for handling a network connection, wherein an access
client entity and an operation entity of the network

device can co-operate.

Description of the related art

The invention is in particular related to WLAN (Wireless
Local Area Network) Hotspot Clients, although it is not

limited thereon.

WLAN (Wi-Fi) has a large deployed base in enterprises,
homes and in hotspots. There has been a business model
developed around the use of public access Wi-Fi; with
service providers providing either time based charging or
subscription based charging. This industry is still in
its infancy, with many players competing for position.
There are a number of proprietary mechanisms deployed for
enabling provider authorization and authentication of

users within a hotspot.

Many hotspot operators are small, and in general the
operators have very heterogeneous equipment. The service
is very typically based on the "old" IEEE 802.11b
standard. Most hotspots do not support the new security
standards (IEEE 802.1x or WiFi Protected Access), or the
new physical layer standards such as the fast IEEE
802.11g or the 5 GHz IEEE 802.1la. Therefore, WLAN
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‘aggregators (companies which provide brokering and
aggregation for many different hotspot deployments)
generally tend to concentrate on very simple equipment
and HTTP-based (browser based) access control. In
practice, this means users need to start a web browser,
and browse to a web page. The hotspot captures their
traffic and redirects them to a centralized login page,
where the user will need to present the proper

credentials for gaining access in the hotspot.

Many WLAN aggregators and hotspot operators have
developed proprietary automated logon clients, by which
the user can discover the hotspot and log in easily,
usually with one click. The hotspot clients are stand-
alone networking applications, and the authentication
protocol is most often based on IP-layer protocols such

as HTTP, TLS, XML, and not on IEEE standards.

The main logical functions of a Wi-Fi hotspot client are

summarized here.

Many hotspot clients include a directory tool that can be
used off-line, for example before a business trip, to
list hotspots per location, so that user can find out the
nearest compatible Wi-Fi hotspot. The information in the
directory can be regularly updated, and it may include

maps and images of the location.

The hotspot client usually includes a WLAN Sniffer, which
shows locally available WLAN networks. At least the
network name (SSID (Service Set IDentifier)) and the
signal strength are displayed. Possibly, the sniffer can
show richer information in addition to SSID, such as
whether this is a "Sonera Homerun" network — or even hide

the technical SSID parameter from the user completely. In
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the existing Windows and Pocket PC solutions, the WiFi
sniffer tool can usually be used in manual network
selection — to select the network to join. The user can
also use the sniffer to manage SSID lists, network
priorities, or other connection settings of the provider
for automatic network selection. There is usually a
"Connect" button, by which the user can launch the
automated log-on protocol. The WLAN sniffer, when
combined with the directory tool enables users to quickly
know which hotspots they have access to, via their WLAN

subscription.

The third feature of current WiFi clients is the actual
logon client. It provides for easy authentication, so
that the user does not need to use the browser. Username,
realm and password (or other credentials) are stored in
the device. In cases when Network Access Identifier
decoration is required, it is automatically applied. For
compatibility with legacy 802.1lb-only networks, the
logon protocol is typically an IP-based automated variant

of web browser login.

Current hotspot clients are stand-alone applications,

which the user must explicitly launch.

In the following, some more sophisticated approaches are
described, in particular with respect to Symbian WLAN

Networking and Seamless Roaming.

In Nokia's WLAN phones, WLAN settings can be included in
Internet Access Point settings. The Internet Access Point
setting can contain a SSID, or in the future, a list of
SSIDs. The connection monitor, bearer manager and
mobility policy manager components constantly try to

detect, which Internet Access Points are currently
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available. It is also possible to learn, which SSIDs are
available in the current neighborhood. For WLAN Internet
Access Points, the availability is based on WLAN scanning

and the SSID settings of each WLAN Internet Access Point.

Internet Access Points that provide connectivity to the
same target network, such as the office intranet or the
public Internet, can be grouped into a service network.
The Internet Access Points can be given priorities, so
that when opening a connection to a certain service
network, the middleware can automatically select the most
preferred available Internet Access Point. In the Nokia
platform, when creating a connection, the application may
use the RConnection API (Application Programming
Interface) to open the connection to a certain service
network. Once the connection has been successfully

established, the application can start using it.

When the user wants to perform a task, such as send an e-
mail message, with a Nokia mobile device, the user can
usually directly launch the appropriate application, such
as the e-mail client. When the e-mail client needs a
connection to the Internet, the system will establish the
connection. The e-mail client may be pre-configured with
the correct connection information, or the user may be
prompted to select the connection among a list of
available connections. Even when a Virtual Private
Network (VPN) connection to a private network is
required, the system will automatically establish the VPN
connection. Hence, the user does not need to switch on
any radios or VPN clients before launching the e-mail

application.

A problem with the present WLAN hotspot authentication

mechanisms is that the user is required to use the WLAN
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connection from a separate application (either the
browser or stand-alone hotspot client) in order to be
allowed to use the hotspot service, before using the e-

mail application in the above-mentioned example.

There is a user need for automated roaming between
Internet Access Points; which is also supported in the
Nokia platform. In automated roaming, the application can
receive a notification when a more preferred Internet
Access Point within the application's current service
network has become available. The application can then
close its current connection and reconnect using the
newly discovered Internet Access Point. In network-level
roaming, a middleware component, such as a VPN client or
a mobile IP client manages mobility between underlying
Internet Access Points, transparently to the

applications.

Thus, summarizing, the "normal" way for user to gain WLAN

access via a hotspot is:

*Manual log-in

1. A user reads a sign, showing that there is a hotspot.
2. User open the browser and tries to browse to a well-
known web page.

3. The user is redirected to the hotspot provider’s web
page.

4. The user is required to enter a user name & password

in order to be authenticated & allowed to access hotspot.

*Semi-automated mechanism
1. User has installed software that has pre-configured
authentication mechanism.

2. User clicks on software which finds a hotspot.
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3. The user selects a hotspot, which calls an
authentication ‘script’.

4. The script then authenticates the user to a backend
server

5. The user can then use the hotspot freely.

That is, the user opens a browser when he is inside a
hotspot. When the user attempts to browse to a webpage,
the user is re-directed to a pbrtal page. The user can
then enter a User Name / Password. Once authenticated,
the user is able to use the WLAN network. This is in
particular inconvenient for handheld devices (like smart
phones) as it requires the user to be aware of the
surrounding wireless networks and perform more steps in

order to be connected.

Alternately, some hotspot aggregators use scripts which
signal a backend server, mimicking the web page based
login described above. These scripts are not completely

automated, however, and require user action.

Thus, still some manual input from the user is required
in order to connect and de-connect via a Hotspot. That
is, the user of a mobile terminal having WLAN has to
first establish a link layer connection and thereafter
start the hotspot client in order to be able to use the

network connection, e.g., to use the Internet.

Additionally, wireless signals are affected by
environmental factors. Walls, for example, can reduce the
signal strength of wireless radios. Other wireless
networking technologies, such as Bluetooth, can cause
interference with WLAN signals. Therefore, a user might
loose or gain a wireless connection based upon

environmental issues. If a user loses a connection to the
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WLAN hotspot because another user happens to use a
Bluetooth-enabled device, then the WLAN user must perform
the steps listed above to regain the connection to the

WLAN hotspot.

SUMMARY OF THE INVENTION

Hence, it is an object of the present invention to solve
the problem mentioned above and to provide support for an
easy and automated logon to an access entity such as a

WLAN hotspot.

This object is solved by a method for handling a network
connection of a network device comprising an operation
entity for handling network connection, wherein at least
one access client entity providing connection handling to
a specific network access device is connectable to the
operation entity, the method comprising the steps of

identifying, by the operation entity, a need for a
network connection,

requesting the access client entity to perform
authentication, and

performing, by the access client entity, the

authentication.

Alternatively, the object is solved by a method for
operating an operation entity for handling network
connection, wherein at least one access client entity
providing connection handling to a specific network
access device is connectable to the operation entity, the
method comprising the steps of

identifying, by the operation entity, a need for a
network connection, and

requesting the access client entity to perform

authentication.
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As a further alternative, the above object is solved by a
method for operating an access client entity for handling
a network connection to a specific network access device,
connectable to a network device comprising an operation

entity for handling network connection, the method

‘comprising the steps of

receiving a request from the operation entity to
perform authentication, and

performing the authentication.

Moreover, the above object is solved by a network device
comprising an operation entity for handling network
connection and at least one access client entity
providing connection handling to a specific network
access device, wherein

the operation entity is adapted to identify a need
for a network connection and to inform the access client
entity, and

the at least one access client entity is adapted to

perform an authentication.

Alternatively, the above object is solved by an access
client entity providing connection handling for a
specific network access device, comprising

means for receiving a request to perform
authentication from an operation entity, and

means for performing the authentication.

Further alternatively, the above object is solved by an
operation entity for handling network connection, the
operation entity comprising

means for identifying a need for a network

connection, and
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means to request an access client entity providing
connection handling for .a specific network access device

to perform an authentication.

Hence, according to the invention, the authentication
procedure is delegated to a separate element, namely an
access client entity (an example therefore being a
hotspot client). This access client entity can be
specific for a specific network access device, so that no

manual input from the user is required.

Thus, according to the invention, the authentication is

integrated into the connection subsystem.

Hence, the authentication process is simplified allowing
any application, such as email, to gain access to the

hotspot without requiring additional steps by the user.

According to a further aspect of the invention, the

operation entity may be informed about the result of the
authentication by the access client entity, and, in case
the authentication was successful, the operation entity

may allow use of the network connection.

According to another aspect of the invention, a plurality
of access client entities may be provided, and an access
client entity of the plurality of access client entities
may be selected based on the need for a network

connection.

According to another aspect of the invention, a message
may be sent from the access client entity to the
operating system client to request the operating system
client to notify when a certain connection profile

becomes available. Alternatively, a message may be sent
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from the operating system client to the access client
entity to request the access client entity to notify when

a certain connection profile becomes available.

According to another aspect of the invention, a message
may be sent from the operation entity to the access
entity client by which the operation entity requests the

access client entity to perform the authentication.

According to a further aspect of the invention, a message
may be sent from the operation entity to the access
entity client by which the operation entity requests the

access client entity to perform a de-authentication.

According to another aspect of the invention, a message
may be sent from the access client entity to the
operation entity by which the access client entity
indicates to the operating system that the authentication

has been successfully performed.

According to another aspect of the invention, a message
may be sent from the access client entity to the
operation entity by which the access client entity
indicates to the operating system that de-authentication

has been successfully performed.

According to a further aspect of the invention, a message
may be sent from the access client entity to the
operation entity by which the access client entity
indicates to the operating system that authentication/de-

authentication has failed.

According to another aspect of the invention, a
modification of a network connection setting by a user-

input is prohibited.
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According to a further aspect of the invention, an access

client entity is registered to the operation entity..

According to another aspect of the invention, an access
client entity is linked to a profile, wherein in the
authenticating step, the operation entity informs the
access client entity linked to the profile in case a

connection with the profile is to be established.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is described by referring to the enclosed

drawings, in which:

Fig. 1 shows a block diagram of the architecture

according to an embodiment of the present invention,

Fig. 2 shows a message sequence chart illustrating a
registration of a hotspot client according to the

embodiment of the present invention,

Fig. 3 shows a message sequence chart illustrating an
automatic hotspot login according to the embodiment of

the present invention,

Fig. 4 shows a message sequence chart illustrating an
automatic hotspot logoff according to the embodiment of

the present invention,

Fig. 5 shows a message sequence chart illustratingAa WLAN
availability discovery and authentication according to
the embodiment of the present invention, wherein the

hotspot client manages discovery settings,
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Fig. 6 shows a message sequence chart illustrating an
WLAN availability discovery and authentication according
to the embodiment of the present invention, wherein the

0S manages discovery settings,

Fig. 7 shows a message sequence chart illustrating an the
basic middleware enabled hotspot authentication according
to the embodiment of the present invention in more

detail,

Fig. 8 shows a message séquence chart illustrating the
WLAN availability discovery and authentication according
to the embodiment of the present invention in more

detail, and
Fig. 9 shows a message sequence chart illustrating the

WLAN hotspot de-—authentication according to the

embodiment of the present invention in more detail.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

In the following, a preferred embodiment of the present
invention is described by referring to the attached

drawings.

As described above, currently WLAN hotspot clients are
currently used for an automated hotspot logon. To allow
the implementation of such clients to operating systems
such as Symbian, and to integrate the automated WLAN
hotspot logon with networking of such an operating
system, according to the embodiment there is provided

- a mechanism to delegate the management of WLAN

selection (8SID) to a separate client, and
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- a mechanism to integrate a WLAN hotspot client with

seamless roaming and with native user interfaces.

In more detail, according to the present embodiment, the

following is provided:

A WLAN Internet Access Point setting that indicates that
the SSID settings are managed by an external software
entity. When a WLAN Internet Access Point setting has
been configured with such an indication, the operating
system knows that it is not responsible for detecting the
availability of the Internet Access Point. The operating
system may also detect that the user should not be able
to use the standard user interfaces to modify the WLAN
settings, because WLAN settings are managed by a separate
software entity. An embodiment of this setting is a
special value of the existing SSID field that indicates

an undefined SSID.

Moreover, an Application Programming Interface (API) is
defined between the operating system and a 3rd party
hotspot client. The API enables the following features:

- Subsequent installation of a 3rd party hotspot client
or several clients

- Automatic activation of a 3rd party hotspot client (or
a notification to the hotspot client) by the WLAN
subsystem or the operating system when the WLAN subsysteﬁ
or the operating system detects a need to log on to a
WLAN network discovered by the WLAN subsystem system

- Capability to deliver notifications of events from the
hotspot client to the WLAN subsystem or the operating
system. Notifications could be given in the following
events: discovery of a suitable-network by the hotspot

client, successful authentication, unsuccessful
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authentication (with various reason codes), authenticated
session terminated, successful log-out, unsuccessful log-
out

- Capability to deliver notifications of events from the
WLAN subsystem or the operating system to the hotspot
client. Notifications could be given in the following

events: need to log in, need to log out.

Implementing roaming decisions or automatic Internet
Access Point selection by the operating system, based on
notifications given by a 3rd party hotspot client. For
example, the "link up" notification about a WLAN Internet
Access Point should be given to an application only after
the authentication has been successfully completed, or
mobile IP registration should be tried after successful

authentication.

In the following, the principles of the embodiment are
described by referring to Figs. 1 to 6.

In Fig. 1, an overview of the software architecture is
shown, which is provided in a network device such as a
smart phone, laptop, PDA or the like. Reference numeral 1
denotes a WLAN hotspot client 1 as an example for a first
access client entity (access client device), and
reference numeral 2 denotes a WLAN hotspot client 2 as an
example for a second access client entity (access client
device). Reference numeral 3 denotes an Operating System
(0S) as an example for an operation entity (operation
device), and reference numeral 3a denotes a WLAN
subsystem integrated in the operating system 3. Reference

numeral 4 denotes a WLAN hotspot client API.

Preferably, the following features should be available in

the API 4.
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* The API should be able to register a 3rd party hotspot
client (e.g., the WLAN hotspot client 1 and/or 2) to the
authentication framework of the operating system. .The
hotspot client might be implemented as a dynamic link
library that exports a standard hotspot client interface.
Upon the registration, the operating system learns the
file name of the library, and the operating system will
later be able to call various methods in the hotspot

client.

* The APT 4 should be able to link a 3rd party hotspot
client (e.g., the WLAN hotspot client 1 and/or 2) to a
profile. This means that when a connection with the

profile is established, the operating system will call

the linked hotspot client to perform authentication.

In addition, the following primitives should be defined

for the API:

* An API primitive by which the hotspot client can
request the operating system to notify when a certain
connection profile becomes available (used when the
operating system manages WLAN network discovery

settings).

* An API primitive by which the operating system can
request the hotspot client to notify when a certain
connection profile becomes available (used when the

hotspot client manages WLAN network discovery settings).

* An API primitive by which the operating system can

request the hotspot client to perform authentication.
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* An API primitive by which the operating system can

request the hotspot client to perform de-authentication.

* An API primitive by which the hotspot client can
indicate to the operating system that authentication has

been successfully performed.

* An API primitive by which the hotspot client can
indicate to the operating system that de-authentication

has been successfully performed.

* An API primitive by which the hotspot client can
indicate to the operating system that authentication/de-

authentication failed.

In the following, the operation of the operating system
and the hotspot clients in connection with the API and
the use of the API primitives mentioned above are
described in the following in connection with Figs. 2 to

6.

Fig. 2 shows a message sequence chart of the registration
of a hotspot client, in this example, of the WLAN hotspot
client 1. For example, this registration procedure may be
carried out at the first time the network device connects
to the particular hotspot, or beforehand via a website of
the operator of the hotspot. Alternatively, the
registration could be carried out when the hotspot client
software is installed. It could be upon the first
connection or beforehand. The registration could also be
done as part of the software build process by the

manufacturer of -the device.

The procedure starts with starting the installation

program of the WLAN hotspot client 2, in which the files
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needed by the hotspot application are installed (step
S1). In step S2, a register message "WLAN hotspot client
1" is sent to the operating system. In turn, the
operating system records where the executable for "WLAN
hotspot 1" is located and other configuration (step S3).
As mentioned above, the hotspot client may be implemented
as a dynamic link library, and upon the registration, the

operating system learns the file name of the library.

After the "WLAN hotspot client 1" has been installed, it
is possible to configure the operating system's setting
for a certain profile to use "WLAN hotspot client 1".
That is, the hotspot client is linked to a profile, as

described above.

Fig. 3 shows a message sequence chart of an automatic

hotspot login.

In step S11, the operating system (OS) detects a need to
establish a WLAN connection to a network that is
configured to use "WLAN hotspot client 1". After this, a
layer 1 and 2 WLAN connection is established in step S12.
In step S13 an Authenticate message is sent to the WLAN
hotspot client 1. That is, this message is the API
primitive by which the operating system can request the
hotspot client to perform authentication, as described

above.

The hotspot client 1 performs, in turn, an automatic
login, using, e.g., HTTP (Hypertext Transfer Protocol),
at an access point (not shown) of the corresponding
hotspot (step S14). In case of a successful
authentication, the WLAN hotspot client sends an
Authentication complete (success) message to the

operating system in step S15. This message is the API
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primitive by which hotspot client can indicate to the
operating system that the authentication has been
successfully performed. In case of an unsuccessful case,
the hotspot client 1 would send the APE primitive
described above by which the hotspot client can indicate
to the operating system that the authentication has

failed.

After this, the operating system considers the WLAN
connection to be available and it can be indicated to the
application or Mobile IP, for example (step S516). Thus, a
full automatic hotspot login is performed, in which no

further manual input from the user is necessary.

Fig. 4 shows a message sequence chart in which an
automatic hotspot logoff is illustrated. An automatic
hotspot logoff might be performed in order to save

unnecessary login time or to save resources.

In step S21, the operating system detect that a WLAN
connection needs to be closed. For example, no
application is using the connection anymore. Thus, in
step S22, it sends a Disconnect message to the WLAN
hotspot client 1. This message is the API primitive
mentioned above by which the operating system can request

the hotspot client to perform a de-authentication.

In turn, the WLAN hotspot client 1 performs a logoff
protocol, e.g., by using HTTP (step S23). In case of a
successful de-authentication, it sends a De-
authentication complete (success) message to the
operating system in step S24. This message is the API
primitive mentioned above by which the hotspot client can
indicate to the operating system that the de-

authentication has been successfully performed. In case
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of an unsuccessful de-authentication, the API primitive
is sent, by which the hotspot client can indicate to the

operating system that the de-authentication has failed.

In step S$25, the operating system shuts down the WLAN
layer 1 and 2 connection (established in step S12 shown

in Fig. 3). Thereafter, the WLAN connection is closed.

In Fig. 5, a message sequence chart is shown illustrating

a WLAN availability discovery and authentication.

In step S31, the WLAN hotspot client 1 sends a message
Register for WLAN scanning results to-the operating
system. This is the API primitive mentioned above by
which the hotspot client can request the operating system
to notify when a certain connection profile becomes

available.

In turn, the operating system and the WLAN subsystem (3a
in Fig. 1) perform periodic scanning (step S32). In step
533, the operating system sends raw WLAN scanning results
to the hotspot client. Then, the WLAN hotspot client uses
its own network discovery settings (e.g., SSID lists) to
detect whether a compatible network is available (step
S34). The hotspot client may use additional proprietary
means to learn more about the WLAN networks. In case of
success, the hotspot client sends a message including an
Indication that a compatible WLAN hotspot is available to
the operating system in step S35. In response to this,
the operating system decides to activate a WLAN hotspot
connection with this compatible WLAN hotspot in step S36.
In step S37, the automatic logon is carried out, as

described above in connection with Fig. 3.
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In Fig. 6, also a message sequence chart illustrating a
WLAN:availability discovery and authentication is shown,
however, in this case the operating system manages the

discovery settings.

In step S41, the operating system and the WLAN subsystem
perform periodic scanning. In step S42, the operating
system uses its own network WLAN discovery settings
(e.g., SSID lists) to detect that a WLAN hotspot profile
is available. In this step, the operating system may send
the API primitive described above to the hotspot client
by which the operating system can request the hotspot
client to notify when a certain connection profile

becomes available.

In case of success, the operating system decides in step
S43 to activate the WLAN hotspot connection. Thereafter,
the automatic logon described above in connection with

Fig. 3 follows.

Thus, according to the present embodiment, a ‘standard’
APT is created into the connection mechanism to automate
hotspot login. This API is able to call external
mechanisms, such has 802.1x mechanisms or proprietary
authentication scripts so that users would need to

perform minimal steps to use hotspots.

This API is tightly integrated into the WLAN connection

management system in handhelds.

Hence, it is not necessary for the user to launch
specialized software separately to access hotspots, and a
common look & feel across multiple service providers is

possible.
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In the following, the WLAN hotspot authentication
scenarios described above are described in more detail by

referring to Figs. 7 ‘to 9.

Fig. 7 shows a message sequence chart illustrating a

basic middleware enabled hotspot authentication.

In principle, this is a more detailed procedure as
described above in connection with Fig. 3. In particular,
Fig. 3 shows some more functions of the operating system,
namely the WLAN subsystem, a network subsystem and a
bearer manager. The procedure may start when some
application or subsystem initiates a network connection.
Then, the network subsystem sends a Connect message to
the WLAN subsystem. In this way, the WLAN layer 1 and 2
connection is established (similar to step S12 in Fig.
3). It is noted that before authentication, no IP-level

connection up and data is allowed to flow to application.

The network subsystem selects a profile 1 and sends a
message Connect Complete (profile 1) to the bearer
manager, which forwards an Authentication (profile 1) to
the WLAN hotspot client. That is, this message is the API
primitive by which the operating system can request the
hotspot client to. perform authentication (similar to step
813 in Fig. 3). Thereafter, the WLAN hotspot client
performs the authentication by sending a HTTP request to
the network subsystem, which sends a data request to the
WLAN subsystem, which transmits the data to the hotspot.
A corresponding response is received via the WLAN
subsystem and forwarded to the network subsystem, which
sends a HTTP response to the WLAN hotspot client. This
procedure corresponds to step S1l4 of Fig. 3. It is noted

that the authentication by using HTTP is only an example.
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Moreover, there may be more than only one or two

transactions during the authentication.

In case of a successful authentication, an Authentication
complete (success) message is sent to the bearer manager.
This is the API primitive by which the hotspot client can
indicate to the operating system that authentication has
been successfully performed (similar to step S15 in Fig.
3).

After this, a Release connection (profile 1) is sent to
the networking subsystem in order to release the
connection after the successful connection. Thereafter,
the connection is up and running. Data requests from the

application are allowed to the network subsystem.

Fig. 8 shows a message sequence chart illustrating how
discovery and authentication could be combined into a

single operation.

The procedure starts when an application registers for
connection availability regarding one or more profiles
(profile 1, profile 2, .. profile n) with the bearer
manager. The bearer manager sends a WLAN connection
availability requested indication message to the WLAN
hotspot client. In turn, the WLAN hotspot client may
request priority availability indications for all the
supported connection profiles and sends a corresponding
message Register for priority connection availablity
(profile 1, profile 4, ..), assuming that profile 1 has
the highest priority, profile 4 as the second highest

priority and so on.

Meanwhile, the WLAN subsystem performs periodic scanning,

and send a Scan response including a station list. The
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bearer manager checks whether a there is a matching WLAN
network. In case a matching WLAN network is found, a
connection availability indication (profile 1) is sent to
the WLAN hotspot client, assuming that a network
corresponding to profile 1 is available. The WLAN hotspot
client sends then a Connect (profile 1) to the networking
subsystem, so that then a WLAN authentication is
performed according to the scheme as shown in Fig. 7.
Thereafter, a connection to profile X (e.g., profile 1 as
described above) available indication is sent to the WLAN
hotspot, which sends a Connect (profile X) to the bearer

manager.

Fig. 9 shows a message sequence chart illustrating a WLAN

hotspot de-authentication.

Similar as described above in connection with Fig. 4, the
de-authentication may start when some application or
subsystem initiates a disconnect request to shutdown the
connection, for example, when it is discovered that the

connection is no longer needed.

Thus, the networking subsystem issues a disconnect
indication (profile 1) to the bearer manager, which sends
a Disconnect (profile 1) to the WLAN hotspot client. That
is, this is the API primitive by which the operating
system can request the hotspot client to perform de-
authentication (similar to step S22 in Fig. 4). The
hotspot client performs the logoff by using HTTP, similar
as in the case of performing the authentication (similar
to step S23 in Fig. 4). It is noted that performing the
de-authentication by using HTTP is only an example.
Moreover, there may be more than one or two transactions

during the de-authentication.
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When the de-authentication has been successful, the  WLAN
hotspot client sends a -de—authentication complete
(success) message to the bearer manager. This is the API
primitive by which the hotspot client can indicate to the
operating system that the de-authentication has been
successfully performed (similar to step S24 in Fig. 4).
The bearer manager sends a corresponding message shutdown
connection 8profile 1) to the networking subsystem, which
issues a shutdown WLAN connection message to the WLAN

subsystem.

Thereafter, the connection is down and no data even at

link layer can be exchanged anymore.

Thus, according to the present embodiment, it is possible
to implement 3rd party hotspot logon clients, which
improve the usability of public WLAN. In particular, the
operating system has the knowledge about which profiles
are available, which networks (SSIDs). This information

is used by the hot spot clients to do the authentication.

That is, according to the embodiment, integration of 3rd
party hotspot clients with native user interfaces,
automatic connection selection, and seamless roaming are

possible.

Hence, this invention enables seamless roaming when there
are several higher layer (higher than link layer)
authentications needed, for example, when several hotspot
clients are used. This is possible due to the automatic

authentication.

In particular when a WLAN hotspot client is implemented

on a mobile device,. such as a Symbian phone, the
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following advantages are achieved according to the

invention:

- A 3rd party application is enabled to manage its.own
WLAN settings, compatibly with the existing WLAN Internet
Access Point definition. The existing middleware should
be able to detect when a WLAN hotspot connection is
available.

- WLAN hostspot clients are integrated with the device's
connection selection user interfaces, with automatic
Internet Access Point selection and with seamless
roaming.

- the user does not need to run a hotspot client
separately before running the actual application that the
user wants to use. Instead, the hotspot application can

be run automatically when needed.

The invention is not limited to the embodiment described

above, and various modifications are possible.

For example, the invention is not limited to WLAN, but
can also be applied to other connection networks such as
Bluetooth, WiMAX and the like in which it is possible to
connect to different access entities which may have
different profiles and it is necessary to perform an
authentication. That is, the access client (hotspot
client) could be any authentication client that performs
an authentication task before the connection is

"released" to other applications.

Moreover, it is not even necessarily restricted to radio
networks, it is also applicable to wired networks, when a
connection to an network access entity is achieved via a

wired access point by using a cable (such as a LAN
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connection or the like). In this case, different
specifications of the wired access point can be
considered by using different access clients. For
example, the present invention can be applied to xDSL or

other wired broadband connections.

Moreover, in the above description of the preferred
embodiment, the "hotspot" is only an example for a
network access entity. That is, also other forms of a

network access entity are possible.

Furthermore, according to the embodiment described above,
the WLAN hotspot client (as an example for an access
client entity) and the operating system (as an example
for an operation entity) are implemented as software
within a computer running the network device. However,
the access client entity and the operation entity may
also be realized as hardware such as ASICs, DSPs or the
like, so that different access client entities may also
be replaced or used by inserting corresponding components

into a suitable socket or the like of the network device.
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CLAIMS

1. A method for handling a network connection of a
network device comprising an operation entity (3) for
handling network connection, wherein at least one access
client entity (1, 2) providing connection handling to a
specific network access device is connectable to the
operation entity, the method comprising the steps of

identifying (S11), by the operation entity, a need
for a network connection,

requesting (S13) the access client entity to perform
authentication, and

performing (S14), by the access client entity, the

authentication.

2. A method for operating an operation entity (3) for
handling network connection, wherein at least one access
client entity (1, 2) providing connection handling to a
specific network access device is connectable to the
operation entity, the method comprising the steps of

identifying (S11), by the operation entity, a need
for a network connection, and

requesting (S13) the access client entity to perform

authentication.

3. A method for operating an access client entity for
handling a network connection to a specific network
access device, connectable to a network device comprising
an- operation entity (3) for handling network connection,
the method comprising the steps of

receiving (S13) a request from the operation entity
(3) to perform authentication, and

performing (S14) the authentication.
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4. The method according to one of the claims 1 to 3,
further comprising the step of

informing (S15) the operation entity about. the
result of the authentication by the access client entity,
and,

in case the authentication was successful, allowing
(816), by the operation entity, use of the network

connection.

5. The method according to one of the claims 1 to 3,
wherein a plurality of access client entities is
provided, and the identifying step (S11l) comprises the
step of selecting an access client entity of the
plurality of access client entities based on the need for

a network connection.

6. The method according to one of the claims 1 to 3,
wherein a message is sent from the access client entity
to the operating system client to request the operating
system client to notify when a certain connection profile

becomes available.

7. The method according to one of the claims 1 to 3,
wherein a message is sent from the operating system
client to the access client entity to request the access
client entity to notify when a certain connection profile

becomes available.

8. . The method according.to one of. the claims 1 to 3,
wherein a message is sent from the operation entity to
the access entity client by which the operation entity
requests the access client entity to perform the

authentication.
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9. The method according to one of the claims 1 to 3,
wherein a message is sent from the operation entity to
the access entity client by which the operation entity
requests the ;access client entity to perform a de-

authentication.

10. The method according to one of the claims 1 to 3,
wherein a message is sent from the access client entity
to the operation entity by which the access client entity
indicates to the operating system that the authentication

has been successfully performed.

11. The method according to one of the claims 1 to 3,
wherein a message is sent from the access client entity
to the operation entity by which the access client entity
indicates to the operating system that de-authentication

has been successfully performed.

12. The method according to one of the claims 1 to 3,
wherein a message is sent from the access client entity
to the operation entity by which the access client entity
indicates to the operating system that authentication/de-

authentication has failed.

13. The method according to one of the claims 1 to 3,
further comprising the step of

prohibiting a modification of a network connection

setting by a user input.

14. The method according to one of the claims 1 to 3,
further comprising the step of

registering an access client entity to the operation

entity.
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15.. The method according to one of the claims 1 to 3,
further comprising the step of

linking an access client entity to a profile,
wherein in the authenticating step, the operation entity
informs the access client entity linked to the profile in

case a connection with the profile is to be established.

16. A network device comprising an operation entity (3)
for handling network connection and at least one access
client entity (1, 2) providing connection handling to a
specific network access device, wherein

the operation entity is adapted to identify a need
for a network connection and to inform the access client
entity, and

the at least one access client entity is adapted to

perform an authentication.

17. The network device according to claim 16, wherein
the access client entity (1, 2) is adapted to inform the
operation entity about the result of the authentication
by the access client entity, and the operation entity is
adapted to, in case the authentication was successful,

allow use of the network connection.

18. The network device according to claim 16, wherein a
plurality of access client entities is provided, and the
operation entity is adapted to select an access client

entity of the plurality of access client entities based

on the need for a network connection.

19. The network device according to claim 16, wherein
the access client entity is adapted to send a message to
the operation entity to request the operation entity to
notify when a certain connection profile becomes

available.
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20. The network device according to claim 16, wherein
the operation entity is adapted to send a message to the
access client entity to request the access client entity
to notify when a certain connection profile becomes

available.

21. The network device according to claim 16, wherein
the operation entity is adapted to send a message to the
access entity client by which the access client entity is

requested to perform the authentication.

22. The network device according to claim 16, wherein
the operation entity is adapted to send a message to the
access entity client by which the access client entity is

requested to perform a de-authentication.

23. The network device according to claim 16, wherein
the access client entity is adapted to send a message to
the operation entity indicating that the authentication

has been successfully performed.

24. The network device according to claim 16, wherein
the access client entity is adapted to send a message to
the operation entity indicating that de-authentication

has been successfully performed.

25. The network device according to claim 16, wherein
the access client entity is adapted to send a message to
the operation entity indicating that authentication/de-

authentication has failed.

26. The network device according to claim 16, wherein

the operation entity is adapted to prohibit a
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modification of a network connection setting by a user

input.

27. The network device according to claim 16, wherein
the operation entity is adapted to register an access

client entity.

28. The network device according to claim 16, wherein
the operation entity is adapted to link an access client
entity to a profile, wherein the operation entity is
adapted to inform the access client entity linked to the
profile in case a connection with the profile is to be
established.

29. An access client entity (xsz;jproviding connection

handling for a specific network access device, comprising
means for receiving a request to perform

authentication from an operation entity, and

means for performing the authentication.

30. The access client entity according to claim 29,
further comprising means for informing the operation

entitiks3ly about the result of the authentication.

31. The access client -entity according to claim 29,
further comprising means for sending a message to the
operation entity to request the operation entity to
notify when a certain connection profile. becomes

available.

32. The access client entity according to claim 29,
further comprising receiving means for receiving a
message requesting the access client entity to notify

when a certain connection profile becomes available.
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33. The access client entity according to claim 29,
further comprising receiving means for receiving a
message by which the access client entity is requested to

perform the authentication.

34. The access client entity according to claim 29,
further comprising receiving means for receiving a
message by which the access client entity is requested to

perform a de-authentication.

35. The access client entity according to claim 29,
further comprising a sending means for sending a message
to the operation entity indicating that the

authentication has been successfully performed.

36. The access client entity according to claim 29,
further comprising a sending means for sending a message
to the operation entity indicating that de-—authentication

has been successfully performed.

37. The access client entity according to claim 29,
further comprising a sending means for sending a message
to the operation entity indicating that

authentication/de-authentication has failed.

38. The access client entity according to claim 29,
further comprising means for registering to the operation

entity.

39. An operation entity (3) for handling network
connection, the operation entity (3) comprising
means for identifying a need for a network

connection, and
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means to request an access client entity (1, 2)
providing connection handling for a specific network

access -device to perform an authentication.

40. The operation entity according to claim 39, further
comprising means for receiving an authentication result,
and means for allowing use of the network connection in

case the authentication was successful.

41. The operation entity according to claim 39, further
comprising means for selecting an access client entity of
a plurality of access client entities based on the need

for a network connection.

42. The operation entity according to claim 39, further
comprising receiving means for receiving a message
requesting to notify when a certain connection profile

becomes available.

43. The operation entity according to claim 39, further
comprising sending means for sending a message to the
access client entity requesting to notify when a certain

connection profile becomes available.

44. The operation entity according to claim 39, further
comprising sending means for sending a message to the
access client entity requesting the access client entity

to perform the authentication.

45. The operation entity according to claim 39, further
comprising sending means for sending a message to the
access client entity requesting the access client entity

to perform a de-authentication.
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47. The operation entity according to claim 39, further
comprising a receiving means for receiving a message
indicating that the authentication has been successfully

performed.

47. The operation entity according to claim 39, further
comprising a receiving means for receiving a message
indicating that a de—authentication has been successfully

performed.

48. The operation entity according to claim 39, further
comprising a receiving means for receiving a message
indicating that an authentication or de-authentication

has failed.

49. The operation entity according to claim 39, further
comprising means for prohibiting a modification of a

network connection setting by a user input.

50. The operation entity according to claim 39, further

comprising means for registering an access client entity.

51. The network device according to claim 39, further
comprising means for linking an access client entity to a
profile, wherein the operation entity is adapted to
inform the access client entity linked to the profile in

case'a connection with the profile is to be established.

52. A computer program ikilproduct for a computer,
comprising software code portions for performing the
steps of any one of claims 1 to 15 when the program is

run on the computer.

53. The computer program product according to claim 51,

wherein the computer program product comprises a
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computer~readable medium on which the software code

portions are stored.

54. The computer program product according to claim 51,

wherein the computer is a part of the network device.



PCT/IB2005/003807

WO 2007/068992

1/9

B

waisAsqng
NVIM

wa)sAg Buneledp

IdV U8} 10dsjoH NV TIM Lu v

T~

¢ WU9lD

z JodsjoH

NVIM

| jusI|D
JodsioH

NVIM

[ 31



PCT/IB2005/003807

WO 2007/068992

2/9

uonelnbijuoo sjqissod
J8yjo pue pa1edo] si | juslo

j0dsioy NV IM. 104
s|qeInoexe ay} alaym splodal SO

q—

€S

Z "S1d

wiaisAg Buneladp

«} Jualfo Jodsioy NI, 19isibey TS

uonesljdde jodsioy
8y} Ag pepesu sajly su} jeisuy| | 1S

welbolid uonejjeisuyl
L Jualjo jodsioy NV TM




PCT/IB2005/003807

WO 2007/068992

3/9

dl 8|lqo Jo suoneojdde

‘69 03 pajeoipul g ueo

}l pue 8|qejieAe 8¢ 0} UO}O8UUOD
NYTM 8y} slopisuod SO sy} ‘MoN

Al

91S

¢ bl

(sse00ns) a)e|dwoo uopeopuUBYINY :GLS

dllH ‘68 Buisn

uiboj onewoine
swiioped jusio jodsioH

—»

uoljosuuod
NVIM 2% L-18he| ysijgels

AR

«} JU91|0 J0dsi0y NN, OSh 0}
painbyuoo S| jey) ylomeu e 0)

UoIOBUUoD NY M B Usljgelse
0} pesU e s}109)9p SO

LS

{
welsAg Buneledo

Sjedjusyiny g1 g

=

vLS

| Jus||0 Jodsioy NV TM




PCT/IB2005/003807

WO 2007/068992

4/9

UoRoBUUoD | c7g
2| Jehe] NvIM a3 umop Jnys

(sse00ns) s19|dwoo uopeouBLINead HZS

(dLLH "B-8) |0o0j0.1d yoboj| sy}
suiiopad jusio jodsioH

—»

Jo9uu00sIq :ZZS

(radowAue uonosuuoo

ey} Buisn s| uoneoldde ou
‘sldwexe J04) "peso|o oq 0} spesu | 1TS
UO[IO8UU0D NYTM jeu) sioeep SO

weisAg Bunesedp

v "SI

€cs

L JuSI[0 Jodsioy NV IM




PCT/IB2005/003807

WO 2007/068992

5/9

SMOJ|0} (2 DSIN) uoboT onjewiony LES

uonoBUUOd

jodsjoy Ny Sjenijoe o} spioeq

A’

9¢s

algeljleAe si jJodsijoH

G "814

NVIM ejqiedwod e jeyy uoiesipu] :geS

vES

"SHI0MIBU NYTM Ul Inoge alow ules| o} sueswl
Arejoudold jeuonippe esn Aew jusijo 10dsjoH

‘a)ge|leAe aq Aew ylomiau a|qiedwos e
Jayiaym 10910p 01 (sisl QISS) sbumes Alenoosip
MJOM}SU UMO S)I S3Sh JusljO J0dS]10H

—p

Buiuuess oipoued wioped
waysAsgns NI pue SO

—

s)insas Buluueas Ny M MeY €€S

(A%

wo)sAg Bunesad

s)insai Bujuueds Ny AN Jos J8isiBay LeS

| JuS1|0 Jodsioy N 1MW




PCT/IB2005/003807

WO 2007/068992

6/9

9 "SI

SMOJ[0} (Z DOSIN) uoBoT onewolny

v¥S

uoljosuuo9 jodsioy
NVM 8jeAljoe 0} aplosQ

evs

a|ge|iene

S| ojijoid jJodsjoy NV M

e Jey} J083ep 0} (sisi AISS)
sBumes Alenoosip ylomieu
NVIM UMO 8]l sesh SO

42

Puluueos oiporad wioped
welsAsgns Ny 1M pue SO

I¥S

wie)sAg Buneladp

| JusIfo Jodsioy Ny 1M




PCT/IB2005/003807

WO 2007/068992

7/9

BisAsqns Bupliomau o} pamojje aie uoyesiidde woyy sjsanbel ByeEUIULNI puE dn S| UOROBLLOD MON

il

(1poid)onosuuco esesjey

} = e

$sanongis|dwod uogeonuayYINY

uojeoRUSYINE BULIN SUCIOESUEL) OM] JO BUO UBY) elow s} Ajqeqold alsyL
djduiexs ue jsnl st dj | H J9A0 SUOP UoKEORUBYINE Buinepy

asuodserd 1 1H
puieleq
bal ejeq
jsenbald i1+
(leoidpyeanuatny
(1ey0adpyaidwion pauuc)

uoneonuUaYINe aiojeq
uopyeoldde 03 mojj 0} PSMO][E Jou I Blep
pue dn uooauuod |aAskd|

ey

9j9|dwo) josuuo)

P8Uu0D

ugnoauUUCD YIOMISU pajeniul
waysAsqns Jo uojesyjdde awog}

f———{

JsBEUeTeTesy USTS JOUSTOH NV T

uoneoRusyIne

Jods}oH NVIM

L 31



PCT/IB2005/003807

WO 2007/068992

8/9

}.________.__
l__._._

(X emoud) yauuon

I e e e e e )

pul s|gellene X afoid 0} LUoRDBULoD

——— e — —— . ——— ————— ————— —

weuBelp sousnbas sbessow UoReojUSLINE JOdSION NY M U paypoads awalps sy Bujpicode pewiiopad si ucieopusyINe NV

e ——— e m ey

{pawlopad uess ojpoltad}

[ o " - ——— -

i
|
|
“ (19)oadyosuucy
|
|
|
|

(1e)noud) * pur s|geIEAR UOIDBULIOD

{punoy stomiau Ny Buiuoleiy}

|
|
{
|
(
|
|
]
|
{
|

(1sy-uopess) wwconmmm ueog

("*polyo.d' Layoid) * jlene uonauLeD toid 10y ‘Bay

8 "SI

A sa|ijoad uoyosuuco pauoddns sy} e
| Joj suogeoipu; Aigejiene Aysoud
.ﬂr sisenbau Jus|o jodsioH Ny 1MW

1

J

‘pUj paysenbal * [leA LODBULIO NY TV |
|

{u apyoud**zayyoud ‘ Leoud) Angeeae :o_ﬁm”c:oo Jo} JeysiBey

o s fte e e e s - — —— ——

uojeonusyine
pue Aienoosip Ajljige)ieae NI



PCT/IB2005/003807

WO 2007/068992

9/9

aJowiAue pabueLoxs aq JouLED 194k yUI| JB USAS BIEP OU pUE UMOP S| UONOSUUOD MON

N

UOIDAULOD N M UMOPINUG

(19104d) UolDBUUOD UMOPINYS

(ssecons) ejedwoo uoesuaYINEap

uojejjuayine Buunp suoioesuR)) OM) O U UBL aiow 8 Algeqold siey
"gjduwiexs ue 1snf sl 4 1 LH Jar0 auop uonespuayinesp BuineH

1
ssuodsaldllH
‘pUl B}EQ
‘bas gleqg
Isenbal-dLLH
(1oyoud) 8uuoosiq “
(181501d) uopeolpuj RULICISIA “ “
| |
| }
| )
| |
| |
| |
| |
| |
. : “
H UOIJO8UUOD 8L UMOPINYS 0} Jsanbal J03UUcos|p B )
“ sajeniul wasAsgns Jo uopeoydde swos} 1
| |"| T |
\ | | |
[ [ _ '
2 2 | I
WSSASINS NY T UISEASANS BUPOMBN TSBEUR 151ESg YOS5 T60sI0H NY TR

uopeopusyInNeap
JodsjoH NV M

6 "S1q



INTERNATIONAL SEARCH REPORT interna¥Bnal application No
PCT/1B2005/003807

A. CLASSIFICATION OF SUBJECT MATTER
H04L29/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system foliowed by classification symbols)

HO4L GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulied during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, INSPEC

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Gitation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X WO 00/49505 A (HENDRICK, COLIN) - 1-4,
24 August 2000 (2000-08-24) 8-14,16,
17,
21-27,
29,30,
33-41,
44-50,
52-54
A 5-7,15,
18-20,
28,31,
32,42,
43,51
page 3, 1line 9 - page 5, line 2
page 5, 1ine 31 - page 6, line 35
page 8, line 3 - page 9, line 10
page 11, line 18 - page 13, Tine 25
page 14, line 18 - page 15, Tine 24
— / —_

Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents : . . . .

"T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"A" document defining the general state of the art which is not
considered to be of particular relevance

“E" earlier document but published on or after the international "' document of particular relevance; the claimed invention
fiing date cannot be considered novel or cannot be considered to
"L doc#n%e_nt V\{hlgfil may tglror\l]v cri]oubtst,J Ion prior(ijty clafim(s) r?r involve an inventive step when the document is taken alone
which is cited to establish the publication date of another "Y* document of particular relevance; the claimed invention
citation or other special reason (as specified) cannot be considered to involve an inventive step when the
"O" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu—
other means ments, such combination being obvious to a person skilled
"P* document published prior to the international filing date but in the art.
later than the priority date claimed *&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
10 March 2006 17/03/2006
Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentiaan 2
NL — 2280 HV Rijswijk ;

Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-8016 Olaechea, F

Form PCT/ISA/210 {second sheet) (April 2005)



INTERNATIONAL SEARCH REPORT

Intt;IM\al application No
PCT/1B2005/003807

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

28 July 2005 (2005-07-28)
paragraphs ‘0005! - “0007!
paragraphs ‘0017! - ‘0023!

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 2004/068653 Al (FASCENDA ANTHONY C) 1-564
8 April 2004 (2004-04-08)
paragraphs ‘0011! - ‘0015!
paragraphs ‘0018! - ‘0022!
paragraphs ‘0042! - ‘0045!
paragraphs ‘0051! - ‘0054!
paragraphs ‘0066! - ‘0078!
A US 2005/195778 Al (BERGS MAGNUS H ET AL) 1-64
8 September 2005 (2005-09-08)
paragraphs ‘0013! - ‘0020!
paragraphs ‘0027! - ‘0036!
A US 2005/163319 Al (HANCOCK ROBERT ET AL) 1-54

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

lnternalmnal application No

PCT/1B2005/003807
Patent document Publication Patent family Publication
cited in search report date member(s) date
WO 0049505 A 24-08-2000  NONE
US 2004068653 Al 08-04-2004  NONE
US 2005195778 Al 08-09-2005 DE 10341873 Al 07-04-2005
WO 2005024543 A2 17-03-2005
US 2005163319 Al 28-07-2005 AU 2004224971 Al 26-05-2005

CA 2486226 Al 07-05-2005

Form PCT/ISA/210 (patent family annex) {April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - wo-search-report
	Page 48 - wo-search-report
	Page 49 - wo-search-report

