wo 2010/043619 A1 | I ]ORN OO0 RO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

Co o
1 1d Intellectual P t t ) e
(19) World Intellectual Property Organization /i 1IN NP A0 AT A0 00 OO 00RO
International Bureau S,/ )
3\ 10) International Publication Number
(43) International Publication Date \'{:/_?___/ (10)
22 April 2010 (22.04.2010) PCT WO 2010/043619 Al
(51) International Patent Classification: (72) Inventors; and
GO6F 9/50 (2006.01) (75) Inventors/Applicants (for US only): SENDELBACH,
. e . ) Lee [US/US]; IBM Corporation, M/D GHD, 3605 High-
(21) International Application N“mber'P CT/EP2009/063351 way 52 North, Rochester, MN 55901 (US). BAUMAN,
Ellen [US/US]; IBM Corporation, M/D GHD, 3605
(22) International Filing Date: Highway 52 North, Rochester, MN 55901 (US).
13 October 2009 (13.10.2009) SCHIMKE, Timothy [US/US]; IBM Corporation, M/D
. ] . GHD, 3605 Highway 52 North, Rochester, MN 55901
(25) Filing Language: English (US). WRITZ, Joseph [US/US]; IBM Corporation, M/D
(26) Publication Language: English ?9C5 3605 Highway 52 North, Rochester, MN 55901
US).
(30) Priority Data: . ) )
12/251,722 15 October 2008 (15.10.2008) Us (74) Agent: LING, Christopher, John; IBM United Kingdom
Limited, Intellectual Property Law, Hursley Park, Winch-
(71) Applicant (for all designated States except US): INTER- ester Hampshire SO21 2JN (GB).
NATIONAL BUSINESS MACHINES CORPORA-
TION [US/US]; New Orchard Road, Armonk, NY 10504 (81) Designated States (unless otherwise indicated, for every
(US). kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
(71) Applicant (for MG ornly): IBM UNITED KINGDOM CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,

LIMITED [GB/GB]; PO Box 41, North Harbour,
Portsmouth Hampshire PO6 3AU (GB).

DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,

[Continued on next page]

(54) Title: DATA COMMUNICATIONS THROUGH A HOST FIBRE CHANNEL ADAPTER

It
?50; P RAM 168
- Display
180 LPAR Application 100
Video LPAR 105 -
Adapter Portion Operating System 106
& OTRANY || Queves| [[1 e 5 Forions 11
Video 102 104 108 Py
Bus 164
Memary LPAR Application 100
Bus Bus 166 AR | |08 o 8
Adapter Portion | Operating System 106
158 OfRAM™ [ [Queues] |[I70 Library _
102 104 108 1/O Functions 110
a1 134/F ]
2] Hypervisor 136 |
L}
: i Expansion Bus 160
' 1 User Input 1
: HFCA 114 l[e} Devi 81 Drive
] Adapter Adapter
cead LFCA 116 178 P
ID 118 || VO Addresses 120
Comm. | fem===
LFCA 116 Adapter
ID 118 || I/O Addresses 120 167
Fibre Fibre
Channel Channel
Switch Fabric
1z 103
D1
~ rap1n FIG.1

(57) Abstract: Data communications through a host Fibre
Channel adapter (HFCA') implemented with a computer
that includes two or more logical partitions, each logical
partition including a separate instance of an operating sys-
tem, each instance of an operating system including an in-
stance of a low-level, switched fabric input/output ('I/O") li-
brary, including establishing, in the HFCA by instances of
the I/O library in two or more logical partitions and by the
hypervisor, separate logical Fibre Channel adapters ('LF-
CAs") for at least two of the logical partitions, each LFCA
including an association of an LFCA identifier with at least
one range of /O memory addresses in the address space of
a logical partition and transferring, at the behest of applica-
tion programs in the two or more logical partitions, data be-
tween the RAM of the logical partitions and the data stor-
age devices through the LFCAs, the HFCA, and the Fibre
Channel fabric.



WO 2010/043619 A1 W00 )00 U0 A A AROU T

84)

ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI
NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
SE, SG, SK, SL, SM, ST, SV, SY, TJ, TM, TN, TR, TT,
TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARTPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))



w

w

w

WO 2010/043619 PCT/EP2009/063351

DATA COMMUNICATIONS THROUGH A
HOST FIBRE CHANNEL ADAPTER

BACKGROUND OF THE INVENTION

Field of the Invention

The field of the invention is data processing, or, more specifically, methods, apparatus, and

products for data communications through a host Fibre Channel adapter (‘“HFCA”).

Description Of Related Art

The development of the EDVAC computer system of 1948 is often cited as the beginning of
the computer era. Since that time, computer systems have evolved into extremely
complicated devices. Today's computers are much more sophisticated than early systems
such as the EDVAC. Computer systems typically include a combination of hardware and
software components, application programs, operating systems, processors, buses, memory,
input/output devices, and so on. As advances in semiconductor processing and computer
architecture push the performance of the computer higher and higher, more sophisticated
computer software has evolved to take advantage of the higher performance of the hardware,

resulting in computer systems today that are much more powerful than just a few years ago.

Powerful computer systems today are increasingly partitioned into a number of logical
partitions. Each of these logical partitions typically accesses 1/0O resources, including disk
storage. Such disk storage today is commonly accessed via a Fibre Channel storage arca
network. The drawback to this solution is that each logical partition is required to have its
own, separate, physical Fibre Channel adapter to connect to a Fiber Channel network. For a
large system, such a solution requires a large number of physical adapters, which drives
significant additional expense. The additional expense includes not only the adapters
themselves but also the physical enclosures that provide associated PCI or PCle adapter

slots, as well as the additional power requirements of many additional physical adapters.
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SUMMARY OF THE INVENTION

Methods, apparatus, and computer program products are disclosed for data communications
through a host Fibre Channel adapter (‘HFCA’) implemented on a computer, the computer
including random access memory (‘RAM’) operatively coupled to at least one computer
processor, the computer coupled for data communications through the HFCA and a Fibre
Channel switch of a Fibre Channel fabric to one or more data storage devices, the computer
including two or more logical partitions, the logical partitions administered by a hypervisor,
cach logical partition assigned a portion of the RAM of the computer, each logical partition
executing an application program, each logical partition including a separate instance of an
operating system, each instance of an operating system including an instance of a low-level,
switched fabric input/output (‘I/O’) library, including establishing, in the HFCA by instances
of the 1/0 library in two or more logical partitions and by the hypervisor, separate logical
Fibre Channel adapters (‘LFCAS’) for at least two of the logical partitions, each LFCA
including an association of an LFCA identifier with at least one range of I/O memory
addresses in the address space of a logical partition and transferring, at the behest of
application programs in the two or more logical partitions, data between the RAM of the
logical partitions and the data storage devices through the LFCAs, the HFCA, and the Fibre
Channel fabric.

The foregoing and other objects, features and advantages of the invention will be apparent
from the following more particular descriptions of exemplary embodiments of the invention
as illustrated in the accompanying drawings wherein like reference numbers generally

represent like parts of exemplary embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 sets forth a diagram of a distributed data processing system for data

communications through an HFCA according to embodiments of the present invention.
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Figure 2 sets forth a functional block diagram of an example data processing system that
implements data communications through an HFCA according to embodiments of the

present invention

Figure 3 sets forth a flow chart illustrating an exemplary method of data communications

through an HFCA according to embodiments of the present invention.

Figure 4 sets forth a flow chart illustrating a further exemplary method for data

communications through an HFCA according to embodiments of the present invention.

Figure 5 sets forth a flow chart illustrating a further exemplary method for data

communications through an HFCA according to embodiments of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

Exemplary methods, apparatus, and products for data communications through a host Fibre
Channel adapter (‘HFCA”’) in accordance with embodiments of the present invention are
described with reference to the accompanying drawings, beginning with Figure 1. Figure 1
sets forth a diagram of a distributed data processing system for data communications through
an HFCA according to embodiments of the present invention. The system of Figure 1
includes a computer (152) that is coupled for data communications through an HFCA (114),
a Fibre Channel switch (122), and a Fibre Channel fabric (103) to multiple data storage
device (308, 130). Fibre Channel is an American National Standards Institute (‘ANSI’)
standard defining a data communications architecture and protocol suite that are often used
for data communications within Storage Area Networks or SANs. Fibre Channel was
designed for use with mass storage devices and other peripheral devices that require very
high bandwidth. Fibre Channel supports high data transfer rates, not only through optical

fiber networks but also over wireline networks as well.

The Fibre Channel switch (122) is a data communications network switch compatible with
the Fibre Channel architecture and protocol suite. The Fibre Channel switch in this example

couples the example computer (152) to the Fibre Channel fabric (103) through the HFCA
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(114). The Fibre Channel fabric (103) is a data communications network composed of Fibre
Channel switches and other Fibre Channel-compatible devices which supports many-to-
many communication, device name lookup, security, and redundancy, all in accordance with
the Fibre Channel architecture and protocols. In the example of Figure 1, the Fibre Channel
fabric (103) provides many-to-many communications to and from several individual data
storage devices (308) as well as several a redundant arrays of independent disks (‘RAID
arrays’) (130). A RAID array is storage device that employs two or more disk drives in

combination for improved fault tolerance and improved performance.

As an aid to explanation, Figure 1 also includes a functional block diagram of the example
computer (152). The example computer (152) includes at least one computer processor
(156) or ‘CPU’ as well as random access memory (168) (‘RAM’) which is connected
through a high speed memory bus (166) and bus adapter (158) to processor (156) and to
other components of the computer (152). The example computer also includes the HFCA
(114) which is connected to the processor (156) through expansion bus (160). The
expansion bus (160) may be implemented as a Peripheral Component Interconnect or ‘PCI”
bus, in which all the connected peripheral devices share the same bidirectional, parallel
signal path. Figure 1 also illustrates an alternative mode of connection between the HFCA
and the processor through a Peripheral Component Interconnect Express or ‘PCle’ link
(112). Such a PCle link is built around pairs of serial, unidirectional point-to-point
connections known as ‘lanes,’ each connecting only a single peripheral device, faster than a

PCI bus.

In the example of Figure 1, the computer (152) includes an HFCA (114). The HFCA (114)
of Figure 1 is a physical adapter, a module of computer hardware and software, that
implements Fibre Channel communications between computer (152) and multiple storage
devices (308, 130) through a Fibre Channel fabric (103), with Fibre Channel port names
implemented with World Wide Names or “WWNs,” node ports or ‘N-Ports’ implemented
with Fibre Channel network addresses, and so on, all in accordance with the Fibre Channel
standards. In addition, the HFCA (114) is improved to implement data communications
according to embodiments of the present invention by supporting multiple logical Fibre

Channel adapters for multiple logical partitions of computer (152).
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Disposed in RAM are two logical partitions (‘LPARs’) (105), each of which is disposed in a
portion of RAM (102) assigned to one LPAR. Each LPAR is a set of data structures and
services administered by a hypervisor each of which enables applications programs and an
operating system to run concurrently with other applications and operating systems on the
same computer hardware. LPARs allow the distribution of computer resources within a
single computer to make the computer function as if it were two or more independent
computers. From the perspective of an application or any instance of an operating system,

an LPAR appears as an entire computer.

In this example, each LPAR includes an application program (100), a separate instance of an
operating system (106), and I/O queues (104). The 1/0 queues (104) are RAM storage
locations in which are stored 1/0O instructions and I/O data, data transferred to and from
storage devices. Each I/O queue (104) is defined as a portion of the RAM memory address
space of an LPAR, a range of I/O memory addresses. The applications programs (100) are
modules of computer program instructions that carry out user-level data processing, using
the operating system to effect input/output (‘I/0’) to and from the storage devices (308,
130). Examples of application programs include data processors, spreadsheets, database
managers, browsers, email clients, and the like. An operating system is a computer software
component that is responsible for execution of applications programs and for administration
of access to computer resources, memory, processor time, and I/0 functions, on behalf of
application programs. Operating systems, instances of which are useful in LPARS in
computers that implement data communications with HFCAs according to embodiments of
the present invention, include UNIX™, Linux™, Microsoft Vista™, IBM’s AIX™, IBM’s

15/0S™  and others as will occur to those of skill in the art.

Each instance of an operating system in this example includes an instance of a low-level,
switched fabric 1/0O library (108). A switched fabric is a network topology in which network
nodes connect with each other through one or more network switches. The term ‘switched
fabric’ is often used in the field of telecommunications to described such networks and is
also used in describing Fibre Channel storage arca networks and other high-speed networks,
including InfiniBand networks. Each instance of a switched fabric 1/0 library (108) in this

example is a module of computer program instructions composed of I/O functions (110) that
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perform low-level I/O operations between an LPAR (105) and a remote storage device
(308). Low-level I/O operations are 1/0O operations at the level of logical unit numbers
(‘LUNSs’) and logical block addresses (‘LBAs’). By way of contrast, the applications (100)
view disk I/O as reads and writes to and from disk files, knowing nothing of LUNs or LBAs.
Each operating system (106), through a file system, maps files to LUNs and LBAs, and the
I/O library (108) exposes the LUNS to the operating system (106) and to the applications
(100) as disk drives.

Also disposed in RAM is a hypervisor (136), a module of computer program instructions
that administers LPARs. The hypervisor (136) is a layer of system software that organizes
computer resources through LPARS so that multiple operating systems run on a computer at
the same time, each operating in a separate LPAR. The hypervisor (136) creates, assigns
resources to, and deletes LPARs, for example, at startup in accordance with configuration
information, at run time as instructed by a system administrator, or at run time at the behest
of load balancing components of a computer. The hypervisor (136) implements multiple
LPARs on a single computer by assigning to ecach LPAR (105) one or more ‘virtual
processors,” each of which represents a portion of the processor time of one or more physical
computer processors or processor cores. From the perspective of an operating system (106)
or application (100) in an LPAR (105) executing on a virtual processor, such an application

or operating system is operating on a physical processor or processor core.

The HFCA (114) in the example of Figure 1 includes two or more logical Fibre Channel
adapters (‘LFCASs’) (116), a separate LFCA for each of the two or more LPARs (105). The
host Fibre Channel adapter or ‘HFCA’ (114) in this example is a ‘host’ Fibre Channel
adapter in the sense that it is a Fibre Channel adapter improved according to embodiments of
the present invention to be capable of hosting multiple LFCAs. Each LFCA (116) is
composed of an association of an LFCA identifier (118) with at least one range of I/O
memory addresses (120) in the address space of an LPAR. The I/O memory addresses (120)
identify RAM space of an LPAR to and from which the HFCA transfers data at user
privilege level on behalf of an application program (100) running in an LPAR (105),
including transmitting the data by the HFCA (114) directly to or from the RAM (102) of the
LPAR, buffering no additional copy of the transferred data in the HFCA (114).
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The LFCAs (116) are ‘logical’ in the sense of ‘virtual.” That is, an LFCA is not an HFCA,
nor is it a Fibre Channel adapter of any kind. Instead, an LFCA is a set of structures and
procedures that enable an HFCA to operate as though it were multiple physical adapters with
a separate physical Fibre Channel adapter dedicated to the use of any LPAR. An LFCA
presents to an LPAR the appearance and function of a separate whole Fibre Channel adapter,
so that multiple LPARS appear to operate multiple Fibre Channel adapters, despite the fact
only one HFCA is installed in the computer. An LPAR uses an LFCA in the same manner
as the LPAR would use a dedicated, physical Fibre Channel adapter. The LFCA is exposed
to the LPAR through exactly the same interface or API as would be a dedicated, separate
Fibre Channel adapter, so that the LPAR cannot distinguish between a dedicated, physical
Fibre Channel adapter and an LFCA. In this example, the LPARs and the LFCAs are said to
be ‘two or more,’ although in the example of Figure 1, they both are exactly two. The
number of two LPARS and the two LFCAs in this example, however, is presented only for
case of explanation, not for limitation of the invention. A computer that implements data
communication through an HFCA according to embodiments of the present invention, with
LPARs and LFCAs, can use any number of LPARs and LFCAs as may occur to those of
skill in the art.

In the example computer of Figure 1, the I/0 libraries (108) in the LPARs (105) and the
hypervisor (136) work together to establish LFCAs (116). The I/O libraries (108) and the
hypervisor (136), working together, establish in the HFCA (114) separate LFCAs (116) for
at least two of the logical partitions, where, as mentioned above, each LFCA is composed of
an association of an LFCA identifier (118) with at least one range of /O memory addresses
(120) in the address space of a logical partition. In this example, the range of I/O memory
addresses specifies I/O queues (104) in each LPAR. Each LPAR contains an instance of an
I/O library that in turn includes I/O functions (110) that call LFCA support functions in the
hypervisor through API (134) to establish an LFCA. The API calls are identical to the API
calls that an 1/O library would make to initialize a driver for an actual Fibre Channel adapter,
so that the fact that the calls establish an LFCA is actually transparent to the LPARs and
their I/O libraries. The I/O memory addresses (120) in each LFCA (116) effectively map
cach LFCA to a separate one of the LPARs (105). When applications programs in the

LPARSs eventually request I/O to or from a remote data storage device, computer (152)
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transfers data between the RAM (102) of the logical partitions and the data storage devices
through the LFCAs (116), the HFCA (114), and the Fibre Channel fabric (103). In this
example, such transfers of data to and from a storage device are carried out at user privilege
level on behalf of an application program running in an LPAR, including transmitting the
data by the HFCA directly to or from the RAM of a logical partition, buffering no additional
copy of the transferred data in the HFCA. The transmissions of data directly to and from
LPAR RAM (102) at the specified I/O memory addresses (120) and the maintenance of the
user privilege level means that the computer does not incur the costly processing overhead of
an I/0O interrupt for context switching to a more protected privilege level in carrying out such

transfers.

The computer (152) of Figure 1 includes disk drive adapter (172) coupled through expansion
bus (160) and bus adapter (158) to processor (156) and other components of the computer
(152). Disk drive adapter (172) can connect non-volatile data storage to the computer (152)
in the form of internal disk drive (170), for example. Disk drive adapters useful in
computers for data communications through an HFCA (114) according to embodiments of
the present invention include Integrated Drive Electronics (‘IDE’) adapters, Small Computer
System Interface (‘SCSI’) adapters, and others as will occur to those of skill in the art. Non-
volatile computer memory also may be implemented for as an optical disk drive, electrically
erasable programmable read-only memory (so-called ‘EEPROM’ or ‘Flash’ memory), RAM

drives, and so on, as will occur to those of skill in the art.

The example computer (152) of Figure 1 includes one or more input/output (‘I/O”) adapters
(178). 1/O adapters implement user-oriented input/output through, for example, software
drivers and computer hardware for controlling output to display devices such as computer
display screens, as well as user input from user input devices (181) such as keyboards and
mice. The example computer (152) of Figure 1 includes a video adapter (209), which is an
example of an I/O adapter specially designed for graphic output to a display device (180)
such as a display screen or computer monitor. Video adapter (209) is connected to processor
(156) through a high speed video bus (164), bus adapter (158), and the front side bus (162),
which is also a high speed bus.
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The example computer (152) of Figure 1 includes a communications adapter (167) for data
communications with other computers and for data communications with a data
communications network. Such data communications may be carried out serially through
RS-232 connections, through external buses such as a Universal Serial Bus (‘USB’), through
data communications data communications networks such as IP data communications
networks, and in other ways as will occur to those of skill in the art. Communications
adapters implement the hardware level of data communications through which one computer
sends data communications to another computer, directly or through a data communications
network. Examples of communications adapters include modems for wired dial-up
communications, Ethernet (IEEE 802.3) adapters for wired data communications network
communications, and 802.11 adapters for wireless data communications network

communications.

The arrangement of devices making up the example data processing system illustrated in
Figure 1 is for explanation, not for limitation. Data processing systems that implement data
communications through an HFCA according to various embodiments of the present
invention may include additional servers, routers, switches, adapters, other devices, and
peer-to-peer architectures, not shown in Figure 1, as will occur to those of skill in the art.
Networks in such data processing systems may support many data communications
protocols, including for example TCP (Transmission Control Protocol), IP (Internet
Protocol), HTTP (HyperText Transfer Protocol), WAP (Wireless Access Protocol), HDTP
(Handheld Device Transport Protocol), and others as will occur to those of skill in the art.
Various embodiments of the present invention may be implemented on a variety of hardware
platforms in addition to those illustrated in Figure 1. The example computer (152) may be
implemented in a variety of forms as will occur to those of skill in the art, including, for
example, a personal computer, a laptop computer, a blade server in a large data center, or a

compute node in a supercomputer.

For further explanation, Figure 2 sets forth a functional block diagram of an example data
processing system that implements data communications through an HFCA according to
embodiments of the present invention. The example data processing system of Figure 2

includes three LPARs (105), a hypervisor (136), and an HFCA (114), all of which operate in
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or on a computer similar to the one described above with reference to Figure 1, a computer
having one or more computer processors operatively coupled to RAM in which the LPARs
are disposed. The data processing system of Figure 2 includes couplings for data
communications through an HFCA (114), a Fibre Channel switch (122), and a Fibre Channel
fabric (103) to multiple data storage device (308). Each LPAR of Figure 2 includes an
application program (100) executing on computer hardware resources allocated to the
LPAR. Each LPAR of Figure 2 also includes a file system (204) and a file system API
(202). The file system (204) of Figure 2 is the overall structure in which objects such as files
are named, stored, and organized from the perspective of application programs. The file
system API (202) of Figure 2 provides computer program functions for use by application
programs in interfacing with the file system (204), including computer program functions
that create a file, open a file, write to a file, read from a file, delete a file, and so on, as will
occur to those of skill in the art. In providing such file-related functionality, the file system

also tracks which LUNs and LBAs on storage devices compose a file.

In the example of Figure 2, LPAR (105) includes an instance of a low-level, switched fabric
I/O library (108) that includes an API (206). Such an 1/O library (108) organizes Fibre
Channel data storage resources (308) and presents such resources through API (206) to a file
system (204) in the form of virtual disk drives. Each instance of a switched fabric I/O
library (108) in this example is a module of computer program instructions composed of I/O
operations that perform low-level I/O operations between an LPAR (105) and a remote
storage device (308). Low-level I/O operations are I/O operations at the level of logical unit
numbers (‘LUNSs’) and logical block addresses (‘LBASs’) of disk space on storage devices.
Computer program instructions that perform low-level I/O operations between an LPAR
(105) and a remote storage device (308) are invoked through the I/0 library API (206). The
low-level I/O operations invoked through the I/O library API (206) can be implemented as,
for example, a SCSI command contained in a Command Descriptor Block (CDB), or in any

other ways that will occur to one of skill in the art.

In the example of Figure 2, each LPAR (105) includes a queue pair (406). Each queue pair
(406) includes a send queue and receive queue for data communications between an LPAR

(105) and a data storage device (308). The queue pair (406) of Figure 2 stores work queue
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clements (‘WQESs’) (414) that represent a data communications instruction. In the example
of Figure 2, the WQE (414) can include a request ID, information that specifies a region of
memory in an LPAR for I/O operations, Fibre Channel specific information, such as, for
example, the address of the storage device targeted by the data communications instruction,
or any other information useful in facilitating data communications between an LPAR and a

storage device as will occur to those of skill in the art.

In the example of Figure 2, the LPAR includes an I/O memory region (208). The 1/0
memory region (208) is a segment of memory, within the memory space of the LPAR (105),
that is accessible by the HFCA (114) for I/O operations between the LPAR (105) and a data
storage device (308). The HFCA (114) can, for example, write data to the I/O memory
region (208) as part of a read request issued by the LPAR (105) to a storage device (308).
The HFCA (114) can also read data from the I/O memory region (208) as part of a write
request issued by the LPAR (105) to a storage device (308).

The example of Figure 2 includes an HFCA (114). The HFCA (114) is a physical adapter, a
module of computer hardware and software improved to carry out data communications
according to embodiments of the present invention, that implements Fibre Channel
communications between computer (152 on Figure 1) and a storage device (308) through a
Fibre Channel fabric (103 on Figure 1), with Fibre Channel port names implemented with
World Wide Names or “WWNSs,’ node ports or ‘N-Ports’ implemented with Fibre Channel
network addresses, and so on, all in accordance with the Fibre Channel standards. The
HFCA (114) in the example of Figure 2 includes three logical Fibre Channel adapters
(‘LFCAS’) (116), a separate LFCA for each of the three LPARs (105) in this example. The
host Fibre Channel adapter or ‘HFCA’ (114) in this example is a ‘host’ Fibre Channel
adapter in the sense that it is a Fibre Channel adapter improved according to embodiments of

the present invention to be capable of hosting multiple LFCAs.

The example of Figure 2 includes multiple LFCAs (116) which are ‘logical” adapters in the
sense that each LFCA is in fact a ‘virtual’ adapter. That is, an LFCA (116) is not an HFCA,
nor is it a physical Fibre Channel adapter of any kind. Instead, an LFCA is a set of

structures and procedures that enable an HFCA to operate as though it were multiple
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physical adapters with a separate physical Fibre Channel adapter dedicated to the use of any
LPAR. An LFCA presents to an LPAR the appearance and function of a separate whole
Fibre Channel adapter, so that multiple LPARS appear to operate multiple Fibre Channel
adapters, despite the fact only one HFCA is installed in the computer. An LPAR uses an
LFCA in the same manner as the LPAR would use a dedicated, physical Fibre Channel
adapter. The LFCA is exposed to the LPAR through exactly the same interface or API as
would be a dedicated, separate Fibre Channel adapter, so that the LPAR cannot distinguish
between a dedicated, physical Fibre Channel adapter and an LFCA.

In the example of Figure 2, each LFCA (116) includes a map (212). The map (212) of
Figure 2 is a data structure that includes data storage for an LFCA identifier (118) and a
range of I/O memory addresses in the address space of an LPAR. The range of I/O memory
addresses can define a memory region in which a queue pair is to be operated in the address
space of an LPAR. The range of I/O memory addresses also can define an 1/0O memory
region, separate from any queue pair, in the address space of an LPAR, where the memory
region is used for data transfer of data stored outside any queue pair or any WQE. The map
associates an LFCA with an LPAR by storing memory addresses that are located in the
memory of the LPAR, the only LPAR, that is associated with a particular LFCA. In the
mapping, there is no need for a separate identifier for the LPAR, because only one LPAR

has memory addresses specified in the map.

In the example computer of Figure 2, the 1/0 libraries (108) in the LPARs (105) and the
hypervisor (136) work together to establish LFCAs (116) and to transfer data between the
RAM of the LPARs and data storage devices (308). The I/O libraries (108) and the
hypervisor (136), working together, establish in the HFCA (114) separate LFCAs (116) for
at least two of the logical partitions, where, as mentioned above, each LFCA is composed of
an association of an LFCA identifier (118) with at least one range of /O memory addresses
(120) in the address space of a logical partition. In this example, the range of I/O memory
addresses specifies I/O queues (104) in each LPAR. Each LPAR contains an instance of an
I/O library that in turn includes I/O functions (110) that call LFCA support functions in the
hypervisor through API (134) to establish an LFCA. The API calls are identical to the API

calls that an 1/O library would make to initialize a driver for an actual Fibre Channel adapter,
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so that the fact that the calls establish an LFCA is actually transparent to the LPARs and
their I/O libraries. The I/O memory addresses (120) in each LFCA (116) effectively map
cach LFCA to a separate one of the LPARs (105).

The I/O libraries and the hypervisor work together to establish LFCAs and to transfer data in
the sense that the hypervisor provides support functions (210) for the creation of LFCAs and
for data transfer, support functions that are called by member methods in the I/O libraries.
The support functions (210) in the hypervisor are exposed to the 1/0O libraries as support
functions for a Fibre Channel adapter, so that from the perspective of the member methods
or routines in the I/O libraries, each I/O library in an LPAR that wants one has its own
separate Fibre Channel adapter. The I/O library call to create an LFCA appears to the I/0

library as a call to initialize its own separate Fibre Channel adapter, as in, for example:

hyp FCA driver init(i/o_memory addresses),

an example of a call to a hypervisor’s support function to initialize a driver for a Fibre
Channel adapter that the hypervisor treats as an instruction to establish (214) an LFCA for
the LPAR of the calling library. The example of Figure 2 includes two forms of LFCA, one
in which LFCAs (116) are represented as object-oriented instances of an LFCA class and
another in which LFCA are represented as entries in a table (224) each record of which
represents an LFCA by associating an LFCA identifier (‘LFCA ID’) with at least one range
of I/O memory addresses in the address space of a logical partition — represented in this
example table (224) by a send queue address and a receive queue address, in effect,
addresses for a queue pair in the memory space of an LPAR. 1/O support queues in the
memory space of the LPARS can include not only queue pairs for normal data
communications but also queue pairs for asynchronous events as well as completion queues.

Each queue pair typically includes a send queue and a receive queue.

When application programs (100) in the LPARSs (105) eventually request 1/0O to or from a
remote data storage device, the data processing system of Figure 2 transfers data between the
LPARs and the data storage devices through the LFCAs (116), the HFCA (114), and the
Fibre Channel fabric (103). The 1/O libraries (108) and the hypervisor through its LFCA
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support functions again cooperate to effect data transfers. To write or read data to or from a
storage device, an I/0 library enqueues a send work queue entry (WQE) into a send queue of
a queue pair and then calls a hypervisor LFCA support function to notify the HFCA (114)
through the hypervisor call of data ready to be transferred. Another option here is to
dedicated a separate ‘doorbell’ hardware register to each queue pair and allow the 1/O library
to write directly to such a hardware register for a given queue pair to indicate the presence of
new WQEs. For embodiments capable os supporting such additional hardware registers, this
more hardware-oriented alternative can provide a performance benefit. The hypervisor
maintains an association between each LFCA and each LPAR that has an LFCA, that is, for
example, in a table each record of which includes an identifier for an LPAR and that LPAR’s
LFCA. From the perspective of the calling library, such a call appears as a notification to a
Fibre Channel adapter that a WQE has been enqueued. The called routine within the
hypervisor identifies the LFCA of the LPAR of the calling library and writes the identifier of
that LFCA into a notification queue (218). The entries (219) in the notification queue
represent notifications to the HFCA controller (220) of enqueued WQEs.

The HFCA controller (220) is a module of electronic controls for the HFCA (114). The
controller (220) may be implemented as a microprocessor with a control program in flash
memory or RAM, as a field programmable gate array (‘FPGA’), as a complex programmable
logic device (‘CPLD”), as an application-specific integrated circuit (‘ASIC’), as an
embedded microcontroller with a Harvard architecture, as a custom-designed network of
synchronous and asynchronous logic, and in other ways as may occur to those of skill in the
art. The controller (220) administers the notifications (219) in the notification queue (218)
in a round robin manner (216). That is, rather than processing in turn, in the order received,
for example, each and every notification (219) in the notification queue (218), the controller
(220) processes a next notification from a next LFCA. If the next LFCA ID in the
notification queue (218) is the same as the immediately previous LFCA ID, then processing
that notification next risks an 1/O bottleneck centered on that LFCA. Moving down round
robin through the notification queue (218) until the controller finds a (220) next, different
LFCA ID climinates the risk of an I/O bottleneck on an LFCA of an LPAR that happens to
be more active than other LFCAs of other LPARs. When the controller determines which

LFCA ID entry to process, the controller looks up the pertinent memory address or addresses
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for the LPAR’s queue pair (406) or I/O memory region (208) from a map (212) in an LFCA
object (116), from a table such as table (224), or from some other association of an LFCA

and its I/O memory addresses as may occur to those of skill in the art.

The HFCA in this example includes a Fibre Channel port (222). The Fibre Channel port
(222) is composed of the conductive pathways and connections required by the Fibre
Channel standard to connect the HFCA to a Fibre Channel switch (122) and therefore to a
Fibre Channel fabric (103) generally. The controller (220) opens data exchange sessions for
WQEs generally through port (222) and switch (122) through the fabric (103) with data
storage devices (308) and transfers data to and from storage devices through such open data
exchange sessions. Such open data exchange sessions organize data transfers according to
the Fibre Channel standard. The Fibre Channel standard, however, does not contemplate or
provide for LFCAs or multiple LFCAs supporting multiple data transfers to and from
multiple LPARs. Data transferred through the port, the switch, and the fabric accords with
the Fibre Channel standard. Data transfers between the HFCA and the LPARs are improved
according to embodiments of the present invention to support multiple LPARs. The
controller associates data transfers on the fabric side of the controller with a data transfer to
or from a particular LPAR by associating an identifier for that LPAR’s LFCA with an
identifier for a particular Fibre Channel data exchange session between the HFCA and a
storage device. Such an association between an LPAR’s LFCA and a particular Fibre
Channel data exchange session can be maintained, for example, by the controller (220) in the

HFCA (114) in a data structure such as illustrated in Table 1:

Table 1
LFCA FC Exchange ID
3213 0003
1234 0004
3456 0005
7876 0006
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Each record in Table 1 associates an LPAR’s LFCA with an identifier for a particular Fibre
Channel data exchange session. Readers will recognize therefore that each row of Table 1
effectively identifies a logical or virtual Fibre Channel exchange session between an LPAR
and a data storage device, a logical exchange session in which controller (220) effectively
moderates between a standard exchange session on the fabric side of the controller (220) and
the logical exchange session on the LFCA side of the controller (220). The table form of
this structure is optional. Such an association of LFCAs and exchange session identifiers
can be maintained in an array, in C-style structures, in linked lists, and in other forms of data

structure as will occur to those of skill in the art.

In this example, the HFCA controller (220) transfers data between LPARs (105) and storage
devices (308) at user privilege level on behalf of application programs (100) running in
LPARs, including transmitting the data by the HFCA controller (220) directly to or from the
RAM of an LPAR, buffering no additional copy of the transferred data in the HFCA. The
transmissions of data directly to and from LPAR RAM (102) at the specified /O memory
addresses (120) and the maintenance of the user privilege level means that the data
processing system of Figure 2 does not incur the costly processing overhead of an I/O
interrupt for context switching to a more protected privilege level in carrying out such

transfers.

For further explanation, Figure 3 sets forth a flow chart illustrating an exemplary method of
data communications through an HFCA according to embodiments of the present invention.
The method of Figure 3 is implemented on a computer (152) such as, for example, the
computer (152) described above with reference to Figure 1. The computer (152) includes
RAM (168 on Figure 1) operatively coupled to at least one computer processor (156 on
Figure 1). The computer is coupled for data communications through an HFCA (114) and a
Fibre Channel switch (122) of a Fibre Channel fabric (103) to one or more data storage
devices (308). The computer in the example of Figure 3 also includes two or more LPARs
(105), the LPARs administered by a hypervisor (136 on Figure 1). Each logical partition is
assigned a portion (102) of the RAM of the computer, and each LPAR executes an
application program (100). Each LPAR (105) also includes a separate instance of an
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operating system (106 on Figure 1), where each instance of an operating system also

includes an instance of a low-level, switched fabric input/output (‘I/O’) library (108).

The method of Figure 3 includes establishing (302), in the HFCA (114) by instances of the
I/O library (108) in two or more LPARs (105) and by the hypervisor (136 on Figure 1),
separate LFCAs for at least two of the LPARs. Establishing (302) an LFCA for each LPAR
is carried out by calls to functions (110) in the I/O library (108). In the method of Figure 3,
calls to functions (110) in the I/O library (108) can be made dynamically, at run-time, by the
hypervisor at the behest of an LPAR (105) attempting to perform data communications with
a storage device (308). In the method of Figure 3, calls to functions (110) in the I/O library
(108) can alternatively be made by a hypervisor (136 on Figure 1) as part of an initialization
sequence performed by the hypervisor when the hypervisor creates an LPAR. Calls to
functions in the 1/O library are identical to the API calls that an 1/O library would make to
initialize a driver for an actual Fibre Channel adapter. The fact that the calls establish an
LFCA is actually transparent to the LPARSs and their 1/O libraries. From the perspective of
the member methods or routines in the 1/O libraries, each 1/O library in an LPAR that wants

one has its own separate Fibre Channel adapter.

In the method of Figure 3, establishing (302) an LFCA includes associating an LFCA
identifier (118) with at least one range of I/O memory addresses (120) in the address space
of an LPAR. The fact that the I/O memory addresses are in the range of address space of a
particular LPAR associates a particular LPAR with a particular LFCA. The range of I/O
memory addresses can define one or more queue pairs in the address space of an LPAR.
The range of I/O memory addresses optionally also can define an I/O memory region,
separate from any queue pair, in the address space of an LPAR, where the memory region is
used for data transfer of data stored outside any queue pair or any WQE. Associating an
LFCA identifier and a range of /O memory addresses in the address space of an LPAR
(105) can be carried out by calls to functions (110) in the 1/O library (108). In the method of
Figure 3, calls to functions (110) in the I/O library (108) that associate an LFCA identifier
and a range of I/O memory addresses can be made by a hypervisor (136 on Figure 1) as part
of an initialization sequence performed by the hypervisor when the hypervisor creates an

LPAR. Inthe method of Figure 3, calls to functions (110) in the I/O library (108) that
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associate an LFCA identifier and a range of I/O memory addresses can alternatively be made
dynamically, at run-time, by an LPAR by an LPAR (105) attempting to perform data

communications with a storage device (308).

The method of Figure 3 also includes transferring (304), at the behest of application
programs (100) in the two or more LPARs (105), data between the RAM (102) of the
LPARs and the data storage devices through the LFCAs (116), the HFCA (114), and the
Fibre Channel fabric (103). Transferring (304) data between RAM (102) of the LPARs and
the data storage devices typically is implemented as a direct memory access transfer between
the RAM (102) of the LPARs (105) and the data storage devices (308). In a direct memory
access transfer between the RAM (102) of the LPARs (105) and the data storage devices, the
HFCA (114) reads and writes data directly to and from the memory space for an LPAR.
Because the HFCA (114) is capable of direct memory access transfers, the need to copy data
between application memory and the data buffers in the operating system is eliminated.

Such direct memory access transfers require no work to be done by CPUs and no caches in
an HFCA as transfers continue in parallel with other system operations, with no interrupts

for context switching to privileged processing.

For further explanation, Figure 4 sets forth a flow chart illustrating a further exemplary
method for data communications through an HFCA according to embodiments of the present
invention. The method of Figure 4, like the method of Figure 3, is implemented on a
computer (152 on Figure 1) such as, for example, the computer (152 on Figure 1) described
above with reference to Figure 1. The computer (152 on Figure 1) includes RAM (168 on
Figure 1) operatively coupled to at least one computer processor (156 on Figure 1). The
computer is coupled for data communications through an HFCA (114) and a Fibre Channel
switch (122 on Figure 1) of a Fibre Channel fabric (103 on Figure 1) to one or more data
storage devices (308 on Figure 1). The computer in the example of Figure 3 also includes
two or more LPARs (105 on Figure 1), the LPARs administered by a hypervisor (136 on
Figure 1). Each logical partition is assigned a portion (102) of the RAM of the computer,
and each LPAR executes an application program (100 on Figure 1). Each LPAR (105 on

Figure 1) also includes a separate instance of an operating system (106 on Figure 1), where
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cach instance of an operating system also includes an instance of a low-level, switched fabric

input/output (‘I/O’) library (108).

The method of Figure 4 is further similar to the method of Figure 3 in that the method of
Figure 4 also includes establishing (302) separate LFCAs for at least two of the LPARs (105
on Figure 1) and transferring (304) data between the RAM of the LPARs and the data
storage devices. In the method of Figure 4, however, establishing LFCAs also includes
creating (430), by the hypervisor for each LFCA, a queue pair for normal data
communications (406), a queue pair for asynchronous events (420), and a completion queue
(416), each queue pair (406, 420) including a send queue (412, 426) and a receive queue
(408, 422).

In the method of Figure 4, the queue pair for normal data communications (406) includes a
send queue (414) and a receive queue (410). A send queue (414) stores send WQEs (412),
where each WQE represents a data communications instruction. Data communications
instructions include all possible 1/O operations that can be implemented between LPAR
RAM and storage device connected through a Fibre Channel fabric, including send
operations, receive operations, direct memory access operations, and so on. In the example
of Figure 2, a send WQE (412) can include an identifier for the WQE, a specification of a
region of memory in an LPAR for I/O operations, Fibre Channel specific information, such
as, for example, the address of the storage device targeted by the data communications
instruction, as well as other information useful in facilitating data communications between
an LPAR and a storage device as will occur to those of skill in the art. A receive work queue
(408) stores receive WQEs (410), each of which provides storage space for storage device

status, administrative information regarding data exchanges, and the like.

In the method of Figure 4, the queue pair for asynchronous events (420) includes a send
queue (426) and a receive queue (422). Asynchronous events are ‘asynchronous’ in that
they are not part of the normal back and forth of normal data communications. Instead, an
LFCA driver in an I/O library of an LPAR is immediately notified of the arrival in the
HFCA of an asynchronous event targeted at that LFCA. Asynchronous events are Fibre

Channel functions that provide a mechanism through which an HFCA can receive
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information concerning a Fibre Channel fabric accessible to the computer (152 on Figure 1)
through the HFCA. Information concerning the Fibre Channel fabric can include, for
example, a notification that a new storage device has been added to the network, a
notification that a storage device has been removed from the network, a notification that a
storage device on the network is malfunctioning, and other information concerning the Fibre
Channel fabric that will occur to those of skill in the art. In the method of Figure 4, an 1/0O
library function posts a receive WQE in a receive queue of an asynchronous queue pair.
Upon receipt of an asynchronous event, the HFCA determines the target queue pair and
places the asynchronous event in the memory location specified by the posted receive WQE
in the receive queue of the target queue pair. To the extent that more than multiple LFCAs
effectively use the same Fibre Channel fabric for data communications with storage devices,
then the HFCA may broadcast a single asynchronous event pertinent to that fabric to more

than one LPAR.

In the method of Figure 4, the completion queue (416) is a mechanism for receiving
completion elements (418), each of which represents an indication of completion of an I/O
instruction from a WQE in a normal communications send queue. A completion queue is a
mechanism through which functions of an I/0 library that submit WQESs can learn of the
completion of I/O instructions from the submitted WQEs. A function that enqueues a WQE
can check the completion queue periodically to learn of the completion of the enqueued

WQE by processing a completion element in the completion queue.

In the method of Figure 4, establishing separate LFCAs for each of the two or more LPARS
(105 on Figure 1) also includes receiving (432), in a hypervisor (136 on Figure 1) from the
fabric-style 1/0 library (108), a request (434) to create the LFCA. In the method of Figure 4,
a request (434) to create the LFCA includes memory addresses (436, 438) in the RAM of the
LPAR for a queue pair (406) for normal data communications. The library’s request to
create an LFCA appears from the perspective of the library as a request to initialize a Fibre

Channel driver, such as, for example:

hyp FCA driver init(i/o_memory addresses).
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An LPAR’s I/O library knows nothing of LFCAs. The hypervisor, however, treats such a
call as an instruction to establish (214) an LFCA for the LPAR of the calling library. The
memory addresses in the RAM (102) of the LPAR (105 on Figure 1) for a queue pair (406)
for normal data communications specify for the hypervisor the location in the RAM (102) of
the LPAR (105 on Figure 1) where the queue pair for normal data communications (406) is
located. The location of the queue pair for normal data communications (406) in the RAM
(102) of the LPAR (105 on Figure 1) can be determined, for example, when the LPAR (105
in Figure 1) is first initialized by the hypervisor or later, dynamically at run time, for

example, at the behest of a system administrator.

The method of Figure 4 also includes, responsive to receiving the request to establish an
LFCA, creating an LFCA, including associating (404), by the hypervisor in the HFCA (114),
the created LFCA and the memory addresses for the send and receive queues. The
hypervisor associates created LFCA and the memory addresses for the send and receive
queues by storing in association in an appropriate data structure (116) in the HFCA an
identifier (448) for the newly created LFCA and the memory addresses for the queue pair, a
send queue address (452) for normal data communications and a receive queue address (454)
for normal communications. Data structure that can be used to associate LFCA identifiers
and queue pair addresses can be implemented, for example, as rows in a table, linked lists,

data arrays, C-style structures, and so on.

In the method of Figure 4, a request (434) to create the LFCA includes memory addresses
(440, 442) in the RAM (102) of the LPAR (105 on Figure 1) for a queue pair (420) for
asynchronous events and a memory address (444) in the RAM of the LPAR for a completion
queue (416). The library’s request to create an LFCA appears from the perspective of the

library as a request to initialize a Fibre Channel driver, such as, for example:
hyp FCA driver init(i/o_memory addresses).
An LPAR’s I/O library knows nothing of LFCAs. The hypervisor, however, treats such a

call as an instruction to establish (214) an LFCA for the LPAR of the calling library. The
memory addresses in the RAM (102) of the LPAR (105 on Figure 1) for a queue pair (420)
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for asynchronous events specify for the hypervisor the location in the RAM (102) of the
LPAR (105 on Figure 1) where the queue pair for asynchronous events (420) is located. The
memory address in the RAM (102) of the LPAR (105 on Figure 1) for a completion queue
(416) for completion elements (418) specifies for the hypervisor the location in the RAM
(102) of the LPAR (105 on Figure 1) where the completion queue (416) is located. The
location of the queue pair for asynchronous events (420) and the location of the completion
queue (416) in the RAM (102) of the LPAR (105 on Figure 1) can be determined, for
example, when the LPAR (105 on Figure 1) is first initialized by the hypervisor or later,

dynamically at run time, for example, at the behest of a system administrator.

The method of Figure 4 also includes, responsive to receiving the request to establish an
LFCA, creating an LFCA, including associating (404), by the hypervisor (136) in the HFCA
(144), the created LFCA and the memory addresses for the queues. The hypervisor
associates the created LFCA and the memory addresses for the queues by storing in
association in an appropriate data structure (116) in the HFCA an identifier (448) for the
newly created LFCA and the memory addresses a completion queue address (450), a send
queue address (456) for asynchronous events, and a receive queue address (458) for
asynchronous events. Data structures that can be used to associate LFCA identifiers and
queue pair addresses can be implemented, for example, as rows in a table, linked lists, data

arrays, C-style structures, and so on.

For further explanation, Figure 5 sets forth a flow chart illustrating a further exemplary
method for data communications through an HFCA according to embodiments of the present
invention. The method of Figure 5, like the method of Figure 3, is implemented on a
computer (152) such as, for example, the computer (152) described above with reference to
Figure 1. The computer (152) includes RAM (168 on Figure 1) operatively coupled to at
least one computer processor (156 on Figure 1). The computer is coupled for data
communications through an HFCA (114) and a Fibre Channel switch (122) of a Fibre
Channel fabric (103) to one or more data storage devices (308). The computer in the
example of Figure 3 also includes two or more LPARs (105), the LPARs administered by a
hypervisor (136 on Figure 1). Each logical partition is assigned a portion (102) of the RAM
of the computer, and each LPAR executes an application program (100). Each LPAR (105)
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also includes a separate instance of an operating system (106 on Figure 1), where each
instance of an operating system also includes an instance of a low-level, switched fabric

input/output (‘I/O’) library (108).

The method of Figure 5 is further similar to the method of Figure 3 in that the method of
Figure 5 also includes establishing (302) separate LFCAs for cach LPAR and transferring
(304) data (306) stored in the RAM (102) of an LPAR (105). In the method of Figure 5,
however, transferring (304) data (306) stored in the RAM (102) of an LPAR (105) also
includes enqueucing (504) in the receive queue (410) for normal data communications a
receive WQE (408), the receive WQE (408) comprising storage for a status of a data storage
device as well as other administrative information related to a particular I/O instruction.
Status of a data storage device can be, for example, a SCSI status byte indicating that a target
has successfully completed an I/0 instruction, an indication of an error or abnormal
condition in executing an I/O instruction, an indication that the target is presently busy, and

SO Oon.

In the method of Figure 5, transferring data stored in the RAM (102) of an LPAR (105) also
includes enqueucing (506) in the send queue (414) for normal data communications a send
WQE (412), where the send WQE (412) specifies a data communications instruction. A data
communications instruction may be implemented, for example, as an I/O instruction set forth
in a SCSI Command Descriptor Block (‘CDB’) that includes of an operation code followed
by instruction-specific parameters. In the method of Figure 5, the send WQE can include a
request ID that is used to identify the WQE. The send WQE of Figure 5 also includes
information that specifies a region of memory, in the memory space of an LPAR, where data
is to be read from or written to in accordance with the data communications instruction. The
send WQE of Figure 5 also includes Fibre Channel specific information, such as, for

example, the address of the storage device targeted by the data communications instruction.

In the method of Figure 5, transferring (304) data stored in the RAM (102) of an LPAR
(105) also includes effecting (508), by the HFCA in accordance with the specified data
communications instruction, data communications between the computer and the target

storage device (306). Effecting data communications, as the phrase is used in the present
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application, includes reading data from a remote storage device and writing data to a remote
storage device. Such data communication in a SCSI context over Fibre Channel, for
example, includes an HFCA acting as an initiator of a data exchange, designating a data
storage device as the target of the exchange, and carrying out the actual exchange at the
behest of the target, after which the target sends final device status and a completion

message.

In the method of Figure 5, transferring (304) data stored in the RAM (102) of an LPAR
(105) includes transferring (502) data (306) at user privilege level on behalf of the
application program (100) running in the LPAR (105), including transmitting the data (306)
by the HFCA (114) directly to or from the RAM (102) of the LPAR (105). In the method of
Figure 5, transmitting the data by the HFCA directly from the RAM of an LPAR includes
buffering no additional copy of the transferred data in the HFCA. In most computer
systems, an application program operates at a user privilege level that denies direct access to
I/O resources. Such an application program gains access to I/O resources by calls to 1/0
library functions that are installed as operating system components that operate at a higher
level of privilege. Gaining access to the higher privilege in most systems requires a costly
context switch of all the architectural registers of the processor on which the application and
the operating system components execute. The transmissions of data directly to and from
LPAR RAM (102), in computers that implement data communication through an HFCA
according to embodiments of the present invention, at the specified I/O memory addresses
(120) and the maintenance of the user privilege level means that the computer (152) does not
incur the costly processing overhead of an I/O interrupt for context switching to a more

protected privilege level in carrying out such transfers.

Exemplary embodiments of the present invention are described largely in the context of a
fully functional computer system for data communication through an HFCA. Readers of
skill in the art will recognize, however, that the present invention also may be embodied in a
computer program product disposed on computer-readable, signal bearing media for use
with any suitable data processing system. Such signal bearing media may be transmission
media or recordable media for machine-readable information, including magnetic media,

optical media, or other suitable media. Examples of recordable media include magnetic
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disks in hard drives or diskettes, compact disks for optical drives, magnetic tape, and others
as will occur to those of skill in the art. Examples of transmission media include telephone
networks for voice communications and digital data communications networks such as, for
example, Ethernets™ and networks that communicate with the Internet Protocol and the
World Wide Web as well as wireless transmission media such as, for example, networks
implemented according to the IEEE 802.11 family of specifications. Persons skilled in the
art will immediately recognize that any computer system having suitable programming
means will be capable of executing the steps of the method of the invention as embodied in a
program product. Persons skilled in the art will recognize immediately that, although some
of the exemplary embodiments described in this specification are oriented to software
installed and executing on computer hardware, nevertheless, alternative embodiments

implemented as firmware or as hardware are well within the scope of the present invention.

It will be understood from the foregoing description that modifications and changes may be
made in various embodiments of the present invention without departing from its true spirit.
The descriptions in this specification are for purposes of illustration only and are not to be
construed in a limiting sense. The scope of the present invention is limited only by the

language of the following claims.



w

w

w

WO 2010/043619 PCT/EP2009/063351
26

CLAIMS

1. A method of data communications through a host Fibre Channel adapter (‘HFCA”),
the method implemented on a computer, the computer comprising random access memory
(‘RAM’) operatively coupled to at least one computer processor, the computer coupled for
data communications through the HFCA and a Fibre Channel switch of a Fibre Channel
fabric to one or more data storage devices, the computer further comprising two or more
logical partitions, the logical partitions administered by a hypervisor, cach logical partition
assigned a portion of the RAM of the computer, each logical partition executing an
application program, each logical partition comprising a separate instance of an operating
system, each instance of an operating system further comprising an instance of a low-level,

switched fabric input/output (‘I/O’) library, and the method comprising:

establishing, in the HFCA by instances of the 1/O library in two or more logical
partitions and by the hypervisor, separate logical Fibre Channel adapters (‘LFCAs’) for at
least two of the logical partitions, ecach LFCA comprising an association of an LFCA
identifier with at least one range of I/O memory addresses in the address space of a logical

partition; and

transferring, at the behest of application programs in the two or more logical
partitions, data between the RAM of the logical partitions and the data storage devices
through the LFCAs, the HFCA, and the Fibre Channel fabric.

2. The method of claim 1 wherein establishing LFCAs further comprises creating, by
the hypervisor for each LFCA, a queue pair for normal data communications, a queue pair
for asynchronous events, and a completion queue, each queue pair comprising a send queue

and a receive queue.

3. The method of claim 1 wherein establishing LFCAs further comprises:
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receiving, in the hypervisor from the fabric-style 1/O library a request to create an
LFCA, the request including memory addresses in the RAM of the logical partition of a send
queue for normal data communications and a receive queue for normal data
communications, the send queue and the receive queue comprising storage for work queue

entries (‘WQEs’), each WQE representing a data communications instruction; and

responsive to receiving the request, creating by the hypervisor an LFCA, including
associating in the HFCA the created LFCA and the memory addresses for the send and

receive queues.

4. The method of claim 1 wherein establishing LFCAs further comprises:

receiving, in the hypervisor from the fabric-style 1/O library a request to create an
LFCA, the request including memory addresses in the RAM of the logical partition of a
queue pair for normal data communications, memory addresses in the RAM of the logical
partition of a queue pair for asynchronous events, and memory addresses in the RAM of the

logical partition for a completion queue; and

responsive to receiving the request, creating by the hypervisor an LFCA, including

associating in the HFCA the created LFCA and the memory addresses for the queues.

5. The method of claim 1 wherein transferring data further comprises:

enqueueing in a receive queue for normal data communications a receive WQE, the

receive WQE comprising storage for a status of a data storage device;

enqueueing in a send queue for normal data communications a send WQE, the send

WQE specifying a data communications instruction;

effecting, by the HFCA in accordance with the specified data communications

instruction, data communications between the computer and a target storage device.
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6. The method of claim 1 wherein transferring data further comprises:

transferring data at user privilege level on behalf of the application program running
in the logical partition, including transmitting the data by the HFCA directly to or from the
RAM of a logical partition, buffering no additional copy of the transferred data in the HFCA.

7. A computer for data communications through a host Fibre Channel adapter
(‘HFCA”), the computer comprising random access memory (‘RAM?’) operatively coupled to
at least one computer processor, the computer coupled for data communications through the
HFCA and a Fibre Channel switch of a Fibre Channel fabric to one or more data storage
devices, the computer further comprising two or more logical partitions, the logical
partitions administered by a hypervisor, each logical partition assigned a portion of the RAM
of the computer, each logical partition executing an application program, each logical
partition comprising a separate instance of an operating system, each instance of an
operating system further comprising an instance of a low-level, switched fabric input/output
(‘I/O’) library, the RAM having disposed within it computer program instructions capable
of:

establishing, in the HFCA by instances of the 1/O library in two or more logical
partitions and by the hypervisor, separate LFCAs for at least two of the logical partitions,
cach LFCA comprising an association of an LFCA identifier with at least one range of /O

memory addresses in the address space of a logical partition; and

transferring, at the behest of application programs in the two or more logical
partitions, data between the RAM of the logical partitions and the data storage devices
through the LFCAs, the HFCA, and the Fibre Channel fabric.

8. The computer of claim 7 wherein establishing LFCAs further comprises creating, by
the hypervisor for each LFCA, a queue pair for normal data communications, a queue pair
for asynchronous events, and a completion queue, each queue pair comprising a send queue

and a receive queue.
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9. The computer of claim 7 wherein establishing LFCAs further comprises:

receiving, in the hypervisor from the fabric-style 1/O library a request to create an
LFCA, the request including memory addresses in the RAM of the logical partition of a send
queue for normal data communications and a receive queue for normal data
communications, the send queue and the receive queue comprising storage for WQEs, each

WQE representing a data communications instruction; and

responsive to receiving the request, creating by the hypervisor an LFCA, including
associating in the HFCA the created LFCA and the memory addresses for the send and

receive queues.

10. The computer of claim 7 wherein establishing LFCAs further comprises:

receiving, in the hypervisor from the fabric-style 1/O library a request to create an
LFCA, the request including memory addresses in the RAM of the logical partition of a
queue pair for normal data communications, memory addresses in the RAM of the logical
partition of a queue pair for asynchronous events, and memory addresses in the RAM of the

logical partition for a completion queue; and

responsive to receiving the request, creating by the hypervisor an LFCA, including

associating in the HFCA the created LFCA and the memory addresses for the queues.

11.  The computer of claim 7 wherein transferring data further comprises:

enqueueing in a receive queue for normal data communications a receive WQE, the

receive WQE comprising storage for a status of a data storage device;

enqueueing in a send queue for normal data communications a send WQE, the send

WQE specifying a data communications instruction;
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effecting, by the HFCA in accordance with the specified data communications

instruction, data communications between the computer and a target storage device.

12. The computer of claim 7 wherein transferring data further comprises transferring data
at user privilege level on behalf of the application program running in the logical partition,
including transmitting the data by the HFCA directly to or from the RAM of a logical
partition, buffering no additional copy of the transferred data in the HFCA.

13. A computer program product for data communications through a host Fibre Channel
adapter (‘HFCA”), the computer program product disposed in a computer-readable, signal
bearing medium, the computer program product comprising computer program instructions
executable on a computer, the computer comprising RAM operatively coupled to at least one
computer processor, the computer coupled for data communications through the HFCA and
a Fibre Channel switch of a Fibre Channel fabric to one or more data storage devices, the
computer further comprising two or more logical partitions, the logical partitions
administered by a hypervisor, each logical partition assigned a portion of the RAM of the
computer, each logical partition executing an application program, each logical partition
comprising a separate instance of an operating system, each instance of an operating system
further comprising an instance of a low-level, switched fabric I/O library, the computer

program instructions capable of:

establishing, in the HFCA by instances of the 1/O library in two or more logical
partitions and by the hypervisor, separate LFCAs for at least two of the logical partitions,
cach LFCA comprising an association of an LFCA identifier with at least one range of I/O

memory addresses in the address space of a logical partition; and

transferring, at the behest of application programs in the two or more logical
partitions, data between the RAM of the logical partitions and the data storage devices
through the LFCAs, the HFCA, and the Fibre Channel fabric.

14. The computer program product of claim 13 wherein the signal bearing medium

comprises a recordable medium.
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15. The computer program product of claim 13 wherein the signal bearing medium

comprises a transmission medium.

16.  The computer program product of claim 13 wherein establishing LFCAs further
comprises creating, by the hypervisor for each LFCA, a queue pair for normal data
communications, a queue pair for asynchronous events, and a completion queue, each queue

pair comprising a send queue and a receive queue.

17. The computer program product of claim 13 wherein establishing LFCAs further

comprises:

receiving, in the hypervisor from the fabric-style 1/O library a request to create an
LFCA, the request including memory addresses in the RAM of the logical partition of a send
queue for normal data communications and a receive queue for normal data
communications, the send queue and the receive queue comprising storage for WQEs, each

WQE representing a data communications instruction; and

responsive to receiving the request, creating by the hypervisor an LFCA, including
associating in the HFCA the created LFCA and the memory addresses for the send and

receive queues.

18. The computer program product of claim 13 wherein establishing LFCAs further

comprises:

receiving, in the hypervisor from the fabric-style 1/O library a request to create an
LFCA, the request including memory addresses in the RAM of the logical partition of a
queue pair for normal data communications, memory addresses in the RAM of the logical
partition of a queue pair for asynchronous events, and memory addresses in the RAM of the

logical partition for a completion queue; and

responsive to receiving the request, creating by the hypervisor an LFCA, including

associating in the HFCA the created LFCA and the memory addresses for the queues.
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19. The computer program product of claim 13 wherein transferring data further

comprises:

enqueueing in a receive queue for normal data communications a receive WQE, the

receive WQE comprising storage for a status of a data storage device;

enqueueing in a send queue for normal data communications a send WQE, the send

WQE specifying a data communications instruction;

effecting, by the HFCA in accordance with the specified data communications

instruction, data communications between the computer and a target storage device.

20. The computer program product of claim 13 wherein transferring data further

comprises:

transferring data at user privilege level on behalf of the application program running
in the logical partition, including transmitting the data by the HFCA directly to or from the
RAM of a logical partition, buffering no additional copy of the transferred data in the HFCA
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