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©  Secure  communication  system. 
A  jam  resistant,  low-cost  data  link,  wherein  short  burst 

messages  are  frequency-hopped  on  a  message-by-message 
basis.  The  data  link  includes  a  transmitter  and  a  receiver 
which  initially  are  set  at  a  common,  predetermined  frequen- 
cy.  The  message  transmitted  during  each  burst  includes 
encrypted  data  identifying  the  frequency  at  which  the  next 
message  will  be  transmitted  to  enable  the  receiver  to  tune  to 
that  frequency.  If  the  initial  transmission  is  jammed,  the 
transmitter  and  receiver  are  preprogrammed  to  change  to  a 
preset  back-up  frequency.  The  receiver  will  request  retrans- 
mission  before  the  next  transmission  frequency  is  changed  if 
a  received  message  is  garbled. 





Background  of  the  I n v e n t i o n  

1.  F i e l d   of  the  I n v e n t i o n  

The  p r e s e n t   i n v e n t i o n   r e l a t e s   to  the  f i e l d   of  s e c u r e   d a t a  

communica t ion   s y s t e m s ,   and  more  p a r t i c u l a r l y   to  such  a  s y s t e m  

employing  f r e q u e n c y - h o p p i n g   t e c h n i q u e s   and  e n c r y p t e d   d a t a .  

2.  D e s c r i p t i o n  o f   the  P r i o r   A r t  

Var ious   types   of  commun ica t i ons   t e c h n i q u e s   are  employed  i n  

order   to  e n s u r e   the  s e c u r i t y   of  the  i n f o r m a t i o n   be ing   t r a n s m i t t e d  

and  to  make  such  communica t i ons   more  r e s i s t a n t   t o  i n t e n t i o n a l  

jamming  or  n o i s e .   For  example ,   in  a  s p r e a d - s p e c t r u m  

c m m u n i c a t i o n s   system  an  i n i t i a l   n a r r o w - b a n d   i r f o r m a t i o n   s i g n a l   i s  

modula ted   with  a  p s e u d o - r a n d o m   code  s equence   having  n o i s e - l i k e  

p r o p e r t i e s   which  s p r e a d s   the  o r i g i n a l   n a r r o w - b a n d   s i g n a l   over  a  

much  l a r g e r   b a n d w i d t h   and  at  r educed   a m p l i t u d e .   Assuming  t h a t  

both  a  t r a n s m i t t e r   and  a  r e c e i v e r   u t i l i z e   the  same  p s e u d o - r a n d o m  

s e q u e n c e   d e t e c t i o n   and  decoding   of  the  i n f o r m a t i o n   of  the  s p r e a d  

s i g n a l   is  s imply   a  ma t t e r   of  s y n c h r o n i z i n g   the  p seudo - r andom  c o d e  

g e n e r a t o r s   of  both  the  t r a n s m i t t e r   and  r e c e i v e r   to  the  same 

i n i t i a l   b i t   p o s i t i o n   of  the  p s e u d o - r a n d o m   s e q u e n c e .   Such  a  

s p r e a d - s p e c t r u m   communica t ion   system  o f f e r s   good  data  s e c u r i t y  

s ince   a  t h i r d   p a r t y   who  wishes   to  decode  the  t r a n s m i s s i o n   w o u l d  

have  to  have  in  h is   p o s s e s s i o n   the  p s e u d o - r a n d o m   b i t   sequence   and  

w o u l d  h a v e   to  p r o p e r l y   s y n c h r o n i z e   the  s equence   wi th   t h a t   of  t h e  

t r a n s m i t t e r .   In  a d d i t i o n ,   such  a  sys tem  is  i n h e r e n t l y   r e s i s t a n t  

to  j a m i n g ,   s i n c e   the  i n f o r m a t i o n   borne  by  the  s p r e a d - s p e c t r u m  

s i g n a l   is  sp r ead   out  over  a  r e l a t i v e l y   wide  band  of  f r e q u e n c i e s .  

Thus,  an  a t t e m p t   to  jam  such  a  s i g n a l   by  u t i l i z i n g   a  high  power  

s i g n a l   of  r e l a t i v e l y   narrow  bandwidth   would  merely   d e g r a d e  

somewhat  the  r e c e p t i o n   of  the  b roadband   i n f o r m a t i o n   s i g n a l   a n d  

s l i g h t l y   i n c r e a s e   the  p r o b a b i l i t y   of  e r r o r s   in  decoding   t h e  



s i g n a l .   A l t e r n a t i v e l y ,   broadband  jamming  can  be  used  t o  

c o m p l e t e l y   swamp  the  r e l a t i v e l y   low  amp l i t ude   s p r e a d - s p e c t r u m  

s i g n a l .   However,  t h i s   is  at  the  cos t   of  having   to  employ  a  l a r g e  

number  of  p o w e r f u l   t r a n s m i t t e r s   in  order   to  b r o a d c a s t   e n o u g h  

energy  over  a  broad  enough  bandwidth  to  ensure   adequa te   j a m m i n g .  

In  a d d i t i o n ,   such  b roadband   jamming  t e c h n i q u e s   can  be  r e l a t i v e l y  

e a s i l y   overcome  s imply   by  moving  the  f u n d a m e n t a l   c a r r i e r   f r e q u e n c y  

of  the  t r a n s m i t t e d   i n f o r m a t i o n   s i g n a l   to  an  area  not  c o v e r e d   b y  

the  broadband  jamming  sys tem.   Also,   such  broadband  sys tems   t e n d  

to  be  r e l a t i v e l y   easy  to  d e t e c t   and  l o c a t e ,   thus  s u b j e c t i n g   t h e m  

to  c o n v e n t i o n a l   a t t a c k   or  e l e c t r o n i c   c o u n t e r m e a s u r e s .  

A  second  type  of  s e c u r e   data  communica t ion   system  u t i l i z e s   a  

s o - c a l l e d   " f r e q u e n c y - h o p p i n g "   t e c h n i q u e .   In  a  f r e q u e n c y - h o p p i n g  

system,   i n f o r m a t i o n   is  t r a n s m i t t e d   and  r e c e i v e d   on  f r e q u e n c i e s  

which  are  f r e q u e n t l y   changed  or  "hopped".   The  f r e q u e n c y - h o p p i n g  

p a t t e r n   is  n o r m a l l y   p r e d e t e r m i n e d   and  b u i l t   in to  the  t r a n s m i t t e r  

and  r e c e i v e r .   The  p a t t e r n   can  be  g e n e r a t e d   in  v a r i o u s   ways,  s u c h  

as  through  the  use  of  p seudo- random  number  g e n e r a t o r s   in  both   t h e  

t r a n s m i t t e r   and  r e c e i v e r   which,  once  s y n c h r o n i z e d   to  a  p a r t i c u l a r  

i n i t i a l   f r e q u e n c y ,   w i l l   t h e r e a f t e r   change  f r e q u e n c i e s   in  t a n d e m  

with  one  a n o t h e r .  

Data  e n c r y p t i o n   is  f r e q u e n t l y   employed  in  f r e q u e n c y - h o p p i n g  

systems  in  o rder   to  p r e v e n t   unwanted  r e c e p t i o n   of  the  da ta   b e i n g  

t r a n s m i t t e d .   F u r t h e r ,   i t   is  known  to  t r a n s m i t   the   messages   i n  

sho r t   b u r s t s   f o l l o w e d   by  a  change  i n   f r e q u e n c y   to  make  i t   m o r e  

d i f f i c u l t   to  jam  the  t r a n s m i t t e d   s i g n a l .   This  is  b e c a u s e   t h e  

b u r s t   t r a n s m i t t e d   s i g n a l   w i l l   have  a  much  h igher   e f f e c t i v e  

s i g n a l - t o - n o i s e   r a t i o ,   for  a  given  amount  of  t r a n s m i t t e d   p o w e r ,  

than  a  c o n t i n u o u s   tone- jamming  s i g n a l   would  have  of  c o m p a r a b l e  

p o w e r .  

One  drawback  to  c u r r e n t   f r e q u e n c y - h o p p i n g   sys tems  is  t h a t  

a l though  the  hopping  p a t t e r n   is  i n t e n d e d   to  be  random,  i t   i s  

a c t u a l l y   a  d e t e r m i n i s t i c   p a t t e r n   which  can  be  d e r i v e d   by  s o m e o n e  

who  obse rves   the  p a t t e r n   of  t r a n s m i s s i o n s   over  a  s u f f i c i e n t l y   l o n g  

time  p e r i o d .   The  p a t t e r n   can  a l so   be  e a s i l y   d e t e r m i n e d   i f   a  

t r a n s m i t t e r   or  r e c e i v e r   is  c a p t u r e d   and  the  f r e q u e n c y - h o p p i n g  



p a t t e r n   g e n e r a t o r   is  s u b j e c t e d   to  s t u d y .  

In  a d d i t i o n ,   the  t r a n s m i t t e r   and  r e c e i v e r   in  such  a  system  m u s t  

be  i n i t i a l l y   s y n c h r o n i z e d   to  the  beg inn ing   of  the  f r e q u e n c y - h o p p i n g  

p a t t e r n   before   each  s e r i e s   of  t r a n s m i s s i o n s .   If  such  s y n c h r o n i z a t i o n  

does  not  occur  (due,  for   example,   to  i n t e n t i o n a l   jamming  or  n o i s e ) ,  

then  the  t r a n s m i s s i o n   of  i n f o r m a t i o n   from  the  t r a n s m i t t e r   to  t h e  

r e c e i v e r   cannot   t ake   p l a c e .  

Summary  of  the  I n v e n t i o n  

I t   is  a  g e n e r a l   o b j e c t   of  the  i n v e n t i o n   to  p r o v i d e   an  improved  

method  and  a p p a r a t u s   for   s ecure   c o m m u n i c a t i o n s .  

This  and  o ther   o b j e c t s   are  a t t a i n e d ,   in  acco rdance   with  o n e  

a s p e c t   of  the  i n v e n t i o n   by  a  method  of  s ecu re   c o m m u n i c a t i o n s  

u t i l i z i n g   f r e q u e n c y - h o p p i n g   and  having  at  l e a s t   a  t r a n s m i t t e r   and  a  

r e c e i v e r ,   sa id   metnod  p r e v e n t i n g   i n t e n t i o n a l   jamming  ana  c o m p r i s i n g  

the  s teps   of:  (a)  g e n e r a t i n g   at  the  t r a n s m i t t e r   an  i n f o r m a t i o n  

s i g n a l   i n c l u a i n g   at  l e a s t   a  p o r t i o n   r e p r e s e n t a t i v e   of  the  f r e q u e n c y  

of  t r a n s m i s s i o n   of  the  next   i n f o r m a t i o n a l   s i g n a l ;   (b)  t r a n s m i t t i n g  

the  i n f o r m a t i o n   s i g n a l   at  a  t r a n s m i s s i o n   f r equency   de t e rmined   by  t h e  

f r equency   r e p r e s e n t a t i v e   p o r t i o n   of  an  immedia te ly   p r e c e d i n g  

t r a n s m i t t e d   i n f o r m a t i o n   s i g n a l ;   and  (c)  r e c e i v i n g   the  i n f o r m a t i o n  

s i g n a l   at  the  r e c e i v e r   at  a  f r equency   d e t e r m i n e d   by  the  f r e q u e n c y  

r e p r e s e n t a t i v e   p o r t i o n   of  the  immedia te ly   p r e c e d i n g   r e c e i v e d  

i n f o r m a t i o n   s i g n a l .  

Another  a spec t   i n c l u d e s   a  secure   c o n m u n i c a t i o n s   a p p a r a t u s   of  t h e  

f r e q u e n c y - h o p p i n g   type  c o m p r i s i n g :   a  t r a n s m i t t e r   i n c l u d i n g   means  f o r  

g e n e r a t i n g   an  i n f o r m a t i o n   s i g n a l   i n c l u d i n g   at  l e a s t   a  p o r t i o n  

r e p r e s e n t a t i v e   of  the  f r equency   of  t r a n s m i s s i o n   of  the  n e x t  

i n f o r m a t i o n   s i g n a l ,   and  means  for  t r a n s m i t t i n g   the  i n f o r m a t i o n  

s i g n a l   at  a  t r a n s m i s s i o n   f requency   d e t e r m i n e d   by  the  f r e q u e n c y  

r e p r e s e n t a t i v e   p o r t i o n   of  an  immedia te ly   p r e c e d i n g   t r a n s m i t t e d  

i n f o r m a t i o n   s i g n a l ;   ana  a  r e c e i v e r   for  r e c e i v i n g   the  i n f o r m a t i o n  

s i g n a l ,   i n c l u d i n g   means  for  tuning  tne  r e c e i v e r   to  a  f r e q u e n c y  

de t e rmined   by  the  f r equency   r e p r e s e n t a t i v e   p o r t i o n   of  t h e  

immedia te ly   p reced ing   r e c e i v e d   i n f o r m a t i o n   s i g n a l .  



Brief   D e s c r i p t i o n   of  the  Drawing  F i g u r e s  

These  and  other   f e a t u r e s   and  a d v a n t a g e s   of  the  p r e s e n t   i n v e n t i o n  

w i l l   be  c l e a r   from  the  f o l l o w i n g   d e t a i l e d   d e s c r i p t i o n   of  t h e  

p r e f e r r e d   embodiment,  when  taken   in  c o n j u n c t i o n   with  the  d r a w i n g  

f i g u r e s   w h e r e i n :  

Figure   1  is  a  block  d iagram  of  a  s e c u r e  d a t a   c o m m u n i c a t i o n  

system  a r r anged   in  accordance   with  the  p r e s e n t   i n v e n t i o n ;   a n d  

F igure   2  shows  d i a g r a m a t i c a l l y   a  t y p i c a l   i n f o r m a t i o n   s i g n a l   a s  

used  in  the  p r e s e n t   i n v e n t i o n ;  

Figure   3  shows  d i a g r a m a t i c a l l y   the  t r a n s m i s s i o n   of  a  s e r i e s   o f  

i n f o r m a t i o n   s i g n a l s ,   such  as  shown  in  F igure   2,  in  a c c o r a a n c e   w i t h  

the  p r e s e n t   i n v e n t i o n ;   a n d  

Figure   4  is  a  flow  c h a r t   i l l u s t r a t i n g   the  o p e r a t i o n   of  t h e  

secure   da ta   communica t ion   system  of  the  p r e s e n t   i n v e n t i o n .  

D e t a i l e d   D e s c r i p t i o n   of  tne  P r e f e r r e d   Embodiment 

With  r e f e r e n c e   to  F igure   1,  t h e r e   is  shown  a  block  d iagram  of  a  

secure   communicat ion  system  which  u t i l i z e s   the  t e c h n i q u e s   of  t h e  

p r e s e n t   i n v e n t i o n .   The  communica t ion   system  compr i se s   a  p a i r   o f  

t r a n s c e i v e r s   101  and  201,  each  i n c l u d i n g   a  t r a n s m i t t e r   s e c t i o n   103 

and  203,  r e s p e c t i v e l y ,   and  a  r e c e i v e r   s e c t i o n   105  and  2 0 5 ,  

r e s p e c t i v e l y .  



Both  t r a n s c e i v e r s   101  and  201  i n c l u d e   c o n t r o l l e r s   107  and 

207,  r e s p e c t i v e l y .   Each  c o n t r o l l e r   107  or  207  may  i n c l u d e   o r  

compr ise   a  m i c r o p r o c e s s o r   and  a s s o c i a t e d   memory  and  i n p u t / o u t p u t  

(I/O)  c i r c u i t s .  

C o n t r o l l e r   107  is  in  commun ica t i on   with  a  data  e n c r y p t o r   109 

while   c o n t r o l l e r   207  is  in  commun ica t i on   with  a  data   d e c r y p t o r  

209.  The  f u n c t i o n   of  da ta   e n c r y p t o r   109  and  data  d e c r y p t o r   209 

are  e x p l a i n e d   b e l o w .  

In  one  exempla ry   embodiment ,   the  i n v e n t i o n   is  d e s i g n e d   to  b e  

used  to  e n a b l e   communica t ion   between  t r a n s c e i v e r s   101  and  201  t o  

take  p l ace   in  a  s e c u r e   f a s h i o n ,   i n c l u d i n g   a  high  r e s i s t a n c e   t o  

jamming  or  n o i s e   which  ray  occur   over  a  t r a n s m i s s i o n   l i nk   3 0 0 .  

T r a n s m i s s i o n   l ink   300  may,  for  example ,   be  a  r ad io   l i n k ,   f i b e r  

o p t i c   l i n k ,   t e l e p h o n e   l i n k ,   e t c .  

F o r  e x a m p l e ,   t r a n s c e i v e r   101  may  be  s e t   up  as  a  ground  b a s e d  

c o n t r o l   sy s t em  for  c o n t r o l l i n g   a  remote   v e h i c l e   ( e .g .   a  p i l o t l e s s  

s u r v e i l l a n c e   a i r c r a f t )   which  i n c l u d e s   t r a n s c e i v e r   201.  The 

t r a n s m i s s i o n   l i nk   300  is  a  r a d i o   l i n k .   T r a n s m i t t e r   s e c t i o n   103  i s  

de s igned   to  t r a n s m i t   c o n t r o l   s i g n a l s   via   -an  u p - l i n k   p o r t i o n   o f  

t r a n s m i s s i o n   l i nk   300  to  r e c e i v e r   s e c t i o n   205  of  the  r e m o t e  

v e h i c l e .   The  p i l o t l e s s   v e h i c l e   i n c l u d e s   v a r i o u s   s e n s o r s   a n d / o r  

o p t i c a l   s y s t e m s   for  o b s e r v i n g   a  p r e d e t e r m i n e d   a rea .   These  s e n s o r s  

and /o r   imaging  d e v i c e s   (not  shown)  feed  t e l e m e t r y   and /or   v i d e o  

s i g n a l s   i n to   the  t r a n s m i t t e r   s e c t i o n   203  for  b r o a d c a s t   b a c k  .  t o  

t r a n s c e i v e r   101  at   the  ground  s t a t i o n   via  a  down- l ink   p o r t i o n   o f  

t r a n s m i s s i o n   l i nk   300.  R e c e i v e r   s e c t i o n   105  of  t r a n s c e i v e r   101 

r e c e i v e s   t he se   d o w n - l i n k   s i g n a l s   and  f u r t h e r   p r o c e s s e s   them  o r  

d i s p l a y s   them.  The  u p - l i n k   and  down- l i nk   t r a n s m i s s i o n   f r e q u e n c i e s  

may  be  e i t h e r   the  same  or  d i f f e r e n t   from  each  o t h e r .  

The  t r a n s m i t t e r   s e c t i o n   103  of  t r a n s c e i v e r   101  and  r e c e i v e r  

s e c t i o n   205  of  t r a n s c e i v e r   201  which  communicate   over  the  u p - l i n k  

p o r t i o n   of  t r a n s m i s s i o n   l i nk   300  u t i l i z e   a  b u r s t - m o d e  

f r e q u e n c y - h o p p i n g   t e c h n i q u e   in  order   to  reduce  s u s c e p t i b i l i t y   t o  

p o r t i o n s   of  the  b r o a d c a s t   s pec t rum  which  may  be  p a r t i c u l a r l y   n o i s y  

or  where  i n t e n t i o n a l   jamming  s i g n a l s   are  p r e s e n t .   To  t h i s   e n d ,  

c o n t r o l   s i g n a l s   and  o the r   data   or  i n f o r m a t i o n   are  t r a n s m i t t e d   a s  



d i g i t a l   s i g n a l s   over  the  u p - l i n k   by  t r a n s m i t t e r   s e c t i o n   103  and  

are  r e c e i v e d   by  r e c e i v e r   s e c t i o n   205.  As  shewn  in  F i g u r e   2,  a  

t y p i c a l   i n f o r m a t i o n   s i g n a l   301  i n c l u d e s   an  i n i t i a l   p r eamble   303 

of,   for  example ,   128  b i t s ,   with  the  b i t   p a t t e r n   chosen  to  e n h a n c e  

the  a b i l i t y   of  the  r e c e i v e r   to  e s t a b l i s h   symbol  s y n c h r o n i z a t i o n .  

When  a  d i f f e r e n t i a l   b i - p h a s e   code  is  employed,   for  i n s t a n c e ,   a n  

a l l   "ze ro"   p a t t e r n   might   be  used.   The  purpose   of  the  p r e a m b l e  

b i t s   is  to  e n a b l e   a  r e c e i v e r   to  s y n c h r o n i z e   and  lock  on  to  t h e  

s i g n a l .   F o l l o w i n g   the  p reamble   is  a  s h o r t   s e r i e s   of  b i t s   305 

(e .g .   24  b i t s )   for  frame  s y n c h r o n i z a t i o n   p u r p o s e s .   The  f r a m e  

s y n c h r o n i z a t i o n   b i t s   may  be  one  of  many  d i f f e r e n t   p a t t e r n s   such  a s  

those   s p e c i f i e d   by  the  I n t e r a n g e   I n s t r u m e n t a t i o n   Group  ( I R I G ) .  

The  frame  synch  b i t s   are  u t i l i z e d   by  a  r e c e i v e r   to  i n d i c a t e   t h e  

b e g i n n i n g   of  a  message  or  a  s e r i e s   of  d i g i t a l   bytes   or  w o r d s .  

Fo l lowing   the  frame  synch  p a t t e r n   are  a  s e r i e s   of  b i t s   307 

d e f i n i n g   the  a c t u a l   message.   The  message  b i t s   ray  be  of  a n y  

p r e d e t e r m i n e d   number  (e .g.   256  b i t s   or  t h i r t y - t w o   e i g h t - b i t  

b y t e s ) .   The  message  data   can  i n c l u d e   such  t h i n g s   as  c o n t r o l  

s i g n a l s   for  s t e e r i n g   the  remote  v e h i c l e ,   s i g n a l s   for  a c t i v a t i n g   o r  

t u r n i n g   of f   c e r t a i n   s u r v e i l l a n c e   s e n s o r s ,   e t c .  

An  i m p o r t a n t   f e a t u r e   of  the  p r e s e n t   i n v e n t i o n   is  t h a t   a t  

l e a s t   a  p o r t i o n   of  the  t r a n s m i t t e d   message  307  i n c l u d e s   a  word  

which  is  r e p r e s e n t a t i v e   of  the  f r e q u e n c y   on  which  the  n e x t  

i n f o r m a t i o n   s i g n a l   w i l l   be  b r o a d c a s t .   This  i n f o r m a t i o n   is  used  b y  

the  r e c e i v e r   in  the  remote  v e h i c l e ,   a s  more   f u l l y   e x p l a i n e d   b e l o w ,  

to  enab l e   i t   to  r e t u n e   the  r e c e i v e r   in  order   to  r e c e i v e   the  n e x t  

message  t r a n s m i s s i o n   at   the  new  f r e q u e n c y .  

The  i n f o r m a t i o n   s i g n a l   may  f u r t h e r   i nc lude   a  s e r i e s   of  p a r i t y  

check  b i t s   309  (e .g .   16  b i t s )   which,   as  e x p l a i n e d   more  f u l l y  -  

below,   enab l e   the  r e c e i v e r   in  the  remote  v e h i c l e   to  d e t e r m i n e  

whether   i t   has  c o r r e c t l y   r e c e i v e d   a  p a r t i c u l a r   i n f o r m a t i o n  

s i g n a l .   I t   is  to  be  u n d e r s t o o d   t h a t   the  above  a r r a n g e m e n t   o f  

i n f o r m a t i o n   s i g n a l   301  and  the  p a r t i c u l a r   b i t   l e n g t h s   and  p a t t e r n s  

employed  are  mere ly   exemplary   and  may  be  s u i t a b l y   changed  to  o t h e r  

v a l u e s   or  a r r a n g e m e n t s   in  a c c o r d a n c e   with  a  u s e r ' s   p a r t i c u l a r  

n e e d s .  



A  second  i m p o r t a n t   f e a t u r e   of  the  i n v e n t i o n   is  t h a t   at   l e a s t  

the  word  r e p r e s e n t a t i v e   of  the  next   t r a n s m i s s i o n   f r e q u e n c y   i s  

e n c r y p t e d ,   and  p r e f e r a b l y   the  e n t i r e   sequence  of  message   b i t s   307 

is  e n c r y p t e d .   Data  e n c r y p t i o n   is  pe r fo rmed   by  da ta   e n c r y p t o r   109 

which  can  use  a n y  o n e   of  a  number  of  wel l -known  t e c h n i q u e s   f o r  

e n c r y p t i n g   the  message  p o r t i o n   of  the  i n f o r m a t i o n   s i g n a l .   F o r  

example ,   the  N a t i o n a l   Bureau  of  S t a n d a r d ' s   Data  E n c r y p t i o n  

S t a n d a r d   (DES),  as  d e s c r i b e d   in  F e d e r a l   I n f o r m a t i o n   P r o c e s s i n g  

S t a n d a r d   P u b l i c a t i o n   No.  46  J a n u a r y   1977,  may  be  used.   By 

employ ing   the  DES,  the  s e c u r i t y   of  the  message  be ing   t r a n s m i t t e d  

by  t r a n s m i t t e r   s e c t i o n   103  to  r e c e i v e r   s e c t i o n   205  is  r e l a t i v e l y  

h i g h ,   e s p e c i a l l y   in  view  of  the  f ac t   t ha t   only  a  few  s econds   w i l l  

go  by  b e f o r e   the  next   t r a n s m i s s i o n ,   at  a  d i f f e r e n t   f r e q u e n c y ,  

t a k e s   p l a c e .  

S ince   the  word  r e p r e s e n t a t i v e   of  the  next   f r e q u e n c y   o f  

t r a n s m i s s i o n   is  a l so   e n c r y p t e d   i t   would  be  h i g h l y   u n l i k e l y   t h a t  

someone  would  be  tuned  in  to  the  proper   f r equency   to  r e c e i v e   t h e  

u p - l i n k   t r a n s m i s s i o n ,   and  then  a l so   be  a b l e  t o   decode  i t   q u i c k l y  

enough  in  o rder   to  know  which  f r e q u e n c y   the  next   da ta   t r a n s m i s s i o n  

would  take  p l a c e .   Thus,  someone  who  wished  to  e a v e s d r o p  o n   t h e  

u p - l i n k   t r a n s m i s s i o n   or  i n t e n t i o n a l l y   jam  such  t r a n s m i s s i o n   wou ld  

have  a  very   d i f f i c u l t   time  in  doing  so.  F u r t h e r ,   s i n c e   t h e  

f r e q u e n c y - h o p p i n g   p a t t e r n   is  d e t e r m i n e d   only  at  the  ground  s t a t i o n  

( t r a n s c e i v e r   101)  t h e r e   is  no  loss   in  . s e c u r i t y   if   the  r e m o t e  

v e h i c l e   shou ld   f a l l   in to   the  p o s s e s s i o n   of  an  u n a u t h o r i z e d  

p e r s o n .   This  is  b e c a u s e   the  f r e q u e n c y - h o p p i n g   p a t t e r n   g e n e r a t e d  

by  c o n t r o l l e r   107  can  be  changed  p e r i o d i c a l l y   and  in  a  r andom 

f a s h i o n .  

In  a d d i t i o n ,   t r a n s c e i v e r   205,  which  is  s i t u a t e d   in  the  r e m o t e  

v e h i c l e ,   may  i n c l u d e   s e n s o r s   for  d e t e c t i n g   the  s p e c t r u m   of  a n y  

jamming  s i g n a l s   which  may  be  a p p l i e d  t o   e i t h e r   the  u p - l i n k   o r  

down- l ink   p o r t i o n s   of  t r a n s m i s s i o n   l ink  300.  This  s p e c t r a l  

i n f o r m a t i o n   for  the  jamming  s i g n a l s   may  be  s e n t  b a c k   to  r e c e i v e r  

s e c t i o n   105  of  the  ground  s t a t i o n   by  t r a n s m i t t e r   s e c t i o n   203  o f  

the  remote  v e h i c l e   over  the  d o w n - l i n k .   This  i n f o r m a t i o n   can  t h e n  

be  a s s i m i l a t e d   by  c o n t r o l l e r   107  and  used  to  change  t h e  



f r e q u e n c y - h o p p i n g   p a t t e r n   employed  by  t r a n s m i t t e r   s e c t i o n   103  i n  

o rde r   to  minimize   the  e f f e c t s   of  such  jamming  s i g n a l s   on  i t s  

t r a n s m i s s i o n .   The  down- l i nk   i n f o r m a t i o n   t r a n s m i t t e d   b y  

t r a n s m i t t e r   s e c t i o n   203  of  t r a n s c e i v e r   201  to  r e c e i v e r   s e c t i o n   105 

of  t r a n s c e i v e r   101  may  employ  the  same  e n c r y p t i o n   and  m e s s a g e  

format   as  employed  in  the  u p - l i n k   s i g n a l .  

To  f u r t h e r   enhance  the  s e c u r i t y   of  t r a n s m i s s i o n   of  t h e  

i n f o r m a t i o n   s i g n a l s ,   each  s i g n a l   301,  such  as  shown  in  F igure   2 ,  

is  sen t   as  a  s h o r t   b u r s t   with  a  r e l a t i v e l y   long  d e l a y   between  e a c h  

such  b u r s t ,   as  shown  in  F igu re   3.  For  example,   if  e a c h  

i n f o r m a t i o n   s i g n a l   is  424  b i t s   long  and  t r a n s m i t t e d   a t  

a p p r o x i m a t e l y   20  k i l o b i t s   per  s econd ,   the  d u r a t i o n   Tl  o f  

i n f o r m a t i o n   s i g n a l   301  w i l l   be  a p p r o x i m a t e l y   21  m i l l i s e c o n d s .   As 

shown  in  F i g u r e   3,  the  time  T2  between  each  such  i n f o r m a t i o n  

s i g n a l   t r a n s m i s s i o n   is  g r e a t e r   than  the  l e n g t h   of  the  i n f o r m a t i o n  

s i g n a l   t r a n s m i s s i o n   i t s e l f ,   and  p r e f e r a b l y   is  much  g r e a t e r   t h a n  

the  d u r a t i o n   Tl  of  a  s i n g l e   i n f o r m a t i o n   s i g n a l   t r a n s m i s s i o n .  

G e n e r a l l y ,   s u f f i c i e n t   time  is  a l l o t t e d   be tween   each  b u r s t  

t r a n s m i s s i o n   to  enab le   a  r e c e i v e r   to  check  for  e r r o r s   in  t h e  

t r a n s m i s s i o n   of  the  i n f o r m a t i o n   s i g n a l   and  to  pe r fo rm  t h e  

d e c r y p t i o n   p r o c e s s   on  a t   l e a s t   the  word  r e p r e s e n t a t i v e   of  the  n e x t  

f r e q u e n c y   of  t r a n s m i s s i o n .   In  the  example  g i v e n ,   t h i s   p e r i o d   o f  

time  is  on  the  order  of  3-4  s econds .   While  such  a  time  p e r i o d   i s  

adequa te   to  enab le   e r r o r   d e t e c t i o n   and  d e c r y p t i o n   of  the  f r e q u e n c y  

r e p r e s e n t a t i v e   word  to  take  p l a c e ,   is  much  too  s h o r t   a  t ine   f o r  

ano ther   p a r t y ,   who  does  not  have  the  d e c r y p t i o n   key,  to  decode  t h e  

e n c r y p t e d   word  r e p r e s e n t a t i v e   of  the  next   t r a n s m i s s i o n   f r e q u e n c y .  

T h e r e f o r e ,   such  an  u n a u t h o r i z e d   p a r t y   would  not   be  able  to  d e c r y p t  

the  f r e q u e n c y   r e p r e s e n t a t i v e   word  q u i c k l y   enough  to  know  what  t h e  

next   t r a n s m i s s i o n   f r e q u e n c y   w i l l   be  in  o rder   to  r e t une   h i s  

r e c e i v e r   to  r e c e i v e   the  next   m e s s a g e .  

In  a d d i t i o n ,   the  b u r s t - m o d e   of  t r a n s m i s s i o n   makes  i t   more  

d i f f i c u l t   for  an  u n a u t h o r i z e d   t h i r d   p a r t y   to  u t i l i z e  

r a d i o - l o c a t i o n   t e c h n i q u e s   to  home  in  on  and  l o c a t e   and /or   d e s t r o y  

e i t h e r   the  ground  s t a t i o n   or  remote  v e h i c l e .   A  f u r t h e r   a d v a n t a g e  

of  the  b u r s t - m o d e   of  message  t r a n s m i s s i o n   is  t h a t   each  message  i s  



e f f e c t i v e l y   t r a n s m i t t e d   at   a  h igher   peak  power  due  to  the  s h o r t  

d u r a t i o n   of  each  t r a n s m i s s i o n .   This  enab le s   r e l a t i v e l y   low  power 

components   to  be  u t i l i z e d   and  makes  the  t r a n s m i t t e d   s i g n a l   more 

d i f f i c u l t   to  jam  us ing   b r o a d b a n d   jamming  t e c h n i q u e s ,   s i n c e   t h e  

jammer  w i l l   need  to  employ  a  much  h igher   average   power  a c r o s s   a  

much  l a r g e r   bandwid th   in  o r d e r  t o   be  a s s u r e d   of  b l a n k i n g   out   t h e  

b u r s t - m o d e   t r a n s m i t t e d   m e s s a g e .  

R e f e r r i n g   back  to  F i g u r e   1,  the  o p e r a t i o n   of  t r a n s c e i v e r s   101 

and  201  w i l l   now  be  e x p l a i n e d   in  more  d e t a i l .   I n i t i a l l y ,  

i n s t r u c t i o n s   or  o the r   messages   or  i n f o r m a t i o n   in  a  fo rmat   s i m i l a r  

to  t h a t   shown  in  F i g u r e   2  are  g e n e r a t e d   by  c o n t r o l l e r   107.  

C o n t r o l l e r   107  i s ,   for  example ,   a  m i c r o p r o c e s s o r   i n c l u d i n g   a 

c e r t a i n   amount  of  random  a c c e s s   memory  (RAM)  and  r ead   only  memory 

(ROM),  such  as  the  8085  p r o c e s s o r   so ld   by  the  I n t e l   C o r p o r a t i o n .  

The  message  g e n e r a t e d   by  c o n t r o l l e r   107,  e i t h e r   under  p r o g r a m  

c o n t r o l   or  by  i n p u t   from  an  o p e r a t o r   (not  shown) ,  is  a p p l i e d   t o  

data   e n c r y p t o r   u n i t   109.  Data  e n c r y p t o r   109  may  implement   a n y  o n e  

of  a  number  of  w e l l - k n o w n   data  e n c r y p t i o n   a l g o r i t h m s .   For  

example ,   the  Data  E n c r y p t i o n   S t anda rd   p r o m u l g a t e d   by  the  N a t i o n a l  

Bureau  of  S t a n d a r d s   is  one  such  h i g h - s e c u r i t y   e n c r y p t i o n  

a l g o r i t h m .   One  a d v a n t a g e   to  using  the  Data  E n c r y p t i o n   S t a n d a r d   i s  

t h a t   t h e r e   are  a v a i l a b l e   s t a n d a r d   i n t e g r a t e d   c i r c u i t   ch ips   which  

pe r fo rm  the  data  e n c r y p t i o n   and  data  d e c r y p t i o n   f u n c t i o n s .   One 

such  chip   is  the  I n t e l   8294  data   e n c r y p t i o n   u n i t .  

Af te r   the  message  has  been  e n c r y p t e d ,   i t   is  r e t u r n e d   t o  

c o n t r o l l e r   107  for  f u r t h e r   p r o c e s s i n g   and  then  o u t p u t   t o  

t r a n s m i t t e r   s e c t i o n   103  of  t r a n s c e i v e r   101.  

T r a n s m i t t e r   103  i n c l u d e s   a  p a r a l l e l - t o - s e r i a l   and  code  

c o n v e r t e r   u n i t   111  which  t akes   the  o u t p u t   of  c o n t r o l l e r   107  (which 

is  in  p a r a l l e l   form)  and  c o n v e r t s   i t   into  a  s e r i a l   b i t - s t r e a m   f o r  

a p p l i c a t i o n   to  t r a n s m i t t e r   un i t   113.  The  code  c o n v e r t e r   p o r t i o n  

of  u n i t   111  changes   the  s t a n d a r d   b i n a r y   o u t p u t   of  c o n t r o l l e r   107 

in to   a  d i f f e r e n t i a l   b i - p h a s e   code  for  a p p l i c a t i o n   to  t r a n s m i t t e r  

113.  A  d i f f e r e n t i a l   b i - p h a s e   code  is  one  in  which,   for  e x a m p l e ,  

a  "1"  is  r e p r e s e n t e d   by  a  change  in  phase  from  the  p r e v i o u s l y  

t r a n s m i t t e d   s i g n a l   whi le   a  "0"  is  r e p r e s e n t e d   by  no  change  i n  



phase .   Al though  o ther   types   of  encoding   schemes  can  be  u s e d ,  

d i f f e r e n t i a l   b i - p h a s e   coding  has  the  a d v a n t a g e   of  be ing   s e l f -  

c l o c k i n g   and  t h e r e f o r e   does  not  r e q u i r e   a  s e p a r a t e   s y n c h r o n i z a t i o n  

s i g n a l .  

The  data   s i g n a l   a p p l i e d   to  t r a n s m i t t e r   113  is  then  used  t o  

modu la t e   a  c a r r i e r   s i g n a l   at  a  p r e d e t e r m i n e d   f r e q u e n c y   u s i n g  

s t a n d a r d   f r equency   s h i f t   key ing   (FSK)  t e c h n i q u e s .   The  p a r t i c u l a r  

f r e q u e n c y   of  t r a n s m i s s i o n   is  d e t e r m i n e d   by  f r e q u e n c y   s y n t h e s i z e r  

115  whose  s e t t i n g ,   in  t u r n ,   is  d e t e r m i n e d   by  c o n t r o l l e r   107 .  

F r equency   s y n t h e s i z e r   115  p r e f e r a b l y   is  c a p a b l e   of  b e i n g  

programmed  to  s e l e c t   from  a  l a r g e   number  of  t r a n s m i s s i o n  

f r e q u e n c i e s   to  enable   the  t r a n s m i t t e d   messages   to  b e  

f r e q u e n c y - h o p p e d   over  a  wide  enough  range  so  as  to  avoid  m o s t  

types   of  n a r r o w - b a n d   j amming .  

As  r e n t i o n e d   e a r l i e r ,   each  i n f o r m a t i o n   s i g n a l   301  is  s en t   a s  

an  i n d i v i d u a l   un i t   in  a  s h o r t   b u r s t   t r a n s m i s s i o n .   For  example ,   i f  

the  da ta   r a t e   ou tpu t   by  u n i t   111  is  20  k i l o b i t s   per  second,   a n d  

assuming  an  i n f o r m a t i o n   s i g n a l   c o n t a i n i n g   a p p r o x i m a t e l y   424  b i t s  

of  d a t a ,   then  the  l e n g t h   of  t r a n s m i s s i o n   of  an  i n d i v i d u a l  

i n f o r m a t i o n   s i g n a l   w i l l   be  a p p r o x i m a t e l y   21  m i l l i s e c o n d s .   The 

exac t   t iming   of  when  the  i n f o r m a t i o n   s i g n a l   is  t r a n s m i t t e d   i s  

under  c o n t r o l   of  c o n t r o l l e r   107,  as  is  the  p e r i o d   of  s i l e n c e   T2 

(no  t r a n s m i s s i o n )   between  each  i n f o r m a t i o n   s i g n a l .   Tnese  p a u s e s  

in  da ta   t r a n s m i s s i o n   are  d e s i g n e d   to  be  j u s t   long  enough  f o r  

r e c e i v e r   s e c t i o n   205  of  t r a n s c e i v e r   201  to  d e t e c t   the  t r a n s m i t t e d  

s i g n a l ,   check  i t   for  e r r o r s ,   and  to  d e c r y p t   the  message  c o n t a i n e d  

t h e r e i n .  

The  e n c r y p t e d   FSK  s i g n a l   301  is  then  s e n t   over  t r a n s m i s s i o n  

l ink   300  via  the  u p - l i n k   s e c t i o n   as  shown  in  F i g u r e   1.  T h i s  -  

u p - l i n k   may  be  a  rad io   c o m m u n i c a t i o n s   c h a n n e l ,   a  f i be r   o p t i c s  

communica t ion   l i n k ,   t e l e p h o n e   l i n e ,   or  o the r   such  c o m m u n i c a t i o n s  

c h a n n e l .  

Af te r   remote  v e h i c l e   r e c e i v e r   s e c t i o n   205  of  t r a n s c e i v e r   201  

r e c e i v e s   the  e n c r y p t e d   FSK  s i g n a l   i t   is  p r o c e s s e d   for  u t i l i z a t i o n  

by  c o n t r o l l e r   2 0 7 .  



The  incoming  i n f o r m a t i o n   s i g n a l   301  is  f i r s t   a p p l i e d   t o  

r e c e i v e r   u n i t   211  whose  r e c e p t i o n   f r e q u e n c y   is  c o n t r o l l e d   b y  

f r equency   s y n t h e s i z e r   213.  F r equency   s y n t h e s i z e r   213  is  in  t u r n  

c o n t r o l l e d   by  c o n t r o l l e r   207.  R e c e i v e r   u n i t   211  d e m o d u l a t e s   t h e  

r e c e i v e d   i n f o r m a t i o n   s i g n a l   and  a p p l i e s   the  demodula ted   s i g n a l   t o  

symbol  d e t e c t o r   and  s y n c h r o n i z e r   u n i t   215.  Symbol  d e t e c t o r   a n d  

s y n c h r o n i z e r   u n i t   215  o p e r a t e s   in  a  we l l -known  manner  to  d e t e c t  

preamble   303  of  the  i n f o r m a t i o n   s i g n a l   301  (see  F igu re   2)  and  t o  

s y n c h r o n i z e   a  v o l t a g e - c o n t r o l l e d   o s c i l l a t o r   (VCO)  of  a  

p h a s e - l o c k e d   loop  (PLL),  which  are  p a r t   of  un i t   215,  to  the  s y m b o l  

r a t e   of  the  b i t s   of  the  i n f o r m a t i o n   s i g n a l .   Once  the  r e c e i v e d  

b i t s   are  d e t e c t e d   and  the  p h a s e - l o c k e d   loop  has  been  locked  to  t h e  

symbol  r a t e   of  the  b i t s   of  the  i n f o r m a t i o n   s i g n a l ,   the  s e r i a l  

b i t - s t r e a m   is  a p p l i e d   to  word  s y n c h r o n i z e r   and  s e r i a l - t o - p a r a l l e l  

c o n v e r t e r   u n i t   217.  Unit   217  o p e r a t e s   in  a  wel l -known  f a s h i o n   t o  

d e t e c t   frame  s y n c h r o n i z a t i o n   b i t s   305  (see  F i g u r e   2)  of  e a c h  

i n f o r m a t i o n   s i g n a l  t o   p roduce   a  s i g n a l   a l e r t i n g   c o n t r o l l e r   207 

t h a t   the  s t a r t   of  the  message  p o r t i o n   307  of  the  i n f o r m a t i o n  

s i g n a l   has  been  l o c a t e d .   The  s e r i a l   da ta   s t r eam  is  then  c o n v e r t e d  

into  p a r a l l e l   b locks   (e .g .   8  b i t s   wide)  for  a p p l i c a t i o n   t o  

c o n t r o l l e r   2 0 7 .  

C o n t r o l l e r   207  is  s i m i l a r   in  s t r u c t u r e   to  c o n t r o l l e r   107  a n d  

i n c l u d e s   a  m i c r o p r o c e s s o r   and  both   RAM  and  ROM  m e m o r i e s .  

C o n t r o l l e r   207  may  f u r t h e r   have  s t o r e d   in  i t s   memory  one  o f  a  

number  of  we l l -known   e r ro r   d e t e c t i o n   and/or   e r r o r   c o r r e c t i o n  

a l g o r i t h m s   for  d e t e r m i n i n g   whether   the  message  p o r t i o n   of  t h e  

i n f o r m a t i o n   s i g n a l   has  been  p r o p e r l y   r e c e i v e d .   For  e x a m p l e ,  

s imple   e r r o r   d e t e c t i o n   can  be  p r o v i d e d   by  i n s p e c t i n g   the  p a r i t y  

b i t s   309  appended  to  the  end  of  each  i n f o r m a t i o n   s i g n a l   and  

comparing  them  wi th   the  d e t e c t e d   p a t t e r n   of  da ta   b i t s   in  t h e  

e n c r y p t e d   message  p o r t i o n   307  of  the  i n f o r m a t i o n   s i g n a l .   E r r o r  

c o r r e c t i o n   can  be  p r o v i d e d   by  i n i t i a l l y   i n s e r t i n g   a  p a t t e r n   o f  

e r ro r   c o r r e c t i n g   b i t s   into  the  e n c r y p t e d   message  p o r t i o n   307  p r i o r  

to  t r a n s m i s s i o n   by  t r a n s m i t t e r   s e c t i o n   103.  For  example,   a  c o d e  

of  the  BCH  (30,  25)  type  or  Reed-Solomon  encoding  may  be  u s e d .  



If  c o n t r o l l e r   207  d e t e c t s   an  e r ro r   in  the  r e c e i v e d   d a t a  

message  p o r t i o n ,   or  if  the  message  is  not  r e c e i v e d   at  a l l   dur ing   a  

p r e d e t e r m i n e d   t ine   p e r i o d ,   an  e r r o r   s i g n a l   is  g e n e r a t e d   b y  

c o n t r o l l e r   207  and  a p p l i e d   to  t r a n s m i t t e r   s e c t i o n   203  of  t h e  

remote   v e h i c l e .   I t   should   be  noted  t h a t   e r r o r   d e t e c t i o n   t a k e s  

p l a c e   p r i o r   to  da ta   d e c r y p t i o n .   This   is  b e c a u s e   data  d e c r y p t i o n  

is  a  r e l a t i v e l y   slow  p r o c e s s ,   whereas  e r r o r   d e t e c t i o n   can  b e  

p e r f o r m e d   w i t h i n   as  l i t t l e   as  a  few  m i c r o s e c o n d s   a f t e r   r e c e p t i o n  

of  the  i n f o r m a t i o n   s i g n a l   using  s u i t a b l e   h a r d w a r e .   This  e n a b l e s  

c o n t r o l l e r   207  to  d e t e r m i n e   whether   i t   has  p r o p e r l y   r e c e i v e d  

message  p o r t i o n   307  of  the  i n f o r m a t i o n   s i g n a l   and  to  r e q u e s t  

r e t r a n s m i s s i o n   i n m e d i a t e l y   w i t h o u t   b o t h e r i n g   with  da ta   d e c r y p t i o n .  

If  the  r e c e i v e d   message  is  e r ro r   f r e e ,   c o n t r o l l e r   207  a p p l i e s  

e n c r y p t e d   message  p o r t i o n   307  of  the  i n f o r m a t i o n   s i g n a l   301  t o  

da ta   d e c r y p t o r   209.  Data  d e c r y p t o r   209  p e r f o r m s   data  d e c r y p t i o n  

in  accordance   wi th   the  p a r t i c u l a r   da ta   e n c r y p t i o n   a l g o r i t h m  

employed.   Once  d e c r y p t e d ,   the  i n f o r m a t i o n   s i g n a l   is  r e t u r n e d   t o  

c o n t r o l l e r   207  for  f u r t h e r   p r o c e s s i n g .   I t   s h o u l d   be  no ted   t h a t  

one  p o r t i o n   of  the  d e c r y p t e d   message  c o n t a i n s   a  word  

r e p r e s e n t a t i v e   of  the  f r e q u e n c y   of  t r a n s m i s s i o n   of  the  n e x t  

i n f o r m a t i o n   s i g n a l   to  be  t r a n s m i t t e d   from  the  ground  s t a t i o n .  

C o n t r o l l e r   207  then  uses  t h i s   f r equency   r e p r e s e n t a t i v e   word  t o  

c o n t r o l   the  f r e q u e n c y   s e l e c t e d   by  f r e q u e n c y   s y n t h e s i z e r   213  w h i c h ,  

in  t u rn ,   is  used  to  r e t u n e   r e c e i v e r   211  to  the  f r e q u e n c y   the  n e x t  

i n f o r m a t i o n   s i g n a l   is  to  be  t r a n s m i t t e d   o n .  

Thus  it   can  be  seen  t h a t   i n f o r m a t i o n   s i g n a l   301  t r a n s m i t t e d  

by  t r a n s m i t t e r   s e c t i o n   103  to  r e c e i v e r   s e c t i o n   205  c o n t a i n s   a l l  

the  data  n e c e s s a r y   for  r e c e i v e r   s e c t i o n   205  to  knew  what  the  n e x t  

t r a n s m i s s i o n   f r e q u e n c y   w i l l   be.  Un l ike   p r i o r - a r t  

f r e q u e n c y - h o p p i n g   s y s t e m s ,   t h i s   means  t h a t   r e c e i v e r   s e c t i o n   205  o f  

the  remote  v e h i c l e   does  not  have  to  know  ahead  of  time  what  t h e  

f r e q u e n c y - h o p p i n g   p a t t e r n   w i l l   be.  This  makes  the  des ign  of  t h e  

remote   v e h i c l e   r e c e i v e r   s e c t i o n   205  s i m p l e r   and  enhances  t h e  

s e c u r i t y   of  the   o v e r a l l   communica t ion   sys tem  s i n c e ,   if   by  some 

m i s f o r t u n e   the  remote   v e h i c l e   were  to  f a l l   i n to   unwanted  h a n d s ,  

t h e r e   is  no th ing   c o n t a i n e d   in  i t s   c i r c u i t r y   which  would  e n a b l e  



someone  to  know  what  the  f r e q u e n c y - h o p p i n g   p a t t e r n   is .   This  i s  

b e c a u s e   the  f r e q u e n c y   hopping  p a t t e r n   is  g e n e r a t e d   s o l e l y   b y  

c c n t r o l l e r   107  at  the  ground  s t a t i o n .  

Al though  not  e s s e n t i a l   to  the  b a s i c   o p e r a t i o n   of  t h e  

i n v e n t i o n ,   F igure   1  shows  some  a d d i t i o n a l   e lements   f o r  

t r a n s m i t t i n g   i n f o r m a t i o n   from  t r a n s m i t t e r   s e c t i o n   203  of  t h e  

remote   v e h i c l e   via  the  down- l i nk   p o r t i o n   of  t r a n s m i s s i o n   l ink   300 

to  r e c e i v e r   s e c t i o n   105  of  the  ground  s t a t i o n .   P r e f e r a b l y ,   t h i s  

down- l ink   i n f o r m a t i o n   i n c l u d e s   s i g n a l s   i n d i c a t i v e   of  the  n o n -  

r e c e i p t   or  the  e r r o n e o u s   r e c e i p t   of  a  s i g n a l   t r a n s m i t t e d   over  t h e  

u p - l i n k   p o r t i o n ,   or  an  acknowledgment   s i g n a l   i n d i c a t i n g   t ha t   t i e  

s i g n a l   t r a n s m i t t e d   over  the  u p - l i n k   has  been  p r o p e r l y   r e c e i v e d .  

The  e r r o r   and  acknowledgment   s i g n a l s   are  g e n e r a t e d   by  c o n t r o l l e r  

207  in  r e s p o n s e   to  the  p rope r   r e c e i p t   or  the  n o n - r e c e i p t / i m p r o p e r  

r e c e i p t   of  the  u p - l i n k   i n f o r m a t i o n   s i g n a l .  

The  acknowledgment   or  e r r o r   s i g n a l   is  a p p l i e d   to  t e l e m e t r y  

f o r m a t t e r   un i t   219  which  may  a l so   r e c e i v e   o ther   t e l e m e t r y   d a t a  

from  s e n s o r s   in  the  r e m o t e   v e h i c l e   (not  shown).  If  the  r e m o t e  

v e h i c l e   is ,   for  example ,   a  p i l o t l e s s   o b s e r v a t i o n   a i r c r a f t ,   t h e  

t e l e m e t r y   data  can  be  i n d i c a t i v e   of  a l t i t u d e ,   speed ,   camera  a n g l e ,  

e tc .   The  t e l e m e t r y   data  can  a lso   i n c l u d e   s p e c t r a l   i n f o r m a t i o n  

c o n c e r n i n g   the  d i s t r i b u t i o n   of  no i se   and/or   jamming  s i g n a l s   ove r  

the  t r a n s m i s s i o n   l i nk   3 0 0 .  

The  a c k n o w l e d g e / e r r o r   s i g n a l s   and  o ther   t e l e m e t r y   s i g n a l s   a r e  

then  a p p l i e d   to  a  t e l e m e t r y   s u b c a r r i e r   m o d u l a t o r / o s c i l l a t o r   2 2 1 .  

In  a d d i t i o n ,   i f   v i s u a l   o b s e r v a t i o n s   are  being  made  by  a  v i d e o  

camera  (not  shown)  the  v ideo   s i g n a l   can  be  a p p l i e d   to  a  l o w - p a s s  

f i l t e r   u n i t   223  whose  o u t p u t ,   a long  with  the  o u t p u t   of  t h e  

t e l e m e t r y   s u b c a r r i e r   m o d u l a t o r / o s c i l l a t o r   221,  is  summed  i n  

summing  dev ice   225  and  then  a p p l i e d   to  t r a n s m i t t e r   u n i t   227.  The 

f r e q u e n c y   of  t r a n s m i s s i o n   of  the  down-l ink   s i g n a l   ou tpu t   b y  

t r a n s m i t t e r   227  is  s e l e c t e d   by  f r equency   s y n t h e s i z e r   229  which,  i n  

t u r n ,   is  c o n t r o l l e d   by  c o n t r o l l e r   207.  The  down- l ink   t r a n s m i s s i o n  

f r e q u e n c y   m a y  b e   p e r i o d i c a l l y   changed,   in  a  f a s h i o n   s i m i l a r   t o  

t h a t   employed  with  r e s p e c t   to  the  u p - l i n k   f r e q u e n c y ,   in  order  t o  

enhance  the  s e c u r i t y   of  the  down- l ink   s i g n a l .   Al though  no  d a t a  



e n c r y p t i o n   is  shown  for  use  with  the  down- l ink   s i g n a l ,   t r a n s m i t t e r  

s e c t i o n   203  of  the  remote  v e h i c l e   o b v i o u s l y   can  be  m o d i f i e d   t o  

i n c l u d e   data  e n c r y p t i o n   of  the  t e l e m e t r y   and/or   v ideo   s i g n a l s ,  

a long   with  m e s s a g e - b y - m e s s a g e   f r e q u e n c y - h o p p i n g   as  is  u t i l i z e d  

with  the  u p - l i n k  t r a n s m i t t e r   s e c t i o n   103 .  

The  t e l e m e t r y   and /o r   v ideo   s i g n a l s   are  s e n t   over  t h e  

d o w n - l i n k   p o r t i o n   of  t r a n s m i s s i o n   l i n k   300  and  are  r e c e i v e d   and  

p r o c e s s e d   by  r e c e i v e r   s e c t i o n   105  of  the  ground  s t a t i o n .   R e c e i v e r  

s e c t i o n   105  i n c l u d e s   a  r e c e i v e r   u n i t   117  which  r e c e i v e s   t h e  

d o w n - l i n k  s i g n a l   a t  a   f r e q u e n c y   d e t e r m i n e d   by  f r e q u e n c y  

s y n t h e s i z e r   119.  F r equency   s y n t h e s i z e r   119  tunes  r e c e i v e r   117  t o  

a  f r e q u e n c y   d e t e r m i n e d   by  c o n t r o l l e r   1 0 7 .  

Rece iver   117  d e m o d u l a t e s   the  down- l ink   s i g n a l   and  p a s s e s   i t  

to  a  low-pass   f i l t e r   121  and  a  b a n d - p a s s   f i l t e r   123.  The  o u t p u t  

of  l ow-pass   f i l t e r   121  c o n t a i n s   v ideo  data   i n f o r m a t i o n   which  may 

then  be  s u p p l i e d   to  a  d i s p l a y   d e v i c e ,   such  as  a  TV  moni to r   ( n o t  

shown).  the  o u t p u t   of  b a n d - p a s s   f i l t e r   123  c o n t a i n s   t e l e m e t r y  

i n f o r m a t i o n   which  is  then  a p p l i e d   to  t e l e m e t r y   d e c o m n u t a t o r   u n i t  

125.  The  ou tpu t   of  t e l e m e t r y   decommutator   u n i t   125  is  a p p l i e d   t o  

c o n t r o l l e r   107  and  may  a l so   be  a p p l i e d   to  i n s t r u m e n t s   or  o t h e r  

v i s u a l   d i s l a y s   (not  shown)  for  o b s e r v a t i o n   or  o the r   a c t i o n   by  a n  

o p e r a t o r .   The  t e l e m e t r y   i n f o r m a t i o n   a p p l i e d   to  c o n t r o l l e r   107  may 

be  used  to  modify  a  s u b s e q u e n t   i n f o r m a t i o n   s i g n a l   which  w i l l   b e  

t r a n s m i t t e d   over  the  u p - l i n k   p o r t i o n   of  t r a n s m i s s i o n   l ink  3 0 0 .  

It   w i l l   be  a p p r e c i a t e d   t h a t   c o n t r o l l e r s   107  and  207  may 

c o n t a i n   preprogrammed  i n s t r u c t i o n s   r e l a t i n g   to  the  o p e r a t i o n   a n d  

movement  of  the  remote   v e h i c l e .   F u r t h e r ,   both  c o n t r o l l e r s   107  and  

207  are  preprogrammed  to  t ry   t r a n s m i s s i o n   and  r e c e p t i o n   on  an  

i n i t i a l   p r e d e t e r m i n e d   f r e q u e n c y   to  i n i t i a t e   communica t i on .   I f  

communicat ion   canno t   be  e s t a b l i s h e d   w i t h i n   a  p r e s e l e c t e d   number  o f  

a t t e m p t s ,   then  both  c o n t r o l l e r s   107  and  207  are  preprogrammed  t o  

beg in   t r y i n g   a  p r e d e t e r m i n e d   s e r i e s   of  one  or  more  f a l l - b a c k  

f r e q u e n c i e s   u n t i l   communica t ion   is  e s t a b l i s h e d ,   as  e x p l a i n e d   more  

f u l l y   b e l o w .  

F igure   4  is  a  f l o w c h a r t   i l l u s t r a t i n g   the  v a r i o u s   s t e p s  

pe r fo rmed   by  the  t r a n s c e i v e r s   and  c o n t r o l l e r s   l o c a t e d   both  in  t h e  



ground  base  c o n t r o l   sys tem  and  the  remote  v e h i c l e .  

P r i o r   to  l a u n c h i n g   the  remote  v e h i c l e ,   the  i n i t i a l  

t r a n s m i s s i o n   f r e q u e n c y   of  the  f i r s t   message  is  programmed  in to   t h e  

momory  c o n t a i n e d   in  c o n t r o l l e r   207  of  the  remote  v e h i c l e .   I n  

a d d i t i o n ,   the  data  d e c r y p t i o n   key  for  decoding  the  e n c r y p t e d   d a t a  

messages   is  s t o r e d   in  the  memory  of  c o n t r o l l e r   207.  The  p a t t e r n  

of  p r e d e t e r m i n e d   f a l l - b a c k   f r e q u e n c i e s   is  a lso  s t o r e d   in  t h e  

memories   of  c o n t r o l l e r s   107  and  2 0 7 .  

C o n t r o l l e r   107  then  s e l e c t s   the  next   u p - l i n k   t r a n s m i s s i o n  

f r e q u e n c y   and  g e n e r a t e s   an  i n f o r m a t i o n   s i g n a l   (such  as  tha t   shown 

in  Fig.   2)  i n c l u d i n g   a  word  r e p r e s e n t a t i v e   of  the  next  f r e q u e n c y  

of  t r a n s m i s s i o n .   The  message  p o r t i o n   307  of  i n f o r m a t i o n   s i g n a l  

301,  i n c l u d i n g   the  word  r e p r e s e n t a t i v e   of  the  next   f r equency   o f  

t r a n s m i s s i o n ,   is  then  e n c r y p t e d   and  t r a n s m i t t e d   as  a  s i n g l e   b u r s t  

du r ing   a  p r e d e t e r m i n e d   time  p e r i o d ,   as  d e t e r m i n e d   by  c o n t r o l l e r  

107.  The  t r a n s m i t t e d   s i g n a l   t r a v e l s   over  the  u p - l i n k   p o r t i o n   o f  

t r a n s m i s s i o n   l ink   3 0 0 .  

Meanwhi le ,   r e c e i v e r   s e c t i o n   205  of  the  remote  v e h i c l e   i s  

tuned  to  the  i n i t i a l   t r a n s m i s s i o n   f r e q u e n c y -   (as  t h i s   f r e q u e n c y   h a s  

been  p r e v i o u s l y   p reprogrammed  in to   the  memory  of  c o n t r o l l e r   207) 

and  awai t s   the  t r a n s m i s s i o n   of  the  i n f o r m a t i o n   s i g n a l .   If  an 

i n f o r m a t i o n   s i g n a l   301  is  d e t e c t e d   the  message  p o r t i o n   307  of  t h e  

s i g n a l   is  checked  for  e r r o r s   by  c o n t r o l l e r   207  and,  if   p r o p e r l y  

r e c e i v e d ,   the  message  p o r t i o n   307  w i l l   then  be  d e c r y p t e d   by  d a t a  

d e c r y p t o r   209.  The  d e c r y p t e d   p o r t i o n   of  the  word  r e p r e s e n t a t i v e  

of  the  f r equency   of  the  next   data  word  t r a n s m i s s i o n   is  t h e n  

u t i l i z e d   by  c o n t r o l l e r   207  to  r e t u n e   r e c e i v e r   u n i t   211  to  t h i s  

nex t   f r e q u e n c y .  

If  no  s i g n a l   is  r e c e i v e d   w i th in   a  p r e d e t e r m i n e d   time  p e r i o d  

or  if   the  r e c e i v e d   s i g n a l   c o n t a i n s   e r r o r s ,   c o n t r o l l e r   207 

g e n e r a t e s   an  e r r o r   s i g n a l   which  is  then  i m m e d i a t e l y   t r a n s m i t t e d   by  

t r a n s m i t t e r   s e c t i o n   203  back  to  the  ground  s t a t i o n   via  d o w n - l i n k  

p o r t i o n   of  t r a n s m i s s i o n   l ink  300.  Both  c o n t r o l l e r s   107  and  207 

c o n t a i n   r e a l - t i m e   c l o c k s   which  can  s y n c h r o n i z e d   p r i o r   to  l a u n c h i n g  

of  the  remote  v e h i c l e .   By  s u i t a b l y   programming  the  c o n t r o l l e r s  

107  and  207,  t r a n s m i t t e r   s e c t i o n   103  of  the  ground  s t a t i o n   can  b e  



caused   to  t r a n s m i t   the  i n f o r m a t i o n   s i g n a l s   dur ing   p r e s e l e c t e d   t i m e  

p e r i o d s   and  r e c e i v e r   s e c t i o n   205  of  the  remote  v e h i c l e   can  b e  

caused  to  look  for  these   s i g n a l s   dur ing  the  p r e d e t e r m i n e d   t i m e  

p e r i o d .  

If  the  message  t r a n s m i t t e d   over  the  u p - l i n k   is  p r o p e r l y  

r e c e i v e d   by  r e c e i v e r   s e c t i o n   205  then  an  acknowledgmen t   s i g n a l   i s  

g e n e r a t e d   by  c o n t r o l l e r   207  and  s e n t   back  by  t r a n s m i t t e r   s e t i o n  

203  to  the  ground  s t a t i o n   over  the  d o w n - l i n k .   So  long  as  t h e  

r e c e i v e r   s e c t i o n   105  of  the   ground  s t a t i o n   r e c e i v e s   t h e  

acknowledgment   s i g n a l   from  the  remote  v e h i c l e   over  the  d o w n - l i n k ,  

c o n t r o l l e r   107  w i l l   o p e r a t e   in  a  normal  f a s h i o n   c a u s i n g   the  n e x t  

message  to  be  t r a n s m i t t e d   a t   the  f r e q u e n c y   s p e c i f i e d   by  t h e  

f r e q u e n c y   r e p r e s e n t a t i v e   word  p o r t i o n   of  the   p r e v i o u s l y  

t r a n s m i t t e d   i n f o r m a t i o n   s i g n a l .   If  no  a c k n o w l e g e m e n t   s i g n a l   i s  

r e c e i v e d ,   or  if  an  e r r o r   s i g n a l   is  r e c e i v e d   by  r e c e i v e r   s e c t i o n  

105,  c o n t r o l l e r   107  then  w i l l   beg in   one  of  two  d i f f e r e n t   f a l l - b a c k  

modes.  If  no  down- l ink   s i g n a l   is  r e c e i v e d   from  the  remote  v e h i c l e  

at  a l l ,   then  c o n t r o l l e r   107  w i l l   r e g e n e r a t e   the  i n i t i a l  

i n f o r m a t i o n   s i g n a l   and  a t t e m p t   to  r e t r a n s m i t  i t   a  p r e d e t e r m i n e d  

number  of  times  over  the  u p - l i n k  t o   the  remote   v e h i c l e   u n t i l   a  

p rope r   acknow ledgment  s i g n a l   is  t r a n s m i t t e d   by  the  remote  v e h i c l e  

back  over  the  d o w n - l i n k .   C o n t r o l l e r   107  can  a l s o   be  programmed  t o  

cause  the  i n f o r m a t i o n   s i g n a l   to  be  r e t r a n s m i t t e d ,   but   over  a  

s e r i e s   of  p r e d e t e r m i n e d   f a l l - b a c k   f r e q u e n c i e s   i f   c o m m u n i c a t i o n  

with  the  remote  v e h i c l e   is  not   made  w i t h i n   a  p r e d e t e r m i n e d   t i m e  

p e r i o d .   L i k e w i s e ,   c o n t r o l l e r   207  of  the  remote   v e h i c l e   w i l l   b e g i n  

r e t u n i n g   r e c e i v e r   u n i t   2 1 1  t o   t hese   p r e d e t e r m i n e d   f a l l - b a c k  

f r e q u e n c i e s   i f   a  p r e d e t e r m i n e d   time  p e r i o d   has  e l a p s e d   w i t h o u t  

r e c e i v i n g   any  s i g n a l   from  the  ground  s t a t i o n   over  the  u p - l i n k .  

Once  a  p roper   a cknowledgmen t   s i g n a l   has  been  r e c e i v e d   b y  

r e c e i v e r   s e c t i o n   105  of  the  ground  s t a t i o n ,   the   u p - l i n k   s i g n a l  

w i l l   be  t r a n s m i t t e d   on  the  next   preprogrammed  f r equency   a s  

d e s c r i b e d   e a r l i e r .   I f ,   for  some  reason  r e c e i v e r   s e c t i o n   205  o f  

the  remote   v e h i c l e   r e c e i v e s   the  message  but  it   c o n t a i n s   e r r o r s   o r  

is  o t h e r w i s e   g a r b l e d ,   c o n t r o l l e r   207  w i l l   g e n e r a t e   an  e r ro r   s i g n a l  

which  w i l l   then  be  t r a n s m i t t e d   via  the  d o w n - l i n k   back  to  t h e  



ground  s t a t i o n .   In  the  even t   th i s   o c c u r s ,   both  c o n t r o l l e r s   107 

and  207  are  p reprogrammed  to  begin  u t i l i z i n g   a  p r e d e t e r m i n e d  

s e r i e s   of  f a l l - b a c k   f r e q u e n c i e s   u n t i l   communica t ion   between  t h e  

ground  s t a t i o n   and  the  remote  v e h i c l e   is  r e e s t a b l i s h e d .   T h i s  

e n s u r e s   t h a t   if  for  some  reason  the  i n f o r m a t i o n   s i g n a l   i s  

i m p r o p e r l y   r e c e i v e d   by  the  remote  v e h i c l e   due  to  i n t e n t i o n a l  

jamming  or  no i se   in  a  p a r t i c u l a r   area  of  the  t r a n s m i s s i o n   l i n k ,   i t  

w i l l   s t i l l   be  p o s s i b l e   to  r e e s t a b l i s h   communica t ion   at  some  o t h e r  

f r e q u e n c y .  

While  the  p r e s e n t   i n v e n t i o n   has  been  d e s c r i b e d   i n  

c o n s i d e r a b l e   d e t a i l ,   i t   is  u n d e r s t o o d   t h a t   v a r i o u s   changes   and  

m o d i f i c a t i o n s   w i l l   f a l l   w i t h i n   the  scope  of  the  i n v e n t i o n .   Fo r  

example ,   whi le   m e s s a g e - b y - m e s s a g e   f r e q u e n c y - h o p p i n g   has  b e e n  

d i s c u s s e d ,   i t   w i l l   be  u n d e r s t o o d   t h a t   word-by-word   o r  

s y m b o l - b y - s y m b o l   f r e q u e n c y - h o p p i n g   may  a l so   be  u t i l i z e d .   In  t h e  

case  of  w o r d - b y - w o r d   or  symbo l -by - symbo l   f r e q u e n c y   hopp ing ,   t h e  

e n c r y p t e d   u p - l i n k   command  would  c o n t a i n   the  s t a r t i n g   f r e q u e n c y   o f  

a  p r e -p rog rammed   hopping   s equence   to  be  used  u n t i l   a  new  command 

is  r e c e i v e d .   In  a d d i t i o n   to  data   c o n c e r n i n g   the  next   f r e q u e n c y   o f  

t r a n s m i s s i o n ,   the  t r a n s m i t t e d   i n f o r m a t i o n   s i g n a l   may  c o n t a i n  d a t a  

d e s i g n a t i n g   the  time  of  the  next   t r a n s m i s s i o n   or  data  c o n c e r n i n g  

the  p r e d e t e r m i n e d   p a t t e r n   of  f a l l - b a c k   f r e q u e n c i e s   which  are  to  b e  

u t i l i z e d .  

I t   shou ld   be  u n d e r s t o o d   t h a t   the  f o r e g o i n g   d e t a i l e d  

d e s c r i p t i o n   of  the  p r e f e r r e d   embodiment  of  the  i n v e n t i o n   is  m e r e l y .  

i l l u s t r a t i v e ,   but   not   l i m i t i v e ,   of  the   i n v e n t i o n  w h i c h   is  d e f i n e d  

by  the  appended  c l a i m s .  



1.  A  method  of  secure  communica t ions   u t i l i z i n g  

f r e q u e n c y - h o p p i n g   and  having  at  l e a s t   a  t r a n s m i t t e r   and  a  r e c e i v e r ,  

s a id   method  p r e v e n t i n g   i n t e n t i o n a l   jamming  ana  being  c h a r a c t e r i z e d  

by  the  s t eps   o f :  

(a)  g e n e r a t i n g   at  the  t r a n s m i t t e r   an  i n f o r m a t i o n   s i g n a l  

i n c l u d i n g   at   l e a s t   a  p o r t i o n   r e p r e s e n t a t i v e   of  the  f r equency   o f  

t r a n s m i s s i o n   of  the  next  i n f o r m a t i o n a l   s i g n a l ;  

(b)  t r a n s m i t t i n g   the  i n f o r m a t i o n   s i g n a l   at  a  t r a n s m i s s i o n  

f r equency   d e t e r m i n e d   by  the  f r equency   r e p r e s e n t a t i v e   p o r t i o n   of  a n  

immedia te ly   p r e c e d i n g   t r a n s m i t t e d   i n f o r m a t i o n   s i g n a l ;   and  

(c)  r e c e i v i n g   the  i n f o r m a t i o n   s i g n a l   at  the  r e c e i v e r   at  a  

f r equency   d e t e r m i n e d   by  the  f requency   r e p r e s e n t a t i v e   p o r t i o n   of  t h e  

immedia te ly   p r e c e d i n g   r e c e i v e d   i n f o r m a t i o n   s i g n a l .  

2.  The  method  of  c la im  1  c h a r a c t e r i z e d   in  t h a t   s t ep   (a) 

i n c l u d e s   the  s tep   of  e n c r y p t i n g   at  l e a s t   the  f r e q u e n c y  

r e p r e s e n t a t i v e   p o r t i o n   and  s tep  (c)  i n c l u a e s   the  s t ep   of  d e c r y p t i n g  

a t   l e a s t   the  e n c r y p t e d   f requency   r e p r e s e n t a t i v e   p o r t i o n .  

3.  The  method  of  c la im  1  or  2  c h a r a c t e r i z e d   in  t ha t   in  s t e p  

(b)  the  i n f o r m a t i o n   s i g n a l   is  t r a n s m i t t e d   as  a  sho r t   b u r s t ,   wirh  t h e  

time  between  each  t r a n s m i t t e d   i n f o r m a t i o n   s i g n a l   being  g r e a t e r   t h a n  

the  time  of  t r a n s m i s s i o n   for  an  i n f o r m a t i o n   s i g n a l .  

4.  The  method  of  c la im  1,  2  or  3  c h a r a c t e r i z e d   in  t h a t   in  b o t h  

the  t r a n s m i t t e r   and  r e c e i v e r   are  i n i t i a l l y   tuned  to  a  same 

p r e d e t e r m i n e d   f r e q u e n c y .  

5.  The  method  of  any  p rev ious   c la im  c h a r a c t e r i z e d   by  the  s t e p s  

o f :  

(d)  d e t e c t i n g   at  the  r e c e i v e r   whether  the  t r a n s m i t t e d  

i n f o r m a t i o n   s i g n a l   is  p r o p e r l y   r e c e i v e d ;  

(e)  t r a n s m i t t i n g   an  acknowledgement  s i g n a l   from  the  r e c e i v e r   t o  

the  t r a n s m i t t e r   if  the  t r a n s m i t t e d   s i g n a l   is  p r o p e r l y   r e c e i v e a ,  

o t h e r w i s e   t r a n s m i t t i n g   an  e r ror   s i g n a l   if  the  t r a n s n i t t e d   s i g n a l   i s  

not  p r o p e r l y   r e c e i v e d   and  tuning  the  r e c e i v e r   to  a  p r e d e t e r m i n e d  



f a l l - b a c k   f requency ;   a n d  

(f)  d e t e c t i n g   at  the  t r a n s m i t t e r   the  p r e s e n c e   of  t h e  

acknowledgement   or  e r r o r   s i g n a l s   and  c o n t i n u i n g   normal  o p e r a t i o n   o f  

the  t r a n s n i t t e r   in  r e s p o n s e   to  d e t e c t i o n   of  the  acknowleagmen t  

s i g n a l ,   o t h e r w i s e   caus ing   the  t r a n s m i t t e r   to  begin  t r a n s m i t t i n g   a t  

the  p r e d e t e r m i n e d   f a l l - b a c k   f r equency   in  r e s p o n s e   to  d e t e c t i o n   o f  

the  e r r o r   s i g n a l   or  the  absence   of  e i t h e r   the  acknowledgment   o r  

e r r o r   s i g n a l s .  

6.  The  method  of  c l a im   5  c h a r a c t e r i z e d   in  t h a t   the  t r a n s i t t e r  

looks  for  t i e   acknowledgment   ana  e r ro r   s i g n a l s   du r ing   p r e d e t e r m i n e d  

time  p e r i o d s .  

7.  The  method  of  c l a i m   5  or  6  c h a r a c t e r i z e d   in  t h a t   there   i s  

more  than  one  p r e a e t e r m i n e d   f a l l - b a c k   f r e q u e n c y ,   such  t h a t   i f  

communicat ion  between  a  t r a n s m i t t e r   and  r e c e i v e r   c anno t   be  i n i t i a t e a  

at  a  f i r s t   p r e d e t e r m i n e d   f a l l - b a c k   f r equency ,   a d d i t i o n a l   f a l l - b a c k  

f r e q u e n c i e s   are  t r i e d   u n t i l   communicat ion   is  e s t a b l i s h e d .  

8.  The  method  of  c l a i m   7  c h a r a c t e r i z e a   in  t h a t   at  l e a s t   t h e  

i n i t i a l   f a l l - o a c k   f r e q u e n c y   is  the  same  as  the  t r a n s m i s s i o n  

f r e q u e n c y .  

9.  The  method  of  a n y  o n e   of  c la ims  5-8  c n a r a c t e r i z e d   in  t h a t  

s tep   (d)  is  pe r formed  a f t e r   r e c e i v i n g   tne  i n f o r m a t i o n   s i g n a l   b u t  

p r i o r   to  d e c r y p t i n g   at   l e a s t   the  enc ryp ted   f r e q u e n c y   r e p r e s e n t a t i v e  

p o r t i o n .  

10.  A  secure   communica t ions   a p p a r a t u s   of  the  f r e q u e n c y - n o p p i n g  

type  c h a r a c t e r i z e d   b y :  

a  t r a n s m i t t e r   i n c l u d i n g   means  for  g e n e r a t i n g   an  i n f o r m a t i o n  

s i g n a l   i n c l u d i n g   at  l e a s t   a  p o r t i o n   r e p r e s e n t a t i v e   of  the  f r e q u e n c y  

of  t r a n s m i s s i o n   of  the  next   i n f o r m a t i o n   s i g n a l ,   and  means  f o r  

t r a n s m i t t i n g   the  i n f o r m a t i o n   s i g n a l   at  a  t r a n s m i s s i o n   f r e q u e n c y  

de t e rmined   by  the  f r e q u e n c y   r e p r e s e n t a t i v e   p o r t i o n   of  an  i m m e d i a t e l y  

p reced ing   t r a n s m i t t e d   i n f o r m a t i o n   s i gna l ;   a n d  



a  r e c e i v e r   for  r e c e i v i n g   the  i n f o r m a t i o n   s i g n a l ,   i n c l u d i n g   means 

for  tuning  the  r e c e i v e r   to  a  f r equency   d e t e r m i n e d   by  the  f r e q u e n c y  

r e p r e s e n t a t i v e   p o r t i o n   of  the  immed ia t e ly   p r eced ing   r e c e i v e a  

i n f o r m a t i o n   s i g n a l .  

11.  Appara tus   of  c la im  10  c h a r a c t e r i z e d   in  t h a t   the  t r a n s i t t e r  

i n c l u d e s   means  for  e n c r y p t i n g   at  l e a s t   the  f r equency   r e p r e s e n t a t i v e  

p o r t i o n   and  the  r e c e i v e r   i n c l u d e s   means  for  d e c r y p t i n g   at  l e a s t   t h e  

e n c r y p t e a   f requency  r e p r e s e n t a t i v e   p o r t i o n .  

12.  Appara tus   of  c l a im  10  or  11  c h a r a c t e r i z e d   in  t h a t   t h e  

t r a n s m i t t e r   i nc ludes   means  for  t r a n s m i t t i n g   the  i n f o r m a t i o n   s i g n a l  

as  a  s h o r t   b u r s t ,   with  the  time  between  each  t r a n s m i t t e d   i n f o r m a t i o n  

s i g n a l   being  g r e a t e r   than  the  time  of  t r a n s m i s s i o n   for  a n  
i n f o r m a t i o n a l   s i g n a l .  

13.  Appara tus   of  c la im  10,  11  or  12  c h a r a c t e r i z e d   in  t ha t   b o t h  

the  t r a n s m i t t e r   and  r e c e i v e r   each  i n c l u d e   means  for  i n i t i a l l y   t u n i n g  

the  t r a n s m i t t e r   and  r e c e i v e r ,   r e s p e c t i v e l y ,   to  a  same  p r e d e t e r m i n e d  

f r e q u e n c y .  

14.  Appara tus   of  any one  of  c la ims   10-13  c h a r a c t e r i z e d   by :  

means  for  d e t e c t i n g   at  the  r e c e i v e r   whether   tne  t r a n s m i t t e d  

i n f o r m a t i o n   s i gna l   is  p r o p e r l y   r e c e i v e d ;  

means  for  t r a n s m i t t i n g   an  acknowledgment   s i g n a l   from  t h e  

r e c e i v e r   to  the  t r a n s m i t t e r   if  tne  t r a n s m i t t e d   s i g n a l   is  p r o p e r l y  

r e c e i v e d ,   and  for  t r a n s m i t t i n g   an  e r r o r   s i g n a l   if   the  t r a n s m i t t e d  

s i g n a l   is  not  p ropery   r e c e i v e d   and  for  tun ing   the  r e c e i v e r   to  a  

p r e d e t e r m i n e d   f a l l - b a c k   f requency;   a n d  

means  for  d e t e c t i n g   at  the  t r a n s m i t t e r   the  p r e s e n c e   of  t h e  

acknowledgment   and  e r r o r   s i g n a l s   and  for  e n a b l i n g   normal  o p e r a t i o n  

of  the  t r a n s m i t t e r   in  r e sponse   to  d e t e c t i o n   of  the  acknowleagment  

s i g n a l ,   and  for  c aus ing   the  t r a n s m i t t e r   to  begin  t r a n s m i t t i n g   at  t h e  

p r e d e t e r m i n e d   f a l l - b a c k   f requency   in  r e s p o n s e   to  d e t e c t i o n   of  t h e  

e r r o r   s i g n a l   or  the  absence  of  e i t h e r   the  acknowledgment   or  e r r o r  

s i g n a l s .  



15.  Appara tus   of  c la im  14  c h a r a c t e r i z e a   in  t h a t   the  t r a n s m i t t e r  

i n c l u d e s   means  for  s e a r c h i n g   for  the  acknowledgment  or  e r ro r   s i g n a l s  

dur ing   p r e d e t e r m i n e d   time  p e r i o d s .  

16.  Appara tus   of  c la im  14  or  15  c h a r a c t e r i z e d   in  t h a t   t i e  

t r a n s m i t t e r   i n c l u d e s   means  for  s u c c e s s i v e l y   t r a n s m i t t i n g   at  a  

p r e d e t e r m i n e d   s e r i e s   of  f a l l - o a c k   f r e q u e n c i e s   and  the  r e c e i v e r  

i n c l u d e s   means  for  s u c c e s s i v e l y   tun ing   the  r e c e i v e r   to  t h e  

p r e d e t e r m i n e d   s e r i e s   of  f a l l - b a c k   f r e q u e n c i e s ,   whereby  i f  

communicat ion  between  a  t r a n s m i t t e r   and  r e c e i v e r   cannot   be  i n i t i a t e d  

at  a  f i r s t   p r e d e t e r m i n e d   t a l l - b a c k   f r e q u e n c y ,   a d d i t i o n a l   f a l l - b a c k  

f r e q u e n c i e s   are  t r i e d   u n t i l   communica t ion   is  e s t a b l i s h e d .  

17.  Appa ra tu s   of  c l a im  16  c h a r a c t e r i z e d   in  t h a t   at  l e a s t   t h e  

i n i t i a l   one  of  the  p r e a e t e r m i n e d   s e r i e s   of  f a l l - b a c k   f r e q u e n c i e s   i s  

the  same  as  the  t r a n s m i s s i o n   f r e q u e n c y .  

18.  Appara tus   of  a n y  o n e   of  c la ims   14-17  c h a r a c t e r i z e d   in  t h a t  

sa id   means  for  t r a n s m i t t i n g   the  i n f o r m a t i o n   s i g n a l   t r a n s n i t s   at  a  

t r a n s m i s s i o n   f r equency   which  i n i t i a l l y   is  a  p r e d e t e r m i n e d   f r e q u e n c y  

and  t n e r e a f t e r   is  a  f r e q u e n c y   de t e rmined   by  the  e n c r y p t e d   f r e q u e n c y  

r e p r e s e n t a t i v e   p o r t i o n   of  the  immedia te ly   p r e c e d i n g   t r a n s m i t t e d  

i n f o r m a t i o n   s i g n a l ;   a n d  

sa id   r e c e i v e r   for  r e c e i v i n g   the  i n f o r m a t i o n   s i g n a l   i n c l u d e s  

means  for  i n i t i a l l y   t un ing   the  r e c e i v e r   to  the  p r e d e t e r m i n e d  

f r equency ,   means  for  d e c r y p t i n g   at  l e a s t   the  e n c r y p t e d   f r e q u e n c y  

r e p r e s e n t a t i v e   p o r t i o n ,   and  means  for  r e t u n i n g   the  r e c e i v e r   to  t h e  

f requency   i n d i c a t e d   by  the  d e c r y p t i o n   of  the  e n c r y p t e a   f r e q u e n c y  

r e p r e s e n t a t i v e   p o r t i o n   for  r e c e p t i o n   of  the  next  t r a n s m i t t e d  

i n f o r m a t i o n   s i g n a l .  
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