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(57) Abstract: A method and apparatus may include receiving a request
to restore access to digital assets of a digital wallet. The digital assets
are accessed via M-number of cryptographic keys. Access to at least N-
out-of-M keys is necessary in order to access the digital assets at a given
time. N is anumber less than M. The M-number of keys include at least
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a first server. One of the M keys is stored on a second server. The key
stored on the first server corresponds to the second key. The key stored
on the second server corresponds to the third key. The second server is
separated from the first server. With certain embodiments, the second
server is totally disconnected from any network.
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METHOD AND APPARATUS FOR RESTORING ACCESS TO DIGITAL
ASSETS

CROSS REFERENCE TO RELATED APPLICATION
[0001] This U.S. Non-Provisional Patent Application claims the priority benefit of
U.S. Provisional Patent Application Serial No. 62/383,018 filed on September 2, 2016
and titled “Method and Apparatus for Restoring Access to Digital Assets,” the entirety

of which is incorporated herein by reference.

FIELD OF THE INVENTION
[0002] Certain embodiments of the present invention relate to restoring access to

digital assets.

BACKGROUND
[0003] Digital assets can generally refer to anything that is manifested in a binary
format and that has a corresponding right to use. One example of a digital asset is a
digital currency, and one type of digital currency is cryptocurrency. Digital currencies
can utilize a centralized control system or a decentralized control system.

Cryptocurrencies generally utilize a decentralized control system.

SUBSTITUTE SHEET (RULE 26)



WO 2018/044946 PCT/US2017/049209

SUMMARY
[0004] According to a first embodiment, a method can include receiving a request to
restore access to digital assets of a digital wallet. The digital assets are accessed via
M-number of cryptographic keys. Access to at least N-out-of-M keys is necessary in
order to access the digital assets at a given time. N is a number less than M. The
M-number of keys include at least a first key, a second key, and a third key. One of the
M keys is stored on a first server. One of the M keys is stored on a second server. The
key stored on the first server corresponds to the second key. The key stored on the
second server corresponds to the third key. The second server is separated from the
first server. The method can also include generating a first visual representation of the
request to restore access to digital assets. The method can also include presenting the
first visual representation to the second server. The third cryptographic key signs the
first visual representation if the first visual representation meets conditions of the third
cryptographic key for accessing the digital assets. The method can also include
retrieving a second visual representation from the second server. The second visual
representation is generated when the first visual representation meets the conditions of
the third cryptographic key. The method can also include determining whether the
second visual representation meets conditions of the second cryptographic key for
accessing the digital assets. The second cryptographic key signs the second visual
representation if the second visual representation meets the conditions of the second
cryptographic key for accessing the digital assets. The method also includes
generating an indication that the request is cryptographically approved. The indication
is generated when the second visual representation meets the conditions of the second
cryptographic key. The method also includes restoring access to the digital assets of
the digital wallet via the indication.
[0005] In the method of the first embodiment, the first cryptographic key has been
lost.
[0006] In the method of the first embodiment, the first server is network-separated
from the second server, and the second server is totally disconnected from any

network.
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[0007] In the method of the first embodiment, the first visual representation may be
presented as a Quick Response code.

[0008] According to a second embodiment, an apparatus can include at least one
processor. The apparatus can also include at least one memory including computer
program code. The at least one memory and the computer program code can be
configured, with the at least one processor, to cause the apparatus at least to receive a
request to restore access to digital assets of a digital wallet. The digital assets are
accessed via M-number of cryptographic keys. Access to at least N-out-of-M keys is
necessary in order to access the digital assets at a given time. N is a mumber less than
M. The M-number of keys include at least a first key, a second key, and a third key.
One of the M keys is stored on the apparatus; one of the M keys is stored on a server.
The key stored on the apparatus corresponds to the second key. The key stored on the
server corresponds to the third key. The server is separated from the apparatus. The
apparatus can also be caused to generate a first visual representation of the request to
restore access to digital assets. The apparatus can also be caused to present the first
visual representation to the server. The third cryptographic key signs the first visual
representation if the first visual representation meets conditions of the third
cryptographic key for accessing the digital assets. The apparatus can also be caused to
retrieve a second visual representation from the server. The second visual
representation is generated when the first visual representation meets the conditions of
the third cryptographic key. The apparatus can also be caused to determine whether
the second visual representation meets conditions of the second cryptographic key for
accessing the digital assets. The second cryptographic key signs the second visual
representation if the second visual representation meets the conditions of the second
cryptographic key for accessing the digital assets. The apparatus can also be caused to
generate an indication that the request is cryptographically approved. The indication is
generated when the second visual representation meets the conditions of the second
cryptographic key. The apparatus can also be caused to restore access to the digital
assets of the digital wallet via the indication.

[0009] In the apparatus of the second embodiment, the first cryptographic key has

been lost.

SUBSTITUTE SHEET (RULE 26)



WO 2018/044946 PCT/US2017/049209

[00010] In the apparatus of the second embodiment, the apparatus is
network-separated from the server, and the server is totally disconnected from any
network.

[00011] In the apparatus of the second embodiment, the first visual representation
may be presented as a Quick Response code.

[00012] According to a third embodiment, a computer program product can be
embodied on a non-transitory computer readable medium. The computer program
product can be configured to control a processor to perform a method according to the
first embodiment.

[00013] According to a fourth embodiment, a method can include receiving, by a
second server, a first visual representation from a first server. The first visual
representation corresponds to a request to restore access to digital assets. The digital
assets are accessed via M-number of cryptographic keys. Access to at least
N-out-of-M keys is necessary in order to access the digital assets at a given time. N is
a number less than M. The M-number of keys include at least a first key, a second key,
and a third key. One of the M keys is stored on the first server. One of the M keys is
stored on the second server. The key stored on the first server corresponds to the
second key. The key stored on the second server corresponds to the third key. The
second server is separated from the first server. The second server is totally
disconnected from any network. The method can also include determining whether the
first visual representation meets conditions of the third cryptographic key for accessing
the digital assets. The third cryptographic key signs the first visual representation if the
first visual representation meets the conditions of the third cryptographic key for
accessing the digital assets. The method also includes generating a second visual
representation. The second visual representation is generated when the first visual
representation meets the conditions of the third cryptographic key.

[00014] According to a fifth embodiment, an apparatus includes at least one
processor. The apparatus also includes at least one memory including computer
program code. The at least one memory and the computer program code can be
configured, with the at least one processor, to cause the apparatus at least to receive a

first visual representation from a server. The first visual representation corresponds to
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a request to restore access to digital assets. The digital assets are accessed via
M-number of cryptographic keys. Access to at least N-out-of-M keys is necessary in
order to access the digital assets at a given time. N is a number less than M. The
M-number of keys include at least a first key, second key, and a third key. One of the
M keys is stored on the server. One of the M keys is stored on the apparatus. The key
stored on the server corresponds to the second key. The key stored on the apparatus
corresponds to the third key. The apparatus is separated from the server. The apparatus
is totally disconnected from any network. The apparatus can also be caused to
determine whether the first visual representation meets the conditions of the third
cryptographic key for accessing the digital assets. The third cryptographic key signs
the first visual representation if the first visual representation meets conditions of the
third cryptographic key for accessing the digital assets. The apparatus can also be
caused to generate a second visual representation. The second visual representation is
generated when the first visual representation meets the conditions of the third
cryptographic key.

[00015] According to a sixth embodiment, a computer program product can be
embodied on a non-transitory computer readable medium. The computer program
product can be configured to control a processor to perform a method according to the

fourth embodiment.
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BRIEF DESCRIPTION OF THE DRAWINGS
[00016] For proper understanding of the invention, reference should be made to the
accompanying drawings, wherein:
[00017] Fig. 1 illustrates a flowchart of a method in accordance with certain
embodiments of the invention.
[00018] Fig. 2 illustrates a flowchart of a method in accordance with another
embodiment of the invention.
[00019] Fig. 3 illustrates an apparatus in accordance with certain embodiments of the
invention.
[00020] Fig. 4 illustrates an apparatus in accordance with certain embodiments of the
invention.
[00021] Fig. 5 illustrates an apparatus in accordance with certain embodiments of the
embodiments of the invention.
[00022] Fig. 6 illustrates an apparatus in accordance with certain embodiments of the
invention.
[00023] Fig. 7 shows an exemplary method for restoring access to a digital asset.
[00024] Fig. 8 shows another exemplary method for restoring access to a digital asset.

[00025] Fig. 9 shows yet another method for restoring access to a digital asset.
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DETAILED DESCRIPTION
[00026] In the field of cryptography, a key may generally refer to information that
determines an output of a cryptographic algorithm / process. For example, a key may
provide a user with access to cryptographically-secured information. In one example
use case, the user may have a digital wallet containing assets, and the user may use a
key as a digital credential to enable operations with digital assets in a digital wallet.
The user may also use the key to access information relating to the digital wallet, for
example. A digital wallet may generally refer to a software or hardware device that
enables a digital asset holder to electronically complete commercial transactions with
the digital assets.
[00027] With certain embodiments, a digital key can be in the form of an
alphanumeric string of characters or bits that allows access to the digital wallet. In one
embodiment, the digital key may include a 256-bit string or a 512-bit string, for
example.
[00028] When a user turns on a device of the digital wallet (such as a phone and/or a
computer), the device uses the digital key to have full operational control of the digital
assets of the digital wallet. With the previous approaches of managing digital assets
and confidential information (such as financial information, for example), a first key
may be stored on the user’s device. For example, the first key may be stored on the
user’s smartphone or computer. The user uses this first key to enable operations with
the user’s digital assets and to access the financial information relating to the digital
wallet.
[00029] In a more complex scenario, the digital wallet can also be fully accessed
through a multi-key approach. When the user initially creates a digital wallet, the first
key is generated and stored on the user’s device. In addition, upon creation of the first
key, the user initiates a web request to a first server (owned, for example, by a service
providing company, referred to as the “company”). The first server generates and
stores a second key. When both the first key and the second key are presented as
credentials to access digital assets, the user has full operational control of the digital

assets. In other words, the user can access digital assets / financial information after:
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(1) the user presents the first key, and (2) the company’s first server presents the second
key.

[00030] Finally, with the previous approaches, the company also generally creates and
stores a third key within another server (a second server) of the company. This second
server is generally controlled by the company, and second server is generally
accessible by the company. For example, with the previous approaches, the second
server is generally network-connected to the company server.

[00031] In the event that the user loses control of the first key (such as by losing the
user’s phone, for example), the company can use the second key in conjunction with
the third key to regenerate/gain access to the user’s digital assets and financial data.
Thus, as described above, with two of the three keys (i.e., the second key and the third
key), the company can access the user’s digital assets, and can gain access to the user’s
digital wallet.

[00032] However, because the company server is generally network-connected with
the second server (in the previous approaches), a network intruder who is able to gain
unauthorized access to the company’s servers may be able to access the second key (on
the company’s first server) and may also be able to gain access to the third key (on the
second server). Thus, if the intruder/hacker is able to gain unauthorized access to the
company’s servers, the intruder/hacker may readily access both the second key and the
third key. Upon gaining access to two keys, the intruder/hacker may gain unauthorized
full operational access to the user’s financial information and digital assets.

[00033] In contrast to the previous approaches, certain embodiments of the present
invention may be directed a system where a company first server is not
network-connected to a second server, and where the second server is also not
connected to the internet, as described in more detail below. The second server can
also not be readily accessible by the company, or not even under control of the
company. By configuring a separation between the company first server and the
second server, an intruder that gains unauthorized access to the company first server
can still be prevented from gaining access to the second server, thus not being able to

access users’ financial information and digital assets.
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[00034] With certain embodiments, the second server may be able to perform digital
signatures and verifications. As described above, the second server is separated from
the network of the company’s first server, and is also separated from the internet itself.
With certain embodiments, the second server must be separated from the network of
the company’s first server, and must also be separated from the internet itself. The
digital signatures of the second server must work together with the digital signatures
of the first server in order to overcome digital assets losses. For example, as described
in further detail below, the second server may scan/receive a visual representation to
recover digital assets, and use mathematical algorithms to process the visual
representation.

[00035] With certain embodiments of the present invention, a third key (that is stored
on the second server) is synchronized with a second key (stored on the company first
server), even though the second server and company first server are entirely
disconnected from each other. With certain embodiments, the third key must be
synchronized with the second key. Mathematical algorithms allow the second key and
third key to be always in correlation at any point in time so that their combined
signatures allow the recovery of the previously inaccessible digital assets.

[00036] With certain embodiments, because the second server is separated and/or
network-disconnected from the company’s first server, even if an intruder/hacker is
able to gain unauthorized access to the second key that is stored on the company first
server, the hacker is still unable to gain access to the third key that is stored on the
second server. As such, with certain embodiments, with unauthorized access to only
one key, the hacker is unable to gain unauthorized access to the user’s financial
information. As such, certain embodiments may limit the intruder/hacker to accessing
only one key.

[00037] With certain embodiments, if a user loses the user’s digital wallet, resulting in
a loss of control/access to the first digital key, the user can contact the company that is
associated with implementing the digital wallet. After the company confirms the
identity of the user, the company can generate a request for accessing the third key, for
the purpose of re-establishing access to the user’s digital wallet. In other words, the

company creates a request that is directed to the second server, in order to restore
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access to the digital wallet. Therefore, although the third key is stored on the second
server that is network-disconnected from the company server, the company may still
submit a request for accessing the third key. The company may restrict physical access
to the second server that is network-disconnected from the company server.
Specifically, access to the second server may be restricted to only a limited group of
trusted personnel. The trusted personnel/operator may have to authenticate himself
before being allowed access to the second server that is network-disconnected from the
company first server. For example, the trusted operator may have to be authenticated
with a smartcard that is in possession of the trusted operator, before being granted
access to the second server.

[00038] Next, the company may present the request to the second server via a first
visual representation of the request. For example, the first visual representation may
include a first Quick Response (QR) Code that is scannable by a receiving device
associated with the second server. The first QR Code can include a visual
representation of an unsigned digital asset, as described in more detail below.
Therefore, although the second server is network-disconnected from the company first
server, the company can still access the second server and communicate with the
second server, via the first visual representation. Hacking into a system that is
accessed by visual representations may be very difficult for an intruder. Therefore, by
using the above-described first visual representation, the company is able to access the
third key, while also preventing potential hackers from accessing the third key.
[00039] Once the first visual representation is presented to the second server, certain
embodiments of the present invention determine whether the first visual representation
appears to be a proper request. If the first visual representation meets the conditions
(i.e., it has an association with the third key) for being a proper request, then the third
key on the second server is accessed, and the third key indicates approval for the
request by signing the first visual representation. For example, the accessed third key
can indicate approval for the request by cryptographically signing the first visual
representation (which represents the request for digital assets).

[00040] With certain embodiments, after the third key has signed the first visual

representation, the second server can generate a second visual representation (such as
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a second QR code, for example). Further, if the second visual representation meets the
conditions (associated with the second key), then the second key indicates approval for
the request by signing the second visual representation. Once the second key signs the
second visual representation, and the third key signs the first visual representation,
access to the digital assets of the digital wallet is restored. In one embodiment, the
digital assets may be moved into a new wallet, in control of the user. Therefore, the
third key, in conjunction with the second key, is used to digitally restore the digital
wallet, as described in more detail below.

[00041] With certain embodiments of the present invention, after the third key signs
a first visual representation (such as the first QR Code described above, for example),
a second visual representation can be generated. Further, if the second key signs the
second visual representation, certain embodiments may generate an indication that
access to digital assets is to be restored.

[00042] In view of the above, certain embodiments of the present invention may
enable the user to regain access to the user’s digital wallet, while also protecting the
third key from being easily accessed by an intruder. As such, by communicating with
the second server via scannable visual representations, certain embodiments can
configure the second server such that the second server cannot be easily hacked.
[00043] In view of the above, if a user of a digital wallet loses access to the digital
wallet, access to the digital wallet may be restored using two of the three keys.
Specifically, access to the digital wallet may be restored using the second key and the
third key. With two out of three keys, certain embodiments may re-establish access to
the digital wallet.

[00044] In view of the above, certain embodiments of the present invention utilize
advanced, cryptographic algorithms in order to enable secure regeneration and
recovery of a user's access to digital assets. Even if the user has lost the user’s digital
key, or has lost the user’s digital wallet, the user’s digital assets can still be recovered.
[00045] A method of certain embodiments is further described below. A user may
create an account with a product that manages digital assets (such as a digital wallet,
for example). The account may be created with a company that implements the digital

wallet. After creating the account (with the company), the user receives a private key
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(such as a first key, as described above). The first key may comprise a 256-bit string
or a 512-bit string, for example.

[00046] With certain embodiments, after the account is created, the company also
creates a corresponding private key (such as a second key, as described above). This is
a company key. As described above, the first key may, for example, be a 256-bit string
or a 512-bit string. The second key may be a different string compared to the first key.
[00047] As described above, certain embodiments may use a second server that
generates another private key (such as the third key, for example). The second server
may be an offline recovery server (that may be kept in a physically-secure
environment). The generated private key (i.e., the third key) can be mathematically in
synchronization with the first and second keys, even if the second server is offline and
removed from the Internet. With certain embodiments, the second server is always
offline.

[00048] With certain embodiments, the user may be assigned a multi-signature
identity (i.e., as described above, 2-out-of-3 keys are necessary to allow spending
operations). Although the above examples describe that 2-out-of-3 keys are necessary
to restore access to digital assets, other embodiments may not be limited to this
2-out-of-3 keys condition. For example, other embodiments may use an N-out-of-M
keys condition, where N is a number less than M. For example, other embodiments
may use a 3-out-of-6 keys condition.

[00049] With certain embodiments, in the event that the user loses the first key (thus
preventing the user from accessing the digital assets using the multi-signature identity
verification), the combination of the online production server key (the second key) and
the offline recovery server key (the third key) is able to grant access via multi-signature
identity verification.

[00050] In view of the above, certain embodiments of the present invention can
implement multi-signature cryptography algorithms to enable digital asset recovery
using a second server that is offline.

[00051] Fig. 1 illustrates a flowchart of a method in accordance with certain
embodiments of the invention. The method illustrated in Fig. 1 includes, at 110,

receiving a request to restore access to digital assets of a digital wallet. The digital
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assets are accessed via M-number of cryptographic keys. Access to at least
N-out-of-M keys is necessary in order to access the digital assets at a given time. N is
a number less than M. The M-number of keys include at least a first key, a second key,
and a third key. One of the M keys is stored on a first server. One of the M keys is
stored on a second server. The key stored on the first server corresponds to the second
key. The key stored on the second server corresponds to the third key. The second
server is separated from the first server. The method includes, at 120, generating a first
visual representation of the request to restore access to digital assets. The method also
includes, at 130, presenting the first visual representation to the second server. The
third cryptographic key signs the first visual representation if the first visual
representation meets conditions of the third cryptographic key for accessing the digital
assets. The method also includes, at 140, retrieving a second visual representation
from the second server. The second visual representation is generated when the first
visual representation meets the conditions of the third cryptographic key. The method
also includes, at 150, determining whether the second visual representation meets
conditions of the second cryptographic key for accessing the digital assets. The second
cryptographic key signs the second visual representation if the second visual
representation meets the conditions of the second cryptographic key for accessing the
digital assets. The method also includes, at 160, generating an indication that the
request is cryptographically approved. The indication is generated when the second
visual representation meets the conditions of the second cryptographic key. The
method also includes, at 170, restoring access to the digital assets of the digital wallet
via the indication. With certain embodiments, the third cryptographic key performs
signing before the second cryptographic key. However, with other embodiments, the
second cryptographic key can perform signing before the third cryptographic key.
[00052] Fig. 2 illustrates a flowchart of a method in accordance with certain
embodiments of the invention. The method illustrated in Fig. 2 includes, at 210,
receiving, by a second server, a first visual representation from a first server. The first
visual representation corresponds to a request to restore access to digital assets. The
digital assets are accessed via M-number of cryptographic keys. Access to at least

N-out-of-M keys is necessary in order to access the digital assets at a given time. N is
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a number less than M. The M-number of keys include at least a first key, a second key,
and a third key. One of the M keys is stored on the first server. One of the M keys is
stored on the second server. The key stored on the first server corresponds to the
second key. The key stored on the second server corresponds to the third key. The
second server is separated from the first server. With certain embodiments, the second
server is totally disconnected from any network. The method also includes, at 220,
determining whether the first visual representation meets conditions of the third
cryptographic key for accessing the digital assets. The third cryptographic key signs
the first visual representation if the first visual representation meets the conditions of
the third cryptographic key for accessing the digital assets. The method also includes,
at 230, generating a second visual representation. The second visual representation is
generated when the first visual representation meets the conditions of the third
cryptographic key.

[00053] Fig. 3 illustrates an apparatus in accordance with certain embodiments of the
invention. In one embodiment, the apparatus can correspond to the company first
server. In another embodiment, the apparatus can correspond to the digital wallet.
Apparatus 10 can include a processor 22 for processing information and executing
instructions or operations. Processor 22 can be any type of general or specific purpose
processor. While a single processor 22 is shown in Fig. 3, multiple processors can be
utilized according to other embodiments. Processor 22 can also include one or more
of general-purpose computers, special purpose computers, microprocessors, digital
signal processors (DSPs), field-programmable gate arrays (FPGAs), Hardware
Security Modules (HSMs), application-specific integrated circuits (ASICs), and
processors based on a multi-core processor architecture, as examples.

[00054] Apparatus 10 can further include a memory 14, coupled to processor 22, for
storing information and instructions that can be executed by processor 22. Memory 14
can be one or more memories and of any type suitable to the local application
environment, and can be implemented using any suitable volatile or nonvolatile data
storage technology such as a semiconductor-based memory device, a magnetic
memory device and system, an optical memory device and system, fixed memory, and

removable memory. For example, memory 14 include any combination of random
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access memory (RAM), read only memory (ROM), static storage such as a magnetic
or optical disk, or any other type of non-transitory machine or computer readable
media. The instructions stored in memory 14 can include program instructions or
computer program code that, when executed by processor 22, enable the apparatus 10
to perform tasks as described herein.
[00055] Processor 22 can perform functions associated with the operation of
apparatus 10 including, without limitation, encoding and decoding of individual bits
forming a communication message, formatting of information, and overall control of
the apparatus 10, including processes related to management of communication
resources.
[00056] In an embodiment, memory 14 can store software modules that provide
functionality when executed by processor 22. The modules can include an operating
system 15 that provides operating system functionality for apparatus 10. The memory
can also store one or more functional modules 18, such as an application or program,
to provide additional functionality for apparatus 10. The components of apparatus 10
can be implemented in hardware, or as any suitable combination of hardware and
software.
[00057] With certain embodiments, apparatus 10 can be configured to receive a
request to restore access to digital assets of a digital wallet. The digital assets are
accessed via M-number of cryptographic keys. Access to at least N-out-of-M keys is
necessary in order to access the digital assets at a given time. N is a number less than
M. The M-number of keys include at least a first key, a second key, and a third key.
One of the M keys is stored on apparatus 10. One of the M keys is stored on a server.
The key stored on apparatus 10 corresponds to the second key. The key stored on the
server corresponds to the third key. The server is separated from apparatus 10.
Apparatus 10 can also be configured to generate a first visual representation of the
request to restore access to digital assets. Apparatus 10 can also be configured to
present the first visual representation to the server. The third cryptographic key signs
the first visual representation if the first visual representation meets conditions of the
third cryptographic key for accessing the digital assets. Apparatus 10 can also be

configured to retrieve a second visual representation from the server. The second

SUBSTITUTE SHEET (RULE 26)



WO 2018/044946 PCT/US2017/049209
16

visual representation is generated when the first visual representation meets the
conditions of the third cryptographic key. Apparatus 10 can also be configured to
determine whether the second visual representation meets conditions of the second
cryptographic key for accessing the digital assets. The second cryptographic key signs
the second visual representation if the second visual representation meets the
conditions of the second cryptographic key for accessing the digital assets. Apparatus
10 can also be configured to generate an indication that the request is cryptographically
approved. The indication is generated when the second visual representation meets the
conditions of the second cryptographic key. Apparatus 10 can also be configured to
restore access to the digital assets of the digital wallet via the indication.

[00058] Fig. 4 illustrates an apparatus in accordance with certain embodiments of the
invention. In one embodiment, the apparatus can correspond to a second server. With
certain embodiments, the second server can correspond to a backup and/or recovery
server, for example. Apparatus 40 can include a processor 52 for processing
information and executing instructions or operations. Processor 52 can be any type of
general or specific purpose processor. While a single processor 52 is shown in Fig. 4,
multiple processors can be utilized according to other embodiments. Processor 52 can
also include one or more of general-purpose computers, special purpose computers,
microprocessors, digital signal processors (DSPs), field-programmable gate arrays
(FPGASs), Hardware Security Modules (HSMs), application-specific integrated circuits
(ASICs), and processors based on a multi-core processor architecture, as examples.
[00059] Apparatus 40 can further include a memory 44, coupled to processor 52, for
storing information and instructions that can be executed by processor 52. Memory 44
can be one or more memories and of any type suitable to the local application
environment, and can be implemented using any suitable volatile or nonvolatile data
storage technology such as a semiconductor-based memory device, a magnetic
memory device and system, an optical memory device and system, fixed memory, and
removable memory. For example, memory 44 include any combination of random
access memory (RAM), read only memory (ROM), static storage such as a magnetic
or optical disk, or any other type of non-transitory machine or computer readable

media. The instructions stored in memory 44 can include program instructions or
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computer program code that, when executed by processor 52, enable the apparatus 40
to perform tasks as described herein.

[00060] In an embodiment, memory 44 can store software modules that provide
functionality when executed by processor 52. The modules can include an operating
system 45 that provides operating system functionality for apparatus 40. The memory
can also store one or more functional modules 48, such as an application or program,
to provide additional functionality for apparatus 40. The components of apparatus 40
can be implemented in hardware, or as any suitable combination of hardware and
software.

[00061] With certain embodiments, apparatus 40 can be configured to receive a first
visual representation from a server. The first visual representation corresponds to a
request to restore access to digital assets. The digital assets are accessed via M-number
of cryptographic keys. Access to at least N-out-of-M keys is necessary in order to
access the digital assets at a given time. N is a number less than M. The M-number of
keys include at least a first key, a second key, and a third key. One of the M keys is
stored on the server. One of the M keys is stored on apparatus 40. The key stored on
the server corresponds to the second key. The key stored on apparatus 40 corresponds
to the third key. Apparatus 40 is separated from the server. Apparatus 40 may be
totally disconnected from any network. Apparatus 40 can also be configured to
determine whether the first visual representation meets conditions of the third
cryptographic key for accessing the digital assets. The third cryptographic key signs
the first visual representation if the first visual representation meets the conditions of
the third cryptographic key for accessing the digital assets. Apparatus 40 can also be
configured to generate a second visual representation, wherein the second visual
representation is generated when the first visual representation meets the conditions of
the third cryptographic key.

[00062] Fig. 5 illustrates an apparatus in accordance with certain embodiments of the
invention. Apparatus 500 can include a receiving unit 510 that receives a request to
restore access to digital assets of a digital wallet. The digital assets are accessed via
M-number of cryptographic keys. Access to at least N-out-of-M keys is necessary in

order to access the digital assets at a given time. N is a number less than M. The
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M-number of keys include at least a first key, a second key, and a third key. One of the
M keys is stored on apparatus 500, one of the M keys is stored on a server. The key
stored on apparatus 500 corresponds to the second key. The key stored on the server
corresponds to the third key. The server is separated from the apparatus 500.
Apparatus 500 can also include a first generating unit 520 that generates a first visual
representation of the request to restore access to digital assets. Apparatus 500 can also
include a presenting unit 530 that presents the first visual representation to the server.
The third cryptographic key signs the first visual representation if the first visual
representation meets conditions of the third cryptographic key for accessing the digital
assets. Apparatus 500 can also include a retrieving unit 540 that retrieves a second
visual representation from the server. The second visual representation is generated
when the first visual representation meets the conditions of the third cryptographic key.
Apparatus 500 can also include a determining unit 550 that determines whether the
second visual representation meets conditions of the second cryptographic key for
accessing the digital assets. The second cryptographic key signs the second visual
representation if the second visual representation meets the conditions of the second
cryptographic key for accessing the digital assets. Apparatus 500 can also include a
second generating unit 560 that generates an indication that the request is
cryptographically approved. The indication is generated when the second visual
representation meets the conditions of the second cryptographic key. Apparatus 500
can also include a restoring unit 570 that restores access to the digital assets of the
digital wallet via the indication.
[00063] Fig. 6 illustrates an apparatus 600 in accordance with certain embodiments of
the invention. Apparatus 600 can include a receiving unit 610 that receives a first
visual representation from a server. The first visual representation corresponds to a
request to restore access to digital assets, the digital assets are accessed via M-number
of cryptographic keys. Access to at least N-out-of-M keys is necessary in order to
access the digital assets at a given time. N is a number less than M. The M-number of
keys include at least a first key, a second key, and a third key. One of the M keys is
stored on the server, one of the M keys is stored on apparatus 600. The key stored on

the server corresponds to the second key. The key stored on apparatus 600 corresponds
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to the third key. Apparatus 600 is separated from the server. Apparatus 600 may be
totally disconnected from any network. Apparatus 600 can also include a determining
unit 620 that determines whether the first visual representation meets conditions of the
third cryptographic key for accessing the digital assets. The third cryptographic key
signs the first visual representation if the first visual representation meets the
conditions of the third cryptographic key for accessing the digital assets. Apparatus
600 can also include a generating unit 630 that generates a second visual
representation. The second visual representation is generated when the first visual
representation meets the conditions of the third cryptographic key.

[00064] Fig. 7 shows an exemplary method for restoring access to a digital asset.
[00065] At step 701, afirst server receives a request to restore access to a digital asset
of a digital wallet, with the digital wallet having had a first cryptographic key that is no
longer available.

[00066] According to many exemplary embodiments, the digital asset is a
cryptocurrency.

[00067] At step 702, the first server generates a first representation of the request to
restore access to the digital asset, with the first server having a second cryptographic
key. Also, the second cryptographic key may be different than the first cryptographic
key.

[00068] In various exemplary embodiments, the first representation includes a first
quick response code. Additionally, the first quick response code may include a
representation of an unsigned digital asset.

[00069] In various exemplary embodiments, the first representation includes binary
data carried on a physical memory support. Additionally, the binary data may include
a representation of an unsigned digital asset.

[00070] At step 703, the first representation is presented to a second server having a
third cryptographic key, with the third cryptographic key cryptographically signing the
first representation if a condition is met.

[00071] According to various exemplary embodiments, the third cryptographic key
may have a correspondence with the second cryptographic key. Additionally, the third
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cryptographic key may have a correspondence with the second cryptographic key and
a first cryptographic key.

[00072] The first server, in various exemplary embodiments, is on a network that does
not include the second server. Additionally, the second server may be disconnected
from any network.

[00073] At step 704, if the condition is met, a second representation is retrieved from
the second server.

[00074] Atstep 705, itis determined if the second representation meets a condition on
the first server.

[00075] At step 706, if the condition is met, the second cryptographic key
cryptographically signs the second representation.

[00076] At step 707, an indication is generated that the request is cryptographically
approved.

[00077] At step 708, the indication is used to restore access to the digital asset of the
digital wallet. The digital asset, according to some exemplary embodiments, is moved
into a new digital wallet.

[00078] Fig. 8 shows another exemplary method for restoring access to a digital asset.
[00079] Atstep 801, a third server receives a request to restore access to a digital asset
of a digital wallet, the request coming from the digital wallet having a first
cryptographic key. The first cryptographic key was previously used with a second
private cryptographic key that was on a first server to access the digital asset and now
the second private cryptographic key is no longer available on the first server and thus,
the digital asset is no longer accessible.

[00080] At step 802, the third server generates a first representation of the request to
restore access to the digital asset, with the third server having a copy of a second public
cryptographic key that was available on the first server and a copy of a third public
cryptographic key that is available on the second server.

[00081] At step 803, the first representation is presented to the digital wallet having
the first cryptographic key, with the first cryptographic key cryptographically signing

the first representation.
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[00082] At step 804, the digital wallet generates a second representation with the
content resulting from step 803.

[00083] At step 805, a second representation is presented to the third server, with the
third server determining if the second representation meets a condition of the first
cryptographic key.

[00084] At step 806, if the condition is met, the second representation is presented to
the second server, and having its third cryptographic key cryptographically sign the
second representation.

[00085] At step 807, an indication is generated that the request is cryptographically
approved.

[00086] At step 808, the indication is used to restore access to the digital asset of the
digital wallet.

[00087] Fig. 9 shows yet another method for restoring access to a digital asset.
[00088] At step 901, a cryptographic key 1 is established as part of a digital wallet.
[00089] At step 902, a cryptographic key 2 is established on server 1.

[00090] At step 903, a cryptographic key 3 is established on server 2. According to
further exemplary embodiments, cryptographic keys 3+Y may be established on
servers 2+Y, wherein Y represents integers under 1,000,000 and no more than one
cryptographic key is established per server. Additionally, a number of cryptographic
keys strictly less than 3+Y may be required to restore access to the digital asset. One
of the servers may be isolated from any network and the digital wallet may be
communicatively coupled to one or more of the networked servers.

[00091] For example, Y may equal four. Accordingly:

[00092] A cryptographic key 1 is established as part of a digital wallet.

[00093] A cryptographic key 2 is established on server 1.

[00094] A cryptographic key 3 is established on server 2.

[00095] A cryptographic key 4 is established on server 3.

[00096] A cryptographic key 5 is established on server 4.

[00097] A cryptographic key 6 is established on server 5.

[00098] A cryptographic key 7 is established on server 6.
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[00099] With a total of 3 + 4 =7 cryptographic keys, 6 cryptographic keys are required
to restore access to the digital asset. Additionally, any one of servers 1 through 6 is
isolated from any network.

[000100] According to an alternative embodiment, cryptographic keys 3+Y may be
established on servers 2+X, wherein Y and X represent integers under 1,000,000, X is
less than Y, and more than one cryptographic key is established on at least one server.
[000101] For example, Y may equal four and X may equal three. Accordingly:
[000102] A cryptographic key 1 is established as part of a digital wallet.

[000103] A cryptographic key 2 is established on server 1.

[000104] A cryptographic key 3 is established on server 2.

[000105] A cryptographic key 4 is established on server 3.

[000106] A cryptographic key 5 is established on server 4.

[000107] Cryptographic keys 6 and 7 are established on server 5.

[000108] With a total of 3 + 4 = 7 cryptographic keys, 6 cryptographic keys are
required to restore access to the digital asset. Additionally, any one of servers 1 through
5 is isolated from any network.

[000109] The described features, advantages, and characteristics of the invention can
be combined in any suitable manner in one or more embodiments. One skilled in the
relevant art will recognize that the invention can be practiced without one or more of
the specific features or advantages of a particular embodiment. In other instances,
additional features and advantages can be recognized in certain embodiments that may
not be present in all embodiments of the invention. One having ordinary skill in the art
will readily understand that the invention as discussed above may be practiced with
steps in a different order, and/or with hardware elements in configurations which are
different than those which are disclosed. Therefore, although the invention has been
described based upon these preferred embodiments, it would be apparent to those of
skill in the art that certain modifications, variations, and alternative constructions

would be apparent, while remaining within the spirit and scope of the invention.
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CLAIMS
‘What is claimed is:

1. A method for restoring access to a digital asset, the method comprising:

receiving at a first server a request to restore access to a digital asset
of a digital wallet, the digital wallet having had a first cryptographic key that
is no longer available;

generating at the first server a first representation of the request to
restore access to the digital asset, the first server having a second
cryptographic key;

presenting the first representation to a second server having a third
cryptographic key, the third cryptographic key cryptographically signing the
first representation if a condition is met;

if the condition is met, retrieving a second representation from the
second server;

determining if the second representation meets a condition on the
first server;

if the condition is met, the second cryptographic key
cryptographically signing the second representation;

generating an indication that the request is cryptographically
approved; and

using the indication to restore access to the digital asset of the digital
wallet.

2. The method of claim 1, wherein the digital asset is a cryptocurrency.

3. The method of claim 1, further comprising separating the first server on a
network that does not include the second server.

4. The method of claim 3, further comprising disconnecting the second server
from any network.

5. The method of claim 1, further comprising the first representation including
a first quick response code.

6. The method of claim 5, further comprising the first quick response code
including a representation of an unsigned digital asset.

7. The method of claim 1, further comprising the first representation including
binary data carried on a physical memory support.
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8. The method of claim 7, further comprising the binary data carried on a
physical memory support including a representation of an unsigned digital
assct

9. The method of claim 1, further comprising a correspondence of the third
cryptographic key with the second cryptographic key.

10. The method of claim 1, further comprising moving the digital asset into a
new digital wallet.

11. The method of claim 1, further comprising making the second cryptographic
key a different key than the first cryptographic key.

12. The method of claim 1, further comprising a correspondence of the third
cryptographic key with the second cryptographic key and the first
cryptographic key.

13. A method for restoring access to a digital asset, the method comprising:

receiving at a third server a request to restore access to a digital asset
of a digital wallet, the receiving from the digital wallet having a first
cryptographic key, the first cryptographic key previously used with a second
private cryptographic key that was on a first server to access the digital asset
and now the second private cryptographic key is no longer available on the
first server and the digital asset is no longer accessible;

generating at the third server a first representation of the request to
restore access to the digital asset, the third server having a copy of a second
public cryptographic key that was available on the first server and a copy of
a third public cryptographic key that is available on the second server;

presenting the first representation to the digital wallet having the first
cryptographic key, the first cryptographic key cryptographically signing the
first representation;

generating at the digital wallet a second representation with the
content resulting from the step above;

presenting a second representation to the third server, the third server
determining if the second representation meets a condition of the first
cryptographic key;

if the condition is met, presenting the second representation to the
second server, and having its third cryptographic key cryptographically sign
the second representation;
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generating an indication that the request is cryptographically
approved; and

using the indication to restore access to the digital asset of the digital
wallet.

14. A method for restoring access to a digital asset, the method comprising:
establishing cryptographic key 1 as part of a digital wallet;
establishing cryptographic key 2 on server 1; and
establishing cryptographic key 3 on server 2.

15. The method of claim 14, further comprising:
establishing cryptographic keys 3+Y on servers 2+Y, wherein Y
represents integers under 1,000,000 and no more than one cryptographic key
is established per server.

16. The method of claim 15, further comprising requiring a number of
cryptographic keys strictly less than 3+Y to restore access to the digital asset.

17. The method of claim 14, further comprising isolating one of the servers from
any network.

18. The method of claim 14, further comprising communicatively coupling the
digital wallet to one or more of the servers.

19. The method of claim 14, further comprising establishing cryptographic keys
3+Y on servers 24X, wherein Y and X represent integers under 1,000,000,
X is less than Y, and more than one cryptographic key is established on at
least one server.
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