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(57) Abrege/Abstract:
The invention relates to a method for modifying a set of secrets in a cryptographic module. The cryptographic module ensures that
the loading of a secret Is either complete or null and void. The module enables a reading of a version number for each secret. The
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(57) Abrege(suite)/Abstract(continued):
module Includes information indicating a version number corresponding to the set of secrets. The method of the Invention includes

a first step during which, If the version number of the set of secrets Is equal to a version number that requires the loading of a set of
new secrets, the version number of the set of secrets In the cryptographic module Is made equal to a distinctive number that
determines that the cryptographic module Is being uploaded. The method comprises a second step during which, for each secret
and If the version number of said secret Is different from the version number of the corresponding new secret to be downloaded,
the new secret and the version number thereof are loaded. The method comprises a third step during which the version number of
the set of secrets In the cryptographic module iIs made equal to the version umber of the set of new secrets. The invention can be

used particularly for downloading access keys included in a set of smart cards in a non-protected environment.
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ABSTRACT

The invention relates to a method of modifying a set of secrets included in a
cryptographic module. The cryptographic module guarantees that the loading
of a secret is either successful, or invalid. The module allows the reading of a
version number for each secret. The module comprises an information
indicating a version number corresponding to the set of secrets. The method
according to the invention comprises a first step in the course of which, if the
version number of the set of secrets is equal to a version number requiring
the loading of a set of new secrets, the version number of the set of secrets
of the cryptographic module is rendered equal to a distinctive number making
it possible to determine that the cryptographic module is being reloaded. The
method comprises a second step in the course of which, for each secret, if
the version number of the said secret different from the version number of the
corresponding new secret to be loaded, the new secret and its version
number are loaded. The method comprises a third step in the course of
which the version number of the set of secrets of the cryptographic module is
rendered equal to the version number of the set of new secrets. In particular,

the invention applies to the reloading in an unprotected environment of
access keys included in a set of chip cards.

Figure 1.
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METHOD OF MODIFYING SECRETS INCLUDED IN A CRYPTOGRAPHIC
MODULE, NOTABLY IN AN UNPROTECTED ENVIRONMENT.

The invention relates to a method of modifying a set of secrets
included in a cryptographic module. In particular, the invention applies to the
reloading in an unprotected environment of access keys included in a set of

chip cards.

In a system comprising a set of cryptographic modules (for
example chip cards comprising cryptographic secrets), the .management of
the secrets included in the said modules is a complex task. In particular, the
operation of updating the secrets must meet a certain number of security
requirements. Hence, it is commonplace for the secrets to be updated in a
secure environment, that is to say generally in secure premises, outside of
the context in which the cryptographic modules are utilized. When the
number of cryptographic modules is significant, this housekeeping operation
IS unwieldy and expensive.

Furthermore, in order to guarantee a correct security level, the
cryptographic modules do not permit read and write access to the secrets.
Should the process of updating the secrets suffer a failure, for example
following an unintentional interruption to the process, it is not possible to
resume and complete the process at the actual location where the latter has
experienced such a failure.

The aim of the invention is notably to remedy the aforesaid
drawbacks. For this purpose, the subject of the invention is a method of
modifying secrets included in a cryptographic module. The cryptographic
module guarantees that the loading of a secret is either successful, or invalid.
The cryptographic module allows the reading of a version number for each
secret. The cryptographic module comprises an information indicating a
version number corresponding to the set of secrets. The method according to
the invention comprises notably a first step in the course of which, if the
version number of the set of secrets is equal to a version number requiring
the loading of a set of new secrets, the version number of the set of secrets
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of the cryptographic module is rendered equal to a distinctive number making
it possible to determine that the cryptographic module is being reloaded. The
method according to the invention comprises a second step in the course of
which, for each secret, if the version number of the said secret different from
the version number of the corresponding new secret to be loaded, the new
secret and its version number are loaded. The method according to the
invention comprises a third step in the course of which the version number of
the set of secrets of the cryptographic module is rendered equal to the
version number of the set of new secrets.

In one embodiment, the version number of the set of secrets of the
cryptographic module on the card is recorded in a file of the cryptographic
module of the card accessible via an immutable secret.

In another embodiment, the version number of the set of secrets of
the cryptographic module on the card is recorded in the form of a secret used
only to indicate the global version of the secrets.

In another embodiment, the version number of the set of secrets of
the cryptographic module on the card is recorded in the form of the last of the
secrets to be reloaded in the second step.

In the course of the second step, the verification of the version
number of each secret can notably be carried out by mutual authentication of
the various secrets until the interruption point is found.

The invention has notably the advantages that it makes it possible
to modify a set of secrets in a cryptographic module so as to guarantee the
consistency thereof even when the updating may only be done secret by
secret. The invention makes it possible to also guarantee that after reloading
of the secrets within the cryptographic module, the data already present In
the cryptographic module will continue to be accessible and uncorrupted.
Furthermore, the method according to the invention can be interrupted at any
moment without this giving rise to corruption of the secrets included in the
cryptographic module. Moreover, after one or more interruptions, intentional
or accidental, in the course of the implementation of the steps of the method
according to the invention, the method can still be implemented from the
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same machine or from a different machine able to track the implementation
of the steps of the method.

Other characteristics and advantages of the invention will become
apparent with the aid of the description which follows given in conjunction
with the appended drawings which represent, Figure 1, a schematic of the
steps of the method according to the invention for modifying secrets included
In a cryptographic module.

The method according to the invention makes it possible notably
to resume and complete the modification of a set of secrets (sensitive data
supplemented with their access keys), it not being possible for the said
secrets to be reread, or necessarily rewritten.

In the embodiment of the method according to the invention,
llustrated by Figure 1, the cryptographic module comprising the secrets,
which is manipulated in the course of the implementation of the steps of the
method, has notably the following characteristics:

e guarantee that the loading of a secret is either successful, or invalid
(anti-tear principle);
e simultaneous updating of the secret and of its version;
e possibility of reading a version number for each secret, the said secret
itself not being accessible;
The cryptographic module also comprises an information indicating a version
number corresponding to the set of secrets.

A cryptographic module such as this can be for example a chip
card, in particular a "Mifare® DESFire" card.

The method according to the invention receives as input a set of
new secrets to be loaded instead of the secrets included in the cryptographic
module. To the set of new secrets there corresponds a version number
corresponding to the set of new secrets. Likewise, to the set of secrets
included in the cryptographic module there corresponds a version number.
To each secret included in the cryptographic module there corresponds a
version number. To each new secret to be loaded there corresponds a
version number. To each secret there therefore corresponds a version
number. If the version numbers are identical then this implies that the secrets
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are identical. The same holds for the version number of the set of secrets.

The method according to the invention comprises a first step 1 in

the course of which the cryptographic module is marked as undergoing
reloading of secrets. Thus, in the course of the first step 1, after being
assured if necessary that the reloading of the secrets has been requestedq,
the version number of the set of secrets of the cryptographic module is read.

Next, the version number of the set of secrets of the cryptographic

module is compared with the version number of the set of secrets to be
loaded. This comparison determines whether it is necessary to load the new
secrets (for example, the version number of the set of secrets to be loaded is

greater than the version number of the set of already loaded secrets). If
appropriate:

the version number of the set of secrets of the cryptographic module is
rendered equal to a distinctive number making it possible to determine
that the cryptographic module is being reloaded,;

next, in the course of a second step 2 of the method according to the
invention, for each secret, if the version number of the said secret is
different from the version number of the new secret to be loaded, the
corresponding new secret is loaded together with its version number;
next, in the course of a third step 3 of the method according to the
invention, the version number of the set of secrets of the cryptographic

module is rendered equal to the version number of the set of new
secrets.

In the course of the first step 1, if the version number of the set of

secrets of the cryptographic module is equal to the distinctive number making
it possible to determine that the cryptographic module is being reloaded, this

signifies that it was not possible to complete the update operation
beforehand. In this case:

in the course of step 2, for each secret, if the version number of the
said secret is different from the version number of the new secret to be
loaded, the corresponding new secret is loaded together with its
version number:;

then, In the course of step 3, the version number of the set of secrets
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of the cryptographic module is rendered equal to the version number
of the set of new secrets.

Any Interruption during these steps can be resumed so as to
continue the reloading at the interrupted location, on the same machine, or
on another machine.

The version number of the set of secrets of the cryptographic
module on the card can be stored:
o either in a file of the card accessible via an immutable secret;
e orin the form of the version of a particular secret, that is to say:
o either a secret which serves only to give the global version of
the secrets;
o or the last of the secrets to be reloaded in the step where the
secrets are loaded in an agreed immutable order.

In particular, the method according to the invention can be applied
to a pool of chip cards which can have version numbers of secrets which
differ. This case arises notably when the set of chip cards corresponds to a
batch, and when the secrets are data access keys. The method can be
applied to a pool of sensitive terminals whose communication secrets must
be changed in the field. The method according to the invention can further be

applied to databases whose administration does not allow a change of rights
of access in a single transaction.

In one embodiment, the verification of the version number of each
secret (in particular when the latter is not available or is not readable) can be

done by mutual authentication of the various secrets until the interruption
point Is found.
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The embodiments of the invention in which an exclusive property or

privilege is claimed are defined as follows:

1. A method of modifying secrets included in a cryptographic module on a
card, the cryptographic module including a set version number that corresponds
to a set of a plurality of secrets in the cryptographic module, wherein the
cryptographic module:
indicates whether a loading of a secret is either successful, or invalid; and
allows reading of a version number for each secret;
wherein the method comprises the steps of:
assigning a predetermined number to the set version number of the
set of secrets of the cryptographic module, if the set version number of the
set of secrets is equal to a version number that requires a set of new
secrets to be loaded, in order to indicate that the cryptographic module is
being reloaded;
for each secret in the set of secrets, loading a corresponding new
secret and a version number of said new secret if a version number of the
secret is different from the version number of the corresponding new
secret to be loaded; and
assigning a set version number of the set of new secrets to the set
version number of the set of secrets of the cryptographic module;
wherein the set version number of the set of secrets of the
cryptographic module on the card is recorded in a file of the cryptographic

module of the card accessible via an immutable secret.

2. The method as claimed in claim 1, wherein the set version number of the
set of secrets of the cryptographic module on the card is recorded as a secret

used to indicate a global version of the secrets.
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3. The method as claimed in claim 1, wherein the set version number of the

set of secrets of the cryptographic module on the card is recorded as the last of

the secrets to be reloaded in the step of loading the new secret and its version

number.

4. The method as claimed in claim 1, wherein the loading of said new secret
and its version number comprises verifying the version number of each secret by

mutual authentication of one or more secrets until an interruption point is found.
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