097032687 A2 | O Y00 O O

—

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization Vd”Ij

International Bureau ) I O O 0 OO O

(10) International Publication Number

WO 2009/032687 A2

(43) International Publication Date
12 March 2009 (12.03.2009)

(51) International Patent Classification: (74) Agents: FERGUSON, Christopher, W. et al.; Fitpatrick,
GOGF 17/00 (2006.01) GOGF 17/40 (2006.01) Cella, Harper & Scinto, 30 Rockefeller Plaza, New York,
GOG6F 17/30 (2006.01) GO6Q 40/00 (2006.01) NY 10112-3800 (US).

(21) International Application Number: (81) Designated States (unless otherwise indicated, for every

PCT/US2008/074461 kind of national protection available): AE, AG, AL, AM,

AQ, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA,

(22) International Filing Date: 27 August 2008 (27.08.2008) CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,
EG, ES, F1, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,

(25) Filing Language: English 1L, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK,
LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW,

(26) Publication Language: English MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, PT,
RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TJ,

(30) Priority Data: T™, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
60/968,393 28 August 2007 (28.08.2007) US 7ZW.

11/862,686 27 September 2007 (27.09.2007) US
(84) Designated States (unless otherwise indicated, for every

(71) Applicant (for all designated States except US): AMER- kind of regional protection available): ARIPO (BW, GH,
ICAN EXPRESS TRAVEL RELATED SERVICES GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
COMPANY, INC. [US/US]; General Counsel’s Office, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
American Express Tower, World Financial Center, 200 European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
Vesey Street, New York, NY 10285-4900 (US). FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL,

NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG,

(72) Inventors; and CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

(75) Inventors/Applicants (for US only): MERKOW, Mark
[US/US]; 1216 East Commodore, Tempe, AZ 85283 (US).  Published:
PETRONE, James [US/US]; P.O.Box 3526, Carefree, AZ —  without international search report and to be republished
85377 (US). upon receipt of that report

(54) Title: SYSTEM AND METHOD FOR COMPLETING A SECURE FINANCIAL TRANSACTION USING A WIRELESS
COMMUNICATIONS DEVICE

(57) Abstract: A system and method for completing a financial transaction using a wireless communication device. A transaction
authorization request is sent from the device to an issuer using SMS. An authentication message is sent from the issuer to the device,
and a response is sent by a user of the device to confirm the identity of the user. Once the identity of the user is verified, a surrogate
account number, in a bar code format, is sent to the mobile communication device to be read by a POS device to complete the
financial transaction. A computer program product enabling the systems and methods described is also provided.



WO 2009/032687 PCT/US2008/074461

TITLE

SYSTEM AND METHOD FOR COMPLETING A SECURE FINANCIAL
TRANSACTION USING A WIRELESS COMMUNICATIONS DEVICE

BACKGROUND OF THE INVENTION

Cross-Reference to Related Applications
[0001] This application claims the benefit of U.S. Provisional Patent Application No.
60/968,393, filed August 28, 2007, and U.S. Patent Application No. 11/862,686, filed

September 27, 2007, the entire disclosure of which is herein incorporated by reference.

Filed of the Invention

[0002] The present invention generally relates to a system and a method for
completing a financial transaction using a wireless communication device. In
particular, the present invention relates to wirelessly receiving a numeric message or
bar code on a wireless communication device from an issuer representing a surrogate
account number for one-time use by a merchant to process a point-of-sale or point-of-
service (collectively “POS”) purchase. A computer program product allowing

implementation of the system and method is also provided.

Related Art

[0003] Consumets often use financial transaction instruments as convenient forms of
payment for purchases of goods and/or services ("goods/services") instead of using
cash or checks. Traditionally, a financial transaction instrument is embodied as a
card-shaped device, also referred to herein as a "card," and may be any of the
following: a traditional "plastic" transaction card (e.g., a credit card, a charge card, a
debit card, a pre-paid or stored-value card, or the like); a titanium-containing, or other
metal-containing, transaction card; a clear or translucent transaction card; a foldable or
otherwise unconventionally-sized transaction card; or any other type of card used in
connection with a financial transaction.

[0004] It is common for financial transaction instruments to be shaped as cards that fit

in a wallet, to make them convenient for consumers to carry one or more when

SUBSTITUTE SHEET (RULE 26)
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traveling or performing day-to-day activities outside their homes. Many consumers
regularly carry several such cards at a time, with each card corresponding to a different
financial transaction account. This sometimes causes a great deal of inconvenience,
especially when each of the several cards must be searched in order to find a particular
card to be used for a financial transaction (e.g., when a merchant only accepts an
American Express® card for the transaction). Also, when a consumer carries several
cards at a time, the consumer may misplace or lose one of the cards and not become
aware of the missing card until the next time the card is to be used, which may not be
for days or weeks or longer. If it turns out that the missing card was stolen and then
used for fraudulent purchases, both the card issuer and the consumer can suffer
monetary losses. Therefore, there is a need for a convenient way for consumers to
make purchases that does not require the use of a card.

[0005] More recently, new types of financial transaction instruments, configured with
electronic functionality, have become popular. Electronic circuitry is printed on or
otherwise incorporated within these instruments for implementing financial
transactions. One such instrument is a contactless transaction card, sometimes
referred to as a "smart card." Contactless transaction cards may be equipped with electronic
circuitry for wirelessly communicating data to and/or reading data from a card reader/writer,
which reads data from or transfers data to such transaction cards. The wireless
communication of data may occur via an electromagnetic transmission or other type of
wireless transmission. Contactless transactions cards, however, present inconveniences and
drawbacks similar to those of other cards, as discussed above. Another such instrument is a
fob-type device shaped to dangle from a keychain, in which a wireless transponder and
reader are incorporated in the device. Fob-type devices, however, tend to be bulky.
Therefore, if a consumer carries several such devices on a keychain, it may be
uncomfortable and/or unsightly for the consumer to keep the keychain in a clothing pocket,
or it may require the consumer to use a larger handbag than otherwise would be necessary.
Of course, if the several fob-devices are carried around loosely rather than on a single
keychain, then a similar drawback occurs as with cards. That is, a consumer may not
become aware of a misplaced or lost device until the next time the device is to be used,
which may not be for days or weeks or longer, and which may cause economic losses

for the consumer and/or the device issuer if it turns out that the missing device was
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stolen and then used for fraudulent purchases. Therefore, there is a need for a
convenient way for consumers to make purchases that does not require the use of a fob-
type device.

[0006] As used herein, a "financial transaction account," also referred to herein as a
"transaction account," may be a bank account, a credit account, or the like. For
example, a bank account may be a savings account, a checking account, a money-
market account, or the like; and a credit account may be a transaction account
associated with a pre-approved line of credit.

[0007] Also, as used herein, the term "merchant" refers to any person, entity,
distributor system, software, and/or hardware that is a provider or broker of
goods/services, and includes any other entity in the distribution chain of
goods/services. For example, a typical merchant may be a grocery store, a retail
store, a travel agency, a service provider, a public-service utility, a school, a library, an
on-line merchant, a government agency, or the like.

[0008] Also, as used herein, the terms "consumers,” "customers," and "users" may be
used interchangeably to refer to persons who purchase goods/services from merchants.
[0009] Inregard to use of a financial transaction account, a consumer may
communicate or interact with a traditional merchant in person (e.g., at a store),
telephonically, or electronically (e.g., from a computer via the Internet). During the
interaction, the merchant may offer good/services to the customer. The merchant also
may offer the customer an option to pay for the goods/services using any number of
available transaction accounts via their corresponding financial transaction instruments.
[0010] With regard to use of a transaction account, users may communicate with
merchants in person (e.g., at the box office), telephonically, or electronically (e.g.,
from a user computer via the Internet). During the interaction, the merchant may offer
goods and/or services to the user. The merchant may also offer the user the option of
paying for the goods and/or services using any number of available transaction
accounts. Furthermore, the transaction accounts may be used by the merchant as a
form of identification of the user. The merchant may have a computing unit

implemented in the form of a computer-server, although other implementations are

possible.
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[0011] In general, transaction accounts may be used for transactions between the user
and merchant through any suitable communication device, such as the following: a
telephone network; an intranet; the global, public Internet; a point of interaction device
(e.g., a point of sale (POS) device, personal digital assistant (PDA), mobile phone,
kiosk, etc.); online communications; off-line communications; wireless
communications; and/or the like.
[0012] An “account,” “account number,” or “account code”, as used herein, may
include any device, code, number, letter, symbol, digital certificate, smart chip, digital
signal, analog signal, biometric, or other identifier/indicia suitably configured to allow
a consumer to access, interact with, or communicate with a financial transaction
system. The account number may optionally be located on or associated with any
financial transaction instrument (e.g., a rewards, charge, credit, debit, prepaid,
telephone, embossed, smart, magnetic stripe, bar code, transponder, or radio frequency
card).
[0013] The account number may be distributed and stored in any form of plastic,
electronic, magnetic, radio frequency (RF), wireless, audio, and/or optical device
capable of transmitting or downloading data from itself to a second device. A
customer account number may be, for example, a sixteen-digit credit card number.
Each credit card issuer has its own numbering system, such as the fifteen-digit
numbering system used by American Express Company of New York, NY. Each
issuer’s credit card numbers comply with that company’s standardized format such
that an issuer using a sixteen-digit format will generally use four spaced sets of
numbers in the form of:

NiNoN3Ny NsNeN7Ng NoNjoN1iNiz  Ni3NigNisNie
[0014] The first five to seven digits are reserved for processing purposes and identify
the issuing institution, card type, and so on. In this example, the last (sixteenth) digit
is typically used as a sum check for the sixteen-digit number. The intermediary
eight-to-ten digits are used to uniquely identify the customer, cardholder, or card
member.
[0015] For credit cards, the account number is generally displayed on the face of the
cards. The expiry date is also oftentimes shown on the face of a card. Card verification

value codes (“CVV™) or card verification numbers generally are printed on the back of
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credit cards to reduce fraudulent use of these account numbers. However, these card
verification numbers are also visible.

[0016] As used herein, “surrogate account number” represents a number generated by
the issuer for a particular a financial transaction. The surrogate account number contains
the information necessary to complete a financial transaction, such as a POS purchase,
and can include information identifying, for example, the account, account holder name,
issuer, acquiring bank, and expiry date. Information contained in the surrogate account
number can also relate to information conventionally stored in the magnetic strip of a
credit card, for example, country codes, discretionary data, longitudinal redundancy
checks, separators, format codes, currency, type, check digit, etc.

[0017] Generally, a traditional merchant that wants to provide customers with the
option to pay for goods/services with a particular type of financial transaction
instrument will enter into an agreement with the issuer of that type of instrument (e.g.,
American Express®, Visa®, Discover®, MasterCard®, or the like). The issuer
typically is a financial organization or institution (e.g., American Express®, JPMorgan
Chase, MBNA®, Citibank®, or the like).

[0018] As used herein, “issuer” can also represent a financial institution that provides
the financial transaction instrument to an individual, also referred to herein as an
“account holder.” Oftentimes, the “account holders™ are the same as the “consumers,”
“customers” or “users” referred to above. The issuer can also be an “acquirer,” which
can be a financial institution that provides card processing services.

[0019] Although financial transaction instruments (e.g., cards and fob-type devices)
provide consumers with a convenient way to pay for purchases and also provide
traditional merchants with a convenient way to obtain payment for purchases, a user
still needs to carry around a physical financial transaction instrument; as such, there is
oftentimes a risk of theft and fraud.

[0020] Given the foregoing, a need exists for a system that conveniently enables
consumers to make a purchase that does not require the use of a card or a fob-type
device. Furthermore, there is a need for a system that enables a person to securely
completely a financial transaction without exposing the user’s actual account number to

the public eye reducing the risk of theft and fraud.
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BRIEF DESCRIPTION OF THE INVENTION
[0021] The present invention meets the above-identified need by providing a system, a
method, and a computer program product that allows a buyer to complete a purchase
without a card or fob-type device.
[0022] An advantage of the present invention is that it allows a merchant to use
hardware and software that is already in use, minimizing costs to implement the
invention.
[0023] Another advantage of the present invention is that an account holder does not
need to carry around a financial transaction instrument, such as a credit card or fob-type
device and only needs to have with him/her a mobile communications device. Because
there is no physical financial transaction instrument, there is reduced risk of theft of
account information.
[0024] Another advantage of the present invention is that because a unique surrogate
account number and associated bar code can be generated for each transaction at the
explicit instruction of a user and expires after the transaction is complete or after a
predetermined amount of time, there is even smaller risk of theft and fraud of
information relating to the financial transaction instrument.
[0025] Another advantage of the present invention is that because risks of theft and
fraud are reduced, merchant charge backs can be reduced and customer service calls for
suspicious charges on a statement can be reduced. Furthermore, the overall payment
card industry can benefit when effective anti-fraud measures are implemented.
[0026] Another advantage of the present invention is that users can have a greater
sense of security using credit cards in the market place and online.
[0027] Yet another advantage of the present invention is that while RFID tags have
become increasingly popular, bar codes are still much less expensive to implement that
the RFID.
[0028] According to an example embodiment of the present invention, a computer
program product comprising a computer-usable medium having control logic stored
therein for causing a computer to enable a buyer to make a purchase using a mobile
communication device is provided. The control logic comprises first computer-
readable program code for causing the computer to receive a purchase request

transmitted from the mobile communication device of the buyer; second computer-
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readable program code for causing the computer to respond to the purchase request by
requesting information relating to an identity of the buyer; and third computer-readable
program code for causing the computer to receive a response to the information
request; fourth computer-readable program code for causing the computer to determine
whether the information requested and the response received match; and fifth
computer-readable program code for causing the computer to send a surrogate account
number to enable the buyer to complete the purchase, wherein the surrogate account
number is encoded in a bar code.

[0029] In accordance with another example embodiment of the present invention, a
computer system comprising a processor and a memory storing control logic for
causing the processor to enable a buyer to make a purchase using a mobile
communication device is provided. The control logic includes first computer-readable
program code for causing the computer to receive a purchase request transmitted from
the mobile communication device of the buyer; second computer-readable program
code for causing the computer to respond to the purchase request by requesting
information relating to an identity of the buyer; third computer-readable program code
for causing the computer to receive a response to the information request; fourth
computer-readable program code for causing the computer to determine whether the
information requested and the response received match; and fifth computer-readable
program code for causing the computer to send a surrogate account number to enable
the buyer to complete the purchase, wherein the surrogate account number is encoded
in a bar code.

[0030] According to another example embodiment of the present invention, a method
for a buyer to purchase a product or service is provided. The method comprises
sending a transaction authorization request to an issuer from a mobile communications
device; receiving an authentication message; sending a response to the authentication
message; and receiving a machine-readable image, such as a bar code, containing
information relating to an account associated with the buyer to process the purchase.
[0031] According to yet another example embodiment of the present invention, a
method for a buyer to purchase a product or service is provided. The method comprises
sending a transaction authorization request to an issuer from a mobile communications

device; receiving an authentication message; sending a response to the authentication
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message; and receiving an SMS containing information relating to an account
associated with the buyer to complete the purchase; converting said SMS into a

machine-readable image.

BRIEF DESCRIPTION OF THE DRAWINGS
[0032] The features and advantages of the present invention will become more
apparent from the detailed description set forth below when considered in conjunction
with the attached drawings, in which like reference numbers indicate identical or
functionally similar elements. Additionally, the left-most digit of a reference number
identifies the drawing in which the reference number first appears.
[0033] FIG. 1 is a schematic system diagram of an exemplary wireless barcode
financial transaction system used to implement an embodiment of the present invention.
[0034] FIG. 2 is a schematic system diagram of an exemplary application-installation
system used to implement an embodiment of the present invention.
[0035] FIG. 3 shows a flowchart illustrating an exemplary process, according to an
embodiment of the present invention.
[0036] FIG. 4 shows a block diagram of an exemplary computer system useful for
implementing an aspect of the present invention.
[0037] FIG. 5 shows an example of a mobile communications device implementing an

aspect of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

L Overview

[0038] The present invention is directed to a system and a method for enabling a
person to receive a one-time credit card number for completing a financial transaction,
which can be used in conjunction with pre-existing point-of-sale or point-of-service
(“POS”) devices. Since implementation of the present invention can eliminate the need
for carrying a physical credit card, these one-time credit card numbers are also referred

to herein as “surrogate account numbers.”
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[0039] The present invention can use preexisting equipment of a merchant, but
provides added security and decreased risk of fraud compared to that of prior art

instruments and methods.

II. System

[0040] FIG. 1 shows a schematic system diagram of an exemplary wireless barcode
financial transaction system 100, used to implement or practice one or more
embodiments of the present invention. Wireless barcode financial transaction system
100 includes a server 102 that is able to communicate with a plurality of mobile
devices 104 via a communication network 106.

[0041] Server 102 has access to a plurality of databases in/from which
information is stored/retrieved, such as an applications database 108 and an
accounts database 110, for example. Applications database 108 stores one or
more applications that can be uploaded to (or downloaded by) mobile device 104
via a wireless transmission using communication network 106. Accounts database
110 stores information on transaction accounts. Server 102 includes a Web
hosting environment 102A, whose function is described in more detail below.
[0042] In an embodiment of the present invention, server 102 is managed by an
issuer (e.g., American Express®), and accounts database 110 stores information
on transaction accounts of that issuer.

[0043] Communication network 106 may be a cellular communication network, a
satellite communication network, the Internet, or any other means of wireless
communication between server 102 and mobile device 104, and between different
mobile devices 104. Mobile device 104 may be a mobile telephone, a personal
digital assistant (e.g., a Blackberry®), a portable computer, or any other digital
device able to perform wireless data communication with server 102 or with
another mobile device 104.

[0044] Mobile device 104 may be equipped with Bluetooth®, NFC ("near-field
communication"), and/or infrared (e.g., [rDA) communication modules, which
enables it to communicate wirelessly with other devices in its proximity or in its

line of sight.



WO 2009/032687 PCT/US2008/074461

-10 -

[0045] Optionally, to ensure security, communications may occur indirectly with
server 102 through a security filter (not shown) such as, for example, a firewall,
which may be implemented with hardware, software, or a combination thereof.
Other types of security measures may be employed, as will be appreciated by
persons of skill in the relevant art(s).

[0046] According to an embodiment, applications database 108 includes
applications created according to the J2ME platform established by Java®. For
mobile devices 104 that are mobile telephones, the J2ME applications can be
downloaded by (or uploaded to) the mobile telephones using known ".jad" and
".jar" technology.

[0047] FIG. 2 shows a schematic system diagram for an application-installation
system 200, which may be used to install an application or applet on mobile device
104. The application or applet may be used to practice one or more embodiments of
the present invention.

[0048] Application-installation system 200 includes mobile device 104, Web host
203, and a gateway 204. Web host 203 may be Web hosting environment 102A of
server 102, shown in FIG. 1, or may be an apparatus separate from server 102.
During installation of the application, gateway 204 sends a message to mobile
device 104. The message may be sent using, for example, known push
technology. The message includes a URL for a .jad file and requests a user of
mobile device 104 to confirm that download of the payment application is desired.
After the message is received by mobile device 104, the user confirms that
download is desired by sending a reply to the message. The message and the reply
may be, for example, SMS messages. The reply causes Web host 203 to use the
URL to retrieve the .jad file, which then is sent to mobile device 104. The .jad
file includes a URL for a .jar file.

[0049] As will be appreciated by persons skilled in the relevant art(s), a .jad file is a
descriptor file for a .jar file. Because .jar files can be large, the purpose of the .jad file
is to enable mobile device 104 to download a small .jad file initially, which contains
detailed information on the content of the corresponding .jar file. The detailed
information may include, for example, the source of the .jar file, the size of the jar file,

etc.
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[0050] Mobile device 104 reads and executes the .jad file, which causes Web host
203 to download the .jar file to mobile device 104 based on the URL for the .jar
filed included in .jad file. After the .jar file has been downloaded to the mobile
device 104, the user is asked to confirm that download of the payment application
is desired. When the user responds affirmatively to the request, Web host 203
retrieves the application (e.g., from a database of applications) and causes the

application to download to mobile device 104.

Iv. Exemplary Applications of the System

[0051] The following are examples of various ways wireless barcode financial
transaction system 100 may be utilized.

[0052] In an embodiment of the present invention, wireless barcode financial
transaction payment system 100 includes a processor and a memory storing control
logic for causing the processor to receive a purchase request transmitted from the
mobile communication device of the buyer, to the purchase request by requesting
information relating to an identity of the buyer, to receive a response to the information
request, to determine whether the information requested and the response received
match, and to send a surrogate account number to enable the buyer to complete the
purchase, wherein the surrogate account number is encoded in a bar code.

[0053] According to an aspect of the embodiment, the purchase request is transmitted
from the buyer’s mobile communication device using SMS.

[0054] According to yet another aspect of the embodiment, the purchase request is

transmitted by an application stored in the buyer’s mobile communication device

III.  Process

[0055] Referring to FIG. 3, a flowchart illustrating a purchase process 300, according
to an embodiment of the present invention, is shown. Preferably, process 300 utilizes
system 100. As discussed above, optional security measures (e.g., firewall, etc.) may
be implemented prior to and/or concurrently with communication with server 102.
[0056] Process 300 begins when an account holder or buyer initiates a charge
authorization request to an issuer in step 301. This request may be made, for example,

by sending a message from the mobile communications device by Short Message
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Service (SMS). Other wireless methods, such as Multimedia Messaging Service, may
be employed for sending the request. Other applications or applets may be installed or
downloaded onto the mobile communications device to provide an interface for the user
to communicate with the issuer.

[0057] In an example embodiment of the present invention, a message using SMS can
be sent to a designated phone number for a particular account. For example, if a user
has multiple accounts with the same issuer, e.g., American Express® Green, Gold,
Platinum, Blue, etc., the user can choose which account he or she wants to use by
sending a message to a unique phone number designated for that account. An
application or applet can also be provided on the user’s mobile communication
device to facilitate selection of the desired account.

[0058] Initiation of a charge authorization request can be done in ways other than SMS
messaging, so long as the issuer is notified that the account holder wishes to make a
transaction. For example, the buyer could call the phone number associated with the
account. Furthermore, the purchase request can be transmitted from an application in
the buyer’s mobile communication device.

[0059] At step 302, the issuer responds to the charge authorization request to confirm
the account holder’s identity. This can be done, for example, by asking an identity
question or requesting a user PIN.

[0060] At step 303, the account holder responds to the issuer’s request by, for example,
answering the identity question or entering the user PIN.

[0061] At step 304, it is determined whether the issuer’s authentication challenge has
been correctly answered. In the case that PIN numbers were used, the issuer can
simply confirm that the PINs match. If the request is not satisfied, e.g., PINs do not
match, the issuer may prompt the account holder with another request. If the account
holder fails to satisfy the request after a predetermined number of tries, the account
holder is barred from completing that financial transaction.

[0062] If the issuer’s request is satisfied, the issuer then generates a surrogate account
number in step 305. The surrogate account number can be sent to the mobile
communication device of the account holder in numeric format (numeric sequence) or

in the form of an electronic image of a bar code.
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[0063] If the surrogate account number is sent in numeric format, it can be converted
into a bar code by an application or applet that has been pre-installed or downloaded
onto the account holder’s mobile communication device. A method by which the
application or applet can be downloaded onto the account holder’s mobile
communication device is explained above and with respect to FIG. 2. The surrogate
account number can also be sent using SMS.

[0064] If the surrogate account number is sent in image format, e.g., as a bar code
image, an application or applet that can read the electronic image may be required on
the account holder’s mobile communication device. Such an application can be
downloaded, in accordance with methods already described herein.

[0065] In the alternative, the surrogate account number can be encrypted as any other
type of machine-readable image, and is not necessarily limited to a bar code.

[0066] Preferably, the surrogate account number is unique to the particular
transaction. For example, adding an expiry date and time can make each surrogate
account number unique.

[0067] Bar codes can be displayed in the mobile communication device and read by a
POS device in any manner known in the art. For example, a system, method and
apparatus for communication of information encoded in a bar code format between a
mobile communications device and a bar code scanner are disclosed in U.S. Patent No.
6,685,093, which is hereby incorporated by reference.

[0068] The bar code can then be read from the face of the mobile communication
device by a merchant’s POS device, such as a bar code reader, in step 307. Once the
sequence is read by POS device by methods known in the art, the POS device can
request authorization to the issuer. This can be in the form of an [SO-8583
authorization request. Since the surrogate account number was generated by the issuer,
the issuer can verify quickly that the requested transaction is legitimate, by matching
the number sequence submitted by POS device with the issued surrogate number. The
transaction can then be processed in accordance with conventional infrastructure and
technology in step 308.

[0069] In the event that the account holder wishes to make an online transaction, the
bar code can also be provided with a numeric sequence corresponding to the bar code

that can be read by the user and entered into the appropriate field in step 307. A user
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completing an online transaction could, in the alternative, use a personal bar code
reader. The transaction can then be accordance with conventional infrastructure and
technology in step 308.

[0070] Once a financial transaction has been completed using the surrogate account
number, the information contained in the bar code can expire and will no longer be
valid for use in future transactions. The bar code can also expire after a predetermined
amount of time if a financial transaction is not completed within a predetermined
amount of time. Preferably, the predetermined amount of time is five minutes.
[0071] An example of how a barcode may appear is shown in FIG. 5. Mobile
communications device 500 has a screen 501 on which a barcode may appear. In this
embodiment, only the barcode is shown, but it should be understood that the numeric
sequence associated with the barcode can appear on the screen as well. Mobile
communications device 500 is also provided with an interface 502 having any
combination of numbers, letters and symbols to allow a user to enter information into
the device to be stored in the mobile communications device and/or to be

communicated wirelessly, for example, by SMS.

IV.  Exemplary Implementation(s)

[0072] The present invention (i.e., wireless barcode financial transaction system 100,
application installation system 200, or any part(s) or function(s) thereof) may be
implemented using hardware, software, or a combination thereof, and may be
implemented in one or more computer systems or other processing systems. Useful
machines for performing some or all of the operations of the present invention include
general-purpose digital computers or similar devices.

[0073] In an embodiment of the present invention, one or more computer systems
are equipped to carry out the functions described herein. An example of such a
computer system 400 is shown in FIG. 4.

[0074] Computer system 400 includes at least one processor 404. Processor 404 is
connected to a communication infrastructure 406 (e.g., a communications bus, a cross-
over bar device, or a network). Although various software embodiments are

described herein in terms of this exemplary computer system 400, after reading this
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description, it will become apparent to a person skilled in the relevant art(s) how to
implement the invention using other computer systems and/or architectures.

[0075] Computer system 400 includes a display interface 402 that forwards graphics,
text, and other data from communication infrastructure 406 (or from a frame buffer (not
shown)) for display on a display unit 430.

[0076] Computer system 400 also includes a main memory 408, which preferably is
a random access memory (RAM), and may also include a secondary memory 410.
Secondary memory 410 may include, for example, a hard disk drive 412 and/or a
removable-storage drive 414 (e.g., a floppy disk drive, a magnetic tape drive, an optical
disk drive, and the like). Removable-storage drive 414 reads from and/or writes to a
removable storage unit 418 in a well-known manner. Removable storage unit 418 may
be, for example, a floppy disk, a magnetic tape, an optical disk, and the like, which is
written to and read by removable-storage drive 414. As will be appreciated,
removable storage unit 418 includes a computer-usable storage medium having stored
therein computer software and/or data.

[0077] In alternative embodiments, secondary memory 410 may include other similar
devices for allowing computer programs or other instructions to be loaded into
computer system 400. Such devices may include a removable storage unit 422 and
an interface 420 (e.g., a program cartridge and a cartridge interface similar to those
used with video game systems), a removable memory chip (e.g., an erasable
programmable read-only memory ("EPROM"), or a programmable read-only
memory ("PROM")) and an associated memory socket, and other removable storage
units 422 and interfaces 420 that allow software and data to be transferred from
removable storage unit 422 to computer system 400.

[0078] Computer system 400 may also include a communications interface 424, which
allows software and data to be transferred between computer system 400 and external
devices (not shown). Examples of communications interface 424 may include a
modem, a network interface (e.g., an Ethernet card), a communications port, a
Personal Computer Memory Card International Association ("PCMCIA") interface,
and the like. Software and data transferred via communications interface 424 are in the
form of signals 428, which may be electronic, electromagnetic, optical or another type

of signal that is capable of being received by communications interface 424. Signals
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428 are provided to communications interface 424 via a communications path 426 (e.g.,
a channel). Communications path 426 carries signals 428 and may be implemented
using wire or cable, fiber optics, a telephone line, a cellular link, a radio-frequency
("RF") link, or the like.

[0079] As used herein, the phrases "computer program medium" and "computer
usable medium" may be used to generally refer to removable storage unit 418 used
with removable-storage drive 414, a hard disk installed in hard disk drive 412, and
signals 428, for example. These computer program products provide software to
computer system 400. The present invention may be implemented or embodied as one or
more of such computer program products.

[0080] Computer programs (also referred to as computer control logic) are stored in
main memory 408 and/or secondary memory 410. The computer programs may also
be received via communications interface 424. Such computer programs, when
executed, enable computer system 400 to perform the features of the present
invention, as discussed herein. In particular, the computer programs, when executed,
enable the processor 404 to perform the features of the present invention.
Accordingly, such computer programs represent controllers of computer system 400.
[0081] In an embodiment where the present invention is implemented using
software, the software may be stored in a computer program product and loaded into
computer system 400 using removable-storage drive 414, hard drive 412, or
communications interface 424. The control logic (software), when executed by
processor 404, causes processor 404 to perform the functions of the present invention
as described herein.

[0082] In another embodiment, the present invention is implemented primarily in
hardware using, for example, hardware components such as application-specific
integrated circuits ("ASICs"). Implementation of such a hardware arrangement so
as to perform the functions described herein will be apparent to persons skilled in
the relevant art(s).

[0083] In yet another embodiment, the present invention is implemented using a
combination of both hardware and software.

[0084] As will be appreciated by those of skill in the relevant art(s), the present

invention may be implemented using a single computer or using a computer system that
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includes multiple computers each programmed with control logic to perform various of

the above-described functions of the present invention.

V.  Conclusion

[0085] The various embodiments of the present invention described above have been
presented by way of example and not limitation. It will be apparent to persons skilled
in the relevant art(s) that various changes in form and detail can be made therein
without departing from the spirit and scope of the present invention. Thus, the present
invention should not be limited by any of the above-described exemplary embodiments,
but should be defined only in accordance with the following claims and their
equivalents. It is also to be understood that the steps and processes recited in the claims
need not be performed in the order presented.

[0086] In addition, it should be understood that the attached drawings, which highlight
the functionality and advantages of the present invention, are presented as illustrative
examples. The architecture of the present invention is sufficiently flexible and
configurable, such that it may be utilized (and navigated) in ways other than that shown
in the drawings.

[0087] Further, the purpose of the appended Abstract is to enable the U.S. Patent and
Trademark Office and the public generally, and especially scientists, engineers, and
practitioners in the relevant art(s), who are not familiar with patent or legal terms
and/or phraseology, to determine quickly from a cursory inspection the nature and
essence of the technical subject matter disclosed herein. The Abstract is not intended to

be limiting as to the scope of the present invention in any way.
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WHAT IS CLAIMED IS:

1. A computer program product comprising a computer-usable medium having
control logic stored therein for causing a computer to enable a buyer to make a
purchase using a mobile communication device, the control logic comprising:

first computer-readable program code for causing the computer to receive a
purchase request transmitted from the mobile communication device of the buyer;

second computer-readable program code for causing the computer to respond to
the purchase request by requesting information relating to an identity of the buyer;

third computer-readable program code for causing the computer to receive a
response to the information request;

fourth computer-readable program code for causing the computer to determine
whether the information requested and the response received match; and

fifth computer-readable program code for causing the computer to send a
surrogate account number to enable the buyer to complete the purchase,

wherein the surrogate account number is encoded in a bar code.

2. The computer program product according to claim 1, wherein the purchase

request is transmitted from the buyer’s mobile communication device using SMS.

3. The computer program product according to claim 1, wherein the purchase
request is transmitted by an application stored in the buyer’s mobile communication

device.

4. The computer program product according to claim 1, wherein the surrogate

account number is sent using SMS.

5. The computer program product according to claim 1, further comprising:
a sixth computer-readable program code for causing the computer to convert the

surrogate account number into a bar code.
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6. A computer system comprising a processor and a memory storing control logic
for causing the processor to enable a buyer to make a purchase using a mobile
communication device, wherein the control logic includes:

first computer-readable program code for causing the computer to receive a
purchase request transmitted from the mobile communication device of the buyer;

second computer-readable program code for causing the computer to respond to
the purchase request by requesting information relating to an identity of the buyer;

third computer-readable program code for causing the computer to receive a
response to the information request;

fourth computer-readable program code for causing the computer to determine
whether the information requested and the response received match; and

fifth computer-readable program code for causing the computer to send a
surrogate account number to enable the buyer to complete the purchase,

wherein the surrogate account number is encoded in a bar code.

7. The computer system according to claim 6, wherein the purchase request is

transmitted from the buyer’s mobile communication device using SMS.

8. The computer system according to claim 5, wherein the purchase request is

transmitted by an application stored in the buyer’s mobile communication device.

0. The computer system according to claim 6, wherein the surrogate account

number is sent using SMS.

10. The computer system according to claim 6, further comprising:
a sixth computer-readable program code for causing the computer to convert the

surrogate account number into a bar code.

11. A method for a buyer to purchase a product or service, the method comprising:
sending a transaction authorization request to an issuer from a mobile
communications device;

receiving an authentication message;
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sending a response to the authentication message; and
receiving a machine-readable image containing information relating to an

account associated with the buyer to process the purchase.

12. The method according to claim 11, wherein the machine-readable image is a bar

code that is read by a bar code scanner to process the purchase.

13. The method according to claim 11, wherein the transaction authorization

request is sent using SMS.

14. The method according to claim 11, wherein the authentication message is

received using SMS.

15. The method according to claim 11, wherein the response to the authentication

message is sent using SMS.

16. A method for a buyer to purchase a product or service, the method comprising:

sending a transaction authorization request to an issuer from a mobile
communications device;

receiving an authentication message;

sending a response to the authentication message;

receiving an SMS containing information relating to an account associated with
the buyer to complete the purchase; and

converting said SMS into a machine-readable image.

17. The method according to claim 16, wherein said machine-readable image is a
bar code.
18. The method according to claim 16, wherein the transaction authorization

request is sent using SMS.
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19. The method according to claim 16, wherein the authentication message is sent
using SMS.
20. The method according to claim 16, wherein the response to the authentication

message is sent using SMS.
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