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REGULATING DOCUMENT ACCESS

BACKGROUND

D00 & composde  dooument, which  can  inchude document  contend
componants and component gocess mela-data, can be used i & workliow o
provide mulliple users with different access privileges for the varous dosument
LOMponents.

{000 Such documents may lend themsaelves to being shared between multipls
usars and as such multiple copies of & composits document may sxist aoross
multiphe user devices and sforage providers and may remain accessidle after
warkfiow fulliment

BRIEF DESCRIPTION OF THE DRAWINGS

{R003] Various featires of gertain examplas will be appsarent from the datailad
deseription which follows, takern in conjunclion with the scoompaving drawings,
which together Hustrate, by way of sxample only, 8 number of feslures, and
whayely:

0D Figure 1 18 8 schamatlic representation of g systam acconding o an
axample;

[005] Figure 2 15 & flowchart showing & method for regulating dotumant access
accarding 1o an examphs; and

memory according 1 an sxampla,

DETAILED DESURIPTION

0007 in the following descriplion, for purposes of explanation, numerous
apecific detalis of cerlain sxamples ane set forth, Refarnce iy the specification
1o "an axample® of simitar lsngusge means that a particular featurs, strusturs,
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or characteristic described in connschion with the example is includsd in ot least
that ona oampls, but not necessarily in ather examples.

[DO0E] According fo an example, & composite document can be seturaly sharsd
hetwesn multiple users. Access © the document andfor components thersol
can be simullgneously and selectively destroved of cancelied. A document
ownar o conlent mntt‘aﬁm can themfore mguﬁaﬁ:& access o documents of
components withowt baving W perform any further soplict actions. Inan
exampie, & proviously rusted wser that possesses one o more copies of @
corviposite document will thersfors be incapable of retroactively dednypliing
document content-parts v any copies of the document whereyer thay may
reside.  Indesd, sven the documant creslor may be unable o dearyp! the
document,

0008 According fo an sxampls, & user's acoess fo a composite documant can
b revoked. inorder fo enforce workflow deadiines for example. witlst sccess in
Revocation refers 1o cartain user's sccessibiity to the whole doctrment of &0
cantain content-pants, or destruction of access o some of all content-parts Tor all
users, including the document owner.  Thus, any previously tnsted user hat
possesses copies of a document will not be sble to retroactively desrypt
document pans simultaneousiy over all existent copias. This pracept may alse
he generalised fo any system whete differential ausess control s reguired, and
selective selfferforced-destruction of access or dafa can be used,

{0010] According to an axample, 3 composite dooument can be a document that
integrates sensitive document content with corresponding accsss control mets-
date and can be in the Torm 8 non-separable, fing grained, encrypted and
tampar-proof dightal bundie.  The contentpants can retain helr origing! format
and sgch workflow participant can be aesigned particular access fights for the
corent parts by a document creator or confralier,

{00111 Bach conteni-part can be shivrypied, signed and serialized nlo s content
parts alds, which can compeiss & st of content or parts that form tha camposiie
document, and access fghts o sach of those pads for multiple users.. In an
exampie, 8 compoaile doument nen nclude the content-parts able compraing
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detalls of the document iissif. A ussr may digially sign their pant of the content-
paris fable within the document using an encrypled signatwa,

0121 A user given no actess 1 & contentbpart, bul who & still & document
workfiow participant can have access o & signatie veriication key Vio enswe
suthenticity. A user given read only aocess can be further provided with g
symmetnic key D to snable the user to decrypt encrypted content, while a user
with readferite scosss, enaBling reading, modifing, sdding or repladng
contentparts can be given the full set of keys (EDV.QL where Q is 2 signature
kay used o g 8 modified contentpar © be verified by any subsequent
workflow participant.

D031 The subset of contentpart keve can be stored in 3 row of 8 paclicipant's
individual key-map iable thal may be encrypled by a user's symmelic key K|
wich imell may then encrypiad by the usar's public key and storsd i 8 ‘user's
row' of the entrydable. Thus, sccording 1o sn example, @ wser with the
cortesponding private key can decrypt and urvavel thelr version of the
docsment.  In an example, each participant can have a key-map Mg which
containg acoess kays for the mmen?»mﬂs of @ document. The kewmap fHes
may be ancrypied and skeved in an entry table of the document, which canbe a
separale table to the content-parts fable, also within the document. In an
sxampls, &n antry table can contain all of the key-map files for the authonised
“users of the composite document. inan example, the enlry-lable can be sgned
by @ document crestor so that no unauthorised changes can be made o any of
the fislds.

O04] According to an example, since recovery of & usars kevinap key, K,
determines access by the user to the cortent-parnt keys {E0.V.Q), & particudar
LUser's aocess to the antire document {and indeed sny copies of the document
that may exist) can be made to ‘sefdestruct’ at o pre-defined time by disabling
of removing tha ability for the userto be able to use, detemuns of regover K

0015 Access o doduments and components thersof can thersfore De
regulaled by & document greator by providing a set of access keye for 8 user,

components of a composite document.  Respective ones of the keys or the set
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of access keys a8 & whole can be encrypled using & symmeiris snoryption key,
K. associated with the user (o generate a set of individually encrypled keys ot
an encrypled key sst

{QQ?E} According fo an sxample, multiple nodes in g distributed storage sysiem
zan be sslected, and data representing N fragments from the encrypted {or an
unencrypled varsion of the) key set andior al least one of the Indhidually
encrypted {or unencrypled versions of they keys andiyr the symmelnc key K
associated with the user can be distibuted across N selected nodes of he
distributed storage system. Dats relsting o address infrmation of the N
selected nodes can be snorypted using a public enoryplion key of the wser to
generals o location object and the Jocalion ohject van be stored or otherwise
wrovided as & component of the composite document.  In &n sxample,
fragments of & single key or 8 set of keys can be can be distibuled By an
unencrypied fom, or by way of a8 combination of distributing fragments in an
snorypied and anencrypled form can be ussd.

{00171 In an example, K can be encrypted using & users public key o obtain
EnceadK) A threshold secret sharing éf:;heme can be used fo spht Encos(K}
inte N pleces, By.... B« The data can be splt using & scheme i which the
ancrypted key is divided in such g way that knowlédge of any K o more plsces
miikes EncaadK) deteminabls. Knowlsdge of any K1 or tawer pieces leaves
Entasli) ndeterminable. In an sxample, Shamir's secret shaning schems oan
b used,

[0018] The threshold parameter, k. can be presslected and is used lo determing
how many of the N shares (8.8 are used o reconstrust Enceandk). For
axample, | Enceedi i3 split inlo N = 20 shares and the threshold s 10,
EncoantK) can be compuled given aay 10 of 20 shares.

[0018] According to an example, an access key, L. can be used as input (seed)
o @ cryptographically secure pssude random number generator used to derive
Noindices. i oan sxample, the lices can be used Yo salect nodes v 8
distibuted stovage system, such as 8 distibided hash tables (OHT) for example.
That iz, sach indey that s generated can relate to the address of a node ina
OHT, for example. Accordingly, the atcess key, L, can be used as inputfo &
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focation funclion thal can gensrats a st of indices, h... Jy, relating o or
stherwise associated with the location or addvess of respective nodes in @
disiributed storage system.

{0020] Reconstruction data, which enables Encus(K) to be recovered can be
data is the tuple (L, N k). In an example, the N shares of EncusfK) S8k
are distributed scross nodes of the distribuled storage natwark at the locations
constructed using L.

0031 The data ohisct can be snorypted using 3 public snoryption key of the
user fo gensrats Encwsil, N, k) which can then be stored in 8 ‘user's row' of
the entry-table of the composite dosument and can by dacrypted by a user with

the corresponding privats key.

00221 Onee more than (N~ k) shares are tost due to chum i the DHY (or the
distributed system), the em EnguedR), and hence K, becomes iretisvabls
from the DHT. Inan sxample, 8 decument twner can kesp coples of all keys
genersted for the documeant (o maintain their own permanent access regardiess

of data availability in the global scale distributed system.

[0 According to an example, knowlsdge of the rate 2t wihich data v 2
distributed system s overwnilian can be ussd fo Jeterming how many shares
should be distributed and how many K) of those shares are o be used fo
reconsiiuct Encau i), if the data chum in @ system is high, and scoess o &
document component is required for a relatively long time for sxampls, then g
higher number of nodes can be selected o receive shares andior k can be low
so that there will be 3 sufficient number of shares remaining after 8 given time
1o enable 8 user 1o reconstruat ErcwdR)  Conversely for example, in & system
i whtich data is overwritten less fregquently, fewsr nodes can be selected andior
the value of k can be relatively higher as there is likely to be a sufficient number
of shares available within g given time pariod 1o enable regonstivction,

00241 Access to & composite document can be fine grained by having 8

document creafor encrypt sach user's svallables content-parnt decryption key, I,
with their unigue user keymap key, K, fo yisld Enoc{D). which can then be
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Lo

sncapsulated into & SDDO, L (L, N kb In an sxample, Ence(Dy) can be split
inte fragments, respective ones of which can be distibuded across nodes in g
distibuted storage system, such as g DHT, at the localions construgted using L
The encapsulstion (L, N, k) can be encrypted using K fo give Engedl, Nk}
which can be sforsd i each user's {hat has been given read accass) keymap
table in ﬁ}@ row coresponding 1o the content-part,

{0025] Note that once the sxpiey is reached, {L N, & will not yield Encs), and
hence decryption by K will not visid the content-part symmelric key B in any
dosument copies for the specific user. If the same Sxpiry tims is used for sach
yger, then the content-part becomes nactesside for sl users. The abiiy of &
contentpart o be asuthentically modifisd {readiwrite ascoess) can also be
reguistad using o similar approach for the signature key, Q. Even the
verification key V can be reguialed so 8 user is given no venlicalion access of
the content-part either.

0026 For cerlain document workflows, the lifetime offered for & pardicular
confentpart or indesd the accsss i the document by g user may be oo
limiting, 2.0 when 3 document is sent for completion but & user requests 3
deadiine exlension or s away o holiday. For sxample, i some DHTs, expivy
time for dats reconstruction can be gs low 23 B hours, meaning that & share of
an snorypted key may quickly be delated from & nodefiocstion,

[0027] However, @ DHT may siso have s republishing mechanism for index-
value pals whers the same published data shares in the DHT are ce-pushed ©
the same locations pericdically unlil & desired timeout.  In an example, DHT
mechanisms can be ufifized by & documeant pwnsr 0 extend the e of &
particular SODO for & composite document. Furthermars, If changes are fo be
made 10 e actunl document then & new authentically signes! version can also
he gent. A document owner may also wish 1o revoke sccess 108 particular
document alter having sent § o & user bt before avtomatic dotument sxpiry,
©.9. the wrang user had besn selected. In an example, this can be dealt with by
the owner pushing ‘garbage’ data 10 & number of ‘E@ﬁaﬁiﬁﬁzs i 8 DHT greatsr

than the thrashold value,
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[OU28] As noted abovs, sxpiration times of the user's keymap key, K, ang

o @ composide document.  However, in some situation certain users, 8.4
administrators, cwners and record marmgement may be given Rl and
permanent access by bamg given the aclual content-part keys, while genaral
smplovess or oulside confrastors and collaborators may be provided with ‘ssift
destructing’ sncrypled Keys, as desoribed above for sxampla.

{0028 According to on example, keys can be splt and fragments {shares)
stored not fust in a decentralived worlthwide distributed system, but also on 3
single entity's servers. This con increass the sutface of altacks for any
adversaries since compramise of sither only the single entity, or only of the
distributed sforage system does not yisld enough data to reconstruct the stored
anerypisd Revy,

00307 In s deployed example, using 2 DHT nebwork, sach node was assigned 8

that it will store. To store sn [index, value] palr i the DHT, where index
locations are generated by L {when crealing & 8DDOY, and the values are the
anorypled data shares 1o be distibuted, 20 nodes with 1Ds dossst o the
specified index can be determined and 8 DHT store message command can be
ransmitied 1o the nodes. The DHT nodes republish the anlnss iy they cachs
database svery 30 mingtes o the other 19 nodes closest o the value's index in
onder fo combal chum in the DHT.  For reconstruction from g SDDO, the
encrypted key is recoverad using L to recover index positions and by querying
any BHT node 1o Snd the dals assoniated with the indexes using the DHT get
corwmand, The mossags is vouted through the DHT o the node responsible for
a particular Ingdex which rephies with the stored data. Once enough shares are
recoverad (al or greater than the threshold) the date can be reconstrucied.

{003} Figure 1 is 2 schematic reprossntation of a syslam according 1o an
gxampie. A composite documsnt 101 comprisss M content parls and an
access data table 118 that includes meta ﬁmas'm_ﬁaﬁng & gecess control for the
document components. A seed, L 103, v input to a location funclion in Mogk
105 {o gensyate Noindices 107 {1 .y representing N selecled nodes in a
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distributed storags network 109, which msy be g DHT a8 noted above. The N
nodes may be a subset of the available nodes in the network 108

0032} The seed, 103, is part of & fuple that also comprises N and the threshold,
K, as described above and forms data relating to aduress information of the N
nodes. The uple can be ancrypied using 8 public encryption key of the userio
generate Enceadl, N, k) as showe in block 111 fo generate a location object,
andd i an example the location object, Enteeefl, N K} I8 stored a8 5 componsnt
of the compoesite document 101

i{ﬁﬁﬁiﬁ;}‘ According o an example, @ key, K, can be used by o user of the
documant 1 o deorvpt one of more access keys that are used o reguiale
accesy wivileges to ons of more of the contant parls of the doctiment 101,
Thus, in an sxample, without knowledge of the key 113, K, 8 usar will be unable
foread, wiits of make any changes & a content part of the document because
ey will be unable o deoipher a key assoniated with the pontant pad and the
sction they wish to perfam,

D034 In an exampde, key 113 can be enaryptad using a public sncryplion of the
user o generate Entes(K) in bock 118, As deseribed above, EncaadK) can be
spiit Into N fragments or shares, S8 117, Respeclive ones of the
fragments are distnbuted across the N nodes of the nebwork 108 so that, in an
example, agch node sfores one fragment.

D038 Thus, & user wishing to 8ccsss ong of mors cordent parts of document
101 can use thelr private encryplion key to deorypt Enceell, N k) This
provides the information needed {0 reconstiuct EncelK) Trom which the user
can get K, thereby providing them with the key 1o decrypt the keymap for the
document 101,

[D036] As noted above, with reference fo figure 1, fragments of EncuadK) are
disiributed sver nodes 108, Howsver, accarding % an example, agmernts fom
the encrypled or unenoryptad ey set andior at least one of the individually
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user can be distributed scross N selected nodes of the distributed storage
system 108

0371 Figure 2 18 2 flowehart showing & method for egulating documert acoess
acsording 1o an example, o blosk 201 & sl of atcess keys Ry 3 user
provided, respective ones of the keys providing different user acoess prvileges
for componerits of 8 composite document.  In block 203 mudtiple nodes in 8
distribulsd shrage systam are selected.

[D038] In block 205 data reprasenting N fragments of encrypted or unencrypted
versions of the sel of access keys andior at lsast one of the individual Reys
andior & symmetic key, K, associated with the user is distributed across N
selactad nodes of the distributed storage system. In an example, the enceypted
versions can be snorypled using the symmesinc anoryplion key, K, associsied
with the user. In blook 207 data relating to addiess information of the N selected
nodes s encrypled using @ public encryplion key of the user o generals a

{he composite document.

{0038 According o an example, & composile dotument as described herein
Can conprss components suitable for use v e manufacture of a thse-
dimensional object For scampls, respective componants can be provided for
e or more of) the design geomatiy of the obisct infm‘ﬁ‘za{im repesenting one
binding agent. information  representing & detalling agent  information
representing 8 suface color, patiem, finishing: information reprasenting sn

key and number of coplest or information representing a design certification

{e.g. salely) and so on,

[D040] Examples i the present distlosure can be provided as methods,
systams or machine eadable instructions, such as any combination of sofbware,
hardwans, frmware or the bke. Such machinecreadable instructions may be
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ncluded on 8 computer readable storage medium (including but not Rrited fo
disc storsge, CO-ROM, opiical storage, elc) having compuler readable
program codes therein or therson,

{Q@ii} The present disclosure is descnibed with reference {o flow charls andior
block disgrams of the maethod, devices and systems according 1o sxamples of
the present disclosure, Allhough the flow diagrams described above may show
a specific onder of exscution, the grder o exscution may differ fom that which is
depicted. Blocks desoribed in relation fo one flow chavt may be combined with
those of another How chad In some samples, some bivcky of the How
diagrams may not be necessary andior additional blocks may be added. i shall
e understoond thal sach flow andfor block in the fow charls andior block
disgrams, as well as combinations of the fSows andior dlagrams in the fow
charts andior block diagrams can be realized by machine readable instructions,

generalpurpese  computer, & special purposes computer, an  smbedded
processor or processors of other programmable data processing devices fo
raglive the funclions describied in the description and diagrams. In parlicular, a
processor of processing apparatus may exscule the machinereadable
inshuctions. Thus, modules of & system thet can parform cerdain operations o
example, blocks 111, 105, 115, 117 and so on of figure 1) may be implementad
By @ processor sxequting machine readable instructions slored in @ mamary, or
3 processor operating i sccordance with instruchons embeddad in logic
circuiiry. The ferm ‘processoy is 1o e interprated broadly fo holude a CPUL
processing unil, ASIC, logic unit, or prograntmable gate set o The methods
and modules may all be parformead by a single pracesser or divided amangst
savers! processers.

{00431 Such machina-readable instructions may alse be stvred I & computsy
readable storage that can guide the computer or other programmable data
progessing devices b operate in aspecific mods
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fO044] For example, the mstructions may be providsd on 3 non-transitory
computar readable storage medium encoded with instructions, exesutable by 3
LIOCesSOr.

[0048] Figure 3 shows an example of & processor 150 associated with a8

which are executable by the processor 150, The inslructions 184 comprise;

TH04G] Instructions 156 o provids 2 sst of sccess Keys for 8 user, raspechive
onss of the keys providing different user access pﬁ‘iviﬁsgﬁs for companents of 8
composits document;

{0047] Instruction 158 1o select multiple nodes in a distributed storage system;

048] Instructions 160 {0 Jisyributing dats repvesenting N fragments of
anceypied or unenctypiad versions of the set of access keys andiorn &t least one
of the individual keys soadior a symumetrke key, K, associated with the user
across N selected nodes of the distiibuted storage systen; and

00881 nstructions 182 to ancrypt dats relating to address information of the N
selected nodes using & public encryption key of the user i generate & lbeation
object ardd slore the fimétt-ﬁﬁ haed 15 stored as 3 somponant of the compostie
document.

Q050 Instructions 184 are pz’m‘éﬁeﬁ o encrypt the set of gocess keys andior at
feast one of the individual kays andfor 8 synunstiic kay, K associated with the
usar using ihe symmetic encryption key, K, associated with the user,

D05 1] Buch machine-readable instructions may also be baded onte & computer
of other programmalle dats processing devices, so that the computer or othar
programmable dala processing devices parioim @ senes of operations o
produce computenimplemented procassing, thus the instructions executed on
the computer or ofber programmable devices provide an oparation for realizing
funchions specifiad by Bowis) in the flow charls andior block{s) in the Mock
diagrams.

[O052] Further, the teachings herein may be implementsd in the form of a
comvputer software product, the computer software product being stored In 3
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[

storage medium and comprsing a phaality of instructions for making 2
computer device implement the methods recited in the sxamples of the present
disvinswrs.

{Qﬁﬁﬁ} While the method, apparatus and related aspects have bean described
with reference to cerfain examples, various modifications, changes, omissions,
and substitutions can be made withowt departing from the spi of the present
disclosurs. In parlicular, 5 featve or Blogk from ong exampls may be combined
with or substitutet by a featureibinck of another example.

{0054 The word "comprising” doss not sxcluds the presence of slsments other
than those fisted in 3 daim, "a® or "an® doas not exclude = plursiity, and 3 single
processor of ofher unit may Ul the funclions of several units recitad in the

olaims.

IDOSS] The festures of any dependent clairm may be combined with the featurss

of goy of the independent claims or othey dependant claims,
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CLAIMS

1. A msthod for reguisting document aocess, the method comprising:
providing @ set of access keys for a user, respective ones of the keys
providing different user access privileqes for componerts of a composite
document;
selecting mulliple nodes in a distibided storage system;
distibuting data representing N fragments of encrypted o unencrypted
versions of.
a) the set of sccess kays andion
) a1 feast one of iﬁhs individual keys andiorn
£} & symmetric Key, K, associated with the user
across N oselected nodes of the distibuted slorage system, wherein the
anorypled versions are snoypled using the symimsiiec enceyplion key, K
associated with the user
ancrypling data relating 1o addesss information of the N ssilscied nodes
asing & public encryplion key of the user to generale 8 losation oblect; and
storing the location object 88 a componant of the composite document.

e A methad as claimad o gl 1, further comprising usig 8 loostion
datermining function o select the multiple nodes.

3. A method as claimed In clabn 1, whersin the date comprises 2 location
atoess key or the address of regpective ones of the N selecied nodes.

4. A method g claimed i claim 1, further comprising:

genarsting 8 dats objedt comprising o tuple including & location key, 2
threshold value and N, whersin selecting muliiple nodes in g distributed storage
system further comprises:
| using the location key as a sead for a location funclion.

5. A method as olaimed i daim 4, further comprising:
generating N location indices, sach of which repressnting the location of
anis of the N seleciad nodes.



WO 2018/199963 PCT/US2017/029916

et
EN

8. & meih;md as claimed in claim 2, further comprising:
sncrypling the dale object using a public encryphion key of the user,

7. Amethod o claimad in daim 4, further comprising satiing the Hhreshold
value o & value representing 3 minimum number of fragments of the encrypled

8. A gysteny for reguisting document 200888 in which & sel of soosss keyve
is provided for & user, respective enes of the keys providing different user
access priviegss Tor componenty of 8 composite document, the system
comprising multiple nodes in 8 distibuted storage system selscted o receive
daty regresenting N fragrrents of &nmypﬁi@ﬁ or urnerypied versions of

a} the satof aguess keys andion

b} atleastone of the individual keys andlor;

o} 3 symmelns key, K associsled with the user, wherein the
anorypled versions are enwrypled using the symmelne encryplion key, K|
assaciated with the user,

the system {0 encrypd data relating to address information of the sslected
nodes using 2 public sncryption key of the user fo generate g location objest;
and

storg the lbcation objeat as a component of the composits documeant.

3 A machinewreadable storage medium encoded with instructions for
regulating access o one of more componanis of 8 composite dotument using 8
user access povieges for components of @ compusite dotument, the
nstructions axecutable by a processar of 8 systam {0 causs the systam for

select multiple nodes in & distnbuted storage systeny

distribule data represanting N fragments of snorypled or unencrypiad
vargions of

a} 1o set of access keys andion

by 3t least one of the individual keys andion
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c} 3 symmelric key, K. associated with the user, wherein the
ancrypted versions are encryptad using the symmetds encryption key, K
asscciated with the user, aotoss N selscled nodes of the distributed storags
systany

ancrypt data relating B address information of the N ssiected nodes
wsing & public enctyplion key of the user 1o generale o losation obiect; ang

stors the focstion phiect as a companent of the tomposite dotuwment.

18, A machingsesdable storage medium snonded with instructions a8
claimed in claim 9, the instructions executable by @ processor of a system o
causs he sysiem v use & location detemmining function 10 seleat the mullipls
nodes.

11 A machine-readable storage medium sncoded with nstrucions as
clabmed in claim 9, he insbuctions executable by a processor of 8 system fo
cause the sysiam fo

generate a date obiect comprising 8 tuple including & jocation key, &
thrashold value and N and

use the location key a5 § seed for a location function.

12, A machine-sadable storage medium encoded with instructons as
claimsd in daim 8, the insbuclions execuiable by 2 processor aof 8 syslem fo
cause the systeny o generals N location indices, each of which represent the
location of one of the selected nodes,

18, A machine-readable storage medium sncodsd with gbruchons 88
slaimed in claim 8, the Inshructions execulaile by a processor of 8 system 1o
cause the system o encrypt the date objest using & public snoryption key of the

URar.

14 A maching-readable storage medium sncoded with Instructions as
claimad n claim 11, the instructions executable by @ provessor of 8 system o
cause tha system o est the threshold value 1 3 value representing 8 pinimum
nurnber of fragments of the encrypled key o resonstruct the snorypted key st
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15 A machinorsadable storags medium encoded with instructions as
claimed in claim 8, the instructions executable by & processor of & system fo
cause the system o distibute dummy data fo one or more nodes of the

distributed storags system.
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Provide a set of access keys for a
user, respective ones of the keys
providing different user access
privileges for components of a
composite document

PCT/US2017/029916

‘\S’\ 201

Select multiple nodes in a
distributed storage system

JZO'&

205

Distribute data representing N fragments of encrypted or
unencrypted versions of:

a) the set of access keys and/or;
b) at least one of the individual keys and/or;
c) a symmetric key, K, associated with the user

across N selected nodes of the distributed storage system

Encrypting location data relating
to address information of the N
selected nodes using a public
encryption key of the user to
generate a location object

Storing the location object as a
component of the composite
document

Figure 2

\S’\ 207
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