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VYEHICLE SECURITY SYSTEM

The present invention relates to a vehicle security system.

Road-going goods vehicles have been used for many years to transport goods.
A road-going vehicle typically comprises a tractor unit and a trailer (cargo area)
connected via an articulated connection, the trailer being detachable from the tractor
unit. Other smaller vehicles comprise a cab and a cargo area provided as a single unit.
The term ‘trailer’ will be used hereinafter to refer to the cargo area of an articulated

vehicle or a vehicle comprising a single unit.

A common form of trailer is provided with a curtain along one side, for
example as shown in figure 1. Trailers of this form are known as curtain-siders.
When loading the trailer the curtain is drawn to one end of the trailer to allow easy
access along the length of the trailer. Once the trailer has been loaded the curtain is
extended to close the entire side of the trailer, and is secured in place using spaced
apart buckles. An upper end of each buckle is attached to a metal strip approximately
four inches wide which runs from the top of the trailer. Webbing extending from the
bottom of the trailer is passed through a lower end of each buckle. The buckle is
provided with a ratchet system which is used to draw the webbing through the buckle
until the curtain has been firmly secured. A variation of the curtain-sider trailer is
known as the Euro-liner. In the Euro-liner, trailer posts and planks are located behind
the curtain, thereby providing the curtain with rigidity which may help to retain goods

which move during transit.

A second form of popular trailer is known as the tilt trailer. The tilt trailer is
provided with panels around the edge of the trailer, the panels extending partway up
the vertical height of the trailer. The panels are arranged to tilt downwards. Part of a
tilt trailer is shown in figure 2. A curtain extends from the top of the trailer and
overlaps the panels, thereby enclosing the trailer. When the trailer is to be loaded, the
curtain is pulled to one end of the trailer and the panels are hinged downwards to

allow easy access to the trailer. Once loading has been completed, the panels are
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secured in the upright position and the curtain is extended along the trailer, thereby
closing the side of the trailer. The curtain is provided with eyeholes which align with

rings extending from the panels such that the eyeholes pass over the rings.

All of the above trailers are commonly used to transport goods across borders,
and in particular across borders within Europe (including borders within the European
Union). A customs system has been developed to provide efficient transport of goods
across borders. The customs system is based upon the Transport International Routier
(TIR) cord.

“When goods are loaded onto a trailer, a CMR note is filled out. The CMR
note sets out details of the loaded goods together with the dates upon which the goods
will cross borders. A TIR cord is then used to secure the trailer. The TIR cord
comprises a cable of approximately one quarter inch diameter threaded steel with a
plastic coating. Referring to figure 1, the TIR cord is passed through an opening
provided in each buckle of the curtain-sider trailer. The buckle and the opening are
configured such that once the cord has passed through the opening it is not possible to
open the buckle. The TIR cord is passed around the circumference of the trailer, and
the two ends of the cords are sealed together using a numbered customs seal. The seal
is conventionally located at the middle of the rear of the trailer. The number of the
customs seal is included on the CMR note. Referring to figure 2, for tilt trailers the
TIR cord is passed through the rings as shown thereby securing the curtain in place,

and is sealed using a numbered customs seal.

The TIR cord remains in place as the vehicle is driven to its destination. Upon
arriving at the destination, the receiver of the goods checks that the TIR cord remains
in place, and thereby infers that the goods held within the trailer have not been
tampered with. The goods held in the trailer should correspond exactly with the
goods set out on the CMR note.

In recent years it has become common for immigrants to be smuggled illegally

across borders. Many people attempt to move illegally from France to the United
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Kingdom, and they often attempt to do this by stowing away in a vehicle trailer. The
problem of illegal immigrants has become very significant within the last few years,
and French and British customs authorities have introduced various measures which
attempt to stem the flow of illegal immigrants. Thése measures include the use of
carbon dioxide detectors, X-ray machines, and the introduction of a substantial fine
for any haulier whose vehicle is found to contain illegal immigrants (the fine is

proportional to the number of immigrants found in the vehicle).

Where a trailer is provided with a TIR cord it is known for an illegal
immigrant to stow away on the trailer by cutting the TIR cord in order to gain access
to the trailer, and then once aboard have an accomplice pull the TIR cord back to its
original position and glue the cut ends together. The glued together cut is covered
with some dirt in order to disguise its presence. Since the TIR cord is often dirty (dirt
is picked up during movement of the trailer) the glued together cut will often be
overlooked by the driver of the vehicle. A driver of the vehicle will consequently
bring the illegal immigrant across one or more borders, without knowing that the

illegal immigrant is in the trailer.

It is an object of the present invention to provide a security system which

overcomes or substantially mitigates the above problem.

According to the invention there is provided a vehicle security system for a
vehicle cargo area provided with an conductor which passes around substantially all
of the circumference of the cargo area, the security system comprising connection
means for passing a signal through the conductor, and monitoring means for
monitoring the signal, the monitoring means being arranged to ensure that the signal
remains within one or more predetermined boundaries, and to raise an alarm if the

signal moves outside of the one or more boundaries.

Suitably, the conductor is an electrical conductor and the signal is an electrical

signal.
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Suitably, the electrical conductor is a Transport International Routier (TIR)

cord.

Suitably, the electrical signal is a constant voltage.

Suitably, the electrical signal is a time varying signal.

Suitably, the system further includes means for monitoring the time variance
of the electrical signal, and thereby monitoring the length of the electrically
conducting cable.

Suitably, the system includes an oscillator circuit formed by connecting the
cable to a logic gate, the frequency or period of oscillation of the circuit being
determined in part by the length of the cable, the one or more predetermined
boundaries being one or more frequency or period values.

Suitably, at least one predetermined boundary is an upper voltage value.

Suitably, at least one predetermined boundary is a lower voltage value.

Suitably, a discontinuity is included in the TIR cord at the point at which the
electrical signal is applied to the cord, the monitored signal being obtained from an
opposite end of the cord.

Suitably, the discontinuity is located within a control box which also contains
the connection means and the monitoring means, the control box being securable to

the cargo area.

Suitably, a light sensitive detector is located within the control box and is

arranged to activate the alarm upon unauthorised opening of the control box.

Suitably, the alarm includes an audible signal and/or lights.
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Suitably, the system is provided with a display which indicates that the alarm

has been activated.

Suitably, the system is provided with a display which indicates the time and

date that the alarm was activated.

Suitably, the system is provided with a display which indicates the time and

date that the alarm was last reset.

Suitably, the system is provided with a counter which counts the number of

times that the alarm has been reset. This may be shown on the display.

Suitably, the display is located in a vehicle cab.

Suitably, the display is located on the cargo area.

The system may be provided with a transmitter which transmits an

electromagnetic signal when the alarm is activated.

The signal may be a Global Messaging System (GMS) signal. The signal may

be sent to a mobile telephone of a driver and/or to a control centre.

The signal may include information regarding the time and/or manner in

which the alarm was activated.

Suitably, the system is provided with authorisation means which allows

authorised resetting of the system. The authorisation means may comprise a keypad.

Suitably, the system is powered by a rechargeable batteries.
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Suitably, ends of the TIR cord which are to be connected by a customs seal are

electrically connected via a resistor.

Suitably, the resistor is located inside a box which is locked in a closed

configuration when a customs seal is fitted.

Suitably, the box is provided with connectors arranged to receive
corresponding connectors fitted to ends of the conductor, and the box is configured to
prevent the connectors, and hence the ends of the conductor, being removed from the

box when the box is locked in the closed configuration.

Suitably, the resistor is located in one half of a connector, and the connector
includes electrical connection means for electrically connecting the resistor to an

opposite half of the connector.

Suitably, the half of the connector in which the resistor is located is insulated
from the conductor such that electricity passing through the conductor will pass

through the resistor.

Suitably, the cargo area is provided with hooks onto which the conductor may

be wound when it is not in use.

Suitably, one or more sensors are located in the cargo area, the one or more

sensors being connected to the monitoring means.
Suitably, the sensors are connected in series with the resistor.
Suitably, a switch is located at a point where a curtain in a closed

configuration presses against a structural element of the cargo area, the switch being

connected to the monitoring means.
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The system may be provided with a tracking device which monitors the

location of the cargo area.

The alarm may be configured such that on activation of the alarm the location

of the cargo area is transmitted.
Suitably, the cargo area is a trailer having an articulated connection.
Suitably, the cargo area and vehicle cab together comprise a single unit.

Suitably, the electrical conductor comprises a core of a Transport International

Routier (TIR) cord, the core being insulated from an exterior of the TIR cord.

The conductor may be an ultrasonic conductor, and the signal an ultrasonic

signal.

Suitably, the connection means comprises a transmitter arranged to transmit an
ultrasonic pulse signal, and the monitoring means comprises a receiver arranged to

receive the ultrasonic pulse signal.

Suitably, the transmitter and the receiver are located at opposite ends of the

ultrasonic conductor.

Suitably, the predetermined boundary is the time taken for the ultrasonic pulse

signal to travel to the receiver.

Suitably, an electrical connection is provided between the transmitter and the
receiver to allow synchronisation signals to pass between the transmitter and the

receiver.
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Suitably, the transmitter and receiver are located at one end of the ultrasonic
conductor, the receiver being arranged to detect a reflection of the ultrasonic pulse

signal from a discontinuity in the ultrasonic conductor.

Suitably, the predetermined boundary is the time taken for the ultrasonic pulse

signal to travel to the receiver.

Suitably, the ultrasonic pulse signal has a frequency of approximately 2MHz.

The conductor may be comprise an optical fibre, and the signal an optical

signal.

Suitably, the optical fibre comprises a core of a Transport International
Routier (TIR) cord.

Suitably, the transmission means comprises a light emitting diode arranged to

couple light into the optical fibre.

Suitably, the monitoring means comprises a photodiode arranged to detect

light transmitted from the optical fibre.

Suitably, the predetermined boundary is the intensity of the optical signal.

A specific embodiment of the invention will now be described by way of
example only, with reference to the accompanying figures, in which:

Figure 1 is a photograph of a curtain-sider vehicle trailer to which the
invention may be fitted,;

Figure 2 is a photograph of a tilt vehicle trailer to which the invention may be
fitted;

Figure 3 is a schematic illustration of a trailer to which the invention has been

fitted;
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Figure 4 is a circuit diagram which represents the system according to the
invention;

Figure 5 is a schematic illustration of connectors which form part of the
system,;

Figure 6 is a circuit diagram of an oscillator which may form part of the
system according to the invention; and

Figure 7 is a schematic illustration of connectors which may be used in place

of the connectors shown in figure 5.

Referring to ﬁgure 1, a curtain-sider trailer comprises a trailer provided with a
curtain which closes one side of the trailer, buckles being spaced along the trailer to
allow the curtain to be secured in a closed configuration. An upper end of each
buckle is attached to a metal strip approximately four inches wide which runs from
the top of the trailer. Webbing extending from the bottom of the trailer is passed
through a lower end of each buckle. The buckle is provided with a ratchet system
which is used to draw the webbing through the buckle until the curtain as been firmly
secured. The buckle is provided with openings through which a Transport
International Routier (TIR) cord is passed, thereby fixing the buckle in a closed

configuration and preventing the webbing from being released from the buckle.

Referring to figure 2, a tilt trailer is provided with panels around the edge of
the trailer, the panels extending partway up the vertical height of the trailer. The
panels are arranged to tilt downwards. A curtain extends from the top of the trailer
and overlaps the panels, thereby enclosing the trailer. When the trailer is to be loaded,
the curtain is pulled to one end of the trailer and the panels are hinged downwards to
allow easy access to the trailer. Once loading has been completed, the panels are
secured in the upright position and the curtain is extended along the trailer, thereby
closing the side of the trailer. The curtain is provided with eyeholes which align with
rings extending from the panels such that the eyeholes pass over the rings. A TIR
cord is passed through the rings to secure the curtain and the panels in the closed

configuration.
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Referring to figure 3, a curtain-sider trailér 1 comprises a curtain 2, steel straps
3, webbing 4 and buckles 5. A TIR cord 6 is passed through the buckles 5 thereby
securing the buckles 5 in the closed configuration. The TIR cord comprises a steel
cable approximately one quarter of an inch in diameter which is covered with a plastic
coating. A control box 7 is fixed to a front end of the trailer 1, and the TIR cord
passes to the control box. The control box passes an electrical current through the
TIR cord. The control box is powered by rechargeable batteries, and thus does not
need to be connected to a tractor unit. A discontinuity of the TIR cord is included in
the control box, so that the electrical current must pass around the circumference of
the trailer. The control box monitors the voltage drop across the TIR cord. The
control box is configured to sense changes of the voltage drop across the TIR cord,

and when a change is detected the control box raises an alarm.

Figure 4 is a circuit diagram which shows in detail the embodiment of the
invention. A voltage source 10 generates a voltage which is applied across the TIR
cord. The voltage source 10 comprises rechargeable batteries located in the control
box (7 in figure 3). The batteries ensure that the voltage is applied across the TIR
cord 6 even when a tractor unit is not connected to the trailer 1. The current passes
along one half of the TIR cord, through a resistor 11 located at the rear of the trailer,
along the second half of the TIR cord, and passes to a sensing circuit. The sensing
circuit is based upon an integrated chip ICL 7665S sold by Intersil under the name

Micropower Over/Under voltage detector.

The chip is provided with a first voltage input 13 which determines the highest
‘allowed’ voltage, the voltage being set by resistors 14. The chip is provided with a
second voltage input 15 which determines the ‘allowed’ lower voltage limit. This
voltage is regulated by resistors 16. The voltage at the opposite end of the cord from
the voltage source 10 is passed to the chip at a voltage input 18. Two outputs 17 pass
from the chip. When the voltage at the voltage input 18 (i.e. the voltage drop across
the TIR cord 6) passes outside of the high or low voltage limits then the output 17
changes, causing the alarm (not shown) to be activated. For example, if the TIR cord

is cut, as is necessary in order to gain access to the trailer, then the voltage drop will
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increase to an open circuit value, and the output 17 will change causing the alarm (not

shown) to be activated.

As previously described, the TIR cord comprises a steel cable approximately
quarter of an inch in diameter which is covered with a plastic coating. It is
conventional to connect ends of the TIR cord using a customs seal located at the rear
of the trailer. The customs seal comprises a pair of metal legs which are securely
fixed to the ends of the TIR cord and are connected together by a tamper proof metal
seal bearing a customs number. The embodiment of the invention includes a

modification of this arrangement, as shown in figure 5.

Figures 5a and 5b illustrate a box 20 which is securely mounted at the rear of
the trailer, for example on a rear door of the trailer. For ease of illustration, a lid of
the box 20 is not shown in figure 5a, and the contents of the box 20 are not shown in
figure 5b. Referring to figure 5a, Each end of the TIR cord 6 is provided with a male
connector 21 configured to be received by corresponding female connectors 22. The
connectors are manufactured by Premier, Scotland (product code 203140, series 19).
The male connectors 21 are connected to the ends of the TIR cord 6 by tail ends 23a,
23b (Premier, product code 203149). The tail ends 23 provide strong connections, so
that the TIR cord 6 cannot be pulled from the connectors 21. The female connectors
22 are fixed to the box 20 by passing their upper ends through openings 24 in the box.
The female connectors 22 are secured to the box 20 using blank caps 25 (Premier,
product code 203057). Upper ends of the female connectors 22 are connected

together by a resistor 11. The resistor 11 provides a known and constant voltage drop.

Referring to figures 5a and 5b, the box 20 is provided with a hinged lid 27.
The lid is opened in order to secure the TIR cord using the male and female
connectors. Once this has been done the lid is closed. A lowermost end of the lid 27
is provided with two slots 28 which are sufficiently wide to receive the TIR cord 6,
but are sufficiently narrow that the male connectors 21 cannot be pulled from the box
20 when the lid 27 is closed.
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Side panels of the lid are provided with holes 29, positioned to correspond
‘with holes 30 in the box 20 when the lid 27 is in the closed position. Once the TIR
cord 6 has been secured inside the box, the lid 27 is closed and a customs seal (not
shown) is passed through the holes 29, 30. The customs seal holds the lid 27 in the
closed configuration, so that the lid 27 cannot be opened unless the customs seal is
broken. The box 20 thus provides a secure means of passing the electric current
between ends 6 of the TIR cord, which cannot be tampered with without breaking the

customs seal.

The electric current in the TIR cord passes from one end of the TIR cord 6 via
a male connector 21 to a female connector 22, and then via the resistor 11 to the other
female connector 22, male connector 21 and into the TIR cord 6. The box 20 and the

blank caps 25 are electrically insulated so that they do not conduct the electric current.

Referring again to figure 3, the TIR cord 6 passes around the circumference of
the trailer 1, the ends of the cord being located at the rear of the trailer. Since the
control box 7 monitors the voltage drop across the cord, it is clear that a discontinuity
of the cord must be included within the control box. Therefore, the TIR cord used by
the invention is broken into two halves, each of which is securely connected to the
control box 7. Suitably spaced pairs of hooks (not shown) may be located at the front
end of the trailer, the pairs of hooks being used to stow the cord when the cord is not

being used.

The alarm may include a siren and/or flashing lights. The siren may for
example be a 120 decibel sounder situated in a suitable place on the trailer. The
sounder may be located within the trailer to prevent unauthorised access to the siren.
The control box may be provided with a transmitter arranged to transmit a signal to a
portable device if the alarm is activated. The portable device is carried by the driver
of the vehicle, thereby alerting him immediately if the alanﬁ is activated.
Alternatively, the control box may be provided with a global system for mobile
communication (GSM) transmitter arranged to transmit a notification signal to a

mobile phone carried by the driver and/or to an operations centre which may for
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example be a transport or operation manager’s office. The notification signal may
include a text message (SMS) indicating details of the alarm activation, for example

the time at which the alarm was activated.

The alarm may be connected to a tracking device, for example a device which
uses GPS, which will indicate the location of the truck/trailer if the alarm is triggered,
using a suitable software package such as AutoRoute express. A suitable tracking
device is sold by Temple of Rotherham, England. Where a tracking device is used,
the notification message may include the location of the trailer. The notification
message may be periodically updated if the trailer is moving. The tracking device
may be monitored using a PC running a map program, which will indicate on a map

the location of the trailer.

The control box may include a keypad, to allow a driver to arm and disarm the
alarm by entering a code. The code required for activation may be set during
assembly of the system, each system being given a different code. Alternatively, the
control box may be arranged to receive a signal from a hand held transmitter operated
by the driver (for example of the type used to control car central locking), or to
receive a signal from a passive hand held device arranged to receive a signal from the
control box and retransmit the signal at a different frequency. The alarm may be
configured so that it is set automatically when the TIR cord connectors 21a, 21b are in
place. The control box may be provided with a GMS receiver to allow the alarm to be

controlled remotely, for example from a PC.

The control box 7 is provided with a display (not shown in figure 3) which
indicates the status of the system. If the alarm has been activated, then the display
will show a suitable message. If the alarm has not been activated then the display
may be blank.

The control box may include a counter which increments each time the circuit
formed by the TIR cord is broken, and each time the circuit is reconnected. This is

useful for example in a situation in which several journeys are to take place before
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returning to an operations centre. The operations manager can determine from the
counter the number of times that the TIR cord connectors 21a, 21b have been
disconnected from the box 20. This will indicate the number of times the cargo of the
truck has been accessed. The number held by the counter may be indicated on the
display. The control box may include a clock and a memory, arranged such that each
time the cord connectors 21a, 21b are disconnected from the box 20 the time and date
is recorded in the memory. This information may be shown on the display. By
checking the display against the CMR loading details, customs officials can see
whether the system has been reset since loading took place. If the system was reset
some time after loading took place, this will alert the customs officials that the alarm
has been activated whereupon they may search the trailer. If drugs are detected on the
trailer and the display indicates that the system was last reset immediately after
loading, then this will indicate that the drugs have come from the point of loading. If
on the other hand the display indicates that the system has been reset and has a
different date/time, then any drugs found on the trailer are likely to have been put in
the trailer after ioading. The driver will then need to explain why the system was

reset, since the reset indicates that the driver gained access to the trailer.

In addition to the display unit located on the control box, a display unit may be
located in the tractor cab. The display unit corresponds to the display unit located on
the control box, and receives information transmitted by radio frequency from the
control box. The control box may be connected to the cab display unit by wiring
which passes from the trailer to the tractor cab. The wiring may be an electrical cable

8 known as a Susie. The wiring may provide recharge current to the batteries 10.

In addition to monitoring the voltage drop across the TIR cord, the security
system may use other detection means, as described below. The notification signal
sent by GMS, described above, may indicate which of the detection means activated

the alarm.



WO 02/096725 PCT/GB02/02248
15 ’

A light sensitive detector may be provided within the control box 7, to detect

any unauthorised opening of the control box. The light sensitive detector is connected

to the alarm.

A motion detector may be connected to the system. The motion sensor may
be armed by the driver keying a code into the keypad when the trailer is parked.
Where a tracking system has been fitted to the trailer, as described above, the tracking

system is configured to activate when the motion system activates the alarm.

Infra-red sensors may be located in opposite corners of the trailer, the sensors
being connected to a monitoring circuit and arranged to detect heat emitted by an
illegal immigrant. The monitoring circuit activates the alarm described above when a
heat pattern is detected. Referring to figure 4, the sensors may be connected in series

with the resistor. Other suitable forms of sensors may be used.

The security system may include one or more micro-switches installed at
locations where the curtain is in contact with the trailer when in the closed
configuration (for example either end of the curtain). The micro-switches are
connected to a monitoring circuit arranged to activate the alarm described above, in
the event that a micro-switch is actuated. When the curtains are closed the micro-
switches are closed, and conduct an electrical signal. If one or more of the switches is
opened, for example due to the curtain being opened, this will interrupt the electrical

signal and will activate the alarm.

It will be appreciated that the security system detects any unauthorised cutting
of the TIR cord, and as such is not limited to the detection of illegal immigrants. The
security system will detect any cutting of the TIR cord for any the purpose, for
example in order to place unauthorised goods in a trailer (e.g. drugs), or to steal goods

from the trailer.

The preferred embodiment of the invention passes an electrical signal around

the TIR cord. In other embodiments of the invention any other suitable elecirical
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conductor may be used to carry the electrical signal around the trailer, for example a
coaxial cable wound around the TIR cord, or a coaxial cable held within the TIR cord.
The TIR cord is preferred because it is extremely robust and is relatively inexpensive

to produce.

The system may include means for monitoring the length of the TIR cord. A
preferred length monitoring circuit is shown in figure 6. The circuit comprises a NOR
gate 31 which is connected to the TIR cord 6 to form a simple ring oscillator. The
delay from the TIR cord and the gate determine the ring oscillator’s frequency. For
example, a 100m cable would give approximately a 600MHz oscillation frequency. A
second output of the gate is connected to a frequency counter 32 which measures the

oscillation frequency.

The gate’s delay is the sum of its high-to-low and low-to-high transition times,
tpyr, and tpry. Using the period of the ring oscillator, T=1/f,s, the length of the cord L
is L=(T/2-(tpu +tpLu))xv where v is the propagation velocity of the cord. In the case
of coaxial cable, v=1/CZ,, where C is the capacitance per unit length and Z, is the
cable’s characteristic impedance. The setup accurately measures small changes of the
length of a coaxial cable to better than 4% of the length of an added length of cable
(i.e. accurate to 0.025% of the cable’s total length).

Typically, the circuit will be constructed using é 35m length of TIR cord. The
accuracy of the circuit in this situation has not been measured, but is expected to be

sufficient to determine whether a bypass has been added to the cord.

Other suitable length monitoring circuits may be used, for example a pulse
generator and a clock which measures the time taken for pulses to propagate around

the cord.

The length monitoring circuit may be provided in tandem with the DC level
monitoring circuit described further above, each generated signal being unaffected by

the other. The length monitoring circuit may be used independently of the DC level
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monitoring circuit. For example the absence of a signal at a frequency counter (i.e.
when the cord is cut) may cause the alarm to be raised, or a signal whose amplitude
increases (i.e. the resistor 11 at the back of the trailer has been bypassed) may cause

the alarm to be raised.

As mentioned previously, the TIR cord conventionally comprises a cable of
approximately one quarter inch diameter threaded steel with a plastic coating. The
TIR cord used by the invention may be specially manufactured with a central
conductor contained in an insulating cladding. The electrical signal may be passed
through the central conductor, making it more difficult to attempt to bypass the
conductor. The central conductor may be for example multi-stranded copper cable
(diameter Imm-1.5mm) in an insulating cladding, which forms a central core around
which the steel of the TIR cord is woven. Any other suitable material may be used to

form the central conductor (for example steel).

The system may be provided with alternative means for connecting ends of the
TIR cord at the back of the trailer, as shown in figure 7. A male connector is
connected to a left hand end of the TIR cord, and a corresponding female connector is
comnected to the right hand end of the TIR cord (the male connector is shown in
figure 5). The connectors are arranged to connect the cord together such that the
resistor provides an electrical connection between ends of the cord. The resistor 11 is
held inside the male connector 40, and is soldered to the TIR cord 6 at one end and to
a connector pin 41 at the other end. An insulator 43 insulates the pin 41 and resistor
11 from the male connector. The connector pin 41 passes into a socket which
receives the pin and is electrically connected to the right hand end of the TIR cord.
To ensure that the resistor is not damaged by vibration of the vehicle during transit,
the space inside the male connector is filled with room temperature vulcanising

(RTV) rubber or epoxy.

The male connector 40 is fixed to the TIR cord using a connector clamp 42
which is clamped on top of the TIR cord outside of the plastic coating of the cord

thereby avoiding electrical contact. This means that the resistor 11 provides the only
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electrical connection from the left hand end of the cord to the right hand end of the
cord. The female connector is connected to the right end of the cord by a clamp. The
plastic coating of the right hand end of the TIR cord is trimmed back so that the clamp
fastens directly onto the steel of the cord, thereby providing an electrical connection

from the pin 41 to the right hand end of the cord.

Any attempt to remove the customs seal and maintain the TIR cord circuit
using for example a jump lead or a cord extension will bypass the mid-join resistor,
and the voltage drop seen at the control box will reduce to approximately zero. This
voltage drop falls outside of the allowed voltage range, and the alarm will be

activated.

In an alternative embodiment of the invention (not illustrated) a fibre-optic
cable is located in the centre of the TIR cord during manufacture of the cord. A light
emitting diode (LED) provided in a control box is arranged to couple light into one
end of the fibre-optic cable (the cord and control box are arranged in the manner
shown in figure 3). The light propagates along the fibre-optic cable to a
polycarbonate joint which bridges an interruption of the fibre-optic cable at the
customs seal. The light passes through the polycarbonate joint, and along the
remainder of the fibre-optic cable to an opposite end which is also located in the
control box. A photodiode is arranged to detect light emitted from the end of the
fibre-optic cable. If the TIR cord is interfered with in any way then the light detected
by the photodiode will be affected, and the photodiode will raise the alarm (in the

same manner as described above for the other embodiments).

The fibre-optic cable is fed into TIR cord as the core of the TIR cord during

manufacture of the cord.

In a further alternative embodiment of the invention, an ultrasonic signal is
passed along the TIR cord. An ultrasonic transmitter is located a control box and
periodically generates an ultrasound pulse having a frequency of about 2MHz which

is coupled to the TIR cord (the cord and control box are arranged in the manner
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shown in figure 3). A connector is provided to carry the pulse across the discontinuity
in the TIR cord at the customs seal. The pulse continues along the TIR cord to an
ultrasonic receiver located in the control box. Ultrasound travels at around 5000m/s
in a thin steel cord or rod, so the receiver will expect to receive the ultrasound pulse
about 20ms after it was transmitted. An electrical synchronisation signal is sent in the
control box from the transmitter to the receiver, so that the receiver knows when the
ultrasound pulse was transmitted. An interruption of the ultrasound signal will

indicate that the TIR cord has been cut, whereupon the alarm is raised.

In a modified arrangement of the ultrasound embodiment of the invention, an
ultrasound transmitter/receiver is provided at one end of the TIR cord. A connector is
not provided at the customs seal, and consequently an ultrasound pulse transmitted by
the transmitter/receiver will be reflected and will return to the transmitter/receiver as
an echo. The echo will return to the transmitter/receiver approximately 20ms after
transmission. Any reduction of this time will indicate that the TIR cord has been cut,
whereupon the alarm is raised. A second ultrasound transmitter/receiver is provided

to transmit/receive ultra sound pulses on the other side of the TIR cord.
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The logic of operation of one embodiment of the system is set out below:
Status, and Steps taken during
loading

Trailer open, doors & curtains
Trailer loaded & secure

Install TIR cord & secure

Check tension on TIR cord

Set System

Check system operation by
breaking TIR circuit

Reset System

Check reset date/time

Check power/battery condition light
Trailer secure

Driver checks that CMR date/time
stamp corresponds with system

date/time stamp.

Scenario 1 - Attempted break in

by cutting TIR cord
As TIR cord is cut the circuit is broken
and the voltage increases to max
Volitage sensor detects high voltage, and
activates alarm
Red LED lights
Audible alarm sounds on trailer & on
remote

Driver investigates & resets

Scenario 2 - Attempted break in

at rear door
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Custom seal broken, TIR plug

disconnected and voltage rises to max

Voltage sensor fires high level alarm

Red LED lights

Audible alarm sounds on ftrailer & on
remote

Driver investigates & resets

Scenario 3 - Interference with

TIR cord custom/seal at rear of

trailer
Custom seal bypassed electrically by
installing a jumper across the TIR plug

Voltage falls to zero

Voltage sensor fires low level alarm
Yellow LED lights
Audible alarm sounds on trailer & on
remote
Driver investigates & resets

Scenario 4 — Attempt to bypass

section of TIR cord
As bypass cable is connected the cable
length increases
The length increase is detected by the
length monitoring circuit, and the alarm is
activated
Red LED lights
Audible alarm sounds on trailer & on
remote

Driver investigates & resets
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CLAIMS

1. A vehicle security system for a vehicle cargo area provided with a conductor
which passes around substantially all of the circumference of the cargo area, the
security system comprising connection means for passing a signal through the -
conductor, and monitoring means for monitoring the signal, the monitoring means
being arranged to ensure that the signal remains within one or more predetermined
boundaries, and to activate an alarm if the signal moves outside of the one or more

boundaries.

2. A vehicle security system according to claim 1, wherein the conductor is an

electrical conductor, and the signal is an electrical signal.

3. A vehicle security system according to claim 1 or claim 2, wherein the

conductor is a Transport International Routier (TIR) cord.

4. A system according to claim 2 or claim 3, wherein the electrical signal is a

constant voltage.

5. A system according to claim 2 or claim 3, wherein the electrical signal is a

time varying signal.

6. A system according to claim 5, wherein the system further includes means for
monitoring the time variance of the electrical signal, and thereby monitoring the

length of the electrically conducting cable.

7. A system according to claim 6, wherein the system includes an oscillator
circuit formed by connecting the cable to a logic gate, the frequency or period of
oscillation of the circuit being determined in part by the length of the cable, the one or

more predetermined boundaries being one or more frequency or period values.
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8. A system according to any preceding claim, wherein at least one

predetermined boundary is an upper voltage value.

9. A system according to any preceding claim, wherein at least one

predetermined boundary is a lower voltage value.

10. A system according to any preceding claim, wherein a discontinuity is
included in the TIR cord at the point at which the signal is applied to the cord, the

monitored signal being obtained from an opposite end of the cord.

11. A system according to claim 10, wherein the discontinuity is located within a
control box which also contains the connection means and the monitoring means, the

control box being securable to the cargo area.

12. A system according to claim 11, wherein a light sensitive detector is located
within the control box and is arranged to activate the alarm upon unauthorised

opening of the control box.

13. A system according to any preceding claim, wherein the alarm includes an

audible signal and/or lights.

14. A system according to any preceding claim, wherein the system is provided

with a display which indicates that the alarm has been activated.

15. A system according to any preceding claim, wherein the system is provided

with a display which indicates the time and date that the alarm was activated.

16. A system according to any preceding claim, wherein the system is provided

with a display which indicates the time and date that the alarm was last reset.

17. A system according to any of claims 14 to 16, wherein the system is provided

with a counter which counts the number of times that the alarm has been reset.
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18. A system according to claim 17, wherein the display indicates the number of

times that the alarm has been reset.

19. A system according to any of claims 14 to 18, wherein the display is located in

a vehicle cab.

20. A system according to any of claims 14 to 18, wherein the display is located

on the cargo area.

21. A system according to any preceding claim, wherein the system is provided
with a transmitter which transmits an electromagnetic signal when the alarm is

activated.

22. A system according to claim 21, wherein the signal is a Global Messaging
System (GMS) signal.

23. A system according to claim 22, wherein the signal is sent to a mobile

telephone of a driver and/or to a control centre.

24. A system according to any of claims 21 to 23, wherein the signal includes

information regarding the time and/or manner in which the alarm was activated.

25. A system according to any preceding claim, wherein the system is provided

with authorisation means which allows authorised resetting of the system.

26. A system according to claim 25, wherein the authorisation system comprises a

keypad.

27. A system according to any preceding claim, wherein the system is powered by

rechargeable batteries.
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28. A system according to any preceding claim, wherein ends of the conductor

located at the rear of the cargo area are electrically connected via a resistor.

29. A system according to claim 28, wherein the resistor is located inside a box

which is locked in a closed configuration when a customs seal is fitted.

30. A system according to claim 29, wherein the box is provided with connectors
arranged to receive corresponding connectors fitted to ends of the conductor, and the
box is configured to prevent the connectors, and hence the ends of the conductor,

be{ng removed from the box when the box is locked in the closed configuration.

31. A system according to claim 28, wherein the resistor is located in one half of a
connector, and the connector includes electrical connection means for electrically

connecting the resistor to an opposite half of the connector.

32. A system according to claim 31, wherein the half of the connector in which
the resistor is located is insulated from the conductor such that electricity passing

through the conductor will pass through the resistor.

33. A system according to any preceding claim, wherein the cargo area is

provided with hooks onto which the conductor may be wound when it is not in use.

34, A system according to any preceding claim, wherein one or more sensors are
located in the cargo area, the one or more sensors being connected to the monitoring

mearns.

35. A system according to claim 34 and any of claims 28 to 32, wherein the

sensors are connected in series with the resistor.

36. A system according to any preceding claim, wherein a switch is located at a
point where a curtain in a closed configuration presses against a structural element of

the cargo area, the switch being connected to the monitoring means.
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37. A system according to any preceding claim, wherein the system is provided

with a tracking device which monitors the location of the cargo area.

38. A system according to claim 37, wherein the alarm is configured such that on

activation of the alarm the location of the cargo area is transmitted.

39. A system according to any preceding claim, wherein the cargo area is a trailer

having an articulated connection.

40. A system according to any of claims 1 to 38, wherein the cargo area and

vehicle cab together comprise a single unit.

41. A system according to any preceding claim, wherein the electrical conductor
comprises a core of a Transport International Routier (TIR) cord, the core being

insulated from an exterior of the TIR cord.

42. A vehicle security system according to claim 1, wherein the conductor is an

ultrasonic conductor and the signal is an ultrasonic signal.

43. A vehicle security system according to claim 42, wherein the connection
means comprises a transmitter arranged to transmit an ultrasonic pulse signal, and the

monitoring means comprises a receiver arranged to receive the ultrasonic pulse signal.

44. A vehicle security system according to claim 43, wherein the transmitter and

the receiver are located at opposite ends of the ultrasonic conductor.

45. A vehicle security system according to claim 44, wherein the predetermined

boundary is the time taken for the ultrasonic pulse signal to travel to the receiver.
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46. A vehicle security system according to claim 45, wherein an electrical
connection is provided between the transmitter and the receiver to allow

synchronisation signals to pass between the transmitter and the receiver.

47. A vehicle security system according to claim 44, wherein the transmitter and
receiver are located at one end of the ultrasonic conductor, the receiver being arranged
to detect a reflection of the ultrasonic pulse signal from a discontinuity in the

ultrasonic conductor.

48. A vehicle security system according to claim 47, wherein the predetermined

boundary is the time taken for the ultrasonic pulse signal to travel to the receiver.

49. A vehicle security system according to any of claims 43 to 48, wherein the

ultrasonic pulse signal has a frequency of approximately 2MHz.

50. A vehicle security system according to claim 1, wherein the conductor
comprises an optical fibre, and the signal comprises an optical signal which

propagates along the optical fibre.

51. A vehicle security system according to claim 50, wherein the optical fibre

comprises a core of a Transport International Routier (TIR) cord.

52. A vehicle security system according to claim 50 or claim 51, wherein the
transmission means comprises a light emitting diode arranged to couple light into the

optical fibre.

53. A vehicle security system according to any of claims 50 to 52, wherein the
monitoring means comprises a photodiode arranged to detect light transmitted from

the optical fibre.

54. A vehicle security system according to any of claims 50 to 53, wherein the

predetermined boundary is the intensity of the optical signal.
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55. A vehicle security system according to any preceding claim, wherein the

system is provided with activation means comprising a hand held transmitter.

56. A vehicle security system substantially as hereinbefore described with

reference to the accompanying figures.
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