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The invention pertains to a method for recording a user's handwritten signature (Si) through a device (DP) comprising a touch-
sensitive surface (ST), said method comprising a phase for obtaining a handwritten signature (Si) comprising at least one step for
acquiring said handwritten signature on said touch-sensitive surface of said device delivering an acquired signature (SA) and at
least one step for recording said acquired signature within a signature- recording space (DB). According to the invention, said
method further comprises, during said phase for obtaining said handwritten signature, at least one step for measuring at least one
piece of complementary data (DC) through said device (DP) and at least one step for recording said at least one piece of

complementary data (DC).
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ABSTRACT

The invention pertains to a method for recording a user's handwritten
5  signature (Si) through a device (DP) comprising a touch-sensitive surface (ST),
said method comprising a phase for obtaining a handwritten signature (Si)
comprising at least one step for acquiring said handwritten signature on said
touch-sensitive surface of said device delivering an acquired signature (SA) and at
least one step for recording said acquired signature within a signature-recording

10  space (DB).
According to the invention, said method further comprises, during said
phase for obtaining said handwritten signature, at least one step for measuring at
least one piece of complementary data (DC) through said device (DP) and at least

one step for recording said at least one piece of complementary data (DC).
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Method for authenticating a signature
1. Field of the invention

The invention pertains to the field of authentication. More particularly, the
invention pertains to the field of the authentication of a user by means of a
handwritten signature.

2. Prior art

There are known devices in the prior art that enable a user to enter data on
a touch-sensitive surface. Such devices are used for example to validate the
reception of packages delivered by transporters. Such devices are also used to
validate an electronic transaction during payment using a payment terminal with a
touch-sensitive screen on which a user can put a signature in order to validate the
transaction. This transaction can also be made by means of a bank card. In this
case, the signature is a guarantee provided for the transaction. The user in this
case can be the owner or holder of the payment card.

The authentication of the cardholder consists in verifying that the user of
the card is the owner or authorized user of this card. Not all applications require
that the identity of the owners should be verified. For example, the presentation of
a smart card containing a ticket or a valid authorization is usually sufficient to
enable travel on public transport services. When it is important to know who the
user is (as in the case of financial use or a certification of identity), the verification
of the cardholder is normally required.

The classic method used to authenticate a cardholder is to compare the
signature on the payment slip with the signature on the back of the card. Another
classic method is to ask for a four-digit personal identification number (PIN).
Customers often find it difficult to recollect the numerous PIN codes associated
with their cards (especially if they are rarely used) and are therefore inclined to
write these numbers down, and this diminishes the security of the system. People
affected by dyslexia can have problems in remembering the digits in the right

order.
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Many biometric systems have been developed to improve the security of
the authentication of the cardholder. These include fingerprinting, corneal
recognition and face recognition. These methods however can be seen as
inappropriate, depending on the situations in which they are used.

Thus, as a replacement for these methods which can be ill-received,
methods related to authentication of the signature of the holder, the customer or
simply the user, have made an appearance. These signature-authenticating
methods are based on the recognition of the signature with reference to a pre-
recorded model. Such methods are either static or dynamic. Static methods were
the first to be developed. Static methods are based on a comparison of points,
deemed to be significant points of the signature produced by the signing party or
signer, with points of the model signature that are stored in a database. When the
significant points and the stored points are consistent with each other, the
signature is deemed to be the right one, and the signer is identified and/or
authenticated. It can be understood that such static methods are unsure because
they allow a signer who has achieved sufficient mastery of the forging of
significant points of the signature to imitate the signature and be identified and/or
authenticated as a legitimate user or cardholder.

Dynamic methods complement static methods by dynamic analysis of
handwriting, i.e. by a dynamic analysis of the progress of the writing of the
signature on the support. In other words, the analysis is time-related and the points
of comparison are spread over time. Thus, it is not only the final result that is
verified as in the case of static methods but also the way in which the signature is
done. To this end, the pre-recorded model also takes account of the speed and the
coordinates of the signature in time. Other methods also take account of the
pressure exerted on the stylus during the signing process so as to benefit from an
additional piece of comparison data in the database.

With these techniques of dynamic recognition, it is more difficult for the
signer to forge a user's signature. However, this is still possible because, on the

one hand, writing with a stylus on a touch-sensitive surface does not make it
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possible to obtain a constant signature. This means that a legitimate user's
signature is likely to vary greatly according to the conditions in which the signing
is done. The conditions likely to affect the quality of the signature include, for
example the position in which the signing is done, the quality of the touch-
sensitive screen, the quality of the stylus, etc.

Thus to be able all the same to recognize the signature, practical
applications of static or dynamic methods require the use of ranges of values
deemed to be suitable. Now these ranges of values in themselves introduce a
problem of security since they enable a signer, with sufficient mastery of the
signature of the user whose identity he wishes to assume, to be recognized as a
legitimate user. Thus, it is not certain, even with known methods, that the
signature of the signer will be truly that of the user who is to be identified.

3. Summary of the invention

The invention makes it possible, at least in part, to overcome this
drawback of the prior art. Indeed, the invention pertains to a method for recording
a user's handwritten signature through a device comprising a touch-sensitive
surface, said method comprising a phase for obtaining a handwritten signature
comprising at least one step for acquiring said handwritten signature on said
touch-sensitive surface of said device delivering an acquired signature and at least
one step for recording said acquired signature within a signature-recording space.

According to the invention, said method further comprises, during said
phase for obtaining said handwritten signature, at least one step for measuring at
least one piece of complementary data through said device and at least one step
for recording said at least one piece of complementary data.

Thus, during one and the same phase for obtaining a handwritten
signature, the invention makes it possible to complement the data acquired and
thus, subsequently, to have available complementary data, on the basis of which a
complementary comparison can be made to authenticate or not authenticate the
user’s signature. It is important to note that it is during the recording phase that

the pieces of complementary data are acquired. The technique described does not
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require the implementing of a new phase for capturing complementary data that is

dissociated from the recording of the signature. The technique described is

therefore simpler to learn from the viewpoint of the user/signer.

According to one particular characteristic, said step for measuring is
implemented prior to said step for acquiring said handwritten signature. Thus, it is
possible to measure physical parameters or variables delivering complementary
data without interfering with the recording process. The pieces of complementary
data are obtained prior to the acquisition.

According to one particular characteristic, said step for measuring is
implemented periodically during said step for acquiring said handwritten
signature. Thus it is possible to make several measurements of physical
parameters delivering complementary data. In this case, it is possible to interrupt
the recording step temporarily. The pieces of complementary data are obtained
along with the acquisition. According to one particular characteristic, when two
different modules are implemented to measure and acquire a signature, it is not
necessary to interrupt one module in order to implement the other.

According to one particular characteristic, said step further comprises,
prior to said step for measuring, a step for activating a module for measuring said
piece of complementary data and, subsequently to said step for measuring, a step
for deactivating said module for measuring said piece of complementary data.

Thus, the complementary data is measured on a case-by-case basis and the
module that is used to do this is not liable to be hacked and/or misused, for
example, for the purpose of taking control of the device.

According to one particular embodiment, said module for measuring said
piece of complementary data is said touch-sensitive surface and said step for
activating comprises a step for modifying a value of capacitive sensitivity of said
touch-sensitive surface and said step for deactivating said module for measuring
comprises a step for restoring the value of capacitive sensitivity of said touch-

sensitive surface.
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Thus, it is not necessary to provide for modules other than those that
already exist. Besides, when the sensitivity of the touch-sensitive pad is being
raised, the recording of the signature can proceed. Furthermore, in this
embodiment, it is impossible to hack into or make inappropriate use of the
module.

The invention also pertains to a method for authenticating a .user's
handwritten signature through a device comprising a touch-sensitive surface, said
method comprising a phase for obtaining a handwritten signature comprising at
least one step for acquiring said handwritten signature on said touch-sensitive
surface of said device delivering an acquired signature and at least one step for
comparing said acquired signature with a signature recorded within a signature-
recording space.

According to the invention, said method further comprises, during said
step for obtaining said handwritten signature, at least one step for measuring at
least one piece of complementary data through said device and at least one step
for comparing said at least one piece of complementary data with at least one
corresponding piece of complementary data associated with said signature
recorded within said signature-recording space.

The invention also pertains to a device for recording a user's handwritten
signature through a device comprising a touch-sensitive surface, said recording
device comprising means for obtaining a handwritten signature comprising means
for acquiring said handwritten signature on said touch-sensitive surface of said
device delivering an acquired signature and means for recording said acquired
signature within a signature-recording space.

According to the invention, said device further comprises means for
measuring at least one piece of complementary data through said recording device
and means for recording said at least one piece of complementary data.

The invention also pertains to a device for authenticating a user's
handwritten signature through a device comprising a touch-sensitive surface, said

device comprising means for obtaining a handwritten signature comprising means
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for acquiring said handwritten signature on said touch-sensitive surface of said
device delivering an acquired signature and means for comparing said acquired
signature with a signature recorded within a signature-recording space.

According to the invention, said device further comprises means for
measuring at least one piece of complementary data through said device and
means for comparing said at least one piece of complementary data with at least
one corresponding piece of complementary data associated with said signature
recorded within said signature-recording space.

The invention also pertains to a computer program product downloadable
from a communications network and/or stored on a computer-readable medium
and/or executable by a microprocessor.

According to the invention, such a program comprises program code
instructions for executing the method for recording and/or the method for
authenticating as presented here above.

The invention also pertains to an information medium readable by a data
processor and comprising instructions of a computer program as mentioned here
above.

4. Drawings

Other features and advantages of the present invention shall appear more
clearly from the following description of a preferred embodiment, given by way
of a simple, illustratory and non-exhaustive example and from the appended
drawings, of which:

- Figure 1 describes the steps of the method for recording a signature
according to one embodiment;
- Figure 2 describes the steps of the method for authenticating a signature
according to one embodiment;
- Figure 3 illustrates a step for recording and authenticating a signature
according to one embodiment.
S. Description

5.1. Reminder
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As explained here above, the invention adds a new piece of characteristic
data to the dynamic signature model.

More particularly, in addition to the time and classic signature entry
coordinates (x-axis and y-axis), the method that is the object of the present
disclosure takes account of novel pieces of data which, without directly coming
from the signature, are nevertheless related to it by a link of connectivity directly
derived from the user himself.

In one particular embodiment, the pieces of data are pieces of
complementary positioning data measured through the touch-sensitive pad on
which the signature is made. These additional pieces of data, according to the
embodiments envisaged, do not directly play a part in the authentication of the
signature but are taken .into account on a complementary basis to decide on
validation or non-validation of a litigious signature. The term “litigious signature”
is understood to mean a signature concerning which there is uncertainty as to its
authenticity. In this case, the pieces of complementary data acquired through the
touch-sensitive screen can be used to decide on whether or not to accept the
signature. In other embodiments, these pieces of complementary data are, on the
contrary, preponderant for the authentication of the signature.

In other words, the invention can be used to validate or not validate a
litigious signature using pieces of complementary data obtained through a sensor
(such as the touch-sensitive screen) of the device on which the signature is made.

The invention comprises two distinct aspects:

- the first aspect pertains to the acquisition of complementary data. This
acquisition is done at the same time as the acquisition of the initial
signature. According to the invention, the acquisition procedure comprises
the acquisition, in addition to classic data, of complementary data.
Depending on the embodiment, the pieces of complementary data can be
either directly included in a database or pre-processed during the
acquisitibn, and it is the result of this pre-processing operation that is

inserted into a database.
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- the second aspect pertains to the comparison of a signature made by a
signer with a recorded signature in order to identify or authenticate a user.
According to the invention, the method for comparing the signature with a
recorded signature comprises a step for comparing pieces of entered
complementary data with pieces of complementary data recorded in a
database. This comparison between complementary data can be done as a
matter of choice. Depending on the nature of this data and on the
embodiments, this comparison will be preponderant or secondary as
regards the authentication of the signer. In other words, either the pieces of
complementary data make it possible to take a decision on a doubtful or
litigious signature (in this case the complementary data comes into play at
a second level) or the pieces of complementary data are used to categorize
a signature prior to its recognition (in this case the pieces of
complementary data come into play at a first level).

More particularly, referring to figure 1, an embodiment is presented of the
method for recording a signature.

In this embodiment, the method for recording a user's handwritten
signature through a device (DP) comprising a touch-sensitive surface (ST)
comprises a phase for obtaining a handwritten signature (SI) comprising at least
one step for acquiring (101) said handwritten signature on said touch-sensitive
surface (ST) of said device (DP) delivering (102) an acquired signature (SA) and
at least one step for recording (103) said acquired signature (SA) within a
signature-recording space (DB). The method further comprises, during the phase
for obtaining said handwritten signature, at least one step (104) for measuring at
least one piece of complementary data (DC) through said device (DP) and one
step for recording (105) said complementary data (DC) within said signature-
recording space (DB). The step for acquiring (101) the signature is implemented
through an acquisition module (A). The step for delivering (102) the acquired
signature is also implemented by the acquisition moduie (A). The acquired

signature (SA) can be the result of an optimization or a mathematical
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transformation which is performed by the acquisition module (A). The steps for
recording (103, 105) are implerriented by a recording module (E). This recording
module (E) can or cannot be integrated into the acquisition module (A).

The step for measuring (104) is, for its part, implemented through a
measuring module (MA) which is also integrated into the acquisition module (A)
depending on the embodiments. This measuring module (MA), as presented here
below, can be the touch-sensitive surface (ST) itself. In this case, the measuring
module and the acquisition module are one and the same module. In other
embodiments, the measuring module (A) may be a CCD sensor, an infrared
sensor, etc. When the measuring module (MA) is a CCD sensor, the
complementary data may take the form of sensor images making it possible to
verify the speed at which the hand is moving. In another embodiment of the
invention, several measuring modules (MA) can be used. For example, several -
CCD sensors (one on top, one to the left, one below and one to the right) can be
arranged around the touch-sensitive surface (ST) in order to measure the
differential motion of the hand relative to the sensors. The pieces of
complementary data recorded in the database are then relative speeds of
movement of the hand.

Referring to figure 2, an embodiment is presented of the signature
authentication method.

In this embodiment, the method for recording a user's handwritten
signature through a device (DP) comprising a touch-sensitive surface (ST)
comprises a phase for obtaining a handwritten signature (SI) comprising at least
one step of acquisition (201) of said handwritten signature on said touch-sensitive
surface (ST) of said device (DP) delivering (202) an acquired signature (SA) and
at least one step for comparing (210) said acquired signature (SA) with a signature
recorded (SE) within a signature-recording space (DB). In this embodiment, the
method further comprises, during said phase for obtaining said handwritten
signature, at least one step (204) for measuring at least one piece of

complementary data (DC) through said device (DP) and at least one step (211) for
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measuring said at least one piece of complementary data (DC) with at least one
piece of corresponding complementary data (DCc) associated with said signature
recorded (SE) within said signature-recording space (DB).

The modules that make it possible to implement this method are the same
as those described here above, except for the comparison module (C). This
comparison module is used to compare the data received from the acquisition and
measurement modules and to deliver or not deliver an assertion of validity of the
signature depending on the comparisons made. The other modules are not
described in further detail here.

Here below, we present an embodiment of the technique described, in
which the pieces of complementary data relate to the positioning of the hand of
the signer on the touch-sensitive surface at the time of the signing. It is understood
that the embodiment is given purely by way of an illustration of the principle of
the invention and cannot be taken as restricting the scope of the invention.

5.2. Description of one embodiment

In this embodiment, the touch-sensitive pad of the touch-sensitive screen
on which the signing is done is used to obtain pieces of complementary data on
the signature. In this embodiment, the recording device and the authentication
device are one and the same device. This is also the case in most instances for
reasons of practicality and cost. Thus, in this embodiment, the module for
measuring said piece of complementary data is the touch-sensitive surface itself.
The inventors have noted in carrying out trials that, in special conditions, the
capacitive touch-sensitive screens or pads enable detection of non-neutral objects
(having relatively high conductivity such as a hand, the tip of a stylus etc) in an
area proximate to the pad or the screen, i.e. before these objects have reached the
surface of the touch-sensitive screen or the pad. This detection is also possible
when the object in question has reached the touch-sensitive surface and is in

contact with it.
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It is therefore possible, through capture at the beginning or at regular
intervals, during the writing of the signature, to measure the contribution for
example of the hand of the user wishing to sign on the touch-sensitive screen. |

According to one particular characteristic, this step for measuring the
signer's contribution is done after a step for raising the sensitivity of the screen of
the touch-sensitive surface. According to one particular characteristic, subsequent
to said step for measuring, the method comprises a step for restoring the
sensitivity to an initial value. Thus, the raising of the sensitivity is applied
temporarily.

The measurement performed makes it possible to obtain a piece of
information on the location of the hand on the touch-sensitive pad (or surface). In
this embodiment, this piece of information, which is relatively imprecise, is not
aimed at locating the user’s hand or its movement with precision but makes it
possible to determine the way in which the user is holding his pen (whether he is
left-handed or right-handed) and, with even greater precision, the trigonometrical
position of his hand around the axis of the pen.

Concretely, in this embodiment, it is thus possible to find out which is the
hand used to write the signature. It can thus be understood for example that if the
signature is written with the right hand whereas the user to be authenticated is left-
handed, it is highly probable that the signer is not the user to be authenticated. The
converse is also true (signing by a left-handed person whereas the user to be
authenticated is right-handed). Thus, this piece of complementary data obtained
through this embodiment makes it possible to identify signing parties who are
committing forgery.

According to one particular characteristic, it is also possible to indirectly
deduce the size of the user’s hand by means of the capacitive touch-sensitive
screen which measures the projection of the surface of the hand before the screen.
It is then enough to choose the time of the signing (for example the first contact

between the stylus and the pad) to make this measurement.
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During the phase of recognition or authentication, it is then possible to
compare the size and position of the hand with the previously recorded position.

Figure 3 illustrates a simplified structure of a device for recording an
authentication according to one embodiment of the invention. For example, the
recording and authentication device includes a memory 31 consisting of a buffer
memory, a processing unit 32, equipped for example with a microprocessor and
driven by the computer program 33, implementing a method for recording on the
one hand and method for authenticating on the other hand.

At initialization, the code instructions of the computer program 33 are for
example loaded into a memory and then executed by the processor of the
processing unit 32. The processing unit 32 inputs at least one piece of data
representing a signature on the one hand and a piece of complementary data on
the other hand. The microprocessor of the processing unit 32 implements the steps
of method for recording and/or authenticating according to the instructions of the
computer program 33, either to record a signature to be recognized later or to
authenticate an already recorded signature.

To this end, the device comprises the following in addition to the buffer
memory 31:

- means of acquisition and measurement 34 which are described here above
in the form of modules;

- means for recording;

- means of comparison.

These means are driven by the microprocessor of the processing unit 32 to
provide either a signature or an affirmation of authentication.

The means referred to here above are, as a matter of choice and ‘depending
on the embodiment envisaged, either integrated in the form of a specific computer
program or distributed among particular electronic modules, for example
dedicated circuits or processors. In one alternative embodiment, a part or all of the
steps used to carry out the method for recording and/or comparison can be

implemented in the form of hardware in an FPGA (Field Programmable Gate
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Array) type programmable component or an ASIC (Application-Specific

Integrated Circuit) type component.
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CLAIMS

Method for recording a user's handwritten signature (Si) through a device
(DP) comprising a touch-sensitive surface (ST), said method comprising a
phase for obtaining a handwritten signature (Si) comprising at least one
step for acquiring said handwritten signature on said touch-sensitive
surface of said device delivering an acquired signature (SA) and at least
one step for recording said acquired signature within a signature-recording
space (DB), said method being characterized in that it further comprises,
during said phase for obtaining said handwritten signature,

a step for modifying a value of capacitive sensitivity of said touch-
sensitive surface;

at least one step for measuring at least one piece of complementary
capacitive data (DC) representing the size and/or the location of the hand
of said user through said touch-sensitive surface (ST); and

a step for restoring the value of capacitive sensitivity of said touch-
sensitive surface, after said step for measuring;

at least one step for recording said at least one piece of complementary
capacitive data (DC) representing the size and/or the location of the hand

of said user.

Method for recording according to claim 1, characterized in that said step
for measuring is implemented prior to said step for acquiring said

handwritten signature.

Method for recording according to claim 1, characterized in that said step
for measuring is implemented periodically during said step for acquiring

said handwritten signature.

CA 2820060 2019-09-30
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Method for authenticating a user's handwritten signature through a device
comprising a touch-sensitive surface, said method comprising a phase for
obtaining a handwritten signature comprising at least one step for
acquiring said handwritten signature on said touch-sensitive surface of said
device delivering an acquired signature and at least one step for comparing
said acquired signature with a signature recorded within a signature-
recording space, said method being characterized in that it further
comprises, during said step for obtaining said handwritten signature,

a step for modifying a value of capacitive sensitivity of said touch-
sensitive surface;

at least one step for measuring at least one piece of complementary
capacitive data representing the size and/or the location of the hand of said
user through said touch-sensitive surface; and

a step for restoring the value of capacitive sensitivity of said touch-
sensitive surface, after said step for measuring;

at least one step for comparing said at least one piece of complementary
capacitive data representing the size and/or the location of the hand of said
user with at least one corresponding piece of complementary capacitive
data associated with said signature recorded within said signature-

recording space.

Device for recording a user's handwritten signature through a device
comprising a touch-sensitive surface, said recording device comprising
means for obtaining a handwritten signature comprising means for
acquiring said handwritten signature on said touch-sensitive surface of said
device delivering an acquired signature and means for recording said
acquired signature within a signature-recording space, said device being
characterized in that it furthermore comprises means for modifying a value
of capacitive sensitivity of said touch-sensitive surface; means for

measuring at least one piece of complementary capacitive data

CA 2820060 2019-09-30
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representing the size and/or the location of the hand of said user through
said touch-sensitive surface and means for recording said at least one piece

of complementary data.

Device for authenticating a user's handwritten signature through a device
comprising a touch-sensitive surface, said device comprising means for
obtaining a handwritten signature comprising means for acquiring said
handwritten signature on said touch-sensitive surface of said device
delivering an acquired signature and means for comparing said acquired
signature with a signature recorded within a signature-recording space,
said device being characterized in that it further comprises means for
modifying a value of capacitive sensitivity of said touch-sensitive surface;
means for measuring at least one piece of complementary capacitive data
representing the size and/or the location of the hand of said user through
said touch-sensitive surface and means for comparing said at least one
piece of complementary capacitive data representing the size and/or the
location of the hand of said user with at least one corresponding piece of
complementary capacitive data associated with said signature recorded

within said signature-recording space.

Computer program product downloadable from a communications network
and/or stored on a computer-readable medium and/or executable by a
microprocessor, characterized in that it comprises program code
instructions for executing the method for recording and/or the method for
authenticating according to any one of the claims 1 to 3, when it is

executed on a computer.

CA 2820060 2019-09-30
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