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(57) ABSTRACT 

A System for loading upgraded, that is, new boot code and/or 
main firm ware has a programmable memory that has two 
boot code regions. One of the regions holds the active boot 
code while the other region holds the inactive boot code. 
During a boot code upgrade, the boot code in the inactive 
region, is under control of the boot code in the active region, 
replaced with the new boot code. Once the replacement 
process is verified as having been Successful and the vector 
table in the new boot code is copied to the processor Vector 
table in the memory, the processor can be reset So that the 
new boot code becomes the active boot code and the 
previously active boot code becomes the inactive boot code. 
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METHOD AND APPARATUS FOR UPGRADING 
FIRMWARE BOOT AND MAIN CODES INA 

PROGRAMMABLE MEMORY 

1. FIELD OF THE INVENTION 

0001. This invention relates to the upgrading of either or 
both of the firmware boot and main codes in a programmable 
memory. 

2. DESCRIPTION OF THE PRIOR ART 

0002 Programmable memory and microprocessors are 
used in many devices. One Such device is a remote handheld 
terminal that is used by technicians in the process industries 
for process control System configuration, monitoring, tuning 
and diagnostics. The handheld terminal has firmware therein 
Stored in the programmable memory. 
0003. The firmware includes the boot code and the main 
code. The main code is used for the regular operation of the 
handheld terminal. 

0004 Sometimes it is necessary to upgrade the firmware 
in the remote handheld terminal. A need for upgrading the 
boot code might arise when the functionality of that code is 
enhanced. The main firmware will be upgraded whenever 
the normal functionality of the handheld terminal has to be 
enhanced or modified. Therefore, the upgrade offirmware in 
the remote handheld terminal may include an enhancement 
of the functionality of the terminal. In that instance, the 
firmware upgrading technique must allow for a flexible size 
and location remapping of the boot and main firmware codes 
without any need for hardware changes. 
0005 One technique that is now used to upgrade the 
firmware of a remote handheld terminal is to open the 
terminal and insert programmable memory with the new 
firmware therein in place of the programmable memory in 
the terminal. AS can be appreciated, this technique involves 
both cost and delay in upgrading the terminal to the new 
firmware as programmable memory must first be pro 
grammed with the new firmware and then delivered to the 
Sites where the terminals are used. AS can further be appre 
ciated, this technique usually requires an instrument tech 
nician or other person with knowledge of electronic circuitry 
to open and replace the programmable memory, and may 
result in damage to the handheld terminal during the replace 
ment process. 

0006 U.S. Pat. Nos. 5,432,927 and 5,568,641 describe 
other techniques that may be used to upgrade the boot 
firmware in a remote handheld terminal. Both of these 
techniques rely on hardware assisted mapping of the boot 
code addresses. Therefore, neither of these techniques would 
allow the size and location of the boot codes in the processor 
address map of the handheld terminal to be changed without 
a hardware change. AS is described above, Such a change is 
not desirable as it requires that the terminal be opened. 

SUMMARY OF THE INVENTION 

0007. A system for providing new boot code for a pro 
cessor. The system has a writable non-volatile memory. The 
memory has one region that has active boot code therein; 
and another region that has inactive boot code therein. The 
System also has a Source of the new boot code; and a 
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processor and associated electronics that is under the control 
of the active boot code for replacing the inactive boot code 
with the new boot code from the Source. 

0008. A system for providing new boot code for a pro 
cessor. The system has a writable non-volatile memory. The 
memory has one region that has active boot code therein; 
and another region that has inactive boot code therein. The 
System also has a Source of the new boot code connected to 
the processor. The processor operating under control of the 
active boot code replaces the inactive boot code with the 
new boot code from the Source. 

0009. A method of providing new boot code for a pro 
ceSSor. The method has a Step of providing a Writable 
non-volatile memory having one region having active boot 
code for the processor therein and another region having 
inactive boot code for the processor therein. The method 
also has the Steps of connecting a Source of new boot code 
to the processor; transmitting the new boot code from the 
Source to the processor, and writing under control of the 
active boot code the new boot code to the another region to 
thereby replace the inactive boot code. 

0010. In a device that has a processor a method of 
providing new boot code for the processor. The method has 
the Step of providing in the device a Writable non-volatile 
memory having one region having active boot code for the 
processor therein and another region having inactive boot 
code for the processor therein. The method also has the Steps 
of connecting a Source of new boot code to the processor; 
transmitting the new boot code from the Source to the 
processor, and writing under control of the active boot code 
the new boot code to the another region to thereby replace 
the inactive boot code. 

0011) A system for providing new boot code for a pro 
ceSSor in a device. The System has a Writable non-volatile 
memory in the device. The memory has one region that has 
active boot code therein; and another region that has inactive 
boot code therein. The System also has a means for con 
necting a Source of the new boot code to the device; and a 
means including the processor and under control of the 
active boot code for replacing the inactive boot code with the 
new boot code from the Source. 

DESCRIPTION OF THE DRAWING 

0012 FIG. 1 shows a handheld terminal. 
0013 FIG. 2 shows a simplified layout for the program 
mable memory in the handheld terminal. 
0014 FIG. 3 is a block diagram showing the connection 
of the handheld terminal to a source of new boot code and/or 
main firmware. 

0.015 FIGS. 4A and 4B show a flowchart for the boot 
code and main firmware upgrade procedures. 

Description of the Preferred Embodiment(s) 
0016 Referring now to FIG. 1, there is shown an 
example of a remote handheld terminal 10 used in the 
process control industries. Terminal 10 includes a keypad 12 
which includes keys that turn the terminal on and off as well 
as various keys that allow the technician to configure, 
monitor and troubleshoot process control field devices. 
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Terminal 10 further includes a display 14 and a cord 16. The 
cord 16 has clip leads (not shown) which are used to clip 
onto the Signal wires of the field devices. 
0017 Handheld terminal 10 further includes an RS232 
port 18 which may be for example be located in the bottom 
of terminal 10 as is shown in FIG. 1. Port 18 allows the 
handheld terminal 10 to be connected by a suitable cable to 
the serial port of a personal computer (PC) 32see FIG. 3 
So that the boot and/or main firmware in the terminal can be 
upgraded. 
0.018 Internal to the terminal 10 is a programmable 
memory 20 a simplified layout for which is shown in FIG. 
2, and a microprocessor and associated electronics 30 (see 
FIG.3). Memory 20 may for example be a Flash electrically 
erasable programmable read-only memory. AS is shown in 
FIG. 2, the memory 20 is partitioned into functional soft 
ware units where the boot code and main firmware reside. 
Specifically, in memory 20 there are first and second boot 
code units 22, 24, main firmware unit 26, and process vector 
table 28. AS will be described in more detail below, the first 
boot code and Second boot code are not simultaneously 
active. When the first boot code is active the second boot 
code is inactive and Vice versa. 

0.019 Each of the boot code units 22, 24 include a copy 
of the vector table 22a, 24a at the top of each of units 22, 24. 
Directly below the vector table, each unit includes a version 
label 22b, 24b and directly below the version label each unit 
includes the boot code 22c, 24c. The main firmware unit 
includes at its top a checksum and version label 26a. 
Directly below the checksum and version label, the main 
firmware table includes a vector jump table 26b. The main 
firmware 26c is directly below the vector jump table. 
0020. The upgrading of the boot code will first be 
described below followed by a description of the upgrading 
of the main firmware. When the boot code and/or main 
firmware in terminal 10 is to be upgraded, the RS232 port 18 
of terminal 10 is, as is shown in the block diagram of FIG. 
3, connected to the serial port of the PC 32 by cable 34. PC 
32 includes the application Software that communicates with 
the terminal 10 during the upgrade. 
0021 When terminal 10 is operating either boot code 1 or 
boot code 2, but not both, is active. The microprocessor 30 
operates under control of the then active boot code to 
perform the upgrade of the boot code and/or main firmware. 
In the boot code upgrade, the inactive boot code is replaced 
with upgraded, that is, new boot code from PC 32. When 
terminal 10 and thus microprocessor 30 is reset, the new 
boot code becomes the active boot code. In the main 
firmware upgrade, the main firmware then in terminal 10 is 
replaced with new main firmware from the PC 32. 
0022. In both upgrades the files for the upgraded boot 
code firmware and the upgraded main firmware are made 
available to a registered user of the handheld terminal 10 on 
an Internet web site. The registered user can log on to the 
web site and download the upgrade file(s) from the web site 
onto PC32. The boot code and main firmware addresses are 
encrypted in the associated upgrade file So that PC 32 can 
control the addresses in memory 20 into which the upgraded 
boot code and/or main firmware are written. The files for the 
upgraded firmware that are posted on the web site may be 
encrypted for purposes of Security and also contain the 
version number and checksum information. 
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0023 Boot Code Upgrade 
0024. In the procedure for upgrading of the boot code, the 
new, that is, upgraded, boot code replaces the boot code in 
the inactive boot code block of terminal 10. For example, if 
boot code block 22 is active during the boot code upgrade 
then the new boot code will be written into boot code block 
24. Upon the resetting of terminal 10 and thus micropro 
cessor 30, the new boot code will become the active boot 
code of the handheld terminal 10. 

0025 The specific procedure for upgrading the boot code 
including Swapping the upgraded boot code for the non 
upgraded boot code active is as follows: 

0026 1. The PC application software sends a com 
mand to the terminal 10 to read the processor vector 
table 28 to thereby determine which one of the boot 
code blockS 22, 24 is currently active in the terminal. 
For purposes of explanation it will be presumed 
hereinafter that boot code 22c is active in terminal 
10. 

0027 2. The PC then requests the handheld active 
boot code 22c to Start tracking a checksum on the 
data, that is the new boot code, being written into the 
inactive block 24. The new code is then sent to the 
inactive boot code block 24. The new boot code can 
be written to a start address that is different than the 
start address of the inactive boot code. This flexibil 

ity allows boot code block 24 to be moved to 
accommodate an increase in the size of the new boot 
code now being written to block 24 or an increase in 
the size of boot code block 22 that is planned to 
appear in the next upgrade. It should be appreciated 
that the new boot code should not overwrite any part 
of the active boot code. The relocation of block 24 is 

taken into account when vector table copy 24a is 
written into the processor vector table 28 at the end 
of the upgrade procedure. 

0028. 3. After the PC upgrades the inactive boot 
code block 24, the PC confirms the checksum of the 
newly loaded upgraded boot code 24. 

0029 4. Upon confirmation of the checksum the PC 
sends a command to terminal 10 to indicate that the 
new boot code firmware was Successfully transferred 
to boot code block 24. This command is also a 
request to the active boot code 22c to turn off all 
interrupt activity and copy the new vector table copy 
24a transmitted from the PC into the processor 
vector table 28 and reset the handheld terminal 10. 
The vector table copy 24a of the new boot code 24c 
has to be transferred to the processor vector table 28 
of memory 20 to make the new boot code 24c the 
active boot code of the terminal 10. 

0030) 5. In response to the command from the PC to 
transfer the new vector table copy 24a into the 
processor vector table 28, the terminal 10 shuts off 
all of its interrupts in order to make Sure that none of 
the interrupt vectors are used. The terminal then 
overwrites the processor vector table 28 with the 
vector table copy 24a of the newly upgraded boot 
code 24c. 
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0031 6. Upon verification by the now active boot 
code 22c that the overwrite of processor vector table 
28 has occurred, the boot code 22c resets the termi 
nal 10. Upon terminal 10 reset, the upgraded boot 
code 24c becomes the active boot code of the ter 
minal. 

0032. It should be appreciated that at the end of the 
Successful upgrade of boot code block 24 described above, 
boot code 2 of block 24, that is the new boot code, is the 
active boot code for the handheld terminal 10 and boot code 
1 of block 22 is inactive as that is the old, that is, not 
upgraded, boot code. The next time the boot code is to be 
upgraded, it will be boot code 1 in inactive block 22 that is 
upgraded. At the Successful end of that upgrade, the new 
boot code of boot code 1 of block 22 will become the active 
boot code for the terminal 10 and the old boot code of boot 
code 2 of block 24 will become the inactive boot code. 
Therefore, each Successful upgrade of the boot code causes 
the previously inactive boot code block to become active 
and the previously active boot code block to become inac 
tive. 

0033) Main Firmware Upgrade 
0034. The specific procedure for upgrading the main 
firmware is as follows: 

0035 1. The PC application program sends com 
mands to the terminal 10 to prepare the terminal for 
the upgrade. These commands request the active 
boot code to Start checking a checksum on the data, 
that is, the new, that is, upgraded main firmware 
being written into the memory 20. 

0036 2. The PC transmits the new main firmware to 
terminal 10. The new main firmware can be written 
to a start address which is different than the start 
address of the present main firmware. This flexibility 
allows the main firmware block 26 to be moved to 
accommodate an increase in size of the main firm 
ware now being written or a planned increase in the 
Size of the next upgrade of the main firmware or the 
boot code. 

0037 3. The PC confirms the checksum check at the 
end of the transfer to verify that the transfer was 
Successful. 

0038 4. Upon verification of a successful transfer, 
the PC will send a reset command to the terminal 10 
So that the terminal can Start running the new firm 
WC. 

0.039 The interrupt vectors in the main firmware are 
double indexed through a fixed table. The processor vector 
table 28 will point to a location in the main firmware vector 
jump table 26b which in turn points to a location in the main 
firmware 26c. There ore, even if the main firmware vector 
jump table 26b i changed by the main firmware upgrade the 
double indexing avoids the need to upgrade the processor 
vector table 28 at the end of the main firmware upgrade. 
0040 FIGS. 4A and 4B show flowchart for the boot code 
and main firmware upgrade procedures described above. 
0041 AS was described above, the boot code and main 
firmware addresses are encrypted in the associated upgrade 
file so that the PC can control the addresses in memory 20 
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into which the upgraded boot code and/or main firmware are 
written. Therefore, the size and starting address of the boot 
code blocks 22, 24 and the main firmware block 26 in 
memory 20 are not fixed and can be changed through the 
upgrade procedure. The only limitations on increasing the 
size of blocks 22, 24 and 26 are the size of memory 20 and 
the size of an adjacent block during the upgrade of blockS 
22, 24 and 26. For example, an increase in the size of main 
firmware block 26 through the upgrade procedure described 
above is limited by adjacent block 24. It should be appre 
ciated that a Series of upgrades can result in the increase of 
the size of block 26 by moving and/or shrinking blocks 22 
and 26. 

0042. A boot code or main firmware upgrade procedure 
may fail prior to completion for any one of a number of 
reasons including a power failure or a break in the cable 
connection port 18 to the PC. Even if the procedure were to 
fail prior to completion, the terminal 10 is still operable. If 
the main firmware upgrade fails prior to completion the 
operator can Start terminal 10 again using the boot code 
firmware contained in memory 20 and reinitiate the main 
firmware upgrade. During a boot code firmware upgrade the 
boot code being upgraded is in the inactive boot code block. 
Therefore a failure in the upgrade prior to completion is not 
a problem as the terminal can Still operate using the active 
boot code. 

0043. The flexibility described above in writing new boot 
code or main firmware is also applicable where the new code 
is the same size as or less even than the code it is replacing. 
0044) It is to be understood that the description of the 
preferred embodiment(s) is (are) intended to be only illus 
trative, rather than exhaustive, of the present invention. 
Those of ordinary skill will be able to make certain addi 
tions, deletions, and/or modifications to the embodiment(s) 
of the disclosed Subject matter without departing from the 
Spirit of the invention or its Scope, as defined by the 
appended claims. 

What is claimed is: 
1. A System for providing new boot code for a processor 

comprising: 

a. a writable non-volatile memory comprising: 
i. One region having active boot code therein; and 
ii. another region having inactive boot code therein; 

b. a Source of Said new boot code; and 

c. means including Said processor and under control of 
Said active boot code for replacing Said inactive boot 
code with Said new boot code from Said Source. 

2. The system of claim 1 wherein said memory further 
comprises a processor vector table and Said new boot code 
includes a vector table, Said replacing means causing after 
Said new boot code has replaced Said inactive boot code Said 
new boot code Vector table to be copied to Said memory 
processor vector table So that Said new boot code can 
become Said active boot code upon resetting of Said 
processor. 
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3. A System for providing new boot code for a processor 
comprising: 

a. a writable non-volatile memory comprising: 
i. One region having active boot code therein; and 
ii. another region having inactive boot code therein; 

and 

b. a Source of Said new boot code connected to Said 
proceSSOr, 

Said processor operating under control of Said active boot 
code for replacing Said inactive boot code with Said 
new boot code from Said Source. 

4. The system of claim 3 wherein said memory further 
comprises a processor vector table and Said new boot code 
includes a vector table, Said processor causing after Said new 
boot code has replaced Said inactive boot code Said new boot 
code vector table to be copied to Said memory processor 
vector table So that Said new boot code can become Said 
active boot code upon resetting of Said processor. 

5. A method of providing new boot code for a processor, 
comprising the Steps of: 

a. providing a Writable non-volatile memory having one 
region having active boot code for Said processor 
therein and another region having inactive boot code 
for Said processor therein; 

b. connecting a Source of new boot code to Said processor, 
c. transmitting said new boot code from said Source to 

Said processor, and 
d. Writing under control of Said active boot code Said new 

boot code to Said another region to thereby replace Said 
inactive boot code. 

6. The method of claim 5 further including after said 
Writing Step the Step of Verifying that Said new boot code is 
written to Said another region. 

7. The method of claim 6 wherein said memory also has 
a processor vector table and Said new boot code includes a 
vector table and said method further includes after said 
Verifying Step the Step of copying Said new boot code Vector 
table to Said memory processor Vector table. 

8. The method of claim 7 further including after said 
copying Step the Step of resetting Said processor So that Said 
new boot code becomes Said active boot code. 

9. In a device having a processor a method of providing 
new boot code for Said processor, comprising the Steps of: 
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a. providing in Said device a Writable non-volatile 
memory having one region having active boot code for 
Said processor therein and another region having inac 
tive boot code for Said processor therein; 

b. connecting a Source of new boot code to Said processor, 
C. transmitting Said new boot code from Said Source to 

Said processor; and 
d. Writing under control of Said active boot code Said new 

boot code to Said another region to thereby replace Said 
inactive boot code. 

10. The method of claim 9 wherein said new boot code 
Source is external to Said device. 

11. The method of claim 9 further including after said 
Writing Step the Step of Verifying that Said new boot code is 
written to Said another region. 

12. The method of claim 11 wherein said memory also has 
a processor vector table and Said new boot code includes a 
vector table and said method further includes after said 
Verifying Step the Step of copying Said new boot code Vector 
table to Said memory processor vector table. 

13. The method of claim 12 further including after said 
copying Step the Step of resetting Said processor So that Said 
new boot code becomes Said active boot code. 

14. A System for providing new boot code for a processor 
in a device, comprising: 

a. a writable non-volatile memory in Said device, Said 
memory comprising: 
i. One region having active boot code therein; and 
ii. another region having inactive boot code therein; 

b. means for connecting a Source of Said new boot code 
to Said device; and 

c. means including Said processor and under control of 
Said active boot code for replacing Said inactive boot 
code with Said new boot code from Said Source. 

15. The system of claim 14 wherein said device has a 
housing and Said processor, Said replacing means, and Said 
memory are inside Said housing. 

16. The system of claim 15 wherein said new boot code 
Source is outside of Said housing. 

17. The system of claim 15 wherein said source includes 
a connector and Said means for connecting Said Source to 
Said device comprises a connector on Said housing and a 
cable compatible with Said Source connector and Said hous 
ing connector. 


