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We claim:  

 

 1.  A communication system comprising:  

 a UE (User Equipment); and  

 a MTC-IWF (Machine-Type-Communication Inter-Working Function) that 5 

conducts communication with the UE,  

 wherein a first key is securely shared between the UE and the MTC -IWF, 

and 

 wherein the UE and the MTC-IWF respectively derive second keys from the 

first key for protecting the communication between the UE and the MTC -IWF. 10 

 

 2.  The communication system according to Claim 1, wherein the second 

keys include an integrity key for  at least one of integrity check of a message 

transferred between the UE and the MTC-IWF, and integrity protection of the 

communication between the UE and the MTC-IWF. 15 

 

 3.  The communication system according to Claim 2, wherein the UE 

performs at least one of integrity check of the message and integrity protection of 

the communication by use of the integrity key, and performs MTC -IWF 

authorization in accordance with a result of the inte grity check.  20 

 

 4.  The communication system according to any one of Cla ims 1 to 3, 

wherein the second keys include a confidentiality key for encrypting and 

decrypting a message transferred between the UE and the MTC -IWF. 

 25 

 5.  The communication system according to any one of Claims 1 to 4, 

wherein the communication is conducted through a different network entity placed 

within a core network to which the UE attached.  

 

 6.  The communication system according to any one of Claims 1 to 5,  30 

 wherein the sharing of first key is performed in such a manner that:  

 the MTC-IWF receives a first key derived by a different network entity 

placed within a core network to which the UE attached; and  

 the UE derives a first key by the UE itself, or receives the derived first key 
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from the different network entity after NAS and/or AS security conte xt is 

established between the UE and the different network entity.  

 

 7.  The communication system according to any one of Claims 1 to 5,  

 wherein the sharing of first key is performed in such a manner that:  5 

 the MTC-IWF receives materials from a different network entity placed 

within a core network to which the UE attached, and derives a first key by use of 

the materials; and 

 the UE derives a first key by the UE itself.  

 10 

 8.  The communication system according to any one of Claims 1 to 5, 

wherein the sharing of first key is performed in such a manner that the MTC -IWF 

and the UE share a common value, and derive a first key by use of the common 

value independently.  

 15 

 9.  A MTC-IWF (Machine-Type-Communication Inter-Working Function) 

comprising: 

 a communication means for conducting communication with a UE (User 

Equipment);  

 a sharing means for securely sharing a first key with the UE; and  20 

 a derivation means for deriving second keys, from the first key, for 

protecting the communication between the UE and the MT C-IWF. 

 

 10.  The MTC-IWF according to Claim 9, wherein the derivation means is 

configured to derive, as one of the second keys, an integrity key for at least one of 25 

integrity check of a message received from the UE, and integrity protection of the 

communication between the UE and the MTC-IWF. 

 

 11.  The MTC-IWF according to Claim 9 or 10, wherein the derivation 

means is configured to derive, as one of the second keys, a confidentiality key for 30 

encrypting a message to be transmitted to the UE and for decryp ting a message 

received from the UE. 

 

 12.  The MTC-IWF according to any one of Claims 9 to 11, wherein the 
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sharing means is configured to receive a first key derived by a different network 

entity placed within a core network to which the UE attached.  

 

 13.  The MTC-IWF according to any one of Claims 9 to 11, wherein the 

sharing means is configured to:  5 

 receive materials from a different network entity placed within a core 

network to which the UE attached; and  

 derive a first key by use of the materials.  

 

 14.  A UE (User Equipment) comprising:  10 

 a communication means for conducting communication with a MTC -IWF 

(Machine-Type-Communication Inter-Working Function);  

 a sharing means for securely sharing a first key with the MTC -IWF; and 

 a derivation means for deriving second keys, from the first key, for 

protecting the communication between the UE and the MTC -IWF. 15 

 

 15.  The UE according to Claim 14, wherein the derivation means is 

configured to derive, one of the second keys, an integrity key for at least one o f 

and integrity check of a message received from the MTC -IWF, and integrity 

protection of the communication between the UE and the MTC -IWF. 20 

 

 16.  The UE according to Claim 15, further comprising:  

 an authorization means of at least one of integrity check of the message and 

integrity protection of the communication by use of the integrity key, and for 

authorizing the MTC-IWF in accordance with a result of the check.  25 

 

 17.  The UE according to any one of Claims 14 to 16, wherein the 

derivation means is configured to derive, one of the second keys, a confidentiality 

key for encrypting a message to be transmitted to the MTC -IWF and for decrypting 

a message received from the MTC-IWF. 30 

 

 18.  The UE according to any one of Claims 14 to 17, wherein the sharing 

means is configured to receive a first key derived by a different network entity 

placed within a core network to which the UE attached, after NAS and/or AS 
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security context is established between the UE and the different network entity.  

 

 19.  A method of controlling operations in a network entity placed within 

a core network to which a UE (User Equipment) attached, the method comprising:  

 deriving a first key; and 5 

 sending the first key to a MTC-IWF (Machine-Type-Communication 

Inter-Working Function) that conducts communication with the UE.  

 

 20.  The method according to Claim 19, further comprising:  

 sending the first key to the UE after NAS (Non-Access Stratum) and/or AS 10 

(Access Stratum) security context is established between the UE and the network 

entity. 

 

Dated this 11
th

 day of February 2015 
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Of Anand and Anand Advocates  

Agent for the Applicant  
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