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SYSTEM IDENTIFYING AND INFERRING 
WEBSESSION EVENTS 

BACKGROUND 

0001 Users access web applications on remote web serv 
ers. In one example, the web application allows users to 
purchase certain products or services online. However, the 
user may experience problems while conducting the online 
purchase. For example, the web application may crash every 
time the user selects an icon on a web page used for an online 
purchase. In another situation, the user may not be able to 
determine how to complete the online product purchase from 
the instructions displayed on the web page. In another situa 
tion, the web application may prevent the user from selecting 
particular items. In yet another situation, the web site may 
slow down or crash during certain periods of time or for 
particular operations. These are just a few of the many prob 
lems that may arise during an online network session. 
0002 These problems can negatively affect an e-com 
merce business. For example, a negative user experience dur 
ing the online session may cause a potential customer to give 
up and abort the purchase of a particular product. Even worse, 
the potential customer may stop visiting the enterprise web 
site. Accordingly, it is important to be able to monitor user 
experiences during web sessions and identify any problems. 
0003 Systems currently exist for monitoring web sites. 
However, challenges exist in accurately replaying the previ 
ously captured web session. For example, web pages used 
today execute code that operates more independently from 
the web server and contain more state information. Monitor 
ing systems may not be able to observe and capture all of the 
events from these rich web pages. These missed events can 
prevent accurate replay of the previously captured web ses 
S1O. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0004 FIG. 1 is a block diagram showing a capture system 
for monitoring and capturing web sessions. 
0005 FIG. 2 is a block diagram showing how web page 
logic can prevent the capture system in FIG. 1 from capturing 
certain web session events. 
0006 FIG. 3 is a block diagram of a system that identifies 
and makes inferences about events that were missed by the 
capture system of FIG. 1. 
0007 FIG. 4 shows a test system of FIG.3 in more detail. 
0008 FIG. 5 is a flow diagram explaining how the test 
system of FIG. 4 identifies missed web session events. 
0009 FIG. 6 is a block diagram showing in more detail 
how the test system of FIG. 4 generates replay rules. 
0010 FIG. 7 is a block diagram showing a replay system 
of FIG. 3 in more detail. 
0011 FIG. 8 is a flow diagram explaining how the replay 
system in FIG. 7 uses replay rules during a replay session 
0012 FIGS. 9 and 10 show another example of how a 
replay session may not accurately replay a previously cap 
tured web session. 
0013 FIG. 11 shows how a replay rule can changea Docu 
ment Object Model (DOM) state during a replay session. 
0014 FIG. 12 is a flow diagram showing how the replay 
rule in FIG. 11 is used during a replay session. 
0015 FIG. 13 is a block diagram showing different DOM 
states for a web session. 
0016 FIG. 14 shows a DOM state change. 

Dec. 29, 2011 

0017 FIG. 15 is a block diagram showing how the test 
system of FIG. 3 identifies DOM state changes. 
0018 FIG. 16 is a flow diagram showing how the test 
system of FIG. 15 generates an event list that identifies sig 
nificant web session events. 
0019 FIG. 17 is a flow diagram showing how the event list 
of FIG.16 is used for modifying the capture system of FIG. 1 
or generating replay rules. 
0020 FIG. 18 is a flow diagram showing how the test 
system of FIG. 15 identifies problems with event listeners. 

DETAILED DESCRIPTION 

0021 FIG. 1 shows a capture system 12 used for capturing 
events during a client web session. A client 14 operating on a 
computing device 13 establishes a web session 50 with a web 
application 43 operating on a web server 42. In one embodi 
ment, the client 14 is a web browser. Most of the web sessions 
conducted over the Internet are stateless in that the network 
connections are dynamically created and torn down as 
needed. Therefore, logical web sessions may consist of mul 
tiple network sessions. 
0022. The capture system 12 can be used with any variety 
of web sessions, network sessions, or logical user sessions 
established over a network 28. The capture system 12 can also 
be used with distributed software applications that do not 
necessarily operate within a web browser but may periodi 
cally send and receive data from an application server that 
operates on a remote computing system, such as server 42. 
0023 The computing device 13 can be any processing 
system that operates client 14 and accesses or exchanges 
information with server 42 over network 28. The computing 
device 13 for example may be a Personal Computer (PC), 
laptop computer, wireless Personal Digital Assistant (PDA), 
Smartphone, or any other wired or wireless device. 
0024. The server 42 is any computing system that operates 
one or more web applications 43 or application servers that 
are accessed by different web browser clients 14 or distrib 
uted applications. For simplicity, only one client 14 is shown 
in FIG. 1. However, it should be understood that multiple 
different clients 14 may exist and be monitored. The web 
application 43 could be used for conducting any type of web 
session Such as for online purchases or online services. How 
ever, these are just examples, and any type of electronic web 
based transaction or other online activity can be performed 
using web application 43. 
0025. A user of client 14 accesses the web application 43 
on server 42. For example, a web browser client 14 may use 
HyperText Transport Protocol (HTTP) or HTTP over Secure 
Sockets Layer (SSL) (HTTPS) to communicate with web 
application 43 over an Internet connection 28. According to 
different requests 30, the web application 43 sends different 
responses 32 back to the client 14 that may include different 
web pages 44, web page logic, or other data used during the 
web session 50. In this example, a screen 15 on computing 
device 13 displays a web page 18 provided by the web appli 
cation 43. The web page 18 includes two fields 20A and 20B 
that prompt a user to enter a name and credit card number, 
respectively. 
0026. The user enters information into fields 20A and 20B 
and may then select an “enter button” 21 that causes the 
information in fields 20A and 20B to be sent back to web 
application 43 as additional requests 30. The web application 
43 may send back other network data, Such as responses 32 
according to the information contained in requests 30. In this 
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example, the next response 32 from web application 43 may 
be information confirming the completion of an online trans 
action that used the information previously entered into fields 
20A and 20B. In other instances, the responses 32 can include 
other web pages 44, or other information responsive to dif 
ferent requests 30. 

Client Web Session Monitoring 
0027. The capture system 12 includes a network session 
monitor 36 that captures network data 38 that includes the 
requests 30 and responses 32 exchanged between the client 14 
and web application 43 over the network 28. The capture 
system 12 may also include a UI event monitor 16 that cap 
tures User Interface (UI) events 34 performed on or by client 
14 and may include, but is not limited to, events that only 
occur locally on computing device 13. The UI events can 
include keyboard character entries, mouse movements, 
mouse clicks, renderings of the Document Object Model 
(DOM) for the web page 18, or any other events that happen 
on computing device 13 during the web session 50. In another 
embodiment, the network session monitor 36 is not used, and 
the UI event monitor 16 also captures the network data 38. 
0028 Capturing both the network data 38 and UI events 34 
for a network/web session 50 allow the capture system 12 to 
monitor and reproduce network sessions with a higher level 
of granularity and reproduce and detect events that may not be 
discoverable with existing network monitoring systems. As a 
result, the capture system 12 can provide analytics for a wider 
array of network session events that happen during customer 
online experiences. 
0029. One example of a capture system 12 is described in 
U.S. patent application Ser. No. 1 1/616,616, filed on Dec. 11, 
2008, entitled: METHOD AND APPARATUS FORMONI 
TORING AND SYNCHRONIZING USER INTERFACE 
EVENTS WITH NETWORK DATA which is herein incor 
porated by reference in its entirety. Another example of a 
capture system 12 is described in U.S. patent application Ser. 
No. 12/049.245, filed on Mar. 14, 2008, entitled: REPLAY 
ING CAPTURED NETWORK INTERACTIONS which is 
also incorporated by reference in its entirety. 
0030 The network session monitor 36 may be located 
anywhere on the network 28 where the network data 38 can be 
captured for network session 50. In one example, the network 
session monitor 36 may operate on the same server 42 that 
operates the web application 43. In another embodiment, the 
network session monitor 36 could operate on a separate server 
that might be located within the same enterprise network as 
server 42. In another embodiment, the network session moni 
tor 36 is located somewhere else in packet switched network 
28. In yet another embodiment, as mentioned above, the 
network session monitor 36 may operate on the same com 
puting device 13 that operates the UI event monitor 16. 
0031 Many of the events that happen during the web 
session 50 may not necessarily be transferred over network 
28. Thus, network session monitor 36 may only capture a 
portion of the information that is required to thoroughly ana 
lyze the web session 50. For example, the individual key 
strokes or cursor selections used for entering information into 
fields 20A and 20B of web page 18 may never be transferred 
back over network 28 to the web application. 
0032. Alternatively, a batch data transfer of only the com 
pleted information from web page 18 may be transferred to 
web application 43 over network 28. Further, the logic sent 
along with the web pages 44 may asynchronously change the 
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state of a web page 44 or the state of the web session locally 
on computing device 13 without ever sending information 
back over the network 28 to web application 43. This presents 
a problem when trying to fully analyze the user experience 
using a previously captured web session 50 that only com 
prises network data. 

User Interface Event Monitoring 
0033. The UI event monitor 16 is used in conjunction with 
the network session monitor 36 to increase the visibility and 
recreation granularity of online user experiences. The UI 
event monitor 16 monitors and captures UI events 34 that 
interact with the network data 38 of the network session 50. 
The UI event monitor 16, in one example, is a JavaScript 
application that is downloaded to the browser operated by 
client 14 via a HyperTextMarkup Language (HTML) tag. Of 
course, other types of Software instructions can also be used 
for implementing the UI event monitor 16. 
0034. The UI event monitor 16 operates autonomously 
from web application 43 and detects certain UI events 34 
associated with particular web sessions 50 established 
between the client 14 and web application 43. By operating 
locally on computing device 13, the UI event monitor 16 can 
detect events caused by client 14 on web page 18. For 
example, the UI event monitor 16 can detect characters 
entered into the fields 20A and 20B in web page 18. The UI 
event monitor 16 can also detect when a user selects different 
elements in the web page 18; or selects fields in the web page 
that cause other web pages to be displayed, connect to other 
web links, or that generally change the state of the web 
session 50. Some of these UI events 34, or sequence of events, 
might only be detectable locally on computing device 13 and 
never transferred over network 28. 

0035. The UI events 34 associated with the web session 50 
are captured by the UI event monitor 16 and then automati 
cally transferred to a session archive 40. Similarly, the net 
work session monitor 36 sends the captured network data 38 
for the web session 50 to the same sessionarchive 40. A replay 
system 106 is then used to analyze the captured network data 
38 and the captured UI events 34 for the captured network 
session 50. 
0036. The capture system 12 provides the unique combi 
nation of capturing both network data 38 exchanged between 
client 14 and web application 43 during the web session 50 
and also capturing the local UI events 34 on the computing 
device 13. Based on what analytics need to be preformed, the 
captured network data 38 and captured UI events 34 may be 
analyzed separately, in combination, or synchronized 
together to virtually replay the previous web session 50. 

Missed Web Session Events 

0037. The capture system 12 may not be able to capture 
some events from the web session 50. Web page logic, such as 
JavaScript code or other AJAX code may operate in conjunc 
tion with the web page 18 and prevent the UI event monitor 16 
from detecting or capturing some of the UT events 34. For 
example, the web page logic may not bubble particular UI 
events 34 up to a parent element that the event monitor 16 uses 
for monitoring the web session 50. In another situation, the 
capture system 12 may inadvertently miss certain events from 
the web session 50. In another situation, the web page logic 
may disable some of the event listeners used by the UI event 
monitor 16 for capturing the UI events 34. 
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0038. Non-captured events can prevent accurate replay of 
the web session 50. For example, the client 14 when conduct 
ing a web session 50 with web application 43 may sequence 
through a series of events that select different fields on a web 
page and enter data into the selected fields. The web applica 
tion may not be able to move to a next state of the web session 
unless all of these events are entered. If all of these web events 
are not captured by the capture system 12, the replay system 
106 might not be able to sequence through the previously 
captured web session 50. This could result in the replay ses 
sion identifying or experiencing failures that never actually 
happened during the client web session 50. 
0039 Referring to FIGS. 1 and 2, a series of events 56 
occur during a user web session. The web application 43 on 
server 42 in FIG. 1 first downloads the web page 44 to the 
client 14 on computing device 13. A user then performs a 
series of additional UI events 56 within the web page 44. The 
network session monitor 36 and/or the UI event monitor 16 
attempt to capture and store the web page 44 and other asso 
ciated events 56 in the sessionarchive 40 in FIG.1. The replay 
system 106 then replays the captured events 56 in a subse 
quent replay session. 
0040. The web page 44 includes a first NAME field 52 
referenced as ID1 and an ADDRESS field 54 referenced as 
ID2. The web page 44 is downloaded from the web applica 
tion 43 with web page logic 58 such as JavaScript or AJAX. 
The web page logic 58 may perform different functions based 
on the information entered into fields 52 and 54. For example, 
the web page logic 58 may call the web application 43 to 
download additional zip code information that fills in an 
additional drop down menu 55 in web page 44 based on the 
address information entered into address field 54. 
0041. In this example, after the web page 44 is down 
loaded and rendered on computing device 13, a user moves a 
cursor into field 52, clicks a mouse button to select the field 
52, and then enters the name “BOB'. The user then moves the 
cursor into field 54, clicks the mouse button to select field 54, 
and then enters the address “1234. These series of events 56 
correspond to the following UI events: 

0042. LOAD PAGE 44 
0043. CLICKID1 
0044) ENTER “BOB ID1 
0045 CLICKID2 
0046 ENTER “1234” ID2 

0047. The web page logic 58 may prevent the UI event 
monitor 16 from capturing all of the UI events 56 entered into 
web page 44. For example, the web page logic 58 may cancel, 
hide, and/or “not bubble up” some events to a parent HTML 
element. This parent element may be used by the UI event 
monitor 16 for capturing at least some of the UI events 56. In 
this example, the web page logic 58 prevents the UI event 
monitor 16 from capturing the UI event associated with a user 
selecting field 54 (CLICKID2). 
0048 Missed selection of a field can cause a subsequent 
replay session to fail. For example, assume that initially the 
ADDRESS input element does not exist. The page 14 may 
have logic 58 that creates this ADDRESS element only after 
the user clicks on a checkbox. If the user click is missing then 
Subsequent replay cannot proceed. 

Detection and Inference System 
0049 FIG. 3 shows an event detection and inference sys 
tem 100 that identifies web session events that are not cap 
tured by the capture system 12. The system 100 can also 
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generate replay rules 110 that make inferences regarding 
events that likely happened during the web session but that 
were missed by the capture system 12. The replay rules 110 
are used during a replay session of a previously captured web 
session to generate or “infer the missed events. These replay 
rules move the replay session back into the next state that 
should have occurred during the actual client web session 50. 
These inferences allow the replay session to successfully 
continue through the captured web session and more accu 
rately simulate the actual user web session experience with 
more granularity. 
0050. The system 100 can also be used to identify events 
that need to be captured by the capture system 12 and imma 
terial events that do not necessarily need to be captured by the 
capture system 12. For example, Some web session events 
may not change the Document Object Model (DOM) of a web 
page 44 and therefore may not provide useful information 
during a replay session. Identifying these immaterial events 
allow the UI event monitor 16 to more intelligently capture 
only the data that is important to the client web session expe 
rience. Because the capture system 12 uses less memory and 
processing resources, it is less likely to slow down the moni 
tored web session. 

0051 A test system 102 identifies the web session events 
that are missed by the capture system 12 and generates replay 
rules 110 when necessary. The missed events identified by the 
test system 102 can be used as feedback for modifying the 
capture system 12 and/or web application 43. For example, 
some missed events might be captured if modifications are 
made to the code in capture system 12 or modifications are 
made to the code in web application 43. In these cases, the test 
system 102 provides automated feedback that indicates how 
effectively the capture system 12 captures web sessions 50. 
0.052 Some events might not be captured regardless of 
what modifications are made to the code in capture system 12. 
It also might not be practical to modify the web application 43 
or capture system 12 for every situation where a particular 
web session event is not captured. In these cases, the test 
system 102 can either manually or automatically generate 
replay rules 110 that can infer and simulate the missed web 
session events. 

0053. The replay system 106 uses the replay rules 110 
generated by the test system 102 when replaying a previously 
captured web session to make inferences about events that 
likely happened but were not actually captured by the capture 
system 12. This allows the replay system 106 to more accu 
rately replay captured web sessions that could have otherwise 
failed or moved into an undefined state due to the missed 
eVentS. 

Test System 

0054 FIG. 4 shows the test system 102 of FIG. 3 in more 
detail. An instrumented browser 120 is used for analyzing a 
web session. An instrumented browser refers to a web 
browser that operates with code specifically designed to cap 
ture web session events that might not normally be observable 
by the UI event monitor 16 or network session monitor 36 
used in the capture system 12 in FIG.1. Instrumentation can 
beachieved in various forms such as: direct modification (i.e. 
embedded test/debug source code); browser plugin/exten 
sion; and/or a script library/toolkit that is dynamically 
included at run-time which has advanced/debugging capabil 
ity compared to the regular capture JavaScript. The instru 
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mented browser 120 can also observe complete network 
activity that may not be available to the network session 
monitor 36. 
0055. Because the instrumented browser 120 operates in a 

test mode, it would typically not be usable as a commercial 
version of client web browser 122. For example, the instru 
mented browser 120 generates large amounts of test data that 
would slow down normal client web sessions. 
0056 Referring to both FIGS. 4 and 5, the instrumented 
browser 120 in operation 140 conducts a test web session with 
the web application 43. A predetermined set of user inputs 
may be used during the test web session. The instrumented 
browser 120 captures substantially all of the web session 
events 124, or at least the events of interest, that happened 
during the web session with web application 43. As men 
tioned above, the instrumented browser 120 can also capture 
events 124 and other state information that might not be 
observable by a program, such as UI event monitor 16, that 
can only externally monitor the events associated with a client 
web browser 122. 
0057. In operation 142, the capture system 12 captures 
events 126 from a client web session with web application 43. 
The capture system 12 uses a commercial client version of the 
web browser 122 that does not include the test code contained 
in, or used with, instrumented browser 120. The same web 
session is conducted in both instrumented browser 120 and 
non-instrumented client browser 122 by entering the same 
sequence of predetermined user inputs. The Capture System 
(CS) events 126 represent the events that would have been 
captured and archived by the capture system 12 during a 
normal client web session 50 with web application 43. 
0058. In operation 144, a session analyzer 127 in FIG. 4 
compares the captured IB events 124 from the instrumented 
browser 120 with the captured CS events 126 from the capture 
system 12. Since the instrumented browser 120 can view the 
web session from “the inside', the IB events 124 are used as 
reference events for the captured CS events 126. Any differ 
ences between the captured IB events 124 and captured CS 
126 are either manually or automatically identified by the 
session analyzer 127 in operation 146 as missed events 130. 
0059 For example, the session analyzer 127 may identify 
an IB event 124 that enters data into a particular field of a 
downloaded web page. The session analyzer 127 searches 
through the CS events 126 for the same event entered into the 
same web page. The session analyzer 127 may also compare 
the two web pages to determine if both web sessions are in the 
same state. For example, the Document Object Models 
(DOMs) for the downloaded web pages captured by instru 
mented browser 120 and capture system 12 can be compared 
and any differences detected. Comparison of DOMs is dis 
cussed in more detail below. 

0060 Any missed events or inconsistent states 130 
between IB events 124 and CS events 126 are identified by the 
session analyzer 127 in operation 146. The missed events can 
be used as feedback for the capture system 12 and/or web 
application 43. For example, the capture system 12 can be 
analyzed to determine if the missed events 130 are due to 
problems with the code or configuration in the UI event 
monitor 16 or network session monitor 36. If possible, code or 
configuration in the capture system 12 is modified to capture 
the missed events 130. 
0061. In another situation, the web pages of the web appli 
cation 43 may be poorly designed and prevent the capture 
system 12 from capturing particular events. If not cumber 
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some, the web application 43 can be modified to allow the 
capture system 12 to capture the missed events 130. For 
example, the web page logic 58 in FIG.2 may inadvertently 
generate exceptions or unnecessarily generate internal data 
that slow down web sessions. The missed events 130 in FIG. 
4 may be associated with these exceptions and highlight 
inefficient or erroneous code in the web application 43. 
0062. In some situations, it may not make sense to modify 
the code in either the web application 43 or the code in the 
capture system 12. For example, the code in the web appli 
cation 43 may currently follow best coding practices and 
modifying the web application just to enable capture of a 
particular web session event would be impractical. 
0063. In these situations, the test system 102 in operation 
148 uses a rule generator 128 in FIG. 4 to either manually or 
automatically generate replay rules 110. As mentioned above, 
the replay rules 110 are used by the replay system 106 in FIG. 
3 to make inferences about events that happened during the 
client web session 50 but were not actually captured by the 
capture system 12. 
0064 FIG. 6 shows one example of how the rule generator 
128 in FIG. 4 generates a replay rule 110 from one of the 
missed events 130. The instrumented browser 120 captures 
the events 124A-124E from a test web session. A replay log 
150 contains the events 126A-126D for the test web session 
conducted on client browser 122 and captured by the capture 
system 12. The events 124 and 126 are compared in the order 
captured. For example, the instrumented browser 120 and 
capture system 12 can assign time stamps or reference values 
to the events that are used by the session analyzer 127 to 
analyze the events 124 and 126, respectively, in a same 
Sequence. 
0065. The session analyzer 127 identifies the load page 44 
event 124A and 126A from the instrumented browser 120 and 
replay log 150, respectively. The sequence of UI events 124B 
and 124C are identified from the instrumented browser 120 
and the same sequence of events 126B and 126C are identi 
fied from the replay log 150. These events correspond to a 
user selecting field 52 in the web page 44 in FIG. 2 and 
entering the characters “BOB'. 
0066. The session analyzer 127 next receives the events 
124D and 124E from instrumented browser 120. These events 
correspond with a user selecting the second field 54 in web 
page 44 in FIG. 2 and entering the characters “1234, respec 
tively. However, the session analyzer 127 receives the event 
126D from replay log 150 that enters the characters “1234” 
into field 54 but fails to receive an equivalent preceding event 
124D that selected field 54. From these comparisons, the 
session analyzer 127 determines that the capture system 12 
failed to capture the event (CLICK ID2) where the user 
selects address field 54 in FIG. 2 prior to entering data “1234' 
into address field 54. 
0067. In this example, the rule generator 128 generates a 
replay rule 110 to infer the missed event 124D. The rule 
generator 128 determines that field ID2 was not selected 
(CLICKID2) before data can be into field ID2. This can be 
determined by identifying missed event 124D as preceding 
event 124E and/or by general logic in the rule generator 128 
that determines that fields need to be selected prior to entering 
data. Accordingly, rule generator 128 generates replay rule 
110 that selects field ID2 (CLICKID2) in page 44 in FIG. 2 
prior to any data being entered into that same field 54 (TYPE 
** ID2). 
Replay System 
0068 FIG. 7 shows the replay system 106 of FIG. 3 in 
more detail. The replay system accesses the session archive 
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40 previously shown in FIG. 1 that contains the web session 
events 160 previously captured by the client system 12 from 
actual client web session 50. An inference engine 162 uses the 
replay rules 110 generated by the test system 102 when 
replaying a captured web session 50. 
0069. A session replay controller 165 contains software 
for replaying the web session 50 previously captured by the 
capture system 12. The session replay controller 165 may 
include a replay browser 163 similar to the commercially 
available client browser 16 (FIG. 1) used by clients during 
web session 50. The replay browser 163 could also be a 
modified version of a client web browser that works in com 
bination with other analytic software in the session replay 
controller 165. For example, the session replay controller 165 
may also include additional display and analytic features that 
are used in conjunction with the replay browser 163 to high 
light, synchronize, and step through the individual web pages 
and UI events from the previously captured web sessions. In 
another embodiment, the session replay controller 165 may 
comprise or use a conventional client web browser for replay 
browser 163. 
0070 A few example embodiments of session replay con 

trollers have been described in co-pending U.S. patent appli 
cation Ser. No. 1 1/616,616; and U.S. patent application Ser. 
No. 12/049.245, which have both been incorporated by ref 
CCC. 

0071. The web application 43 may be the same application 
accessed during the previously captured web session 50. 
Alternatively, the capture system 12 might have captured 
enough events 160 and information from the web session 50 
so the replay session does not need to reference web applica 
tion 43. 
0072 Referring to FIGS. 6-8, the inference engine 162 in 
operation 180 monitors the captured events 160 replayed in 
the session replay controller 165. The inference engine 162 
contains the replay rule 110 that corresponds to the missing 
mouse click into field 54 of page 44 (CLICK ID2). The 
inference engine 162 in operation 182 looks for the web page 
44 identified in the replay rule 110. If the loaded web page 
does not correspond with the replay rule 110, the inference 
engine 162 returns and waits for the next loaded webpage for 
the replay session. 
0073. If the web page identifier corresponds to replay rule 
110 (page 44), the inference engine 162 in operation 184 
monitors the events corresponding with the identified web 
page. In this example, the UI event associated with replay rule 
110 looks for any data entered into field ID2 (TYPE* ID2). If 
the UI event is not detected in operation 184, the inference 
engine 162 returns to operation 180 and continues to monitor 
the other events associated with web page 44. 
0074. If the UI event (TYPE * ID2) is detected in opera 
tion 184, the inference engine 162 has detected the web state 
that corresponds with replay rule 110. The inference engine 
162 infers that the identified UI event (TYPE * ID2) was 
preceded by a mouse selection of field ID2 (CLICK ID2). 
Accordingly, the inference engine 162 replays the inferred UI 
event 164 (CLICKID2) in operation 188 prior to replaying 
the captured UI event (ENTER“1234” ID2) in operation 190. 
0075. The order that inferred events 164 and captured 
events 160 are replayed in session replay controller 165 
depends on the corresponding capture rule 110 and captured 
web session states. The inferred events 164 can correspond to 
any captured event 160 including captured network data 38 or 
captured UI events 34 in FIG.1. The inferred events 164 may 
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also be triggered on Some other event or information associ 
ated with the web session 50. For example, inferred events 
164 may be generated based on a period of time after a 
particular event was captured or not captured, or could be 
based on other web page state information. For example, 
inferred events 162 are also inferred based on Document 
Object Models (DOMs) for the web pages as discussed below. 

Replay Rules for Inferred Events, Actions and States 

(0076. Even if all of the UI events 34 are successfully 
captured by capture system 12, the replay system 106 still 
may not correctly sequence through all of the states of the 
previously captured web session 50. The test system 102 can 
infer events, actions or web states that may not normally be 
reproducible during a web replay session. FIG. 9 explains 
these other inferred events in more detail. 

(0077 FIG. 9 shows a web page 200 that contains two 
different forms F1 and F2. The first form F1 contains a field 
ID1 for entering a user name and a button field B1 that is 
selected indicating a user has finished entering data into field 
ID1 and form F1 is completed. The second form F2 includes 
a field ID2 for entering a make of car, a field ID3 for entering 
a car model, and a button field B2 for indicating form F2 has 
been completed. The web page 200 is loaded from the web 
application 43 in FIG. 1 into the client browser 14 in FIG. 1 
along with web page logic 206. 
0078. In a first web page state 208, the web page logic 206 
associated with web page 200 may initially only display form 
F1. During the web session the user may enter UI events 212 
into web page 200 that select field ID1 (CLICKID1), type 
data into the selected field ID1 (TYPE ID1), and select button 
field B1 (CLICK B1). After entering data into field ID1 and 
clicking on the button field B1, the web page logic 206 may 
move into a second state 210 where the visibility of form F1 
is turned off and the visibility of form F2 is turned on. 
007.9 FIG. 10 shows a replay session where the capture 
system 12 in FIG. 1 successfully captures both the web page 
200 and the UI events 212 but cannot reproduce web page 
state 210. During replay, the web page 200 is displayed in 
state 208 where only the visibility of form F1 is turned on. The 
replay system may replay the Successfully captured events 
212. For example, the replay session replays the CLICKID1 
event that selects field ID1, the TYPE ID1 event that enters 
data into the selected field ID1, and the CLICKB1 event that 
selects the button field B1. However, during the replay session 
web page 200 stays in state 208 and never moves into state 
210 where the visibility of form F1 is turned off and the 
visibility of form F2 is turned on. In other words, the replay 
session never moves from state 208 to state 210. 

0080. This could be due to many different reasons. For 
example, the web page logic 206 in FIG. 9 might require 
multiple different events to occur, in addition to the selection 
ofbutton field B1, before transitioning from state 208 to state 
210. Some of these events might not have been captured by 
the capture system 12. For example, the web page logic 206 
may have to successfully communicate and receive data back 
from the web application 43 (FIG. 1) prior to transitioning 
into state 210. 

I0081. The capture system 12 may not be able to, or may 
not want to, capture these communication and data messages 
between web page logic 206 and the web application 43. 
Further, the replay system 106 in FIG.3 may not even use the 
web page logic 206 during a replay session. Thus, the replay 
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session might not be able to transition from state 208 to state 
210 simply by replaying user interface events 212. 
I0082 FIGS. 11 and 12 show how the test system 102 in 
FIG. 4 either manually or automatically generates a custom 
highlighting replay rule 220 that forces the relayed web ses 
sion to transition from state 208 to state 210. During a replay 
session, the replay rule 220 in operation 240 causes the infer 
ence engine 162 in FIG. 7 to monitor the captured replay 
events 212. The inference engine 162 in operation 242 first 
looks for the web page 200 associated with state 208. If the 
web page 200 is identified, the inference engine 162 (FIG. 7) 
in operation 244 next determines if form F1 is visible. 
I0083. If form F1 is visible, the inference engine 162 in 
operation 246 looks for a next UI event 212 that selects field 
ID1. If field ID1 is selected, the inference engine 162 in 
operation 248 looks for a next UI event 212 that enters data 
into field ID1. If data is entered into field ID1, the inference 
engine 162 in operation 250 looks for a next UI event 212 that 
selects button field B1. Some or all of events 212 may not 
necessarily have to happen in any particular order, but are 
shown in the order of FIG. 12 for illustrative purposes. Fur 
ther, fewer or more events 212 may be identified in the replay 
rule 220 for triggering the change from state 208 to state 210. 
0084. In this example, when the group of events 212 are all 
detected during the replay session, the inference engine 162 
infers that the web page logic 206 in FIG. 9 turned off the 
visibility of form F1 and turned on the visibility of form F2. 
Accordingly, the inference engine 162 in operation 252 forces 
a DOM change that turns off the visibility of form F1 and 
turns on the visibility of form F2. This moves the web page 
200 into the correct next state 210 so that the replay system 
106 can continue the replay session. 
Analyzing Web Sessions with Document Object Models 
I0085 ADocument Object Model (DOM) refers to the web 
browser rendering of an HTML web page into binary data. 
The DOM represents the current state of a web page at any 
given moment. For example, a web page and corresponding 
DOM may be in a first state 1. A user may enter some data into 
the web page that automatically updates the DOM into a 
second state 2. Web page logic may then provide additional 
operations pursuant to entered user data that automatically 
updates the DOM into a third state 3. The test system 102 uses 
the DOMs to identify significant web session events, missed 
web session events, and as described above generate replay 
rules. 
I0086 To explain further, FIG. 13 shows a series of DOM 
state changes 1-5 that correspond to different web session 
events 260. The first DOM state 1 occurs after a user mouse 
click that selects a field in a currently displayed web page. A 
second DOM state change 2 happens when web page logic in 
the web page exchanges error check messages with the web 
application 43 in FIG.1. The DOM states 3 and 4 correspond 
with a user typing data into the previously selected field in the 
currently displayed web page. A fourth DOM state 5 happens 
when the web page logic exchanges another error check with 
the web application 43. 
I0087. The DOM states 1, 3, and 5 change how the web 
page is displayed to a user. For example, the user mouse click 
event associated with DOM state 1 causes a cursor to be 
displayed in the selected field. The typing events in DOM 
states 3 and 4 cause characters to be displayed in the selected 
field. On the other hand, the error checking operations corre 
sponding to DOM states 2 and 5 do not change how to the web 
page is currently being displayed to a user. For example, the 
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error checking messages associated with DOM states 2 and 5 
may simply confirm a current connection between the client 
browser 14 and the web application 43 is still valid. If the 
connection is valid, some parameters in DOM states 2 and 5 
may change or be updated, but the user will not see these 
changes on the displayed web page. 
I0088 Either manually or automatically, the test system 
102 compares the DOM state changes 1-5 to determine which 
events are significant for the replay session. For example, 
DOM state 1 can be compared to DOM state 2. If the differ 
ence between DOM1 and DOM 2 does not change how the 
web page is displayed to a user, the test system 102 may not 
want to include the associated event 260 in an event list 280 
shown below in FIG. 15. The event list 280 is used by the 
capture system 12 to determine what events to capture during 
a replay session. The event list 280 can also identify which 
DOM changes to capture for a currently displayed web page. 
Since the change from DOM state 1 to DOM state 2 does not 
materially change how the web page is displayed to a user, the 
test system 102 may not add the associated event (ERROR 
CHECK) to the event list 280. 
I0089 Comparing DOM state changes allows the capture 
system 12 to more efficiently capture client web sessions 50. 
For example, the capture system 12 can use the event list 280 
to only capture the events and data that are significant in the 
user web session experience. Because less client web session 
data is captured and fewer processing resources are used, the 
capture system 12 is less likely to slow down the processing 
device 13 while monitoring a client web session. 
0090 FIG. 14 shows in more detail how the test system 
102 identifies significant DOM changes. The web page 200 
previously shown above in FIGS. 9-11 is again used as an 
example. The web page 200 contains two forms F1 and F2. 
Initially only form F1 is visible. After data is entered into field 
ID1 and button field B1 is selected the web page 200 turns off 
the visibility of form F1 and turns on the visibility of form F2. 
In this example, DOM state 1 represents that state of the web 
page 200 after the user selects and enters data into field ID1 
but just prior to the user selecting button field B1. 
(0091 FIG. 14 shows that in DOM state 1 the visibility of 
form F1 is turned on (form ID=F1 visible=truef) and the 
visibility of form F2 is turned off (form id=f2 visible=false?). 
The DOM state 1 is captured by the test system 102 using the 
instrumented browser 102 in FIG. 4. As explained above, the 
instrumented browser 102 generates a binary rendering of the 
HTML code 264 for web page 200 to generate DOM state 1. 
0092. The instrumented browser 120 also captures the UI 
event 262 where a user selects the button field B1 in web page 
200 (CLICK B1). Pursuant to the UI event 262, the instru 
mented browser 120 captures the next DOM state 2 for web 
page 200 by generating a binary rendering of the HTML code 
266. The DOM state 2 shows that the visibility of form F1 was 
turned off (form id=fl visible=false?) and the visibility of 
form F2 was turned on (form id=f2 visible=true/). The test 
system 102 compares the changes from DOM state 1 to DOM 
state 2 to determine what events should be captured during a 
web session. For example, the transition between DOM state 
1 and DOM state 2 significantly changes how the web page 
200 is displayed to a user. Therefore, the test system 102 
determines the event 262 and associated change from DOM 
state 1 to DOM state 2 is a significant event and adds the event 
262 and DOM change to the event list 280 shown below in 
FIG. 15. 
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0093 FIG. 15 shows in more detail how the test system 
102 uses DOM state changes to generate the event list 280 that 
identifies significant events during client web sessions. FIG. 
16 also explains how the event list 280 can be used by the rule 
generator 128 to generate replay rules 110. Referring to 
FIGS. 15 and 16, the test system 102 conducts a web session 
with the instrumented browser 120 in operation 290. The 
instrumented browser 120 captures a first DOM state 124A in 
operation 292 and captures a user interface event 124B in 
operation 294. Responsive to the captured user interface 
event 124B, the instrumented browser 120 captures a next 
DOM state 124C in operation 296. 
0094. The session analyzer 127 determines the difference 
between DOM state 124A and DOM state 124C in operation 
298. For example, the session analyzer 127 may simply con 
duct a binary comparison between DOM state 124A and 
DOM state 124C. If there is no DOM change (DOMA) 
between DOM 124A and 124C in operation 300, there may be 
no reason to capture the UI event 124B or capture DOM state 
124C. In this case, the test system 102 returns to monitoring 
other UI events and DOM changes for the web session on the 
instrumented browser 120. 
0095. As previously shown in FIG. 14, the session ana 
lyzer 127 may identify a significant change between DOM 
state 124A and DOM state 124C. For example, FIG. 14 
showed a DOM change that visually changed a web page 200 
from displaying frame F1 to displaying frame F2. This DOM 
change would be visually significant to the web experience of 
a user. If a DOM change is identified in operation 300 and the 
DOM change is determined to be significant in operation 302, 
the session analyzer 127 in operation 304 creates or adds an 
entry into the event list 280 that identifies the event 124B that 
caused the change between DOM state 124A and DOM state 
124C. The event list 280 may also include the event identifier, 
the page identifier for the web page where the event was 
detected, and the DOM change (DOMA) associated with the 
event 124B. The test system 102 then returns to monitoring 
the events 124 in the instrumented browser 120 and adds any 
additional significant events and DOM changes to the event 
list 280. 
0096. The event list 280 can use regular expressions or 
wild cards to match multiple different event identifiers. For 
example, a prefix of the event ID may vary on different web 
pages or different branches of the same web page. However, 
the suffix of the event ID may stay the same. The session 
analyzer 127 can use a wildcard in the event ID prefix to 
identify each instance of that particular event during the web 
session. For example, ID 
0097. The event list 280 is then used either manually or 
automatically by the capture system 12 to capture both the UI 
event 124B and the DOM change between DOM state 124A 
and DOM state 124C. For example, either a programmer, or a 
program operating in the test system 102, receives the event 
list 280. Code is then generated for the UI event monitor 16 
that monitors for the event 124B during an actual client web 
session, captures the event 124B, and captures the DOM 
change between DOM state 124A and DOM state 124C. 
0098. Other factors could be also considered in operation 
302 to determine which DOM changes are significant enough 
to add to the event list 280. For example, some threshold 
number of DOM changes may cause the session analyzer 127 
to add the associated event to the event list 280. In another 
example, any DOM changes associated with a transactional 
event may be added to the event list 280. For example, any 
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events and associated DOM changes associated with com 
pleting a transaction that purchases a product may be added to 
the event list 280. 
0099 Thus, the test system 102 either manually or auto 
matically identifies the events 124 and corresponding DOM 
changes that are significant to a user web experience. The 
event list 280 is then used as a reference for either manually or 
automatically programming the capture system 12 to ensure 
all significant events in event list 280 are captured during a 
client web session. 

Event Feedback 

0100 Referring to FIGS. 15 and 17, the event list 280 can 
also be used as feedback for identifying missed events and 
either manually or automatically generating replay rules 110. 
A web session is performed with web application 43 using the 
client browser 122 in operation 330. As mentioned above, the 
client browser 122 in FIG. 15 is the same or similar to the 
client browser 14 that is normally used by processing device 
13 in FIG. 1 during a regular user web session 50 with web 
application 43. The capture system 12 in FIG. 15 also 
includes the UI event monitor 16 and network session moni 
tor 36 that would normally be used to monitor the user web 
session 50. The capture system 12 in operation 332 captures 
the different UI events, network data, and associated DOMs 
or DOM changes (DOMAs) during the client test web ses 
Sion. All of the data captured by the capture system 12 during 
the test session is referred to generally as captured events 126. 
01.01. In operation 334 the session analyzer 127 compares 
the events 126 including the UI events and DOM changes 
(DOMAs) from the capture system 12 with the UI events 
124B and DOMAS 124A and 124C captured by the instru 
mented browser 120. The session analyzer 127 tries to match 
a particular event generated by the instrument browser 120 
with a same event captured by the capture system 12 during a 
same web session state. For example, the session analyzer 
127 may look for the same event occurring on the same web 
page when the DOM for that web page is in a same state. The 
session analyzer 127 may use event list 280 to determine 
which events 124 from the instrumented browser 120 com 
pare with the events 126 from capture system 12. 
0102. In operation 336 the session analyzer 127 deter 
mines if the captured UI events from the instrumented 
browser 120 match corresponding UI events captured by the 
capture system 12. If some UI events are not captured, the 
capture system 12 may be modified, the web application 43 
may be modified, and/or a replay rule 110 may be generated 
to infer the missed UI event in operation 338. 
0103) The session analyzer 127 can generate new entries 
in event list 280 that identify missed UI events. The event list 
280 can then be fed back to the capture system 12 to highlight 
the missing events. The capture system 12 and/or web appli 
cation 43 is then either manually or automatically modified to 
try and capture the missed events identified in event list 280. 
0104. The entire web session may be tested again with the 
client browser 122 and the now modified capture system 12. 
If the same event is still missed or cannot be captured by the 
capture system 12, rule generator 128 may create a replay rule 
282 in operation 338. The replay rule 282 may include some 
of the information from the previously generated event list 
280 associated with the missed event. For example, the replay 
rule 282 may include the same UI event, UI event identifier, 
page identifier, and DOMA from the missed event identified 
in the event list 280. However, the replay rule 282 may also 
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include an associated action 284 that is performed by the 
replay system 106. For example, the action 284 may cause the 
replay system 106 to infer and generate a UI event whenever 
the web session state in replay rule 282 is detected. 
0105. As mentioned above, a UI event may be successfully 
detected by the capture system 12. However, the web session 
still may not move into the correct DOM state. As described 
above in FIG. 9, replaying captured events 212 should cause 
a DOMA from DOM state 208 to DOM state 210. However, 
due to web page logic or some other web page characteristic, 
the DOM does not move into state 210 during a replay of the 
captured events. 
0106 The session analyzer 127 in operation 340 compares 
the DOMA generated by the instrumented browser 120 with 
the DOMA captured and replayed from the capture system 
12. The session analyzer 127 may identify two matching UI 
events for the same web session state in operation 336 but the 
associated DOM As may not match in operation 340. 
0107 Accordingly, the session analyzer 127 in operation 
342 may generate an entry in event list 280 that identifies the 
event and associated incorrect DOMA. After the event list 
280 is generated for the entire web session, the event list 280 
is fed back to the capture system 12 to highlight the incorrect 
DOMA. The capture system 12 and/or web application 43 can 
then be either manually or automatically modified to try and 
capture the correct DOMA. 
0108. The entire web session with web application 43 may 
be tested again with the client browser 122 and the modified 
capture system 12 and/or modified web application 43. If the 
DOMA is still incorrect, the rule generator 128 can create a 
replay rule 282 in operation 342 to infer the DOMA during 
the replay session. The replay rule 282 may also be created if 
it is impractical to modify either the web application 43 
and/or capture system 12. 
0109. The replay rule 282 may identify the particular UI 
event associated with a particular web page state. The asso 
ciated command 284 may force the replay system 106 to 
generate the DOMA identified by the instrumented browser 
120 whenever the associated UI event and web page identified 
in replay rule 282 is detected by the inference engine 162 
during a replay session. 
0110 Thus, the test system 102 identifies significant 
events that need to be captured during a web session, identi 
fies events that are missed by the capture system 12 during the 
web session, identifies incorrect DOM changes from the cap 
tured web sessions, and also generates replay rules that auto 
matically infer the missed event or DOMA during replay of 
captured web sessions. 

Identifying Web Application Problems 
0111. The test system 102 can identify a variety of prob 
lems related to capturing client web sessions. As explained 
above in FIG. 2, the test system 102 identifies web page logic 
that prevents child code from bubbling up to parent code. The 
test system 102 can also identify and compensate for web 
pages that unintentionally unload event listeners used by the 
UI event monitor 16 for capturing web session events. 
0112 The UI event monitor 16 may capture UI events 34 
by attaching listeners to web page elements such as to fields in 
different web pages. However, Some web applications may 
unload the listeners during a web session. Unloading these 
event listeners prevent the UI event monitor 16 from captur 
ing subsequent UI events 34 and DOM states. In another 
situation, web logic in the web page may dynamically gener 
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ate new DOM elements after an initial page rendering and 
after the event monitor 16 has already established element 
listeners. The new dynamically generated DOM elements 
might not be captured by the UI event monitor 16. 
0113 Referring to FIGS. 15 and 18, the test system 102 
tests the web session on both the instrumented browser 120 
and on the client browser 122 in operation 350. The capture 
system 12 captures the DOMs and other events for the web 
session in operation 352. The session analyzer 127 in opera 
tion 354 compares the DOMs obtained from the instrumented 
browser 120 with the DOMs captured by the capture system 
12. The DOMs differences for particular web pages are iden 
tified by the session analyzer 127 in operation 356. For 
example, the instrumented browser DOM may indicate a 
DOM change that was not detected by the capture system 12. 
0114. The identified web pages are further analyzed to 
identify the problem with the unloaded event listeners or 
dynamically generated web elements. The web application 
code can then be modified in operation 358 to either stop 
unloading the event listeners, provide hooks that cause the UI 
event monitor 16 to reload the previously unloaded listeners, 
or allow the UI event monitor 16 to add additional event 
listeners to the dynamically generated DOM elements. In 
Some situations, the test system 102 may generate a replay 
rule 110 that causes the replay system 106 to infer the events 
missed due to the unloaded event listeners. 
0115 The system described above can use dedicated pro 
cessor Systems, micro controllers, programmable logic 
devices, or microprocessors that perform some or all of the 
operations. Some of the operations described above may be 
implemented in Software and other operations may be imple 
mented in hardware. 
0116 For the sake of convenience, the operations are 
described as various interconnected functional blocks or dis 
tinct software modules. This is not necessary, however, and 
there may be cases where these functional blocks or modules 
are equivalently aggregated into a single logic device, pro 
gram or operation with unclear boundaries. In any event, the 
functional blocks and software modules or features of the 
flexible interface can be implemented by themselves, or in 
combination with other operations in either hardware or soft 
Wa. 

0117 Having described and illustrated the principles of 
the invention in a preferred embodiment thereof, it should be 
apparent that the invention may be modified in arrangement 
and detail without departing from such principles. We claim 
all modifications and variation coming within the spirit and 
Scope of the following claims. 

1. A method comprising: 
capturing a first set of events on an instrumented browser 

for a first web session with a web application; 
capturing a second set of events with a capture system 

operating with a non-instrumented browser for a second 
web session with the web application; 

identifying differences between the first set of events and 
the second set of events; and 

using the identified differences to analyze performance of 
the capture system. 

2. The method according to claim 1 further comprising 
using the differences to generate replay rules that inferevents 
missed by the capture system during the second web session. 

3. The method according to claim 2 further comprising: 
capturing a third set of events with the capture system, 

wherein the capture system operates with a client 
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browser on a user processing device for a user web 
session with the web application; 

logging the third set of events; 
replaying the logged third set of events during a replay 

session; and 
using the replay rules during the replay session to infer 

events that are not captured by the capture system during 
the user web session. 

4. The method according to claim 3 further comprising: 
identifying a missing User Interface (UI) event that was 

captured on the instrumented browser during the first 
web session but was not captured by the capture system 
during the second web session; and 

generating a replay rule that generates the missing UI event 
during the replay session of the third set of events. 

5. The method according to claim 4 wherein the replay rule 
triggers the missing UI event during the replay session in the 
same order that the corresponding UI event was identified 
during the first web session. 

6. The method according to claim 1 further comprising: 
identifying a first set of Document Object Models (DOMs) 

in the first set of events; 
identifying a second set of DOMs in the second set of 

events; and 
comparing the first set of DOMs with the second set of 
DOMs to identify the differences between the first set of 
events and the second set of events. 

7. The method according to claim 6 further comprising: 
identifying a difference between a first DOM change in the 

first set of DOMs and a second DOM change in the 
second set of DOMs; and 

generating a replay rule according to the difference. 
8. The method according to claim 6 further comprising: 
identifying a first DOM change (DOM1 A) between a first 
DOM state and a second DOM state in the first set of 
DOMs: 

identifying a second DOM difference (DOM2 A) between 
a first DOM state and a second DOM state in the second 
set of DOMs; and 

generating a replay rule when DOM1 A does not match 
DOM2A, wherein the replay rule infers DOM1 A. 

9. The method according to claim 1 further comprising: 
identifying a User Interface (UI) event in the first set of 

events; 
identifying a first Document Object Model change (DOM1 

A) in the first set of events associated with the first UI 
event; 

identifying a same UI event in the second set of events; 
identifying any second Document Object Model change 
(DOM2A) in the second set of events associated with the 
UI event; and 

generating an event list that identifies the UI event and 
DOM1A when there are differences between the DOM1 
A and the DOM2 A. 

10. A test system, comprising: 
a computer system configured to compare reference events 

for a first web session with captured events captured by 
a capture system during a second web session, the com 
puter system further configured to identify missed 
events during the second web session according to the 
comparisons between the reference events and the cap 
tured events. 

11. The test system according to claim 10 wherein the 
computer system is further configured to operate an instru 
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mented browser that generates the reference events and is 
further configured to operate a non-instrumented browser in 
conjunction with the capture system to generate the captured 
eVentS. 

12. The test system according to claim 1 wherein the com 
puter system is further configured to generate an event list 
according to the comparison between the reference events 
and the captured events, the event list identifying a User 
Interface (UI) event, a UI identifier, a Document Object 
Model change (DOMA) between two DOM states of a web 
page, and a web page identifier. 

13. The test system according to claim 12 wherein the 
computer system is further configured to generate replay 
rules from the event list that infer events that were missed by 
the capture system during the second web session. 

14. The test system according to claim 10 wherein the 
computer system is configured to: 

identify a first Document Object Model (DOM) state in the 
reference events; 

identify a second DOM state in the reference events; 
identify a first DOM change (DOM1 A) between the first 
DOM state and the second DOM state of the reference 
events; 

identify a first DOM state for the captured events: 
identify a second DOM state for the captured events; 
identify a second DOM change (DOM2 A) between the 

first DOM state and the second DOM state of the cap 
tured events; 

identify the missed events by comparing the DOM1 A with 
the DOM2 A. 

15. The test system according to claim 14 wherein the 
computer system is further configured to generate a replay 
rule that forces the DOM1 A during a replay session when the 
DOM2. A does not match the DOM1 A. 

16. The test system according to claim 15 wherein the 
computer system is configured to identify a User Interface 
(UI) event associated with DOM1 A and DOM2 A and gen 
erate the replay rule that forces DOM1 A when the UI event is 
detected in the captured events. 

17. The test system according to claim 10 wherein the 
computer system is further configured to: 

associate a User Interface (UI) event with a Document 
Object Model change (DOMA) between a first Docu 
ment Object Model state and a second DOM state in the 
reference events; and 

determine if the same UI event causes a similar (DOMA) 
in the captured events. 

18. The test system according to claim 17 wherein the 
computer system is further configured to generate a replay 
rule that infers the UI event during a replay session when the 
captured events change from the first DOM state to the second 
DOM State. 

19. The test system according to 10 wherein the computer 
system is configured to: 

identify a particular one of the reference events; 
identify any changes in a Document Object Model (DOM) 

state associated with the particular one of the reference 
events; and 

determine whether or not to capture the particular one of 
the reference events according the changes, if any, iden 
tified in the DOM State. 

20. A replay system, comprising: 
a replay log configured to log events captured from a moni 

tored client web session; 
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a session replay controller configured to replay the logged 
events; and 

an inference engine comprising a set of replay rules that 
correspond with missed events that were not detected 
during the client web session, the inference engine con 
figured to generate the missed events during a replay 
session of the logged events according to the replay 
rules. 

21. The replay system according to claim 20 wherein the 
replay rules include User Interface (UI) events, UI identifiers, 
Document Object Model differences (DOMAs), and/or web 
page identifiers associated with the missed events. 

22. The replay system according to claim 20 wherein the 
inference engine is configured to identify logged events that 
correspond with a first replay event in the replay rules and 
generate a second replay event in the replay rules prior to the 
replaying the identified logged events. 

23. The replay system according to claim 20 wherein the 
inference engine is configured to force Document Object 
Model (DOM) changes that are not normally generated dur 
ing the replay session. 

24. The replay system according to claim 20 wherein the 
replay rules are configured to associate a state of the client 
web session with a Document Object Model change (DOM 
A), and the inference engine is configured to force the same 
DOM change when the state is detected during the replay 
session. 

25. The replay system according to claim 20 wherein the 
inference engine is configured to compare Document Object 
Model changes (DOMAs) in the replay rules with DOMAs in 
the logged events. 
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26. A tangible computer-readable medium comprising 
executable instructions that, in response to execution by a 
computing device, cause the computing device to: 

log events from a monitored client web session; 
inferevents that were missed during the client web session; 

and 
generate the inferred events when replaying the logged 

eVentS. 

27. The tangible computer-readable storage medium of 
claim 26, further comprising executable instructions config 
ured to instruct a computing device to generate the inferred 
events according to replay rules that associate the inferred 
events with the logged events. 

28. The tangible computer-readable storage medium of 
claim 27, further comprising executable instructions config 
ured to instruct a computing device to automatically generate 
the replay rules by comparing a first set of reference events 
generated from an instrumented version of a browser with a 
second set of test events captured by a capture system from a 
client version of the browser. 

29. The tangible computer-readable storage medium of 
claim 27, wherein the replay rules identify User Interface (UI) 
events where a user initiates an action or enters data into a web 
page during the client web session. 

30. The tangible computer-readable storage medium of 
claim 29, wherein the replay rules identify Document Object 
Model changes (DOMAs) associated with the UI events. 
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