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A power system device-to-device direct communication system comprises a first intelligent electronic device with a processor and a
transmit module. Software within the processor maintains a list of "virtual outputs”, which correspond to a number of data channels
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of data channels maintained within the transmit module. The second intelligent electronic device receives the data channels from the
first intelligent electronic device and extracts the virtual output bits. The second intelligent electronic device then adjusts a group of
its own output contacts in accordance with the received virtual output bits.
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APPARATUS, SYSTEM AND METHOD FOR SHARING OUTPUT CONTACTS

ACROSS MULTIPLE RELAYS

Inventors: Robert E. Morris, Mark W. Feltis

Field of the Invention

[002] The present invention relates generally to apparatus, systems, and
methods for sharing resources across power protection devices, and more
particularly to apparatus, systems, and methods for sharing contacts and
forwarding commands across power protection devices using direct device-to-
device communications, and even more particularly to apparatus, systems, and
methods for sharing contacts and forwarding commands across identical power

protection devices configured as a primary and a backup device.
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Description of the Prior Art

[003]

[004]

[005]

In U.S. Pat. No. 5,793,750, a communication system between two

microprocessor-based proteciive relays for an electric power system is
disclosed. Each of the two relays in that system has both transmit and
receive modules, for directly transmitting indication status bits indicative of

the result of selected protective functions of one relay from that one relay to

the other, and vice versa.

The output status indication bits are sometimes used to identify the
existence and location of a fault on the power line portion served by the two
relays. One or both of the relays might initiate a.circuit breaker trip action on
the basis of the exchange of such information. The dutput status indication bits
may be the result of processing functions in one of the relays involving the
voltages and/or currents on the power line monitored byo that relay. The oufput
status indication bits may be used for various control, status, indication and

protection functions. Examples of protection functions include permissive

overreaching transfer trip (POTT) actions, permissive under-reaching transfer

trip (PUTT) actions, directional comparison unblocking (DCUB) and direct

- transfer trip (DTT) actions. Other relay-to-relay operations are possible using

particular output status indication bits.
The advantage of the communication system described in the '760

application is that it is fast and secure. Protective relays typically accomplish
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their monitoring functions several times each power system cycle. The '750
communication system provides the results of these monitoring functions of ‘
c;ne feléy, to thé other reléy.o The ‘inforrriatibn iS'traﬁsr;1itted directly over a
communications link from an originating relay which may or may not trip its
associated circuit breaker based'on its operational results, to another relay.
The receiving relay then uses the transmitted information, in the form of digital
bitsl, to perform its own on-going calculations, producing various protection

actions such as tripping and closing a circuit breaker when appropriate. The

- communication between the two relays may be bidirectional, allowing the two

relays to exchange information concerning the results of their own calculations
both ,qui.ckly, and securely, with a gninimqm amount of expense. .

Power.p;ré'tectid'n dé\)i(.:é.s,.'SuCh as pﬁﬁér protection"rel.aysn, are often
installed in a primary-backup configuration. The two devices maintain constant
communication, with the primary device sending a health signal to the backup
device. The backup device assumes the protection function if the health signal
drops beneath a certain level or disappears entirely. This adds a level of
reliability to the protected power system.

- Power prdtédtigri devices must interface with an operator's power
protection site, and therefore, must gather information from other equipment at
the site and provide certain information to other equipment at the site. Power
protection devices may accomplish this in a variety of ways, such as through

the use of a network. However, input and output contacts are the most
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common way to exchange information between power protection devices. For

instance, power protection devices frequently must know the status of the

-contacts of a circuit breaker or recloser, before ordering the circuit breaker or -

recloser to open or close. This is provided as a contact input to an interested
power protection device. Furthef, operators often maintain alarm grids, from
which they can monitor the operation of their networks. When a power
protection device detects a fault, and orders an associated breaker or recloser
to trip, the power protection device closes an output contact attached to the
operator's alarm grid.

Often, inputs and outputs can be divided into critical and non-critical
functions. For instance, an alarm status output related 1o gas pressure ina .

monitored circuit breaker would not be judged as critical, while an overcurrent

condition resulting in the relay tripping a circuit breaker would be judged as

critical. When power protection devices are configured as primary and backup,
operators may specify different outputs and inputs for each device, with critical
functions handled by the primary device or redundantly.

When possible, power protection device suppliers and system operators
prefér to use the ééme device for both the .p.rimary and ba;:kub protection
device. However, operator specifications may make it difficult or impossible for
a supplier to fill a contract with only one device, particularly in regards to input
and output contact requirements for the separate devices, as well as space

requirements. For instance, an operator specification may require that both the
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nrimary and secondary devices fit in a single rack, and that neither device is
more than four rack units in heigﬁt. Further, the operator may require the
prir‘na'.ry device to providé fodﬁéen cont’aét oufputé and twenty contact inputs,
and the backup device to provide no contact inputé and four contact outputs.'
Notwithstanding that a total of eiéhteen contact outputs and twenty contact
inputs are required, if the provider wished to utilize the same equipment as both
the primary and the backdp using present technology, the provider would have
to provide two devices with fourteen contact outputs and twenty contact inputs.
This would leave ten contact outputs and twenty contact inputs unused on the

backup device, which would be inefficient. Further, a device with fourteen

. contact outputs and twenty contact inputs may be larger than a four unit high

rack device.

One reference in the prior art touches on this issue, although it does not
directly address it. United States Patent Number 7,027,896, filed August 19,
2003, and issued to Michael Thomson of Schweitzer Engineering Laboratories
of Pullman Washington, discloses a substation control system utilizing a
number of input / output modules used to gather input; from a power substation
for a number 6f |o'gic.proces'soors, which communicate with the input / output
modules through a fiber-optic network. However, this reference does not
disclose resource sharing or command forwarding between intelligent power

protection devices.

Obijects of the Invention



CA 02664503 2009-03-25
WO 2008/042116 PCT/US2007/020369

[0011] Accordingly, it is an object of this invention to provide a mechanism to
share output contacts across mﬁltiple power protection devices. |

t0612] - Anotﬁer ébjéct of this inveriti'on‘ is to proviae a co‘mmuhicaﬁons pfdtocol"
between multiple power protection devices for shafing contacts.

[0013] Yet another object of this invention is to provide a communications
protocol whereby one power protection device can forward commands to

another power protection device.

Summary of the Invention

10014] The disclosed invention achieves its objectives through the use of a
device-to-device direct communication system. The device-to-device direct
eommuﬁicat;'or’n °s§§tem allow':; Sﬁe device to 'thtiloize.both'the' i’nbt;lt'an'd outpuf
contacts of the other device as needed. In addition, one device may forward or
source commands to the other device.

[0015] In one embodiment of the invention, a power system device-to-device
direct communication system comprises a first intelligent electronic device with
a processor and a transmit module. Software within the processor maintains a
list 6f “virtual oﬁtbﬁts.” Within the transmii .modt;il‘e,t part of which may be
implemented within the processor, a humber of data channels are maintained.
The processor transfers the virtual outputs into the data channels, and
transmits the data channels to a second intelligent electronic device. The

second intelligent electronic device receives the data channels and extracts the
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virtual output bits. The second intelligent electronic device then adjusts a group
of its own output contacts in accérdance with the received virtua} output bits. |

" In another embodiment of the invention, a power éyétém device-to- -
device direct communication system comprises a first intelligent electronic
device with a first processor and a receive module coupled to a communication
link. The receive module receives channel data from the communication link
inc!uding a virtual input. The processor examines the received data including
the virtual input and alters its internal state based on the received data. A
second intelligent electronic device monitors its input contact with a second

processor. The second intelligent electronic device also has a transmit module

~coupled to the second processor, where a plurality of data channels are formed

iric;lu'dihg a virtual i'nput formed frbm tﬁe statué of the input, which is t.ransm.itted
to the first intelligent electronic device.

In a further embodiment of the invention, a power system device-to-
device communication system comprises a first intelligenf electronic device with
a first processor, a command input, and a transmit module coupled to a
communication Iink. The ﬁrgt processor forms a plurality of data chapnels
iné:lhciing at ieas’é one command channel based on the command in.put,'aﬁd
transmits the plurality of data channels to a secdnd in.telligent electronic device.
The second intelligent electronic device receives the plurality of data channels
with a receive module and extracts the command channels using a second

processor. The second processor then executes the command.
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Brief Description of the Drawings

[0018]

[0019]

[0020}

[0021]

[0022]

[0023]

Although the characteristi;: features' of this invention will be particularly
pointed out in the cléimé, the invention itself, and the manner in which it can be -
made and used, can be better understood by refer‘ring to the following
description taken in connection with the accompanying drawings forming a part
hereof, wherein like reference numerals refer to like parts throughout the
several views and in which:

FIG. 1 is a simplified single line schematic diagram of a typical wide area

power system.

FIG. 2 is a simplified block diagram of a relay-to-relay direct

.cqmmunicatio,n sys_tem within the power sy'stem of FIG. 1 cgns_,tructe.d in

éccordance with an émbbdirﬁér;t of tﬁé invenfioﬁ.

FIG. 3is an exemplary-rec_eived frame of the relay-to-relay direct

communication system of FIG. 2.

FIG. 4 is a simplified functional block diagram of a system constructed in

accordance with the an embodiment of the invention wherein a primary

power protection device controls the functioning of a backup power

protection device. .

FIG. 5 is a simplified block diagram of a relay-to-relay direct

communication system for use in the power system of FIG. 1,

constructed in accordance with an embodiment of the invention.
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10024] FIG. 6 is an exemplary-received frame of the relay-to-relay direct

communication system of FIG. 4.

- Detailed Descrigt'io'r't of the Hlustrated EmBodimentS .

[0025] As indicated above, the present invention is based on and is an
improvement of the communication system of U.S. Pat. No. 5,793,750, which
includes a direct communication link between two protective relays serving an
electric power apparatus, the system supporting a communication arrangement

- or protocol involving eight data channels for exchange of output status
indication bits between the two relays both quickly and securely. The channel
data bits TMB1-TMB8 identify eight transmit bits, on eight data channels.

[0926] .. - Those .bits, yvhen received-by the other relay, are idga.ntiﬂed-.as.rec;ei\(ed -

o chéhn:el data bits RMB‘IRMBB,'wherein R.M‘B‘I-RMBS' are the "mirror" or "
replica of the transmit channel data bits. The eight data channels can
accommodate at least eight output status indication bits. As indicated above,
however, in many two-relay arrangements, only two or perhaps three channels
are necessary to communicate the output status indication bits. Utilizing the
present invention, the otherwise vacant channel space can now be used by
selected addit'ior{ai data (discu.ssed belo.w) and an associated synchronization

charinel to synchronize the additional data.

[0027] The additional data can be digitized analog quantities, such as metering
data, or can be "virtual terminal” data. In a virtual terminal implementation, a

human user or another application utilizes the direct communication link to
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communicate with the other relay. For example, the human user could utilize

“the direct communications link to controf or query the other relay. An application
such aé,"for example, an i:ntegrat‘io‘n .pr‘oto.cc.Jl liké as DNP3, co.utd also ‘ut'il.iz‘e '
the communications link in the virtual ferminal imp!émentation.

[0028] FIG. 1 is a simplified single line schematic diagram of a typical wide area
power system 10. As illustrated in FIG. 1, the power system 10 includes, among
other things, two generators 12 each configured to generate three-phase
sinusoidal waveforms, for example, three-phase 12 kV sinusoidal waveforms,
two step-up power transformers 14 configured to'increase the 12 kV sinusoidal
waveforms to a higher voltage, such as 138 kV, and a nﬁmber of circuit
bregkers 18. The step-up power transformerg 14 prqvide the higher voltage-
sinusoid'él wéveforﬁs to a nb;rwber of l.c')ng distance .trénsn*n.is'sion.litries such as .
the transmission lines 20. In one embodiment, a first substation 16 may be
defined to include the generators 12, the step-up transformers 14 and the
circuit breakers 18, all interconnected via a first bus 19. At the end of the long
distance transmission lines 20, a second substation 22 may include step-down
power transformers 24 to transform the higher voltage sinusoidal waveforms to
lower voltage éinﬂsoidél waveforms (e.g., 15 kV) suitable for distribution via a :
distribution line to various end users 26 and loads 30.

[0029] As previously mentioned, the power system 10 includes protective
devices and procedures to protect the power system elements from faults or

other abnormal conditions The protective devices and procedures utilize a

10
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variety of protective logic schemes to determine whether a fault or other
problem exists in the power syétém. For example, some types of protective
relays utilize a current differential comparison to détermine whéther a fault
exists in the protection zone. Other types of protedtive relays compare the
magnitudes of calculated phaso}s, representative of the power system
sinusoidal waveforms, to determine whether a fault exists in the protection
zone. Frequency sensing techniques and harmonic content detéction is also
incorporated in protective relays to detect fault conditions. Similarly, thermal
model schemes are utilized by protective relays to determine whether a thermal
problem exists in the protection zone.

- Referring again to FIG. 1, also included are a first and a second -
protective relay 160 and 102 adépfed to brovidé for examﬁlé; éQerr;urrent
protection for the transmission line 21. As described below, the first and second
protective relays 100, 102 are also adapted to communicate via a
communication link 34 that can be configured using one of a number of suitable
media. Additional protective relays such as a protective relay 104, adapted to
communicate with the first protective relay 100 and/or the second protective
rel'ay.‘l 02, may also be included in the power system 1"0* . '.

FIG. 2 is a simplified block diagram of a relay-to-relay direct
communication system 40 incorporated in the power system 10. Although
illustrated using the first and second protective relays 100, 102, it should be

understood that the communication system 40 can include additional protective

11
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relays operatively coupled to the first and/or second relay 100, 102 and
~adapted to operate as described'below. Further, although illustrated using thé .
- first and second protective relays 100,. 102, it sﬁouléj be understc;o'ci that the |
apparatus and method described herein is applicable to communication
between any intelligent electronic device (IED) of the power system 10.

[0032] -or ease of discussion, the first protective relay 100 is shown as the
transmitting relay and includes, inter alia, a "transmit" module 41, having a
microcontroller 42 operatively coupled to a receive and transmit interface
means; in this example, a universal asynchronous receiver/transmitter (UART)
43. The (transmitting) UART 43 is configured to convert bytes of channel data

B bits.(c,torresponding to the channel data) resulting from operation of the first
protective relay 100 into a single serial me.ssage:st‘r.ean; for outbound
transmission via the communication link 34 to the second protective relay 102,
and to convert an inbound serial message stream (from the second protective
relay 102) into bytes of channel data suitable for use by the first protective relay
100.

| [0033] Similarly, the secopd protective relay 102 is shown as the receiving relay
and includes, inter alia, a "receive" module 44 héving é second r.nicrocontrol.ler
45 operatively coupled to another UART 46, operational and configured as
described above. Although not separately illustrated, each of the first and

second protective relays 100, 102 include both transmit and receive capability

to enable communication. While illustrated as transmit and receive modules 41,
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44, in a simplified functional block diagram format, the relay-to-relay direct
communication system and method described herein may be implemented by
- means of a microprocessor or field programmable gate array (FPGA) exécUtiﬁQ

a computer program, protection algorithm or relay iogic scheme. Further,

although illustratéd as a UART 43 operatively coupled to the first
microcontroller 42, and a UART 46 operatively coupled {o the second
microcontroller 45, one of any suitable transmit and receive interface means
may be utilized to convert bytes of channel data bits into a serial message
stream for transmission via the communication link 34.
. ' [0034] The transmit module 41 and the receive module 44 are operatively
. connected via the communication link 34: As noted above, the communication
link 34 rhay be implemented :':13 aﬁ I;{F Iink; a micréwave link, éh a.udi':o link, é .
fiber optic link, or another other type of suitable link adapted to carry serial data.
As illustrated, in addition to output status indication bits, each of the transmit
and receive modules 41, 44 is capable of transmitting/receiving other types of
channel data in the form of serial messages. For example, the channel data
may Include digitized analog values, derived from analog quantities, that require
‘more than a single bit such as metéring iInformation, bréaker fail;lre system
security enhancement information, reclose enable information, instrument

transformer checking and multi-terminal fault location information, to name a

few.

13
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10035] Referring to the transmit module 41, an eight data channel arrangement
is configured such that two data .cha_nneIs., a data channel 47 and a data .
channel 48, éorrespoﬁd to' the conventiénél out'pﬁut ‘s’éatus indicatioh .bits 57
transmitted as channel data bit TMB1 and TMB2, fespectively, from the
transmit module 41 of the first protective relay 100 to the receive module 44 of
the second protective relay 102. Three data channels, a data channel 49, a
data channel 50 and a data channel 51, are dedicated to digitized analog
values 59, 60 and 61 transmitted as channel data bits TMB3, TMB4 and TMBS),
respectively, from the transmit module 41 of the first protective relay 100 to the
receive module 44 of the second protective relay 102.

- [003¢] - Each of the digitized analog values 59,60, 61 are formed by, for
| | exarﬁple, conve;'ting é. éZ;bit ﬂ;:nating p;oint number .r'epres.en'ting Oa.n'.analog

quantity (e.g., system impedances, currents, voltages)) into an 18-bit floating
point number. The 18-bit floating point number is then serialized such that one
bit from each of the digitized analog values 59, 60, 61 is included as channel
data bits TMB3, TMB4 and TMBS5, respectively, in sequential transmitted
messages until all of the bits associated with the digitized analog valges 59, 60,
61 are transmitted. ,F.br. exa’mble, if each of the digiﬁzed aﬁalog values 59, 60,.
61 is expressed in 18 bits, eighteen sequential serial messages are transmitted
where the first serial message includes the first bit of the digitized analog value
59 transmitted as channel data bit TMB3, the first bit of the digitized analog

value 60 transmitted as channel data bit TMB4, and the first bit of the digitized
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analog value 61 transmitted as channel data bit TMB5. Similarly, the second
serial message includes the secénd bit of the digitized analog value 59
transmittea as channel daté bi;t TMBé,’the secoﬁd bit ;of .the digitized analog
value 60 transmitted as channel data bit TMB4, and the second bit of the
digitized analog value 61 transmitted as channel data bit TMBS5, and so on.

[0037] It should be noted that while compromising some precision, the
conversion scheme that converts a 32-bit floating point number (representing
the analog quantity) into a corresponding 18-bit floating point number, enables
quicker transmission to the second protective relay 102. 1t should also be noted
that other conversion schemes may be utilized depending on the analog

- quantity measured, the precision required, and th:e Spegd of transnjisgion

desired. - |

10038} Two additional data channels, a data channel 52 and a data channel 53
facilitate virtual terminal data transmitted as channel data bits TMB6 and TMB7,
respectively, from the transmit mod tle 41 6f the first protective relay 100 fo the
receive module 44 of the second protective relay 102. As noted above, virtual
terminal data refers to data provided by a user located gt. a local relay (e.g., thg

- first relay. 100), to.a remote°relay (e.q., ihe seéond reléy 102) via the

communication link 34. In such a configuration, the local relay operates as a
virtual terminal to allow the user to query and/or control the remote relay with
the familiar serial port user interface passing data on otherwise unused

channels. The virtual terminal scheme also adds fast meter/operate capability.

15
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Like the digitized analog values described above, the virtual terminal data is
serialized bit-by-bit such that, f_of example, 18-bit virtual términa) data is
transmitted bit—b§~bit in 18 's;equential serial messages where the first two bits -
are payload flags and the last sixteen bits are two 8-bit data bytes. For

example, the 18-bit virtual terminal data may be expressed as:
p.sub.1p.sub.2d.sub.16d.sub.15d.sub.14d.sub.13d-
sub.12d.sub.11d.sub.10d.sub.9d.sub.8d.sub.7d.sub.6d.sub.5d.sub.4d.sub.3d.-
sub.1 where p.sukz.1-1 indicates that d.sub.1-d.sub.8 is a payload byte, and
p.sub.2=1 indicates that d.sub.9-d.sub.16 is a payload byte (see, FIG. 3).

[0039] The eighth data channel 54 is dedicated to synchronization information
trapsmitted. as-channel data bit TMEB from-the transmit..module 41 of the first -
bfotective reléy 100 to thé .recei.;fe mc.)d'ulé’44 of the second protecti\}e re'la.y
102. The synchronization information enables synchronization of the data
channels associate:d with the analog values 59, 60, 61 and the virtual terminal
data 62. Thus, when any of the data channels 47-53 are used for anything
other than the output status indication bits, a dedicated synchronous channel is
allocated for synchronization information trgnsmitted as channel data bit TMBS.

[0040] ‘. .. Although iIIustrated. utili;zing an eight data chaﬁnel arrangement, it should
be understood that a different number or arrangement and/or assignment of
data channels can be used by the first and second protective relays 100, 102 of

the communication system 40. Accordingly, the two data channels of output

status indication bits in combination with the three data channels of analog

16



CA 02664503 2009-03-25
WO 2008/042116 PCT/US2007/020369

values and the two data channels of virtual terminal data illustrated in FIG. 2 is
arbltrary The output status lndlcatlon bits could occupy more or less or no data ,
channels the analog values could occupy more or less or no data channels |
and the virtual terminal data could occupy more or less or no data channels. In
addition, one analog value can occupy more than one data channel for
speedier transmission. Similarly, virtual terminal data can occupy more than
one data channel for speedier transmission.
[0041] Further, in one embodiment of the invention, the arrangement and/or
assignment of the data channels may be fixed, while in another embodiment,
the arrangement and/or assignment of the data channels may be dynamically
.changed durlng relay Operatton dependlng on the desured cont” iguration of the
protective relay(s) 100 102. As a result, speed of recelpt of the channel data by
the receive module 44 is adjustable based on the assignment of the channel

data to the number of data channels.

[0042] For example, if 18-bit virtual terminal data is dynamically assigned to one
data channel during a high activity period of relay operation, it is transmitted bit-
by-bit in 18 sequential serial messages, and then reaesembled for use by the
receiving relay. If one messege Is transmitted every 1 millisécond via the.
communication link 34, 18 milliseconds are required for receipt of the entire 18-

bit virtual terminal data. In contrast, if the same 18-bit virtual terminal data is

dynamically assigned to three data channels during a lower activity period of
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relay operation, it is transmitted bit-by-bit in 6 sequential serial messages,
requiring six milliseconds. “
.[Ot)43] S Prior to trahsmission, each of the eightchannel data bits TMB1-"I;MB8 S
encoded by an encoder 65 to form an encoded message 66 using-one of any
number of suitable techniques. The encoded message 66 may therefore have
one of any number of suitable formats, depending on the encoding scheme
selected. For example, in one encoding scheme, the encoded meseage 66 may
include 36 or 40 bits, divided into four 9-bit (for 36 bit length) or 10-bit (for 40 bit
length) characters plus a number of idle bits. The number of idle bits may vary
depending upon the selected transmission speed.

. [0044] . Contmumg wrth the example the bits may be assembled such that the .

. ﬁrst 9-10 bit character includes a single start bit foltowed by the six channel
data bits TMB1-TMBS, followed by an odd parity bit and one or two stop bits, as
selected by the user. The second character may include a second single start
bit, followed by the six channel data bits TMBS, TMB6, TMB7, TMBS, TMB1
and TMB2, followed by an odd parity bit and one or two stop bits. The third
character may lnclude a start bit followed by the six channel data bits TMB7,
TMBB TMB1 TMBZ TMB3 and TMBA4, followed by an odd parity bit and one or-
two stop bits. The fourth and final character in the message may include a
single start bit followed by the six channel data bits TMB3-TMBS, followed by
an odd parity bit and one or two stop bits. The remaining bits, if any, are a

variable number of idle bits, depending upon transmission speed of the data.
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Using such an encoding scheme, each of the channel data bits TMB1-
TMB8 are repeated three times i.n the four character pgrfions of one encdded |
message 66 with sin'g.l‘e stop and parity bits and oné or tv.vo. étop bits inserted
between each character portion of the encoded méssage 66. This encoding |
scheme allows the receiving, or second protective relay 102, to check for errors
that may have occurred during transmission.

In addition to assembling the bits into messages, each of the first and
second protective relays 100, 102 may be adapted to further encode and
decode using an identifier pattern selected during system configuration. For

example, if preprogrammed {o include one particular identifier pattern, the

~transmit encoder 65 logically inverts one of the four characters in each of the . .

mes's.ages as a means of encoding the identiﬁér baftérn into the message. As
described below, the receiving, or second, relay 102 then ensures that the
received message has been encoded with the correct identifier pattern.
Although described as assembling messages where one character is logically
inverted, it should be understood that other suitable formats and encoding
schemes may be utilized by‘the encoder 65 to generate the encoded. message
- . .

The encoded message 66 is then applied to the UART 43, adapted to
satisfy several operating parameters for the system. In general, the UART 43
converts the encoded message 66 into a serial message 67 for transmission as

part of a serial message stream via the communication link 34. Accordingly, the
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receiving UART 46 must also be capable of checking the received serial
message 67 for proper framing (;the presence of one stop bit per byte) and
proper parity, and detecting overrun errors. . '

[0048] The UART 43 can be programmed for vario.us baud rates. For exampl.e,
it can be programmed for baud rates ranging from 300 through 115,000. The
UART 43 is additionally adapted to synchronize both transmit and receive serial
messages using transmit and receive clocks externally supplied. As will be
appreciated by one skilled in the art, the method of bit synchronization, using
start and stop bits or using synchronizing clocks, is oné of any number of
suitable methods for synchronization.

- [0048] . §ubsequent to beﬁ‘fng brepared for transmisgzipn by the U.A.R,T.‘43, the '

o serial rﬁessage 67 is tranémitted 6\}ef the communi'cation. link 34 to the réceive-
module 44. The sampling and transmission rates can be varied depending on
the desired operation of the transmitting relay.

10050] Referring now to the receive module 44, the receiving UART 46 provides
the counterpart functions of the transmitting UART 43. When the serial
message 67 Is rgceived‘ by the receive module 44, the UART 46 performs
several data checks on each character of the sérial message 67. It also checks
each character of the serial messages 67 for proper framing, parity and overrun
errors.

[0051] From UART 46, the characters of the serial message 67 are passed to a

decoder 68. In general, the decoder 68 reassembles groups of four characters
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in order to reconstruct the four character message. Next, the decoder 68
checks each message for errprs; and also examines the results of the UART
checks described above. If any of the checks fail, the decoder 68 discards the
message and de-asserts a DOK (data OK) flag 94.for that message in a
register 95 (see, FIG. 3).

More specifically, in the illustrated example, the decoder 68 ensures that

there are the three copies of the eight channel data bits TMB1-TMB8 included

in the transmitted four-character encoded message 66. If an identifier pattern
was used to encoder the encoded message 66, the decoder 68 also checks to
ensure that the encoded message 66 includes the identifier pattern. It should
be noted that the encoding/decodingjs‘cheme d‘esc.riped'aboyg is one of any
number of suifable enc.:bd.ing./decoding écherﬁes to énable erro‘r detection thaf |
may be utilized in the method and apparatus of the invention.

As a result of operation of the decoder 68, the DOK flag 94 and the
channel data bits RMB1-RMBS8 are provided. The received channel data bits
RMB1-RMBS8 are the mirror or replica of transmitted channel data bits TMB1-
TMBB. The data OK.(DO‘K) flag 94 provides an indication of whether errors
were detec'ted.in the received me'ss.age. o

Like the transmit module 41 of the first relay 102, the receive module 44
of the second relay 102 includes an eight data channel arrangement where two
data channels are dedicated to the output status indication bits, three data

channels are dedicated to three digitized analog values, two data channeils are
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dedicated to virtual terminal data and one data channel is dedicated to

synchronization information. Accordingly, the output status indication bits 57

are received as chaan.e'l data bits RMB1 ahd RMB2 via data channels 70 and
71, respectively, and are applied to one or more sécurity counters 69. The
security counters 69 operate to ensure that the state of the received channel
data bits RMB1 and RMB2 remain constant for a pre-selected number of
received serial messages 67 before the output status indication bits are utilized
by downstream processes. Ensuring that the state of the oﬁtput status

indication bits remain constant increases the reliability and security associated

with the output status indication bits 57.

Because the two channel data bl'[S RMB1 and RMBZ are transmltted blt
by bit, no synchromzatlon of those blts IS requ:red The channel data bits RMB1
and RMB2 are used by the second relay 102 to make determinations
concerning operation of the power syétem 10 (as detected by the first protective
relay 100) including possible circuit breaker trip action when appropriate. In the.

illustrated example, the digitized analog values 59, 60 and 61 are received as

| channel! data bits RMB3, RMB4, and RMB5 via a data channel 72, a channel

73 and a channel 74, .respectively.‘ Each of the three digitized analog values 59,

60, 61 are received serially one bit per message per data channel, and are then

parallelized in a parallelize element 78. The parallelize element 78 re-

assembles each of the three digitized analog values from received successive

decoded messages 58. As noted above, in the illustrated example, each of the

22



CA 02664503 2009-03-25
WO 2008/042116 PCT/US2007/020369

digitized analog values 59, 60, 61 includes eighteen bits. In an embodiment,
sixteen bits are uﬂsed for informafion while the remain'ing tyvo bits are unused.
Therefore, foi' every 18 mess$ages, 3 comple'té'original analog value is r.eceived
on each corresponding data channel.

[0056] , Similarly, the virtual terminal data 62 is received as channel data bits
RMB6 and RMB?7 via data channels 75 and 786, respectively. Like the analog
values 59, 60, 61, the virtual terminal data 62 is received serially one bit per
message per data channel, and is also parallelized in the parallelize element
78. In the illustrated embodiment, the virtual terminal data 62 includes eighteen
bits. Sixteen bits of the eighteen bits are utilized for virtual terminal data, where
the sixteen bltS are divided mto two elght-blt byies The two remalnlng blts are |

| used to indicate which of the two elght-blt byte fields actually contain vnrtual
terminal data, and which, if any, are idle, (e.g., waiting for user input). Thus, for
every 18 decoded messages 58, two virtual terminal bytes are received on
each corresponding data channel 75, 76. After parallelization via the parallelize
element 78, the analog values and the virtual terminal data are provided to the
second protective relay 102.

[0057] Agéiﬁ, the parti'eu.la} arrangement of .thé eight data channel bits TMB1- -
TMB8 is established in accordance with the user's communication
requirements. Different numbers of output status indication bits, analog values

and virtual terminal data can be utilized to form seven bits of the eight channel

data bits TMB1-TMBS.
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[0058] | A data channel 77, or synchronization channel, is dedicated to the
remaining channel data bit, RMBé. The channel data bits RMB8 of the
éynchronization channel enablé the recéiving decoder 68 énd parallel-izé
element 78 to find the start and stop boundaries sérial messages that includé
the digitized analog values and virtual terminal data. The synchronization
channel is necessary when any of the other channel data bits include the
digitized analog values or the virtual terminal data. If all of the channel data bits
are used for output status indication bits only, no synchronization is necessary
and the data channel 77 may be used for output status indication bits.

[0059] In order to determine that a complete (four character) bit message has
been received, the second relay 102 identifies the first byte of each of the bit
me's'sages via fnessage synchrénizétion. .ln.one embodimént, meséaéé .
synchronization is maintained by counting modulo 4 from the first received byte
after byte synchronization is achieved. Accord ingly, each time the counter rolls
over, the first byte is received.

[0060] FIG. 3 illustrates an exemplary received frame 80 of the relay-to-relay
direct communication system 40, according to an embodiment of the invention.

| As illustrétéd, the réceived frame 80 includes 18 messages where Qa.series’ of
the "bottom" channel data bit (TMB8) brovides the 18-bit synchronization
Information after encoding, transmission and decoding. In addition, the analog

values and virtual terminal data are received as channel data bits RMB3-RMB7

via data channels 72-76.
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[0061] Referring to the data channel 77, or the synchronization channel, a
special frame syn'chronizatio.n paﬁern, for example 000901, Is utilized to |
indicate that all othérodata channels (e.g., data .chénnels 76-:76) are atthe
beginning of a frame. In the illustrated example, wh’en the last six bits received
on the synchronization channel are 000001 (the 1 being most recent), then the
other data channels are determined to be at a frame boundary. For example,
fhe synchronization channel may be expressed as
d.sub.8d.sub.7d.sub.6d.sub.5vd.sub.4d.sub.3d.sub.2d.sub.11 pt000001 where,
d.sub.x=virtual terminal data, 1=binary one, 0=binary zero, p=1 indicates that
the virtual terminal data is valid, .nu. is a virtual terminal flag byte; it is normally
1, bufc .is.set tp.O to indicate a _s_pecia!'ﬂag byte is in the virtual .terminal data, and N
t=tirﬁe éync bit; o ‘ - .

[0062] A comparator 91 in FIG. 3 is adapted to enable detection of the special
frame synchronization pattern in the six most recently received channel data
bits (from the six most recently received messages). Upon detecting the special.
frame synchronization pattern via operation of the comparator 91, a modulo 18
counter 92 is interrogated. If the modulo 18 counter 92 is not zero, it is reset to
.zero and the data on the synchronization, virtual terminal data z;lnd analog value
channels (i.e., channels 72-77) since the last valid frame sync (FS) signal 97 is
discarded. Therefore, if the modulo 18 counter 92 is at zero, if all of the 18 most
recent data OK (DOK) flags in register 95 are valid (e.g., a binary 1 value) and if

the comparator 91 is asserted indicating detection of the special frame
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synchronization pattern, then an AND-gate 96 asserts the FS signal 97,
resulting in the‘analog values ana virtual terminal data being utilized by the.
receiving, of éecond relay 102. . | | |
The synchronization channel, dedicated to fhe channel data bit RMB8;
Inciudes an additional virtual terminal character separated into two four-bit
segments 80 and 82. Further, a bit 84 has a binary 1 value if the additional
virtual terminal character contains valid data, and has binary 0 value if the
additional virtual terminal character is idle (such as might be the case if the
virtual terminal session is waiting for input from the user). A bit 85 of the

synchronization channel 77 has a binary 1 value, and a bit 86 typically has a

binary 1 value, except-under special conditions described below. When both of . .

ot‘he bits 84 and 85 have a binary 1 value, five consecutive zeros in the

synchronization channel are not possible. This ensures that the frame
synchronization pattern 000001 detected by comparator 91 can only occur at
frame boundaries.

The additional terminal character contained in half-bytes 80 and 82 can

also include control characters, intended to indicate from one relay

. (transmitting) to the other (receiving) when virtual terminal communication

should be established, terminated, paused, etc. When one of these control
characters is included in the additional virtual terminal character, bit 86 is forced

to a binary 0 value. The special control characters are chosen carefully by the

26



[0065]

[0066]

CA 02664503 2009-03-25
WO 2008/042116 PCT/US2007/020369

system designer such that, even with bit 86 at the binary 0 value, the frame
gynchronization pattern 000001 é:an only occur at a frame ._boun,dary.

In addition, a bit T 98 in the'synchronizatioh. channel comprises a
separate serial data stream, transmitted at the raté of one bit per 18 messagés
(frame). This separate serial data stream contains date and time information.
Each time the FS signal 97 asserts, a time synchronization device 88 accepts
the bit T 98. An additional frame synchronization system, similar to the frame
synchronization system described above, aliows the time synchronization
device 88 to recognize the boundaries between successive time
synchronization messages. Namely, a specific frame synchronization pattern is
placed in the serial data stream formed by the bit t 98 (i.e., a bit t serial data
strearﬁ). A comparator detects; fﬁe specific frame synchronféétiori pattei'ﬁ, .a.n'd
signals that the time-of-day and calendar day information, contained in the bit T
serial data stream may be used. The data included in the bit T serial data
stream is formatted such that the frame synchronization pattern can only occur.
at frame boundaries. The time synchronization device 88 then updates the
time-of-day clock and the calendar day with the time-of-day and calendar day
information contained'in the bit.T seri;':ll data stream. | |

Unlike control inputs of typical protective relays, the relay-to-relay direct
communication system disclosed herein includes communication link

monitoring capability via detection of corrupted serial messages when they

occur. That is, when a corrupted serial message is received by the receive
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module 44, it may be concluded by the receive module that the corrupted serial
message is the result of faulty oberation or degradation of the communication
link 34 arm:d/dr associaféd transmisston equip'ment. Suitable aiafming méy Be o
utilized to notify the user of the condition where thé communication link 34
and/or associated equipment remains faulty for a predetermined duration.

The relay-to-relay direct communication system disclosed herein also
includes communication link monitoring via detection of missing serial
messages. Because, the serial messages 67 are transmitted via the
communication link 34 at pre-determined periodic intervals, or at a predictable

rate, it can be concluded by the receive module that the missing serial

“message(s)67 is/(are) the result of faulty operation or degradation of the .’

communication Iiﬁk 34 and/or associated transmissio'n equi.'pm'ent. For
example, if the transmit module 41 is transmitting 250 serial messages every
second (a rate of one message every 4 milliseconds), and the receive module
44 does not receive a serial message in an 8 millisecond period, a problem with
the communication link and/or associated equipment may be concluded. In
both-instances, the DOK flag 94 indicates the problem with the communication
link 34 an'd/or associated equipmeﬁt, and the réceivea analog values and/or
virtual terminal data is not utilized by the receiving relay (see, FIG. 3).

The relay—t.o-relay direct communication system disclosed herein further
includes an ability to determine communication link availability, or channel

availability, defined as that portion of time the communication link 34 and/or
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associated equipment is capable of properly delivering uncorrupted serial
messgges 67. Communication lir;k..availability may be calculated by dividing the
aggregate ﬁumber of all 'of’ the feﬁeived unc’oﬁu’ptéd serial n'iessa‘g'es' by the )
total expected serial messages in a recording peridd. For example, for a
recording period of 24 hours, at 250 serial messages per second the
transmitting module 41 transmits 21,600,000 messages and the receive module
44 receives 21,590,000 serial messages 67 because 9000 of the serial
messages were corrupted and 1000 of the serial messages were missing. The
channel availability would therefore be 21,590,000/21 ,600,000=99.9537%.

Suitable alarming may be utilized to notify the user when the channel

. availability falls below a predetermined threshold. - .

[0069]

[0070]

As will be appreciated by oné s;killéd in the aﬁ; variatioﬁs 6f availability.
calculations are possible such as, for example, counting received frames 80 to
determine availability of the digitized analog values and/or virtual terminal data.
For example, because 18 received frames are needed to reconstruct an 18-bit
digitized analog value, receipt of only 17 of the 18 frames would indicate an
analog value availability of 94.44%. |

Accordingly, the relay-to-relay directicomrr{unication system disclosed
herein is adapted to (1) directly communicate output status indication bits which
represent the result of protection functions by one of the relays, (2) directly
communicate selected analog values representing one or more functions of the

relay, (3) directly communicate virtual terminal data provided by a.user to one of

29



[0071]

[0072]

CA 02664503 2009-03-25
WO 2008/042116 PCT/US2007/020369

the relays via the other relay, (4) monitor the communication link between the

two relays, (5) determine communication link availability and (6) provide time

"synchronization. The analog values and the virtual terminal data are processed

in serial fashion in successive messages on chanﬁels not used by the outpuf
status indicatioﬁ bits. The time synchronization data is procéssed in serial
fashion in successive frames (18 messages) of data.

As noted above, the number of and assignment of data channels for the
output status indication bits and the additional data (analog values and virtual
terminal data) can be pre-selected by an operator or can be dynamically

selected during relay operation. The additional data may include analog values

-only, virtual terminal data only or a combination of analog values and virtual

terminal data. The synchroniiation chéﬁnel S dedicéfed for purpo.ses of
synchronizing the additional data, to transmitlrecéive additional virtual terminal
data, time information and calendar (date) information. This results in the
channel capability of the basic transmission arrangement disclosed in the '750
patent being used to its maximum extent, while providing the benefits of the
existing fast and highly secure transmission of output status indication bits.

. FIG. 4 illustrates.a power protéction system 400 utilizing a primary 410
and a backup 420 protection device to oversee the operation of a circuit
breaker 430. As illustrated, both the primary device 410 and the backup device
420 are identical. The circuit breaker provides a breaker status signal 434,436

to both the primary 410 and backup 420 devices. The breaker status signal
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434,436 indicates whether the breaker is open or closed, and is used by both
the primary device 410 and the Backup device 420 to determine whether or n;t
to open‘ the circuit bre'ake; 6n detection of a fault. ’

[0073] The primary device 410 a‘nd the backup de\}ice 420 also provide
overcurrent indications 444 446 to an alarm grid 440. Further, the breaker
provides a breaker gas pressure alarm signal 438 to the backup device 420.
As §Xplained later, the backup device transmits this alarm condition over a link
415 to the primary device 410. The primary device 410 processes the

transmission and outputs a breaker gas pressure alarm 448 to the alarm grid

440.

| ..[0074] . The primary device 410.is also conhected to a communications network:
450. An operatof' may l:ISe‘ é‘computer 460 connected to the same ﬁé@ork 450
to send commands to the primary device 410. The operator may also direct
commands to the backup device 420 through the primary device 410, which is
coupled to the backup device by link 415.

[0075] FIG. 5 is a block diagram of a device-to-device direct communication
system SOQ within the power system 400, constructed according to an
embodiment of the inventfon. FIG. 5 is largely anialogous to.FlG. 2, discussed |
earlier. However, FIG. 5 utilizes sixteen data channels, and their specific use is
described below. The first eight data channels 531-538 are used as “virtual
output bits” for the primary device. The virtual output bits 511-518 denoted

VOB+-VOB; are transferred into the first eight data channels 531-538. The

31



CA 02664503 2009-03-25
WO 2008/042116 PCT/US2007/020369

primary protective devicé 504 transmlts the status of the virtual output channels
to the backup protective device 556 which operates output contacts In
accordance with the virtual output channels, as explained later.

[0076] The next six data channels 519-524, denotcd |B1-IBs (input bit) are
virtual input channels. The primary protective device 504 collects the status of
its input contacts 508 and places the collected status into the iInput bits 519-
924. Those bits are then transmitted to the backup protective device 556,
which maintains corresponding virtual input bits, and rnay use the virtual input
bits in its internal calculations.

[0077] The final two data channels 525-526, denoted CMD1-CMD2 are
command channels Usmg these channels the primary. protective dev;ce 504
may Issue commands to the backup devuce 056. The cocnmands may be
relayed through the primary protective device 504 from an operator as
llustrated in FIG. 4. The commands may also be sourced from the operation of
the primary device 504. For example, an external operator could alter the cold .
load pickup setting both the primary protective device 504 and backup
protective device 556 using the CMD data channels 525-526.

10078} . When a frame is ready to transmit, tne processor encodes at 550 thé’ |
data using any one of a number of suitable techniques. The data is then
passed to a UART 552, where it is transmitted by a link 555 to the backup
protection device 556. The backup protection device 556 then retrieves the

data from a UART 579 and decodes at 580 the data into sixteen parallel
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received bits 561-576. The received bits 561-576 are separated into OB4.g

- (output bits 1-8) 581-588, VIB1.6 (virtual input bits 1-6) 589-594, and CMDy2. -

o (cémmand bits 1-2) 595-596. The backup protection device aHjusts its output

[0079]

[0080]

contacts (not shown) to conform.to the received oﬁtput bits. It also updates i;ts
Internal operations with the virtual input bits, and executes any commands
required by the command bits.

FIG. 6 is an exemplary received frame 600 of the device-to-device direct
communication system 500, according to an embodiment of the invention. As
llustrated, the received frame includes sixteen bits. Of these, eight are output
bits 620. The processor 660 reconfigures the output contacts 651-658 to
match the state of the output bits 620.- The received frame also includes six.
vi.r.tual input bits 616, which éorrespond to iﬁbﬁts 6f the priméry prc.)tectio.n
device 504. The processor 660 adjusts its internal memory and operating state
based on the virtual input bits 630. Finally, the received frame includes two
command channels 640. These channels may encompass messages that are .
many bits long, and will need to be assembled frame by frame before they can
be executed. Once the command messages are assembled, they are executed
by the command processor 640'; which adjusts the intérﬁal staté df brocegsar
660 and output contacts 650.

The virtual input bits 616 can be used to convey the status of an input
contact from one device to the other device. For instance, one device may

monitor signals, such as a circuit breaker-in service signal, a circuit breaker test
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mode signal, or a circuit breaker manual close indication signal. The monitored

signals may then be transformed into digital bits and transferred to the other

- device, where they are used internally in the second devices calculations.

Other signals which may be monitored using virtua;I input bits are cold load
pickup on/off, or the status of a second circuit breaker.

Each virtual output bit may be based on a single setting within the
primary protection device, or a combination of settings within the primary

protection device. The table below illustrates some common power protection

settings:

"Dé's""ipﬁm ST

Phase Instantaneous Definite-Time

50PH
| Overcurrent Elements

50N Residual Ground Instantaneous Definite-
| Time Overcurrent Elements
| ESOQ Negative-Sequence Instantaneous

Definite-Time Overcurrent Elements.
| E51S Selectable Operating Quantity Inverse

Time Overcurrent Element

EV/D1 Manual Close Command for Circuit -

Breaker D1

EV/D2 Manual Close Command for Circuit
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- Breaker D2
430P Reclosing Control Activation Parameter

43PR 51PR Detector:Activa{ion Parameter

Virtual output bits may also be used so that one device; i.e.; the primary
device, may control output contacts on another device; i.e.; the backup device.
Some virtual output bit functions can be ground overcurrent on/off indication,
remote on/off indication, and auto-reclosing of the second circuit breaker.

So, for instance, using the disclosed invention, a virtual output bit could
be set in the primary based on a negative-sequence instantaneous definite-time
overcurrent element (E50Q), or it could be based on a negative seguenée.
insténtaneous deﬁﬁité-tiﬁé overcufrent element and a pﬁase instantaneous

definite-time overcurrent element (50PH).

Note that the invention described herein utilizes a digital processor. As
the algorithms described do no? require any particular processing
characteristics, any type of processor will suffice. For instance,
microprocessors, microcontrollers, digital sign.al processors, field programmable
gate af'rays, application spec:iﬁé: infegrated ;:ircu‘its (AéIC) and otﬁer devices
capable of digital computations are acceptable where the term processor is
used.

In addition, the term intelligent electronic device is used. An intelligent

electronic device is defined, for terms of this application, as a power protection
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device (i.e.; non-power protection devices such as general computers are not
intended) including a processor 1;or decision making. Examples of intelligent
electronic device‘s é.re relays of various tybes and réc':io'ser controls.

The foregoing description of the invention h.as been presented for
purposes of illustration and description, and is not intended to be exhaustive or
to limit the invention to the precise form disclqsed. The description was
selected to best explain the principles of the invention and practical application
of these principles to enable others skilled in the art to best utilize the invention
In various embodiments and various modifications as are suited to the

particular use contemplated. It is intended that the scope of the invention not

- -be limited by the specification, but be defined by the claims set forth below.

QA



CA 02664503 2009-03-25

WO 2008/042116 PCT/US2007/020369
Claims
| claim:
[C1] 1. A device-to-device direct communication system in a power system
comprising:

) a first intelligent electronic device having a first processor and a
transmit module coupled to a communication link and the
processor, the processor providing a plurality of data channels and
forming channel data including at least one virtual output; and

i) a second intelligent electronic device coupled to said first intelligent
electronic device with the communication link, the second intelligent

 electronic device having at least one output, a second processor,
.and a receive module .c-:,oupledto the coﬁ'lmunication link, the ’
second processor accepting the plurality of data channels and said
channel data including the at least one virtual output to control said
output of the second intelligent electronic device.
[C2] 2. The device-to-device direct communication systen;n of claim 1,
wherein the second intelligent electronic device is identical to the first intelligent
' electfonic deviée.‘ | |
[C3] 3. The device-to-device direct communication system of claim 1,
wherein the first intelligent electronic device and the second intelligent

electronic device are configured in a primary-backup scheme.

37



CA 02664503 2009-03-25

WO 2008/042116 PCT/US2007/020369
[CA4] 4. A device-to-device direct communication system in a power system
comprising:

i) a ﬁrsf intelligent electronic device having a first processor and a
receive module coupled to a communié:ation link and the process.or,
the processor accepting a plurality of data channels from the
communication link including at least one virtual input, the processor
changing its internal state based on the at least one virtual input;
and

) a second intelligent electronic device coupled to said intelligent
electronic device with the communication link, said second
. .intt’alligen’t electronic device ha\(ing at least one input, 2 se‘c‘ond -
processar COUpled. to the ai least oné input, and a .tr.ansmit module
coupled to the communication link and the second processor, said
second processor providing said plurality of data channels and
forming channel data including said virtual input corresponding to
said input, and transmitting said channel data to said first intelligent
electronic device with the transmit module.
| [C5] .5. The.device-to-de\}ice direct communication system of claim 4,
wherein the second intelligent electronic device is identical to the first intelligent

electronic device,
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[C6] 6. The device-to-device direct communication system of claim 4,
wherein said first intelligent electronic device and said second intelligent
| electr.onicdév’i'ce' are cbnﬁgured in a primary-backup scheme.
IC7] 7. The device-to-device di'rect communication system of claim 4,
‘wherein said first intelligent electronic device further comprises a trip output,
and the trip output is based on the at least one virtual input.
[C8} 8. A device-to-device direct communication systeﬁ In a power system
comprising:

1) a first intelligent electronic device having a command input, a first
processor, and a transmit module coupled to a communication link,
sald first processor providing a plurality o.f daté' phanne’!s' anq
forming channél data including at least one virtual command formed
from the command input; and

1) a second intelligent electronic device coupled to said first intelligent
electronic device by said communication link, said second intelligent
electronic device having a receive module and a second processor,
said second processor accepting said plurality of data channels and
said channel data including saifd virtual éommand and eQecufing
said virtual command.

[C9] 9. The device-to-device direct communication system of claim 8,

wherein said second power protection device further comprises at least one
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output, and wherein said second processor executes said command and in
response thereto alters said quiput.

; 10. A method for a first infelligent electronic device to conirol at least
one output contact of a second intelligent electroni.c device comprising the
steps of:

)) forming a plurality of data channels including at least one virtual
output bit on the first intelligent electronic device;

i) transmitting the plurality of data channels to the second intelligent
electronic device; and

i) adjusting the at least one output contact of the second intelligent

electronic device based on the at least one virtual output bit. -

;l1. A ﬁethod for a first intelligént electronic device to monitor at léast
one input contact of a second intelligent electronic device comprising the steps
of:

i) forming at least one virtual input bit corresponding to the at least
one input contact of the second intelligent electronic device;

ii) forming a plurality of data channeI§ iIncluding the at least one input
contact on the second :intelligent electronic d.evicé';

iii) transmitting the plurality of data channels to the first intelligent
electronic device; and

iv) adjusting the internal state of the first intelligent electronic device

based on the at least one virtual input bit.

A D



CA 02664503 2009-03-25
WO 2008/042116 PCT/US2007/020369

[C12] 12. A method for a first intelligent electronic device to forward
commands to a §econd intelligent electronic device cqm.prising ?he steps o’f:o
) receiving a command at the first intelli'g.e'hf éléctr'onic.:'dévicé;
i) forming at least one command channei based on the command;
i) forming a plurality of data channels including the at least one

command channel:

iv) transmitting the plurality of data channels to the second intelligent

electronic device; and

v) executing the command on the second intelligent electronic device.
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