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END-POINT MEDIA WATERMARKING

FIELD OF THE BISCLOSURE
{80061 This disclosure relates generally 1o media watermarking, and,

more particularly, to end-point media watermarking,

BACKGROUND
[0002] Meadia, such as a television broadcast, may be encoded with
watermarks that, when detected, are decoded to identify the media that was

presented.

BRIEF DESCRIPTION OF THE DRAWINGS

18063] FIG. 1 15 an example environment and sysiem for end-point
media watermarking that includes example media watermarking devices in
accordance with the teachings of this disclosure.

[0084] FIG. 2 1s a block diagram of one of the example media
watermarking devices of FIG. 1 constructed in accordance with the teachings
of this disclosure.

[9005] FIG. 4 15 a flowchart representative of machine readable
instructions which may be executed to implement the example media
watermarking devices of FIGS. 1 and 2.

[0006] FIG. 5 15 a block diagram of an example processing platform
structured to execute the mstructions of FIG. 4 to implement the example
media watermarking devices of FIGS. 1 and 2.

{0007} FIG. 615 a block diagrarn of an example processing platform
structured to execute the mstructions to implement the example meters of
FIGS. Tand 2.

{0008] The figures are not to scale. In general, the same reference
numbers will be used throughout the drawing{(s) and accompanying written

description to refer io the same or like parts.
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DETAILED DESCRIPTION

[8009] Descriptors “first,” “second,” “third,” eic. are used herein when
identifying multiple elements or components which may be referred to
separately. Unless otherwise specified or understood based on their context of
use, such descriptors are not intended to impule any meaning of prionity,
physical order, or arrangement in a list, or ordering in time but are merely used
as labels for referring to multiple elements or components separately for ease
of understanding the disclosed examples. In some examples, the descriptor
“first” may be used to refer to an element 0 the detailed description, while the
same element may be referred to in a claim with a different descriptor such as
“second” or “third.” In such instances, it should be understood that such
descriptors are used merely for ease of referencing muliiple elements or
components.

[0018] Audience measurement entities (AMEs} desire knowledge on how
users interact with media devices such as, for example, smariphones, tablets,
laptops, televisions, smart televisions, radios, digital video recorders, digital
media players, etc. In particular, AMEs want to monttor media presentations
made at the media devices {0, among other things, determine ownership and/or
usage statistics of media devices, relative rankings of usage and/or ownership of
media devices, types of uses of media devices (e.g., whether a device 1s used for
browsing the Internet, streaming media from the Internet, etc.}). other types of
media device information, and/or other monitoring information including, for
example, adverfisements exposure, advertisement effectiveness, user behavior,
purchasing behavior associated with various demographics, etc.

{8011] Media watermarking (e.g., such as audic watermarking, video
watermarking, ete.} can be used to identify media, such as television broadcasts,
radio broadcasts, adveriisements (television and/or radio), downloaded media,
streaming media, prepackaged media, etc. Media watermarks, such as audio
watermarks, are also extensively used in both radio and television {o identify the
station or chanmel to which a receiver is tuned. Existing media watermarking
techniques identify media by embedding one or more codes {e.g.. one or more
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watermarks) conveying media identifying information and/or an dentifier that
may be mapped to roedia identifying information, into an audio and/or video
component of the media. In some examples, the audio or video component is
selected to have a signal charactenistic sufficient to hide the watermark. To
identify watermarked media, the watermark(s) are extracled and, for example,
decoded and/or used to access a table of reference watermarks that are mapped to
media identifying information.

[8012] As used heretn, the term “media” refers to audio and/or visual (still
or moving) content and/or advertisements. Furthermore, as used herein, the term
“media” includes any type of content and/or advertisement delivered via any type
of distribution medium. Thus, media includes television programming or
advertisements, radio programming or advertisements, movies, web sites,
streaming media, etc.

{0013] As used herein, the terms “code” and “watermark™ are used
iterchangeably and are defined to mean any identification information {e.g., an
identifier) that may be inserted or embedded in the audio or video of media (e.g.,
a program or advertisement) for the purpose of identifying the media or for
another purpose, such as funing {e.g., a packet identifving header), copyright
protection, etc. In some examples, (o identify watermarked media, the
watermark(s) are extracted and, for example, decoded and/or used to access a
table of reference watermarks that are mapped to media identifving information.

[8014] For example, audio watermarks may be embedded at a broadcast
factlity and carry digital data in the form of syrobols. In some applications, such
as television audience measurement, a meter (also known as a metering device or
media device meter) instalied in a panelist’s home senses or otherwise captures
audio emanating from, for example, a television {TV) set and/or other media
device(s). The meter performs signal processing operations on the audio to
extract the watermark symbols representing digital data. In some examples, the
data bits conveved by the watermark symbols identify the TV station being
recerved by the TV set, and may also represent a timestarnp to further identify

media (e.g.. content and/or advertisements) being received. In the case of radio
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audience measurement, as well as in some television audience measurement
examples, the meter may be a portable device carried or worn by the panelist to
monitor media exposure in the home, as well as in other environments, such as an
automobile. Media watermarks designed for radio broadcasts tend {0 be more
robust than media watermarks designed for television broadcasts because radio
broadcasts are often heard in environments characterized by relatively high
ambient acoustic noise, such as in vehicles. For example, the data packets of
media watermarks for radio broadcasts may be repeated mudiiple times (o provide
redundancy.

[9015] In the case of radio audience measurement, a widely used
watermark s the Critical Band Encoding Technology (CBET) watermark
mvented by Jensen, et al. See U.S. Pat. Nos. 5,450,490 and 5,764,763, See also
U.S. Pat. Nos. 6,845,360 and 6,871,180, In CBET watermarking, each data
packet includes 32 bits of which 16 bits are used for station identification and the
remaining 16 bits are used for a timestamp. CBET watermarking can also be used
for television audience measurerment.

[9016] CBET watermarks are constructed using symbols representing four
bits of data. Each symbol is encoded in 400 milliseconds {ms} of host audio and
is created by embedding a particular set of ten tones representing each symbol,
with different sets of tones being used to represent different sviobol values. Each
tone belongs 1o a code band or frequency clump that includes several closely
spaced frequencies of the audio. The code tones are in the frequency range 1
kilohertz (kHz) to 3 kHz in the case of CBET watermarking,

[9017] In some examples, to make these code tones imperceptible to the
human ear, the amplitude of each of the tones is controlled by a “masking” energy
offered by the host audio in a set of frequency bands (or code bands) in which
these tones reside. Host audio that is rich in spectral energy in these code bands
will support higher code tone amplitudes dus to psycho-acoustic perception
characteristics of the human ear. However, the masking characteristics do not
remain constant across a 400 ms block of audio. In some examples, the masking

characteristics are recalculated frequently at intervals as short as 2 ms.
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[8018] Even with the resulting amplitude modualation of the code tones,
the code tones can be successtully detected by signal processing technigues used
for watermark detection, such as a Discrete Fourier Transform (DFT) performed
on an audio block of 256 nulliseconds lving anywhere within the 400-mullisecond
block of audio to determine the respective energies of the different frequencies, or
tones, included in the audio. Each of the code tones included in the watermark
symbol will tend to have significantly higher energy than other members of the
code band associated with that tone. In some watermark detection procedures, the
energy of each potential code tone of the audio is normalized relative to (e.g.,
divided by) the average energy in its code band. By adding the normalized
energy of the set of code tones (e.g., all the ten tones) representing a svmbol, a
strength metric {or, in other words, a strength value) for the symbol may be
deternmined. A winning symbol, representing the decoded watermark symbol,
may be selected by comparing the strength metrics of all potential symbols and
selecting the winning symbol to be the potential svinbol with the largest sirength
metric. In some examples, the winning symbal is considered valid if 15 strength
metric exceeds a threshold.

{80619] In radio audience measurement scenarios in which much of the
listening occurs in a high ambient noise environment, such as a moving
automobile, the energy of the ermbedded waterroark tones is an important factor in
the successful detection of the watermarks. Spectrally rich content, such as
music, typieally contains more masking energy across the ten code bands relative
to content consisting of speech. To allow for these variations, the watermarks are
generally repeated multiple times. For example, the CBET watermark message
includes twelve symbols and the total duration is 12x0.4=4 8 seconds. In some
such examples, the same watermark message, including station identification and
timestamp, 1s repeated for an entire manute of audio. The detection process takes
advantage of this redundancy, namely, every 400 ms block that is separated in
time by 4.8 seconds is likely to carry the same symbol or, in other words, the
same set of ten tones. The watermark symbol tone energies can be summed

across blocks separated by 4.8 seconds to yield a significantly more robust

~ 5.



WO 2020/227259 PCT/US2020/031424

watermark decoding result. Thus, in some such examples, even specirally weak
content, such as speech, vields a few detections every minute.

[9028] Thus, in some examples, the CBET watermark detection process
performed in a metering device involves analyzing a block of audio samples
corresponding to 256 ms to determune the presence of a vahd CBET symbol. In
general, the 400 ms symbol block boundaries are not known to the decoding
process operating in the meter. Therefore, a scan operation that includes sliding a
256 ms window across the audio streamn may be performed. This is usually
performed in shiding increments that could be as large as 100 ms.

{8021] In some examples, an audio component of media (also referred to
as the host audio} can carry multiple watermarks, which overlap in time, using
frequency multiplexing. For example, CBET watermarking supporis four layers
in which each layer uses distinct sets of code tones to represent its associated
symbols {e.g., with different layers using different sets of code tones). In some
examples of CBET watermarking for radio, just one of these layers, which is
called the local layer, is used for encoding watermarks. In some examples of
CBET watermarking for television, such as examples in which networks deliver
programs to local affiliaies, two layers of watermarking, calied the network laver
and the local laver, are used for encoding watermarks.

[8022] In some examples, watermarks are embedded at the broadcaster, at
the content origin, or at other intermediaries prior to media broadcast, streaming,
or other means of delivery to the consumer {e.g. DVD) and iis final playback or
rendering. This embedding can be done in the baseband, e.g. n pulse~-code
modulation (PFCM) domain for audio signals.

{8023] New media compression standards are ever appearing. Significant
technological and algorithmic problems are solved in order {0 embed watermarks
n the compressed media. In addition, watermarks, once embedded, can be
difficult to remove, overwrite, or alter, without degrading the signal quality, e g.
audio fidelity. Furthermore, information payload for watermarks that are
embedded at the broadcaster, at the content origin, or at other intermediaries prior

rendering is the same for all consumers of the same watermarked content, and
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cannot differ or be changed for individual end-points of the same mwedia plavback.
“End-point” refers to a point of rendering the media.
{98024] The example disclosed herein enable watermark generation at the

end-point of media consumption, including, for example, at smart foudspeaker(s),

-2
smart display(s), and/or other capable rendering device{(s) that can synthesize and
mix watermarks on the flv (i.e.. dynamically and/or in real-time)} during media

2% e

playback. “Smart device,” “media rendering device,” “connected device,” and
“plavback device” are used miterchangeably herein.

[8028] In some examples disclosed herein, watermark generation
mstructions or code is installed on a media rendering device including a smart
device via, for example, firmware, a sofiware upgrade, or a built-in hardware
chip. In some examples, the watermark generation mstructions or code is
installed via a media watermarking device included in and/or added to the media
rendering device.

[8026] In some examples disclosed herein, analysis of the media is
performed by the media watermarking device 1n real-time, in order fo determine
the watermark signal shaping for perceptually masking the watermark with
minimal media quality ioss.

18027] The media watermarking device can, in some examples, execule
watermark signal generation appropriate for the content being plaved in real-time.
Watermark signal can be in the baseband of the media signal, such as, for
example, in the audio PCM domain.

{0028} Also, in some examples, the generated watermark has an
information payload that can be defined dvnamically or statically. For example,
the pavioad can be completely or partially determined by the media rendering or
plavback device itself. For example, the payload has a timestarnp value, device
wdentifier, or other information available to the media rendering device. In some
examples, the payioad can be pre-assigned by the AME.

[8029] In some examples, the payload can be completely or partially
determined externally, in real-time or otherwise, by (a) receiving the payload

nformation on a side-channel such as, for example, over the internet or other
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communication channel for a connected device svuchronously or asynchronously
with the content (i.¢., the media), (b) extracting payload information from
metadata accompanying the media, and/or (¢} building the pavioad from content
recognition, such as, for example, when metadata is insufficient.

{0636} The command or trigger for inttiating watermark insertion can
come from the metadata accompanying the media, be embedded in the media,
signaled over the infernet or other communication channel, and/or started/stopped
by consumer, by the meter {e.g. in the room), and/or by the AME.

[8031] In some examples, watermark insertion is triggered by a meter.
For example, a person, who may be a panelist for an AME, may have ameterin a
room of their house and/or on their person. For exampie, the meter may be a
weargble device such as a portable people meter (PPM), smartphone, smartwatch,
etc. The meter can provide signaling to an encoder in the meter watermarking
device of the media rendenng device. The signaling could include a WIFT signal,
a Blugtooth signal, an RF beacon, an acoustic signal, and/or a combination of
signals. The signal indicates the presence of the meter, which imtiates the
watermark generation. In some examples, the signal is a one-way signal from the
meter to the media rendering device.

18032] Once triggered, the media rendering device mixes or otherwise
adds the generated watermarks into rendering of the respective channels of media
signals in real-time for playback. In some examples, the media signals into which
watermarks are nserted nclude, for example, audio signals, video signals,
imnages, printed media, tactile media, RF signals, or any other tvpe of media
and/or signals in which insertion of an imperceptible signal can be of benefit for
audience measurement, media recognition, media identification, audience
recognition, audience identification, forensic purposes, privacy purposes,
ownership identification, tracking and/or any other purpose.

[0033] Some examples also include a feedback loop {from the meter to the
media rendering device. The feedback delivered via the feedback loop can be
used to adaptively change the level of encoding and/or other characteristics of a
generated watermark. For example, watermark generation can depend or change

V8-
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between different households or different metering environment if a meter can
signal the quality or some measure of the strengths of received watermarks.

9034] With watermark insertion at the media rendering device, a
household or other location can receive unaltered content or media from the
broadcast, sireaming, and/or other disinbution source. In some examples,
unaltered content includes less data and results in faster transnussion and/or
downloading time.

[8038] FIG. 1 15 an example environment 100 for end-point media
watermarking in accordance with the teachings of this disclosure. The
example environment 100 represents portions of an example media monitoring
system. The example environment 100 includes an example first household
1022, an example second household 102b, an example third household 102¢,
In some examples, the example households may be example rooms or areas of
one household. In other examples, the example households may be a place of
business, a school, an ouidoor area, a car, and/or other venue or environment.
The example first, second, and third households 102a-¢ of the llustrated
example of FIG. 1 are locations where media moniioring 15 performed. For
example, the first, second, and third households 102a-c can be panelist
households.

[8036] The example environment 100 also includes a plurality of
example media rendering devices that plavback or otherwise present media
and are distributed throughout the environment 100 including, for example, an
example first television 104a, an example digital video recorder 104b, an
example first radio 104c, an example second television 104d, an example
tablet 104e, and an example second radio 104f. Any number or types of media
rendering devices or combination of devices may be mchuded in the
environment 100

[0037] The example environment also includes example media device
meters or meters 106, The example meters 106 monitor media presentation on
one or more of the media presentation devices 104a-f. The example meters

106 of the illustrated example of FIG. 1 collect data pertaining to media
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consumption in the respective first, second, and third households 102a-¢c. For
example, there mayv be one meter 106 per household or room. In some
examples, the meters 106 include microphones, direct connections {e g.. data
connections) to the respactive media rendering devices 104a-f, wireless
connections 1o the respective media renderimg devices 104a-f cameras, and/or
any other components to enable media monitoring. In some exammples, the
meters 1006 are directly wired or otherwise directly communicatively coupled
connected o the respective media rendering devices 104a-f. In other
examples, the meters 106 are coupled to one or more of the media rendering
devices 104a-f via intermediary devices such as, for example, a set top box
and/or an over-the-top device.

{0638} The exarnple media rendering devices 104a-finclude a
respective media watermarking device 108, In some examples. the media
watermarking device 108 includes hardware, firmware, and/or sofiware. The
meter watermarking device 108 encodes media signals with watermarks at the
point of rendering the media. The media signals with the encoded watermarks
are presented via one or more of the media rendering devices 104a-f.

{803%] The example meters 106 detect the media signals with the
encoded watermarks. The watermarks provide meter data. The melers 106
transmut the meter data to an example AME 110, where the meter data can be
processed for identification of the media.

{0040] The example AME 110 of the illustrated example of FIG. 1 1s
an entity responsible for collecting media monttoring information. The
example AME 110 collects meter data from the first, second, and third
households 102a-¢. In some examples, the AME 11¢ is associated with one or
more locations (e.g., a central facility) where data 15 aggregated and/or
analyzed. The example AME 110 assesses the meter data and identify media
presented on the media rendering devices 104a-f. In response 1o identifying
the media (e.g. media presented on the media rendering devices 104a-), the

AME 108 can generate crediting data to credit presentation of the identified
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media such as, for example, (o nclude the presentation of the identified media
in a ratings determination.

{0841} FIG. 2 1s a block diagram of a portion of the example system 100
of FIG. T with the households 102a-c and the media rendering devices 104a-f
removed and with a focus on one of the example media watermarking devices 108
and one of the example meters 106 for clarity. As shown in FIG. 2. the example
system 100 includes the example meter 106, the example media watermarking
device 108, and the example AME 110. The meter 106 includes an example
transmitter 202 and an example watermark detector 204. The exarmple media
watermarking device 108 includes an example media receiver 206, and example
watermark payvicad extractor 208, an example watermark generator 210, and
example encoder 212, an example clock 214, and an example trigger 216, The
trigger 216 includes an example command receiver 218 and an example meter
detector 220. The media watermarking device 108 also includes an example
database 222, an example media output 224, and an example feedback receiver
226,

[8042] The media recetver 206 receives a media signal from, for

example, a media content provider, distributor, and/or other source of media.
In some examples, the media receiver 206 implernents means for receiving a
media signal. The receiving means may be implemented by a processor such
as the processor 412 of FIG. 4 executing instructions such as the instructions
of FIG. 3.

{0043} In some examples, the watermark paviocad extractor 208
analyzes the media signal to determine a watermark payload. In some
examples, the watermark payload extractor 208 implemenis means for
extracting a watermark payload. The extracting means may be implemented
by a processor such as the processor 412 of FIG. 4 executing instructions such
as the mstructions of FIG. 3.

[8044] The watermark payload exiractor 208 may base the watermark
payload on elements of the media carried by the media signal and/or
characteristics of the media signal such as, for example, program identification

11~
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mformation, program version information, broadcast information, channel,
time, date, duration, etc. In some examples, the watermark payioad extractor
208 bases the watermark payload on a characteristic of the structure and/or
operating status of the rendering device 104a-{ such as, for example, a device
identification such as serial or model number, a device type, a volume status, a
closed captioning status, a user name, user address, user demographic
information, a location of the device, a movement of the device, etc. The
watermark pavioad extractor 208 can build or extract the watermark payload
using any combination of this information and/or other types of information
used to identify aspecis of the media presented and the device on which the
media was presented.

18045] Also, in some examples, the watermark payload exiractor 208
dynanucally or statically defines the watermark pavload. For example, the
pavioad can be completely or partially determined bv the media rendering
device 104a-{itself via the watermark pavload extracior 208 as noted above.
Furthermore, in some examples, the watermark pavload extractor 208 builds
the watermark payload by extracting the information used to buld the
watermark pavioad from metadata accompanving the media and/or by
building the pavload from content recognition, such as, for example, when
metadata is msufficient.

[0046] Also, in some examples, the watermark payioad is determined by
the AME 110 or other external source and sent to the media watermarking device
108. The AME 110 can deternune the watermark pavload in real-tirne or the
AME 110 can transmit a pre-assigned watermark payload. The watermark
payload extractor 208 receives the payload information on a side-channel such as,
for example, over the internet or other communication channel for a connected
device svnchronously or asynchronously with receipt of the content (i.e., the
media} by the media recetver 206.

[8047] I some examples, the watermark payload may be a combination
of dvnamically determined information and pre-determuned information. For

example, the watermark payload extractor 208 may determine the watermark
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payload via a combination of information provided extermally by, for example, the
AME 110, and information determuned internally within the media watermarking
device 108.

{8048] The watermark generator 210 also analvzes the media signal
received at the media receiver 206 and the payload extracted at or by the
watermark payload extractor 208. In some examples, the watermark generator
210 implements means for generating a watermark. The generating means
may be tmplemenied by a processor such as the processor 412 of FIG. 4
executing instructions such as the mstructions of F1G. 3.

[8049] The watermark generator 210 analvzes the media signal and the
payload to determune the watermark signal shaping for perceptually masking
the watermark within the media to obscure the watermark from buman
perception with minimal loss to the quality of the media. The watermark
generator 210 generates the watermark based on the watermark payload and
the watermark signal shaping. In some examples disclosed herein, analbysis of
the media 1s performed by the watermark generator 210 in real-time such that
the watermark generator 210 generates watermarks for media concurrently
with plaving or rendering of the media.

180858] The encoder 212 synthesizes an encoded media signal by
mixing, adding, and/or encoding the media signal with the watermark
generated by the watermark generator 210, In some examples, the encoder
212 implements means for encoding a media signal. The encoding means may
be iroplemented by a processor such as the processor 412 of FIG. 4 executing
instructions such as the instructions of FIG. 3.

{80651] In some examples, the encoder 212 encodes the watermark into
a baseband of the media signal such as, for example, n the audio PCM
domain. Tn other exaraples, the encoder 212 encodes the generated
watermarks into another channel or combination of channels of the media
signals for playback.

{0082} The tnigger 216 activates the creation of the watermark., Thus,

in some examples, the frigger 216 activates the watermark payload extractor
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208 to exiract the watermark pavioad information and/or the watermark
generator 210 to generate the watermark and/or the encoder 212 to mnsert or
encoded the media signal with the watermark. In some examples, the trigger
216 implementis means for activating the means for generating to generate the
watermark. The activating means may be implemented by a processor such as
the processor 412 of FIG. 4 executing instructions such as the mstructions of
FIG 3.

{0083} In some examples, the trigger 216 activates the building,
generation, and encoding of the watermark based on an external input. The
trigger 216 includes the command receiver 218 and the meter detector 220 to
receive or detect the external input. In some examples, the external input that
causes the trigger 216 to activate is a command received by the media
watermarking device 108 from an outside entity including, for example, from
the AME 110. The command may be received over a commumication link,
such as the intemet, 1o the command receiver 218, In some exarmples, the
AME 110 sends a comumand to cease watermark payload extraction,
watermark generation, and/or watermark encoding or insertion,

{0654} In some examples, the command or trigeer for initiating
watermark pavioad extraction, watermark generation, and/or watermark
encoding or insertion can come from the metadata accompanying the media
and/or otherwise be embedded in the media. In such examples, the command
receiver 218, which 13 in communication with the media receiver 206, detects
the comumand directly frora the media signal.

{0055} In some examples, the external input that causes the trigger 216
to activate 1s a detection of a presence of the meter 106 or otherwise a signal
from the meter 106, For example, a person, who may be a panelist for the
AME 110 or other consumer, may have the meter 106 in a room of their house
and/or the meter 106 may be a wearable meter that is worn on their person. In
this example, the meter 106 provides signaling to the encoder 212 via the
meter detector 220 of the trigger 216. The signal indicates the presence of the
meter 106, which initiates the watermark pavioad extraction and/or the
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watermark generation. Such signal may be broadcasi, emitied, and/or
presented from the transmutter 202 of the meter 106, In some examples, the
signal of the presence of the meter 106 is a signal indicating the physical
proximity of the meter 106 and the media rendering device 104a-f. In some
examples, the physical proximity is that the meter 106 and the media
rendering device 104a-f are in the same room. In some examples, the signal is
a one~-way signal from the meter 106 to the watermarking device 108, which
as disclosed with reference to FIG. 1, may be incorporated the media
rendering device 104a-f. In some examples, the panelist or consumer may
start and/or stop the meter 106 or a triggering signal from the meter, which is
detected by the meter detector 220 to start/stop watermark payload extraction,
watermark generation, and/or walermark encoding or insertion.

[8056] In some examples, the AME 110 or other external entity can
enable watermarking of the media signal for a subset of panelists or
consumers. The AME 110 may send a tfrigger signal through the command
receiver 218 and/or the AME 110, when in control of the meter 106, may
configure settings of the meter 106 remotely to cause the meter 106 tosend a
triggering signal to the meter detector 220. In these examples, the AME 110
can activaie watermark payload extraction, watermark generation, and/or
watermark encoding or insertion for a subset of panelists by sending the
trigger signal to only those panelisis’ media watermarking device 108, For
example, the AME 110 may want to gather media monitoring information for
a segment of the audience such as, for example, 25-43 year panelists, and/or
for an audience of particular program, and/or for an audience at a particular
time of day, and/or other customized audience segments. This allows for
reduced costs in media monitoring because only a porlion of media
watermarking devices 108 would operate in this scenario to activate
watermark payload extraction, watermark generation, and/or watermark
encoding or inserfion tor media monitoring.

{0087} The clock 214 mav be used to track the time since the trigger

216 had been activated. In some examples, the trigger 216 is deactivated afier
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a pertod of fime after receipt of the external input. In other examples, the
trigger 216 may be deactivated based on receipt of a deactivation signal by the
command receiver 218 and/or the lack of detection of the meter 106 by the
meter detector 220.

18058] The media watermarking device 108 also includes the database
222, which can store details of operation of the media watermarking device
108 including, for example, the media signals, portions of the media signals,
the watermark payload, any and/or all information used to build the watermark
payload, the generated watermarks, the encoded media signals, received
command, detected meters, logs of activity, etc.

{8065%] The media output 224 renders the encoded media signal. For
example, the media output 224 sends the encoded media signal o the media
rendering device 104a-f for presentation to the panelist or other consumer. In
some examples, the media cutput 224 implements means for rendering the
encoded media. The rendering means may be implemented by a processor
such as the processor 412 of FIG. 4 executing instructions such as the
instructions of FIG. 3.

{8066] The meter 106 also detects the encoded media signal output by
the media output 224, The meter 106 includes the watermark detector 204 that
exitracts, decodes, and/or determines the watermark inseried or encoded into
the media signal. The detected watermarks and/or information extracted from
the detected watermark may be commumicated (o the AME 110 vig, for
example, the transnutter 202

[8061] In addition, some examples also include a feedback loop from
the meter 106 to the media watermarking device 108. In some examples, the
feedback loop includes the transmitier 202 sending comnumications, 1.,
feedback, to the feedback receiver 226 of the media watermoarking device 108
based on activity of the watermark detector 204. In some examples, the
feedback recetver 226 implements means for means for recetving feedback

such as, for exarople, a quality indicator. The receiving means may be
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implemented by a processor such as the processor 412 of FIG. 4 executing
imstructions such as the instructions of FIG. 3.

{0062} The watermark generator 210 and/or the encoder 212 may
adaptively change the level of encoding based on the feedback delivered via
the feedback loop. For example, watermark generation can be customized for
different households or different metering environment based on the quality or
other measure of the strengths of watermarks received by the meter 106. For
example, the watermark detector 204 can establish a guality indicator based on
a level of watermarking detected by the meter 106, In some exanples, the
quality indicator includes a value corresponding to a sparsity of detected
watermarks. For exampie, the watermark detector 204 may set a quality
mdicator of Strength=0, if receiving or detecting no watermarks. The
watermark detector 204 can set a quality indicator of Strength = 1, if receiving
or detecting only very sparse watermarks. The watermark detector 204, if
recetving or detecting sufficient number of walermarks, could set a quality
mndicator of Strength = 2. In other examples, other numbers, scales, or values
may be used. Also, in some examples, the quality indicator may be based on
an amplitude or sirength of a detected watermark. In some examples, the
guality indicator may be based on alevel or amount of a detected watermark
that 1s decipherable. Other features of the watermarks and/or corresponding
media signal such as, for example noise, may be used alternatively to orin
combination with these features of the watermarks in assessing and assigning
a quality indicator to the watermarks. The transmuatter 202 sends the quality
indicators to the feedback receiver 226.

{0663} Upon receiving the quality indicators, the feedback receiver
226 can determune if a threshold level of guality has been met. For example, if
the threshold quality 15 a Strength of 1.5, and the watermark detector 204
indicates a quality of watermarks detected in the encoded media signal of
Strength = 2, then the quality satisfies the threshold. In this example, the
encoder 212 continues encoding in the same manner that satisfies the

threshold.
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[8064] In another example, 1f the threshold quality is a Strength of 1.5,
and the watermark detector 204 indicates a quality of watermarks detected in
the encoded media signal of Strength = 1, then the quality does not satisty the
threshold. In this example, the encoder 212 can adjust the level of encoding
appropriately. For example, the encoder 212 can encode a greater frequency
of watermarks in the media signal. In another example, the encoder 212 can
encode watermarks with larger amplitudes to enhance the detection of the
watermarks. In another example, the encoder 212 can encode watermarks in
one or more other channels of the media signal. Thus, the encoder 212 can
modify the encoded media signal based on the quality indicator.

[8065] While an example manner of implementing the meters 106 and
the media watermarking devices 108 of FIG. 11s tllusirated s FIG. 2, one or
more of the elements, processes and/or devices illusirated in FIG. 2 may be
combined, divided, re-arranged, omitted, eliminated, and/or implemented in
any other way. Further, the example media recetver 206, the example
watermark pavioad extractor 208, the example watermark generator 210, the
example encoder 212, the example clock 214, the example trigger 216, the
example command receiver 218, the example meter detector 220, the example
database 222, the example media cuiput 224, the example feedback recetver
226, the example transmitter 202, the example watermark detector 204, and/or,
more generally, the example meter 106 and/or the example media
watermarking device 108 of FIG. 2 mav be implemented by hardware,
software, firmoware, and/or any cornbination of hardware, sottware and/or
firmware. Thus, for example, any of the example media receiver 206, the
example watermark payload extractor 208, the example watermark generator
210, the example encoder 212, the example clock 214, the example trigger
216, the example command receiver 218, the example meter detector 220, the
example database 222, the example meadia outpui 224, the example feedback
recetver 226, the example transmitter 202, the example watermark detector
204, and/or, more generally, the example meter 106 and/or the example media
watermarking device 108could be implemented by one or more analog or

18-



WO 2020/227259 PCT/US2020/031424

digital circuit(s), logic circuits, programmable processor(s), programmable
controller(s), graphics processing unit{s) (GPU(s)), digital signal processor(s)
(DSP(s)). application specific integrated circuit(s) (ASIC(s)), programmable
fogic device(s) (PLD{(s)), and/or field programmable logic device(s)
(FPLD(s)). When reading any of the apparatus or system claims of this patent
to cover a purely software and/or firmware implementation, at least one of the
example, media recetver 206, the example watermark payload extractor 208,
the example watermark generator 210, the example encoder 212, the example
clock 214, the exarople trigger 216, the exarople command receiver 218, the
example meter detector 220, the example database 222, the example media
output 224, the example feedback receiver 226, the example transmitter 202,
the example watermark detector 204, the example meter 106, and/or the
example media watermarking device 108 is/are hereby expressly defined to
include a non-transitory computer readable storage device or storage disk such
as a memory, a digital versatile disk {DVD), a compact disk (€D}, a Blu-ray
disk, ete. including the software and/or firmoware. Further still, the example
media receiver 206, the example watermark payicad extractor 208, the
example watermark generator 210, the example encoder 212, the example
clock 214, the example trigger 216, the example command receiver 218, the
exarnple meter detecior 220, the exarople database 222, the example media
output 224, the example feedback receiver 226, the example transmitter 202,
the example watermark detecior 204, the example meter 106, and/or the
example media watermarking device 108 of FIG. 2 may include one or more
elements, processes, and/or devices in addition to, or instead of, those
tHustrated in FIG. 2, and/or may include more than one of any or ali of the
tHustrated elements, processes, and devices. As used herein, the phrase “in
communication,” including variations thereof, encorapasses direct
communication and/or indirect commumication through one or more
mtermediary components, and does not requnre direct physical {e.g., wired)

communication and/or constant comumunication, but rather additionally
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mcludes selective communication at periodic intervals, scheduled intervals,
aperiodic intervals, and/or one-tiroe events.

{0066] A flowchart representative of example hardware logic, machine
readable instructions, hardware implemenied state machines, and/or any
combination thereof for implementing the media watermarking device 108 of
FiG. 2 1is shown i FIG 3. The machine readable instructions may be one or
more executable programs or portion{s) of an executable program for
execution by a computer processor such as the processor 412 shown in the
example processor platform 400 discussed below in connection with FIG. 4.
The program may be embodied in software stored on a non-transitory
computer readable storage medium such as a CB-ROM, a floppy disk, a hard
drive, a BVD, a Blu-ray disk, or a memory associated with the processor 412,
but the entire program and/or parts thereof could alternatively be executed by
a device other than the processor 412 and/or embodied in firmware or
dedicated hardware. Further, although the example program is deseribed with
reference to the flowchart illustrated in FIG. 3, many other methods of
implementing the example media watermarking device 108 may alternatively
be used. For example, the order of execution of the blocks mav be changed,
and/or some of the blocks described may be changed, eliminated, or
combined. Additionally or alternatively, anv or all of the blocks may be
implemented by one or more hardware circuits {(e.g., discrete and/or integrated
analog and/or digital circuitry, an FPGA, an ASIC, a comparator, an
operational-amplifier (op-amp), a logic circuit, eic.) structured to perform the
corresponding operation without executing software or firmware.

{8067] The machine readable instructions described herein may be
stored in one or more of a compressed format, an encrvpted format, a
fragmented format, a packaged format, etc. Machine readable instructions as
described herein may be stored as data (e g, portions of instructions, code,
represeniations of code, ete. ) that may be utilized {o create, manufacture,
and/or produce machine executable instructions. For exarople, the machine

readable instructions may be fragmented and stored on one or more storage
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devices and/or computing devices {e.g., servers). The machine readable
imstructions may require one or more of installation, modification, adaptation,
updating, combining, supplementing, configuring, decryvphion, decompression,
unpacking, distribution, reassignment, etc. in order to make them directly
readable and/or executable by a computing device and/or other machine. For
example, the machine readable instructions may be stored in multiple paris,
which are individually compressed, encrypied, and stored on separate
computing devices, wherein the parts when decrypted, decompressed, and
combined form a set of executable instructions that implement a program such
as that described herein. In another example, the machine readable
instructions mav be stored in a state in which they may be read by a computer,
but require addition of a hbrary {e.g., a dynamic link hibrary (BLL)), a
software development kit (SDK), an application programnung interface (AP},
etc. in order to execute the instructions on a particular computing device or
other device. In another example, the machine readable instructions may need
to be configured (e.g.. settings stored, data input, network addresses recorded,
etc.} before the machine readable instructions and/or the corresponding
prograns) can be executed in whole or in part. Thus, the disciosed machine
readable instructions and/or corresponding programis) are inlended (o
encompass such machine readable instructions and/or program{s) regardless of
the particular format or state of the machine readable instructions and/or
program{s) when stored or otherwise af rest or in transit.

{0068] As mentioned above, the example process of FIG. 3 may be
implemented using executable instructions {e.g., computer and/or machine
readable instructions) stored on a non-transitory computer and/or machine
readable mediurm such as a hard disk drive, a flash memory, a read-only
mernory, a corapact disk, a digital versatile disk, a cache, a random-access
memory and/or any other storage device or storage disk in which information
is stored for any duration {(e.g., for extended time periods, permanently, for
brief instances, for teraporartly buffering, and/or for caching of the
information). As used herein, the term non-transitory computer readable
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medium is expressly defined to include any type of computer readable storage
device and/or storage disk and to exclude propagating signals and to exclude
transmission media,

{0669} “Including” and “comprising” {and all forms and tenses
thereof) are used herein 1o be open ended terms. Thus, whenever a claim
employs any form of “include” or “comprise” {e.g., comprises, includes,
comprising, including, having, eic.} as a preamble or within a claim recitation
of any kind, it 1s {0 be understood that additional elements, terms, elc. may be
present without falling outside the scope of the corresponding claim or
recitation. As used herein, when the phrase "at least” is used as the transition
term in, for example, a preamble of a claim, it s open-ended in the same
manner as the term "comprising” and “mcluding” are open ended. The term
“and/or” when used, for example, in a form such as A, B, and/or C refers to
any combination or subset of A, B, Csuch as (1) A alone, (2) B alone, 33 C
alone, MDA withB, () AwithC, (6) B with C, and (73 A with B and with C.
As used herein in the context of describing structures, components, items,
objects and/or things, the phrase "at least one of A and B" is intended 1o refer
to tmplementations including any of (1) at least one A, (2) at least one B, and
(3) at least ong A and at least one B, Similarly, as used herein in the context
of describing structures, components, items, objects and/or things, the phrase
"at least one of A or B” is intended to refer to implementations including any
of (1) at least one A, (2) at least one B, and (3} at least one A and at least one
B. As used herem in the context of describing the performance or execution
of processes, instructions, actions, activities and/or steps, the phrase "at least
one of A and B" is intended to refer to implementations including any of (1) at
teast one A, {2} at least one B, and (3} at least one A and at least one
B. Similarly, as used herein in the context of describing the performance or
execution of processes, insiructions, actions, activities and/or steps, the phrase
"at least one of A or B" 15 intended to refer {o implementations including any
of (1) atleast one A, (2) at least one B, and (3) at least one A and at least one

B.
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{0678} The example program 300 of FIG. 3 mcludes instructions
related to the operation of the media watermarking device 108, In the program
300, the media receiver 206 receives a media signal (block 302). The trigger
216 determines if watermark generation has been triggered (block 304}, For
example, the trigger 216 determines if an external input prompting watermark
generation has been received. In some examples, the command receiver 218
receives a command such as, for example, a command from an AME to
mttiate watermark generation. In other exarples, the meter detector 220
receives a signal from the meter 106 or detects the presence of the meter 106,
which inttiates watermark generation.

{8071] H the trigger 216 determines that watermark generation has not
been triggered {block 304), the program 300 returns to block 302 with the
media receiver 206 receiving the media signal or another media signal.

{0072 H the trigger 216 determines that watermark generation has
been triggered (block 304), the watermark payvload extracior 208 extracts
payload details for the watermark (block 306). In sorse exaroples, the
watermark pavioad extractor 308 receives the payload from an external source
such as, for example, the AME 110. Also in some examples, the payload is
extracted from the media signal, the media walermarking device 108, and/or
the rendering device 104a-f In some examples, the watermark payload
extractor pulls and/or receives the pavicad from a combination of sources
mchuding dvnamically determined imformation and/or pre-determined
imformation.

{0673} The program 300 also includes the watermark generator 210
generating the watermark (block 308) based on the payload. The watermark
generator 210 generaies the watermark by analyzing the media signal and the
payload and determining characteristics of the waterroark signal shaping to
mask the watermark within the media. The watermark 13 masked in the media
such that the watermark is not perceivable by a human and/or does not
degrade the quality or playback of the media once encoded with the
watermark.
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[8074] The encoder 212 synthesizes an encoded media signal {block
310} by mixing, adding, and/or encoding the media signal with the watermark
generated by the watermark generator 210.

{80675] The media output 224 renders or outputs the encoded media
signal {block 310). For example, the media output 224 sends, broadcasts,
transmits, and/or communicates the encoded media signal to one or more of
the media rendering device(s) 104a-f for presentation 1o the panelist or other
consumer.

{0076} The example prograr 300 also includes a feedback loop from
the meter 106 to the media watermarking device 108. For example, the
feedback recetver 226 determines if feedback has been received from the
watermark detector 204 of the meter 106 mdicative of the watermark quality
{block 314). If feedback has not been received {(block 314}, the media output
224 determines if there is more of the media signal to output (block 316). If
there is more media signal to output, the media cutput 224 continues to cuipul
the encoded media signal (block 312} If the media output 224 deternunes that
there 1s no more of the media signal to output (block 316), the program
contirrues with the media recetver 206 receiving a media signal (block 302}

18677] I some examples, the feedback receiver 226 determines that
feedback related to watermark quality has been received (block 314). For
example, the watermark detector 204, which decodes the media signal
communicated by the media output 224, and exiracts the watermark may
assign a quality indicator related to the watermarks. The quality indicator may
be qualitative and/or quantitative. For example, the quality indicator may
include a value corresponding to a level of detected watermarks. The level of
detected watermarks corresponds to a number of detected watermarks, which
mdicates how sparsely detected or abundantly detected the watermarks are.
For example, the quality indicator mavbe Strength=0 when the watermark
detector 204 detects no watermarks, Strength = 1 when watermarks are
sparsely or infrequently detected, Strength = 2 when watermarks are

sufficiently or abundantly detected. In other examples, other numbers, scales,
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or values may be used. Tn addition, other qualities of the walermark and/or
associated media signal may be used in the assignment of a quality indicator.

[8078] The feedback receiver 226 deternmines the quality of the
watermark satistfies a threshold level of quality (block 318). For example, if
the threshold quality is a Strength of 1.5, and the feedback receiver 226

eceives a watermark quality indicator of Strength = 2, then the quality

satisties the threshold. If the feedback receiver 226 determines the quality of
the watermark satisfies a threshold level of quality (block 318), the media
output 224 determines if there 1s more of the media signal to output (block
316}, i there 1s more media signal to output, the media output 224 continues
to output the encoded media signal {block 312) in the same manner of
encoding that satisfies the threshold. I the media output 224 determines that
there 1s no more of the media signal to output (block 316}, the program
continues with the media receiver 206 receiving a media signal (block 302).

[8079] In another example, 1f the threshold quality is a Strength of 1.5,
and the feedback receiver 226 receives a watermark quality indicator of
Strength = 1, then the quality does not satisfy the threshold. If the feedback
receiver 226 determines the quality of the watermark does not satisfy a
threshold level of quality (block 318), the encoder 212 adjusts or modifies the
tevel of encoding (block 320). For example, the encoder 212 can adjust
frequency or amplitudes of watermarks in the media signal.

[0080] With the level of encoding modified by the encoder (block
3203, the media output 224 determines if there is more of the media signal {o
output {block 322). If there is more media signal to output, the encoder 212
synthesizes the encoded media in accordance with the modified level of
encoding (block 310), and the program 300 continues with the media output
224 outputting the encoded media signal (block 312). If the media output 224
determines that there is no more of the media signal to output {block 322), the
program continues with the media recetver 206 receiving a media signal

(block 302).
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[8081] FIG. 4 15 a block diagram of an example processor platform
400 structured to execute the instructions of FIG. 3 to implement the media
watermarking device 108 of FIGS. 1 and 2. The processor platform 400 can
be, for example, a server, a personal computer, a workstation, a self-learning
machine {e.g., a neural network), a mobile device (e.g., a cell phone, a smart
phone, a tablet such as an iPad™). a personal digital assistant (PDA), an
Internet appliance, a DVD plaver, a CD player, a digital video recorder, a Blu-
ray player, a gaming console, a personal video recorder, a set top box, a
headset or other wearable device, or any other fype of computing device.

[8082] The processor platform 400 of the illustrated example includes
a processor 412. The processor 412 of the illustraied example is hardware.
For example, the processor 412 can be implemented by one or more mtegraled
circuits, logic circuits, microprocessors, GPUs, DSPs, or controllers from any
desired family or manufacturer. The hardware processor mav be a
semiconductor based (e.g., silicon based} device. In this example, the
processor 412 mmplerents the media receitver 206, the watermark payioad
extractor 208, the watermark generator 210, the encoder 212, the clock 214,
the trigger 216, the command receiver 218, the meter detector 220, the media
output 224, and the feedback receiver 226

[8083] The processor 412 of the illustrated example includes a local
memory 222 (e g.. a cache). The processor 412 of the iHlustrated example is in
communication with a main memory including a volatile memory 414 and a
non-volatile memory 416 via a bus 418, The volatile memory 414 may be
implemented by Synchronous Dynamic Random Access Memory (SDRAM),
Dvnamic Random Access Memory (DRAM), RAMBUS® Dynamic Random
Access Memory (RDRAM®), and/or anv other type of random access
mernory device. The non-volatile memory 416 may be implemented by flash
memory and/or any other desired type of memory device. Access to the main
memory 414, 416 15 controtled by a memory controller,

[8084] The processor platform 400 of the iHustrated example also

includes an mterface circuit 420 The interface circuit 420 may be
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implemented by any type of interface standard, such as an Ethernet interface, a
universal serial bus (USB), a Bluetooth® interface, a near field
communication (NFC) interface, and/or a PCH express interface.

{8085] In the illustraied example, one or more input devices 422 are
connected to the interface circuit 420, The input device(s) 422 permit{s} a
user 1o enter data and/or commands into the processor 412, The input
device(s) can be implemenied by, for example, an audio sensor, a microphone,
a camera (still or video), a keyboard, a button, a mouse, a touchscreen, a track-
pad, a trackball, isopoint, and/or a voice recognition systern.

[8086] One or more output devices 424 are also connected to the
interface circuit 420 of the illustrated example. The output devices 424 can be
umplemented, for example, by display devices (e.g., a light emitting diode
(LED), an organic light emitting diode (OLED), a liquid crystal display
{LCD}, a cathode ray tube {CRT) display, an in-place switching (IP5) display,
a touchscreen, etc.), a tactile oulput device, a printer, and/or speaker. The
mnterface circuit 420 of the illustrated example, thus, typically ncludes a
graphics driver card, a graphics driver chip, and/or a graphics driver processor.

{80687] The interface circuit 420 of the illustrated example also
mncludes a communication device such as a transmitter, a receiver, a
transceiver, a modem, a residential gateway, a wireless access point, and/or a
network interface to facilitate exchange of data with external machines {e g.,
computing devices of any kind) via anetwork 406, The communication can
be via, for example, an Ethemet connection, a digital subscriber line (DSL)
connection, a telephone line connection, a coaxial cable system, a satellite
svstem, a line-of-site wireless system, a cellular telephone system, etc.

18088] The processor platform 400 of the Hustrated example also
includes one or more mass storage devices 428 for storing software and/or
data. Examples of such mass storage devices 428 include floppy disk drives,
hard drive disks, compact disk drives, Blo-ray disk drives, redundant array of

independent disks (RAID) systems, and digital versatile disk (DVID}) drives.
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[8089] The machine executable mstructions 432, 300 of FIG. 3 may be
stored 1o the mass storage device 428, in the volatile memory 414, in the non-
volatile memory 416, and/or on a removable non-transitory computer readable
storage medium such as a CD or BVD,

18096] FIG. 515 a block diagram of an example processor platform
500 structured to execute the instructions 10 implement the meter 106 of FIGS.
1 and 2. The processor platform 400 can be, for example, a server, a personal
computer, a workstation, a self-learning machine (e.g., aneural network}, a
mobile device (e.g.. a cell phone, a siart phone, a tablet such as an (Pad™), a
PDA, an Internet appliance, a DVD plaver, a CD player, a digital video
recorder, a Blu-ray plaver, a gaming console, a personal video recorder, a set
top box, a headset or other wearable device, or any other type of compuiing

fevice.

[9091] The processor platform 500 of the illusirated example includes
a processor 512, The processor 512 of the tllustrated example 1s hardware.
For example, the processor 512 can be troplemented by one or more integrated
circuits, logic circuits, microprocessors, GPUs, DSPs_ or controllers from any
desired family or manufacturer. The hardware processor may be a
semiconductor based (e.g., silicon based) device. In this example, the
processor 512 implements the watermark detector 204,

[08092] The processor 512 of the illustrated example includes a local
memory 513 (e.g., a cache). The processor 512 of the llustrated exarople s in
communication with a main memory including a volatile memory 514 and a
non-volatile memory 516 via a bus 518, The volatile memory 514 may be
implemented by SDRAM, DRAM, RDRAM®), and/or any other type of
random access memory device. The non-volatile memory 516 may be
implemented by flash memory and/or any other desired type of memory
device. Access to the main memory 514, 516 is controlled by a memory
controller.

[8093] The processor platform 500 of the iHustrated example also

includes an mterface circuit 520 The interface circuit 520 may be
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implemented by any type of interface standard, such as an Ethernet interface, a
USB, a Bluetooth® mierface, an NFC interface, and/or a PCI express
interface.

{8094] In the illustraied example, one or more input devices 522 are
connected to the interface circuit 520, The input device(s) 522 permit{s} a
user 1o enter data and/or commands into the processor 512, The input
device(s) can be implemenied by, for example, an audio sensor, a microphone,
a camera (still or video), a keyboard, a button, a mouse, a touchscreen, a track-
pad, a trackball, isopoint, and/or a voice recogrition system.

[8095] One or more output devices 202, 524 are also connected to the
interface circuit 520 of the illustrated example. The output devices 524 can be
umplemented, for example, by display devices an LED, an OLED, an LCD, a
CRT display, an IPS display, a touchscreen, etc ), a tactile output device, a
printer, and/or speaker. The interface circuit 520 of the llustrated example,
thus, typically includes a graphics driver card, a graphics drver chip, and/or a
graphics driver processor.

[8096] The interface circuit 520 of the illustrated example also
includes a communication device such as a transmitter, a receiver, a
transceiver, a modem, a residential gateway, a wireless access point, and/or a
network interface to facilitate exchange of data with external machines (e.g..
computing devices of any kind} via a network 506. The comumunication can
be via, for example, an Ethemet connection, a digital subscriber line (DSL)
connection, a telephone line connection, a coaxial cable sysiem, a satellite
system, a line-of-site wireless system, a cellular telephone svstem, etc.

{8697] The processor platform 500 of the iHustrated example also
mncludes one or more mass storage devices 528 for storing software and/or
data. Examples of such mass storage devices 528 include floppy disk drives,
hard drive disks, compact disk drives, Blu-rav disk drives, RAID svstems, and
DVD drives.

[8098] The machine executable mmstructions 532 {or operating the

meter 106 may be stored in the mass storage device 528, in the volatile
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memory 514, in the non-~volatite memory 516, and/or on a reruovable non-
transitory computer readable storage medium such as a CD or DVD.

[9099] From the foregoing, it will be appreciated that example apparatus,
devices, systems, articies of manufacture, and methods have been disclosed that
enable walermark generation at the end-pomt of media consumption. The media
rendering devices disclosed herein synthesize and nix or encode watermarks
dynamically and/or in real-time or otherwise at the end point, which allows for
custom watermark generation and insertions. The custom watermarks can
provide more robust and detailed mformation about the consumer of the media
rendered at these devices and more detailed information about the rendering of the
media. Watermarks that are encoded prior to broadcast or fransimssion to an end-
point of media consumption are stalic and may not include data specific to the
consumption environment or the consumer. The detailed information provided by
the end-point watermarking disclosed herein 1s more valuable to advertisers and
media content producers.

{80100} In addition, example apparatus, devices, svstems, articles of
manufacture, and methods have been disclosed that enable select triggering of
watermark generation and encoding into media. The select triggering of
watermark generation can occur through commands received fromn an AME or
other entity and/or via meter detection when a meter is in proxinuty to a rendering
fevice. Select triggering of watermark improves the efficiency of a computing
system because less resources are used in comparison to wide-spread watermark
generation. In addition, less data is transmitted because fewer watermarks are
generated. Furthermore, fewer computing resources are neaeded to review and
analyze the meter data gathered from the generated watermarks because a more
focused batch of watermarks are generated in accordance with the select
triggering. For example an AME wanting media consuruption data for a subset of
households {e.g., households matching a select demographic profile} can
selectively trigger watermark generation for the subset of households. A wide-
scale watermark generation is avoided i this example. In addition, the AME will

obtain the results of the select watermark generation and save the resources
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otherwise needed to sort and analyze baiches of meter and watermark data (o
obtain the data related to the selected subset.

(90101} In addition, example apparatus, devices, svstems, articles of
manufacture, and methods have been disclosed that enable immediate and
proximate feedback of the quality of the watermark. The feedback loop disclosed
herein enables the watermark generation and encoding levels to be adaptively
changed dynamically and in real-time. Thus, the feedback disclosed herein
enables customization of watermarks based on household, metering environment,
metering equipment, media rendering device characteristics, etc. The feedback
also enables the changing of watermark generation and encoding levels to
enhance the detectability of the watermarks and the data gathering associated
therewith.

[00102] Furthermore, with watermark insertion at the media
rendering device, the consumers can receive unaltered content or media from the
broadeast, streaming, and/or other distribution source. Where the umaltered
content includes less data, the transmuission and/or downloading time is decreases,
which enhances the consumer experience. The decrease in transmission data also
fowers bandwidth traffic. Thus, the disclosed apparaius, devices, systems,
articles of manufacture, and methods are accordingly directed to one or more
improvement(s) in the funcioning computing and/or comnmumnication systerns.

[00103] Apparatus, systems, methods, and articles of
manufacture related to end-point media watermarking are disclosed. An
example device includes a media receiver to receive a media signal, a
watermark generator to generate a watermark, a trigger to activaie the
watermark generator to generate the watermark based on an external input, an
encoder to encode the media signal with the watermark {0 synthesize an
encoded media signal, a media oulput to render the encoded media signal.

[00104] In some examples, the external input is a command
recetved by the device over a communication link.

[60105] In some examples, the command is received from an

audience measurement entity.
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[H0106] In some examples, the external input is 3 detection of a
presence of a meter.

(90107} In some examples, the meter is a wearable meter.

{80108} In some examples, the trigger is (o deactivate the
watermark generator after a period of time after receipt of the external input.

[00109] In some examples, the example device also includes a
feedback receiver to receive a quality indicator based on alevel of
watermarking detected by a meter,

(60110} In some examples, the encoder 1s to modify the encoded
media signal based on the quality mdicator.

{80111} In some examples, the quality indicator includes a value
corresponding to a sparsity of detected watermarks and the encoder s to
change a level of watermark encoding based on the value.

[00112] In some examples, the example device includes a
watermark payload extractor to determune a watermark payioad, the
watermark pavload based on a charactenistic of the device.

90113} Also disclosed is an example non-transitory computer
readable medium comprising computer readable instructions that, when
execuled, cause one or more processors to, at least: generate a watermark m a
media rendering device, the watermark to be generated for a media signal
received by the media rendering device, the watermark generation triggered by
an external input fo the mwedia rendering device; encode the media signal with
the watermark to synthesize an encoded media signal; and present the encoded
media signal to a user from the media renderning device.

{80114} In some examples, the example instructions further
cause the one or more processors to deactivate the watermark generation afler
a period of tiroe after receipt of the external input.

[00118] In some examples, the example instructions further
cause the one or more processors to receive a quality indicator based on a level

of watermarking detected by a meter,
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[B0116] In some examples, the example instructions {urther
cause the one or more processors to modify the encoded media signal based on
the quality indicator.

{80117} In some examples, the quality indicator includes a value
corresponding to a sparsity of detected watermarks and the instructions cause the
one or more processors to change a level of watermark encoding based on the
value.

[H0118] In some examples, the example instructions {urther
cause the one or more processors to deternune a watermark pavioad, the
watermark payload based on a characteristic of the media rendering device.

{80119} Also disclosed herein is an example device that includes
means for receiving a media signal; means for generating a watermark; means
for activating the means for generating o generate the watermark based on an
external input; means for an encoding the media signal with the watermark to
synthesize an encoded media signal; and means for rendering the encoded
media signal.

(90120} In some examples, the means for activating is o
deactivate the means for generating afier a period of time after receipt of the
external input.

[00121] In some examples, the example device also includes
means for recetving a quality indicator based on a level of watermarking
detected by a meter.

[00122] In some examples, the means for encoding 1s to modify
the encoded media signal based on the quality indicator.

{80123} In some examples, the quality indicator includes a value
corresponding to a sparsity of detected watermarks and the means for
encoding s to change a level of watermark encoding based on the value.

[00124] In some examples, the example device also inciudes
means for extracting a watermark payload, the watermark payload based on a

characteristic of the device.
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[0125] Also disclosed herein is an example method for
watermarking media at a point of rendering the media. The example method
includes: generating, by executing instructions with a processor, a watermark
in a media rendering device, the watermark to be generated for a media signal
received by the media rendering device, the watermark generation triggered by
an external input to the media rendering device; encoding, by executing
mstructions with the processor, the media signal with the watermark to
synthesize an encoded media signal; and presenting, by executing mstructions
with the processor, the encoded media signal to a user from the media
rendering device.

{80126} In some examples, the example method includes
deactivating, by executing instructions with the processor, the generating of
the watermark after a period of time after receipt of the exiernal input.

[00127] In some exampies, the example method includes
recetving, by executing instructions with the processor, a quality indicator
based on alevel of watermarking detected by a meter,

{90128} In some examples, the example method includes
modifving, by executing instructions with the processor, the encoded media
signal based on the quality indicator.

[00129] In some examples, the quality indicator includes a value
corresponding to a sparsity of detected watermarks, and the example method
further including changing, by executing instructions with the processor, a
level of watermark encoding based on the value.

(90130} In some examples, the example method includes
determining a watermark pavioad, the watermark pavioad basedon a
characteristic of the media rendering device.

[00131] Also disclosed herein is an example apparatus that
imcludes memory including machine reachable instructions; and processor
circuitry to execuie the instructions to; generate a watermark in a media
rendering device, the watermark to be generated for a media signal received

by the media rendering devigce, the watermark generation triggered by an
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external input to the media rendering device; encode the media signal with the
watermark to synthesize an encoded media signal; and present the encoded
media signal to a user from the media renderning device.

{80132} In some examples, the processor circuitry is {o
deactivate the watermark generation afler a period of time after receipt of the
external input.

[00133] In some examples, the processor circuitry is to receive a
quality indicator based on a level of watermarking detected by a meter,

[00134] In some examples, the processor circuitry 15 to moodify
the encoded media signal basad on the quality indicator.

{80135} In some examples, the quality indicator includes a value
corresponding to a sparsity of detected watermarks and the processor circuitry
is to change a level of watermark encoding based on the value.

{00130} In some examples, the processor circuitry is to
determine a watermark payvload, the watermark payload based on a
characternistic of the media rendering device.

90137} Also disclosed herein is an example system to
watermark media at a point of rendering the media. The example system
mncludes a meter including a transmitter to broadcast a presence of the meter;
and a media watermarking device. The media watermarking device includes a
media receiver 10 receive a media signal, a watermark generator to generate a
watermark, a trigger o activate the watermark generator (o generate the
watermark based on a detected presence of the meter, an encoder to encode the
media signal with the watermark to synthesize an encoded media signal, and a
media output to render the encoded media signal.

180138} In some examples, the meter and the media rendering
device are in physical proximity.

[00139] In some examples, the meter and the media rendering

device are in the same room.
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[B0140] In some examples, the trigger is to deactivate the
watermark generator after a period of time after detection of the presence of
the meter.

{80141} In some examples, the meter includes a watermark
detector to detect the watermarks in the encoded media signal.

[00142] In some examples, the meter transmits a quality
imdicator based on a level of watermarking detected, and the media rendering
device includes a feedback recetver to receive the quality indicator.

[60143] In some examples, the encoder 1s to modify the encoded
media signal based on the quality mdicator.

{80144} In some examples, the quality indicator includes a value
corresponding to a sparsity of detected watermarks and the encoder s {o
change a level of watermark encoding based on the value.

[00148] In some examples, the media rendering device further
mcludes a watermark payload extracior (o determine a walermark pavload, the
watermark pavload based on a charactenistic of the device.

(90146} Although certain example methods, apparatus and
arficles of manufacture have been disclosed herein, the scope of coverage of
this patent is not imited thereto. On the contrary, this patent covers all
methods, apparatus and articles of manufacture faurly falling within the scope

of the claims of this patent.
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What Is Claimed Is:

1. A device comprising:

a media receiver to receive a media signal;

a waiermark generator to generate a watermark;

a trigger to activate the watermark generator to generate the watermark
based on an external input;

an encoder to encode the media signal with the watermark to synthesize an
encoded media signal; and

a media output to render the encoded media signal.

2. The device of claim 1, wherein the external input is a command
received by the device over a communication link.
3. The device of claim 2. wherein the command is received from an

audience measurement enfity.

4, The device of claim 1, wherein the external input is a detection of a

presence of a meter.

5. The device of claim 4, wherein the meter is a wearable meter.
6. The device of claim 1, wherein the trigger is to deactivate the

watermark generator afier a period of time afier receipt of the external input.

7. The device of claim 1 further including a feedback receiver to

receive a quality mdicator based on alevel of watermarking detected by a meter.

3. The device of claim 7, wherein the encoder 1s to modify the

encoded media signal based on the quality indicator.
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9. The device of claim 7, wherein the quality indicator includes a
value corresponding to a sparsity of detected watermarks and the encoder 15 to

change a level of watermark encoding based on the value.

10. The device of claim 1, further including a watermark payload
extractor to determine a watermark pavioad, the watermark payioad basedon a

characteristic of the device.

il A non-transitory computer readable mediurm comprising computer
readable instructions that, when executed, cause one or more processors o, at
feast:

generate a watermark in a media rendering device, the watermark to be
generated for a media signal received by the media rendering device, the
watermark generation triggered by an external input to the media rendering
device:

encade the media signal with the watermark to synthesize an encoded
media signal; and

present the encoded media signal o a user from the media rendering

device.
12. The computer readable medium of claim 11, wherein the external
mput 1s a command recetved by the media rendering device overa

communication hink.

13. The computer readable medium of claim 12, wherein the command

is received from an audience measurement entily.

14. The computer readable meadiom of claim 11, wherein the external

fput ts a detection of a presence of a meier.
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15 The computer readable medivm of claim 14, wherein the meteris a

wearable meter.

16. The computer readable medium of claim 11, wherein the
mstructions further cause the one or more processors to deactivate the watermark

generation after a period of time after receipt of the external input.

17 The computer readable medium of claim 11, wherein the
mstructions further cause the one or more processors to receive g quality indicator

based on a level of watermarking detected by a meter.

18 The computer readable medium of claim 17, wherein the
instructions further cause the one or more processors to modify the encoded

media signal based on the quality mdicator.

19, The computer readable medium of claim 17, wherein the quality
mndicator includes a value corresponding to a sparsity of detected watermarks and
the mstructions cause the one or more processors to change a level of watermark

encoding based on the value.

20. The computer readable medium of claim 11, wherein the
mstructions further cause the one or more processors 1o determineg a watermark
payload, the watermark payvload based on a characteristic of the media rendering

device.

21. A device comprising:

means for receiving a media signal;

means for generating a watermark;

means {or activating the means for generating to generate the watermark

hased on an external input;
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means {or an encoding the media signal with the watermark to synthesize
an encoded media signal; and

means for rendering the encoded media signal.

22. The device of claim 21, wherein the external input 18 a comuand

eceived by the device over a communication link.

23, The device of claim 22, wherein the command is received from an

audience measurement entity.

24, The device of claim 21, wherein the external input is a detection of

a presence of a meter,
25, The device of claim 24, wherein the meter is a wearable meter.
20, The device of claim 21, wherein the means for activating is to
deactivate the means for generating after a period of time after receipt of the

external input.

27. The device of claim 21 further including means for receiving a

quality indicator based on a level of watermarking detected by a meter.

28, The device of claim 27, wherein the means for encoding 1s o

modify the encoded media signal based on the quality indicator.,
29. The device of ¢laim 27, wherein the quality indicator includes a

value corresponding fo a sparsity of detected watermarks and the means for

encoding is to change a level of watermark encoding based on the value.
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3

30. The device of claim 21, further inclhuding means for extracting a
watermark pavioad, the watermark pavlioad based on a characteristic of the

device.

31 A method for watermarking media at a point of rendering the
media, the method comprising:

generating, by executing instructions with a processor, a watermark in a
media rendering device, the watermark to be generated for a media signal
received by the media rendering device, the watermark generation triggered by an
external input to the media rendering device;

encoding, by executing instructions with the processor, the media signal
with the watermark to synthesize an encoded media signal; and

presenting, by executing instructions with the processor, the encoded

media signal to a user from the media rendering device.

32 The method of claim 31, wherein the external input 1s a command

received by the media rendering device over a communication link,

33. The method of claim 32, wherein the command 15 received from an

audience measurement entity.

34 The method of claim 31, wherein the external imput 1s a detection

of a presence of a meter,

33, The method of claim 34, wherein the meter 15 a2 wearable meter.
36. The method of claim 31, further including deactivating, by

executing instructions with the processor, the generating of the walermark after a

period of time after receipt of the external nput.
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37 The method of claim 31, further including receiving, by executing
mstructions with the processor, a quality indicator based on alevel of

watermarking detected by a meter.

38. The method of claim 37, further including moditving, by executing
instructions with the processor, the encoded media signal based on the quality

indicator.

39, The method of claim 37, wherein the quality indicator includes a
value corresponding to a sparsity of detected watermarks, the method further
including changing, by executing instructions with the processor, a level of

watermark encoding based on the value.

40, The method of claim 31, further including determining a
watermark payload, the watermark payload based on a characteristic of the media

rendering device.

41. An apparatus comprising;
memory including machine reachable instructions; and
processor circuitry to execute the mstructions to:

generate a watermark in a media rendering device, the watermark
1o be generated for a media signal recetved by the media rendering device,
the watermark geveration triggered by an external mput to the media
rendering device;

encode the media signal with the watermark to synthesize an
encoded media signal; and

present the encoded media signal to a user from the media

rendenng device.

42 The apparatus of claim 41, wherein the external mputis a

command received by the media rendering device over a communication link.
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43 The apparatus of claim 42, wherein the command 1s received from

an audience measurement entity.

44, The apparatus of claim 41, wherein the external input is a detection

of a presence of a meter.

45, The apparatus of claim 44, wherein the rueter 1s a wearable meter,
46, ‘The apparatus of claim 41, wherein the processor circuitry is o

deactivate the watermark generation after a period of time after receipt of the

external input.

47. The apparatus of claim 41, wherein the processor circuitry s to

recetve a qualily indicator based on alevel of watermarking detected by a meter.

48. ‘The apparatus of claim 47, wherein the processor circuitry is o

modity the encoded media signal based on the quality indicator.

49, The apparatus of claim 47, wherein the quality indicator includes a
value corresponding to a sparsity of detected watermarks and the processor

cirewmitry 18 to change a level of walermark encoding based on the valoe.

50. ‘The apparatus of claim 41, wherein the processor circuitry is o
determine a watermark pavload, the watermark pavioad based on a characteristic

of the media rendering device.

51 A system to watermark media at a point of rendering the media,
the system comprising:

a meter including a transroitter to broadcast a presence of the meter; and

a media watermarking device including:
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a media receiver to receive a media signal;

a watermark generator to generate a watermark;

a trigger to activate the watermark generator to generate the
watermark based on a detected presence of the meter;

an encoder o encode the media signal with the watermark (o
synthesize an encoded media signal; and

a media output to render the encoded media signal.

52, The systern of claim 31, wherein the meter and the media

rendering device are in physical proxinity.

53. The system of claim 52, wherein the meter and the media

rendering device are in the same room,

54, The system of claim 51, wherein the meter 1S a wearable meter.

W

5. The svstem of claim 31, wherein the trigger is to deactivate the
watermark generator afier a period of time after detection of the presence of the

meter.

56. The system of claim 51, wherein the meter includes a watermark

detector to detect the watermarks in the encoded media signal.

57. The system of claim 57, wherein the meter transmits a quality
indicator based on a level of watermarking detected, and the media rendering
device includes a feedback receiver to receive the quality indicator.

58. The system of claim 57, wherein the encoder is to modify the

encoded media signal based on the quality indicator.
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59 The system of claim 57, wherein the quality indicator includes a
value corresponding to a sparsity of detected watermarks and the encoder 15 to

change a level of watermark encoding based on the value.

60. The system of claim 51, wherein the media rendering device
further includes a watermark pavioad extractor to deternune a watermark payload,

the watermark pavicad based on a characternistic of the device.
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