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(57) Abstract: A cloud based payment method for payment at a merchant's electronic cash register (202) comprising the steps of: -
upfront: A. registering payment credentials (101) of a user; - at check-in of a store of a participating merchant: B1. launching a cloud
payment application (211) on a mobile terminal (201) to establish connectivity with a cloud payment service (100); - and at check-
out at an electronic cash register (202): C1. identifying (221, 222; 321, 323) the user with the cloud payment service (100) through
an identification shared with the cloud payment service (100) via the electronic cash register (202) or via the cloud payment applica -
tion (211); C2. communicating (222; 322) an amount payable from the electronic cash register (202) to the cloud payment service
(100); C3. communicating (223; 324) the amount payable from the cloud payment service (100) to the cloud payment application
(211); C4. receiving (224; 325) confirmation of the amount payable from the user; C5. obtaining (225; 326) payment authorization
using the payment credentials (101); and C6. confirming (226; 327) payment from the cloud payment service (100) to the electronic
cash register (202).
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A CLOUD BASED PAYMENT METHOD

Field of the Invention

[01] The present invention generally relates to payment in physical retail, i.e.
payment at a merchant's electronic cash register, with improved user experience. A
merchant within the context of the current invention can be a single, independent

shop or it may be an enterprise owning multiple stores at different locations.

Background of the Invention

[02] At present, payments in physical retail either happen through exchange of
cash money or in a dematerialized manner via payment cards. At check-out of a
store, an employee or the customer scans the products in his/her basket and the

customer is offered to choice to make a cash payment or card payment.

[03] In case of a cash payment, the customer exchanges coins and/or paper
money with the employee or a money terminal and receives a payment receipt. The
cash money is stored in an electronic cash register. Cash payments are
disadvantageous in several ways. Such cash payments are time consuming for the
customer and employee, require the availability of cash money with the customer and
the presence of change in the electronic cash register of the store. Cash payments
further involve safety measures to avoid theft or assaults, and to secure transfer of

the cash money between the store and a bank.

[04] Over the past decennia, dematerialized payments via payment cards, i.e. debit
cards or credit cards or virtual cards stored on portable devices equipped with for
instance Near Field Communications (NFC) technology, have become very popular.
In order to be able to accept dematerialized payments via payment cards, a retall
owner has to invest in payment terminals. Typically, each electronic cash register has
to be supplemented with at least one payment terminal for contact or contactless
payment cards. Such payment terminals require certification and maintenance. In
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other words, these payment terminals introduce investments and running costs for
the retail owner. A further drawback of existing payment cards is that their
functionality is restricted to authorizing dematerialized payments. If the customer is
entitled to certain benefits because of loyalty, vouchers, reductions, etc., he/she still
needs to claim such benefits by showing additional cards, e.g. a loyalty card, or
coupons at check-out of the store.

[05] As an alternative to cash payments and card payments, money transactions
can be made through an ecommerce application on a portable device, e.g. a
smartphone or tablet PC. Existing ecommerce applications however require the
customer to execute multiple consecutive steps on a rather small display. In addition,
it is not always evident to establish a link between the ecommerce application and

the physical retailer resulting in poor user satisfaction.

[06] It is an objective of the present invention to disclose a method, service and
application for payment at a merchant's electronic cash register that overcomes the
above mentioned drawbacks of existing solutions. More particularly, it is an objective
to present a payment method that eliminates the need for installing and maintaining
payment terminal infrastructure, enables fast check-out at a physical retail and
enhances user experience by eliminating the need to keep loyalty cards, coupons,
etc.

Summary of the Invention

[07] According to the present invention, the above defined objectives are realized
through the cloud based payment method for payment at a merchant's electronic
cash register defined by claim 1, comprising the steps of:
- upfront:

A. registering payment credentials of a user with a cloud payment service
wherein also participating merchants are registered;

- at check-in of a store of a participating merchant:
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B1. launching a cloud payment application on a mobile terminal of the user,
the cloud payment application establishing connectivity with the cloud payment
service;

- and at check-out at an electronic cash register of the participating merchant:

C1. identifying the user with the cloud payment service through an
identification shared with the cloud payment service via the electronic cash register
or via the cloud payment application;

C2. communicating an amount payable from the electronic cash register to the
cloud payment service;

C3. communicating the amount payable from the cloud payment service to the
cloud payment application;

C4. receiving confirmation of the amount payable from the user;

C5. obtaining payment authorization by the cloud payment service using the
payment credentials; and

C6. confirming payment from the cloud payment service to the electronic cash
register.

[08] Thus, the invention resides in using a cloud service for payments at a physical
point of sales. A cloud payment application installed in the user's smartphone or
other portable device connects with a cloud payment service wherein the user has
upfront registered its payment credentials, e.g. his debit card(s), credit card(s) and/or
bank account numbers. Participating merchants also register with the cloud payment
service. The cloud payment application is launched on entry of a store of a
participating merchant. The user thereto may login to the payment application or the
payment application may be launched automatically upon the user holding his mobile
terminal equipped with e.g. an NFC interface on or near a tag exposed at the
entrance of the store. Once the application is launched, the user may optionally
select the participating merchant, e.g. from a list, in order to confirm the store entered
by the user. Alternatively, the application may for instance autonomously select the
participating merchant and store based on for instance position information obtained
from location determination technology in the mobile terminal. The cloud service
connected payment application can now be used at check-out to pay without a need
for credit cards, loyalty cards, vouchers, coupons, etc. Thereto, the user has to
identify himself at check-out, e.g. by presenting his loyalty ID to the store employee
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at the electronic cash register or by obtaining a basket ID from the electronic cash
register that can be entered in the payment application. Identification of the user
through the loyalty ID or basket ID is key to the present invention since the cloud
payment service needs to know who is really at the counter. The use of an identifier
shared via the electronic cash register with the cloud payment service (e.g. the user's
loyalty 1D), or obtained from the electronic cash register and shared via the cloud
payment application on the mobile terminal with the cloud payment service (e.g. a
basket ID), is a crucial element in the invention. Once the user is identified, the
electronic cash register shall communicate the amount payable with the cloud
payment service, and the latter cloud payment service shall obtain confirmation from
the user via the application on his mobile device. In the amount payable, the cloud
payment application shall consider the user's loyalty status and eventual vouchers,
coupons or reductions that apply to the user. Once the user has confirmed the
amount, the cloud payment service uses the stored payment credentials to obtain
payment authorization for the confirmed amount from the bank and confirms payment

to the electronic cash register.

[09] No payment terminal is involved in the transaction, the user conducts the
payment from his smartphone or portable device and automatically sees his loyalty
status, vouchers, coupons and other reductions applied which significantly increases
the user experience. The loyalty status may be updated automatically, and the
communication channel that is opened between the cloud payment service and the
application on the user's portable device may be exploited to communicate special
deals, temporary reductions, offers or other personalized advertisements between
the visited merchant and the user.

[10] Optionally, as defined by claim 2, the cloud based payment method according
to the current invention further comprises:

- registering one or more loyalty cards of the user with the cloud service; and

- selecting the participating merchant in step B2 through its loyalty card.

[11] Indeed, the user may upfront or on-board register his loyalty cards of
participating merchants. At check-in, the application may then display a list of loyalty
cards enabling the user to select the participating merchant whose store was



10

15

20

25

30

WO 2014/053584 -5- PCT/EP2013/070603

entered. The registered loyalty cards in other words may serve as an instrument to
conveniently enable the user to select and/or confirm the store entered.

[12] Also optionally, as defined by claim 3, the cloud based payment method
according to the present invention may further comprise:

- communicating a loyalty ID of the user with the merchant from the electronic
cash register to the cloud payment service in order to identify the user with the cloud
payment service in step C1.

[13] Thus, identification of the user at check-out may rely upon the user showing
his loyalty card displayed on his portable device to the cashier, and the cashier using
the electronic cash register to communicate the loyalty ID of the user to the cloud
payment service. This way, advantage is taken of presence of the user's loyalty cards
in the payment application to fast identify the user with the cloud payment service at
check-out.

[14] Still optionally, as defined by claim 4, the cloud based payment method
according to the present invention further comprises:

- updating the status of a loyalty card of the user with the merchant after the
payment.

[15] Indeed, advantageously, the cloud payment service maintains the loyalty
status of the user for all participating merchants where the user has loyalty cards.
The cloud payment service after a transaction automatically updates the loyalty
status of the user such that store employees no longer have to do this manually, and
customers no longer have to carry stamped or stickered loyalty cards of different
merchants with them in order to take benefit of their loyalty status.

[16] Further optionally, as defined by claim 5, the cloud based payment method
according to the present invention may comprise:

- obtaining a basket ID from the electronic cash register, the basket ID being a
unique identification code for a single payment procedure at the merchant; and

- communicating the basket ID from the cloud payment application to the cloud
payment service in order to identify the user with the cloud payment service.
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[17] Indeed, as an alternative to identifying the user with the cloud payment service
through his loyalty ID, the user may obtain a basket ID from the cashier, e.g. printed
on a ticket. The basket ID is a unique number or code generated for the check-out.
The user thereupon enters the basket ID in the payment application on his mobile
terminal and the payment application shares the basket ID with the cloud payment
service. In the meantime, also the electronic cash register may have informed the
cloud payment service on the basket ID and the amount payable. Through matching
the basket IDs, the cloud payment service can identify the user from which
confirmation of the amount payable needs to be obtained. This alternative based on
basket IDs enables to use the payment method according to the current invention
also in situations where the user has no loyalty ID with the visited merchant that
enables quick identification of the customer at check-out.

[18] As defined by claim 6, the cloud based payment method according to the
present invention optionally comprises:

- uploading one or more vouchers or coupons of the user into the cloud
payment service;

- modifying the amount payable in view of the vouchers or coupons; and

- communicating a modified amount payable to the electronic cash register
and the cloud payment application before receiving confirmation from the user.

[19] Indeed, the user or the participating merchant may upload vouchers or
coupons in the cloud payment service and tie them to the user such that they are
automatically considered by the cloud payment service to recalculate the amount
payable by the user at check-out. The net amount resulting from automated
redemption of vouchers and coupons is communicated to the electronic cash register
and the user is requested confirmation for the reduced amount payable via the
payment application on his portable device. Such automated voucher/coupon
discount enhances the user experience significantly because vouchers and coupons
no longer have to be collected and carried with the user, and the check-out
procedure is fastened since the validity of vouchers and coupons no longer has to be
checked manually by the cashier.
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[20] Still optionally, as defined by claim 7, the cloud based payment method
according to the present invention may comprise:

- PIN confirmation by the user when the amount payable exceeds a certain
threshold.

[21] Thus, each time the amount payable exceeds a predetermined threshold,
confirmation by the user may require entering a secure code or PIN number for

security reasons.

In an advantageous embodiment of the cloud based payment method according to
the present invention defined by claim 8, selecting the participating merchant
comprises:

- determining a location of the mobile terminal through positioning technology
integrated in the mobile terminal; and

- producing a list of participating merchants within the neighbourhood of the
location thereby enabling the user to make a selection.

[22] Indeed, as an alternative to the user selecting the participating merchant from
a long list, the selection process may take benefit of positioning technology such as a
GPS receiver, GSM triangulation, etc. that is available in the mobile device, to
produce a shortlist of participating merchants that have a store in the neighbourhood
of the mobile terminal's location. The user than just has to confirm or select the
participating merchant from a limited list which further speeds up the check-in

process.

[23] According to yet another optional aspect defined by claim 9, the cloud based
payment method according to the present invention may comprise:

- communicating from the cloud payment service to the cloud payment
application offers valid for the user at the merchant.

[24] Thus, the communication channel between the cloud payment service and the
cloud payment application on the user's portable terminal that is established at
check-in of the store, may be exploited to share additional offers valid for the user
during a single visit of the store. This further enhances user experience and enables
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participating merchants to advertise last-minute offers that are eventually selected
based on the user's buy history or interest profile with that merchant.

[25] In addition to a cloud based payment method as defined by claim 1, the
present invention also relates to a corresponding cloud payment service as defined
by claim 10, and a corresponding cloud payment application as defined by claim 11,

both used in the method according to the invention.

Brief Description of the Drawings

[26] Fig. 1 illustrates the upfront registration procedure in an embodiment of the
cloud-based payment method according to the present invention;

[27] Fig. 2 illustrates the check-out procedure in a first embodiment of the cloud-
based payment method according to the present invention; and

[28] Fig. 3 illustrates the check-out procedure in a second embodiment of the

cloud-based payment method according to the present invention.

Detailed Description of Embodiment(s)

[29] The method according to the invention allows very fast check-out at physical

retail leveraging just a consumers smartphone without need for payment terminal(s).

[30] The user has to register once with a cloud payment service 100. The result of
the upfront registration process is shown in Fig. 1. Via a cloud payment application
installed on his smartphone, the user leaves his payment credentials 101, like for
instance credit card numbers, bank account information, etc. with the cloud payment
service 100. Once this is done, the user can register his loyalty cards 102 of
participating merchants, and eventual vouchers and coupons 103 he possesses. The
payment credentials 101 will be stored in a secure vault of the cloud storage system,
compliant with required standards such as PCI (Payment Card Industry) standards.
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[31] When a user enters a shop of a participating merchant, he checks-in by
launching the cloud payment application on his smartphone. The user logs-in, and
selects the participating merchant whose shop was entered. The selection may be
suggested from a list or location based. Since the cloud payment application contains
the user's loyalty IDs with participating merchants, the application can allow the user
to select the participating merchant from a list of merchants where the user has
loyalty IDs, eventually location based filtered if the user's smartphone has positioning

technology aboard.

[32] At check-out of the shop, the user shows his loyalty ID displayed on his
smartphone screen to the employee at the electronic cash register. The electronic
cash register thereupon contacts the cloud payment application which will trigger the
user via its smartphone to confirm the amount payable. Once confirmed, the cloud
passed payment service confirms the payment authorization to the electronic cash

register.

[33] There are several variants and extensions possible. For instance, before
asking the user to confirm the amount payable, the cloud based payment service 100
can check if a discount voucher applies for the user, and can then update the net
amount payable. This way, the cloud based payment service 100 according to the
present invention integrates automated redemption of offers.

[34] In case the user does not yet have a loyalty ID with the participating merchant
whose shop is entered, the user can trigger the check-out process by asking the
basket ID to the cashier. This basket ID shall typically be a 2 to 4 digit code that the
user can enter quickly in the cloud payment application on his smartphone. The cloud
based payment service will reconcile this basket ID with the info received from the
electronic cash register to continue the process as described above with a request to
the user to confirm the amount payable. The two variant check-out procedures, i.e.
the check-out procedure based on loyalty ID and the check-out procedure based on
basket 1D, will be described in more detail in the following paragraphs, with reference
to respectively Fig. 2 and Fig. 3.
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[35] Fig. 2 shows the check-out procedure based on the user's loyalty ID. In step
221, the user identifies himself by showing his loyalty ID with the participating
merchant to the cashier at the electronic cash register 202. The loyalty ID shall
typically be visualized by the cloud payment application 211 on the display of the
user's smartphone 201. The cashier enters the loyalty ID in the electronic cash
register 202. Instead of showing the loyalty ID to the cashier, the loyalty ID may be
communicated wirelessly by the cloud payment application 211 to the electronic cash
register 202 in step 221, provided the smartphone 201 and the electronic cash
register 202 have a common wireless interface like Bluettooth, WiFi, RF, NFC, etc.
that enables such transfer.

[36] Once the user is identified through his loyalty ID, the electronic cash register
202 contacts the cloud payment service 100, and communicates the user's loyalty ID,
the basket ID and the amount payable with the cloud payment service 100. This is
indicated by arrow 222 in Fig. 2. Eventually, message 222 may contain additional
information like the product items and volumes purchased by the user.

[37] The cloud payment service 100 will notify the cloud payment application 211
on the user's smartphone 201, and request confirmation of the amount payable. This
is indicated by arrow 223 in Fig. 2.

[38] As is further indicated by arrow 224, the user shall confirm the amount
payable. Eventually, the cloud payment service 100 shall ask for PIN or password
confirmation in message 223 if the amount payable exceeds a certain threshold or
ask for confirmation of product article purchase.

[39] Once the cloud payment service 100 has received confirmation in 224, the
cloud payment service shall obtain payment authorization from the bank in 225, and
confirm payment to the electronic cash register 202 through message 226.

[40] Fig. 3 illustrates an alternative check-out procedure wherein the basket ID
received from the cashier is used to identify the user with the cloud payment service
100.
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[41] The user opens the cloud payment application 211 or has already opened the
cloud payment application 211 on his mobile terminal 201 when he reaches the
electronic cash register 202 in the shop of a participating merchant. The user there
says he wants to pay with basket ID and received the basket ID from the cashier.
The user enters the basket ID into the cloud payment application 211. This process is
indicated by arrow 321 in Fig. 3. The transfer of basket ID to the cloud payment
application 211 may be realized over a wireless interface, like for instance Bluetooth,
NFC, WiFi, RF, etc. provided both the electronic cash register 202 and the mobile
terminal 201 are equipped with such interface.

As is indicated by arrow 322, the electronic cash register 202 in a next step contacts
the cloud payment service 100 and shares with the cloud payment service 100 at
least the basket ID and the amount payable.

[42] In parallel, the cloud payment application 211 communicates the basket ID to

the cloud payment service 100 in message 323.

[43] The cloud payment service 100 will contact the cloud payment application 211
and share in message 324 the amount payable to ask for confirmation by the user.
The amount payable may have been adjusted in the meantime if vouchers or

coupons are applicable to the user.

[44] Through message 325, the user confirms that the amount payable is correct.
The message may eventually also convey the user's PIN or password in case the
amount exceeds a certain threshold.

[45] Once the cloud payment service 100 has received confirmation in 325, the
cloud payment service shall obtain payment authorization from the bank in 326, and

confirm payment to the electronic cash register 202 through message 327.

[46] Although the present invention has been illustrated by reference to specific
embodiments, it will be apparent to those skilled in the art that the invention is not
limited to the details of the foregoing illustrative embodiments, and that the present
invention may be embodied with various changes and modifications without

departing from the scope thereof. The present embodiments are therefore to be
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considered in all respects as illustrative and not restrictive, the scope of the invention
being indicated by the appended claims rather than by the foregoing description, and
all changes which come within the meaning and range of equivalency of the claims
are therefore intended to be embraced therein. In other words, it is contemplated to
cover any and all modifications, variations or equivalents that fall within the scope of
the basic underlying principles and whose essential attributes are claimed in this
patent application. It will furthermore be understood by the reader of this patent
application that the words "comprising" or "comprise" do not exclude other elements
or steps, that the words "a" or "an" do not exclude a plurality, and that a single
element, such as a computer system, a processor, or another integrated unit may
fulfil the functions of several means recited in the claims. Any reference signs in the
claims shall not be construed as limiting the respective claims concerned. The terms
"first”, "second", third", "a", "b", "¢", and the like, when used in the description or in
the claims are introduced to distinguish between similar elements or steps and are
not necessarily describing a sequential or chronological order. Similarly, the terms

"top", "bottom”, "over", "under"”, and the like are introduced for descriptive purposes
and not necessarily to denote relative positions. It is to be understood that the terms
so used are interchangeable under appropriate circumstances and embodiments of
the invention are capable of operating according to the present invention in other

sequences, or in orientations different from the one(s) described or illustrated above.
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CLAIMS

1. A cloud based payment method for payment at a merchant's electronic cash
register (202) comprising the steps of:
- upfront:

A. registering payment credentials (101) of a user with a cloud payment
service (100) wherein also participating merchants are registered;
- at check-in of a store of a participating merchant:

B1. launching a cloud payment application (211) on a mobile terminal (201) of
said user, said cloud payment application (211) establishing connectivity with said
cloud payment service (100);

- and at check-out at an electronic cash register (202) of said participating merchant:

C1. identifying (221, 222; 321, 323) said user with said cloud payment service
(100) through an identification shared with said cloud payment service (100) via said
electronic cash register (202) or via said cloud payment application (211);

C2. communicating (222; 322) an amount payable from said electronic cash
register (202) to said cloud payment service (100);

C3. communicating (223; 324) said amount payable from said cloud payment
service (100) to said cloud payment application (211);

C4. receiving (224; 325) confirmation of said amount payable from said user;

C5. obtaining (225; 326) payment authorization by said cloud payment service
(100) using said payment credentials; and

C6. confirming (226; 327) payment from said cloud payment service to said
electronic cash register.

2. A cloud based payment method according to claim 1, further comprising:

- registering one or more loyalty cards (102) of said user with said cloud
payment service (100); and

- selecting said participating merchant in said step B2 through its loyalty card.

3. A cloud based payment method according to claim 2, further comprising:

- communicating (222) a loyalty 1D of said user with said merchant from said
electronic cash register (202) to said cloud payment service (100) in order to identify
said user with said cloud payment service in said step C1.
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4. A cloud based payment method according to claim 2, further comprising:
- updating the status of a loyalty card of said user with said merchant after said

payment.

5. A cloud based payment method according to claim 1, further comprising:

- obtaining (321) a basket ID from said electronic cash register (202), said
basket ID being a unique identification code for a single payment procedure at said
merchant; and

- communicating (323) said basket ID from said cloud payment application
(211) to said cloud payment service (100) in order to identify said user with said
cloud payment service (100).

6. A cloud based payment method according to claim 1, further comprising:

- uploading one or more vouchers or coupons (103) of said user into said
cloud payment service (100);

- modifying said amount payable in view of said vouchers or coupons (103);
and

- communicating a modified amount payable to said electronic cash register
(202) and said cloud payment application (211) before receiving confirmation from

said user.

7. A cloud based payment method according to claim 1, further comprising:
- PIN confirmation by said user when said amount payable exceeds a certain
threshold.

8. A cloud based payment method according to claim 1, wherein selecting said
participating merchant comprises:

- determining a location of said mobile terminal through positioning technology
integrated in said mobile terminal (201); and

- producing a list of participating merchants within the neighbourhood of said

location thereby enabling said user to make a selection.

9. A cloud based payment method according to claim 1, further comprising:
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- communicating from said cloud payment service (100) to said cloud payment
application (211) offers valid for said user at said merchant.

10. A cloud payment service (100) for use in the method according to claim 1.

11. A cloud payment application (211) for use in the method according to claim
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