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A METHOD FOR REPAIRING AN ERROR DEPENDING ON A RADIO

BEARER TYPE

[DESCRIPTION]

TECHNICAL FIELD

The present invention relates to a wireless

communication system, and more particularly, to a method of

re-establishing a radio bearer in a wireless communication

system.

BACKGROUND ART

In the modern advanced information society,

importance of confidentiality and integrity between a user

equipment and a network is being increased. To this end,

according to the 3 generation project partnership (3GPP), a

packet data convergence protocol (PDCP) layer performs a

security function.

The security function has two kinds of functions,

i.e., ciphering and integrity protection. A code varied

depending on each packet is generated by these two

functions, and ciphering and integrity check are performed

for original data using the generated code.

The code varied depending on each packet is generated

using a PDCP sequence number (SN) and added to each PDCP



PDU header. For example , the code varied depending on each

packet is generated using COUNT which includes PDCP SN. The

COUNT has a length of 32 bits, of which the least

significant bit (LSB) has a PDCP SN and the most

significant bit (MSB) has a hyper frame number (HFN) . The

PDCP SN has a length of 5 bits, 7 bits, or 12 bits

depending on a radio bearer (RB) . Accordingly, the HFN has

a length of 27 bits, 25 bits or 20 bits.

FIG. 1 is a diagram illustrating an example of a

method of performing ciphering in a PDCP layer. A PDCP

layer of a transmitting side generates ciphered data by

covering original data with a MASK. The MASK is a code

varied for each of the aforementioned packets. Covering

original data with a MASK means that XOR operation for each

bit is performed for the original data with respect to MASK.

A PDCP layer of a receiving side, which has received the

ciphered data, deciphers the original data by again

covering the original data with a MASK. The MASK has 32

bits and is generated from several input parameters. In

particular, in order to generate different values for

respective packets, COUNT is generated using PDCP SN varied

depending on PDCP PDU. The COUNT is used as one of MASK

generation input parameters. In addition to the COUNT,

examples of the MASK generation input parameters include ID



value (bearer of FIG. 1 ) of a corresponding RB, Direction

having an uplink or downlink value, and a ciphering key

(CK) exchanged between a user equipment and a network

during RB establishment.

FIG. 2 is a diagram illustrating an example of a

method of performing integrity protection in a PDCP layer.

Similarly to the aforementioned ciphering procedure, in an

integrity protection procedure, parameters, such as COUNT

based on PDCP SN, bearer which is ID value of RB, Direction

having an uplink or downlink value, and integrity

protection key (IK) exchanged between a user equipment and

a network during RB establishment, are used. A specific

code, i.e., MAC-I (Message Authentication Code-Integrity)

is generated using the above parameters. The integrity

protection procedure is different from the aforementioned

ciphering procedure in that the generated MAC-I is added to

PDCP PDU not undergoing XOR operation with original data.

The PDCP layer of the receiving side, which has received

the MAC-I, generates XMAC-I using the same input parameter

as that used in the PDCP layer of the transmitting side.

Afterwards, XMAC-I is compared with MAC-I, and if two

values are equal to each other, it is determined that the

data have integrity. If not so, it is determined that the

data have been changed.



If a security error occurs for some reason, since the

receiving side cannot recover the original data even if it

receives the data from the transmitting side, the received

data continue to come into disuse. RB of a user plane (i.e.,

data RB: DRB) performs header compression after deciphering

the received PDCP PDUs. At this time, if deciphering is

performed using a wrong MASK, error continues to occur

during header decompression, whereby the received PDCP PDUs

continue to come into disuse. RB of a control plane (i.e.,

signaling RB: SRB) performs integrity verification after

deciphering the received PDCP PDUs. At this time, if

deciphering is performed using a wrong MASK or comparison

is performed using a wrong XMAC-I, error continues to occur

during integrity verification, whereby the received PDCP

PDUs continue to come into disuse.

Accordingly, if a security error occurs, the user

equipment and/or the network regards it as a serious

problem and thus re-establishes RRC connection between them

and re-establishes security. If RRC connection is re-

established, all SRBs and all DRBs are also re-established.

DETAILED DESCRIPTION OF THE INVENTION

TECHNICAL PROBLEMS

According to the related art, if an error occurs in



one RB, all RBs are reestablished in such a manner that RRC

connection is re-established. However, if an error occurs

due to a problem limited to a specific RB, it is sufficient

to solve the error for the specific RB. In this case, if

RRC connection is re-established to solve the error of the

specific RB, other RBs are re-established unnecessarily.

For this reason, service quality may be deteriorated.

For example, security error may occur as an input

parameter used for a security algorithm in a transmitting

side is not identical with that in a receiving side. A

hyper frame number (HFN) , which is one of input parameters,

may be varied depending on the transmitting side and the

receiving side. This error occurs in a corresponding RB if

a large number of PDCP SDUs (service data units) are

damaged. This is because that HFN corresponding to the MSB

of COUNT increases by one if the PDCP SN corresponding to

the LSB of COUNT returns to 0 after reaching a maximum

value. That is, if the PDCP SDU is damaged within the range

that a PDCP SN is a wrap-around, HFN de-synchronization

occurs. Also, when an error occurs in a lower layer,

wherein the error is not found even by a cyclic redundancy

code (CRC) check, HFN de-synchronization may occur if PDCP

SN value exceeds an effective range.

Accordingly, the present invention is directed to a



method of re-establishing a radio bearer in a wireless

communication system, which substantially obviates one or

more problems due to limitations and disadvantages of the

related art.

An object of the present invention is to provide a

method of ensuring quality of service (QoS) in a wireless

communication system and using radio resources efficiently.

Another object of the present invention is to provide

a method of efficiently repairing an error occurring in a

radio bearer.

Still another object of the present invention is to

provide a method of performing communication between a user

equipment and a network to repair an error of a radio

bearer.

Further still another object of the present invention

is to provide a communication method of re-synchronizing

de-synchronized specific parameters of a radio bearer.

It is to be understood that the technical solutions

to be achieved by the present invention will not be limited

to the aforementioned description, and another technical

solutions, which are not described, will be apparent to

those skilled in the art to which the present invention

pertains, from the following detailed description of the

present invention.



TECHNICAL SOLUTIONS

In one aspect of the present invention, a method of

re-establishing a radio bearer of a user equipment in a

wireless communication system comprises establishing a

radio bearer; identifying whether an error has occurred in

the radio bearer; and selectively re-establishing the radio

bearer or all radio bearers of the user equipment in

accordance with a type of the radio bearer if the error has

occurred in the radio bearer.

ADVANTAGEOUS EFFECTS

According to the embodiments of the present invention,

the following advantages can be obtained.

First, it is possible to ensure quality of service

(QoS) in the wireless communication system and efficiently

use radio resources.

Second, it is possible to efficiently repair an error

occurred in a radio bearer.

Third, it is possible to provide a communication

procedure between a user equipment and a network for

repairing an error of a radio bearer.

Finally, it is possible to re-synchronize de-

synchronized specific parameters of a radio bearer.



It is to be understood that the effects that can be

obtained by the present invention are not limited to the

aforementioned effects, and another effects, which are not

described, will be apparent to those skilled in the art to

which the present invention pertains, from the following

detailed description of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are included to

provide a further understanding of the invention and are

incorporated in and constitute a part of this application,

illustrate embodiment (s) of the invention and together with

the description serve to explain the principle of the

invention. In the drawings:

FIG. 1 is a diagram illustrating an example of a

method of applying a ciphering function of security

functions performed in a PDCP layer to a packet;

FIG. 2 is a diagram illustrating an example of a

method of applying an integrity function of security

functions performed in a PDCP layer to a packet;

FIG. 3 is a diagram illustrating a network structure

of an E-UMTS (Evolved Universal Mobile Telecommunications

System) ;

FIG. 4 is a schematic view illustrating an E-UTRAN



(Evolved Universal Terrestrial Radio Access Network) ;

FIG. 5A and FIG. 5B are schematic views illustrating

a control plane and a user plane of a radio interface

protocol between a user equipment (UE) and E-UTRAN;

FIG. 6A and FIG. 6B are diagrams illustrating

structures of second layers for a downlink and an uplink;

FIG. 7 is a diagram illustrating a functional

structure of a PDCP layer;

FIG. 8 is a diagram illustrating variation in a

header size of a packet according to header compression in

a PDCP layer;

FIG. 9 is a flow chart illustrating an example of a

method of repairing an error of a radio bearer in

accordance with one embodiment of the present invention;

FIG. 10 is a detailed flow chart illustrating the

flow chart of FIG. 9 ;

FIG. 11 is a diagram illustrating an example of a

method of repairing a security error of a data radio bearer

in accordance with one embodiment of the present invention;

FIG. 12 is a diagram illustrating an example of a

method of repairing a security error of a data radio bearer

in accordance with another embodiment of the present

invention; and

FIG. 13 is a diagram illustrating an example of a



method of repairing a security error of a data radio bearer

in accordance with other embodiment of the present

invention.

BEST MODE FOR CARRYING OUT THE INVENTION

Hereinafter, structures, operations, and other

features of the present invention will be understood

readily by the preferred embodiments of the present

invention, examples of which are illustrated in the

accompanying drawings. Embodiments described later are

examples in which technical features of the present

invention are applied to an E-UMTS (Evolved Universal

Mobile Telecommunications System) .

FIG. 3 is a diagram illustrating a network structure

of UMTS to which the embodiment of the present invention is

applied. An E-UMTS is a system evolving from the

conventional WCDMA (Wideband Code Division Multiple Access)

UMTS and its basic standardization is currently handled by

the 3GPP (3 rd Generation Partnership Project) . The E-UMTS

can also be called an LTE (Long Term Evolution) system.

Release 7 and Release 8 of 3GPP technical specifications

(3 rd Generation Partnership Project; Technical

Specification Group Radio Access Network) can be referred

to obtain detailed information of technical specification



about the UMTS and the E-UMTS.

Referring to FIG. 3 , the E-UMTS includes a user

equipment (UE) , a base station, and an access gate (AG)

located at the end of the E-UTRAN and connected with an

external network. Generally, the base station can

simultaneously transmit multi-data streams for broadcast

service, multicast service, and/or unicast service. The AG

may be divided into a user traffic processing part and a

control traffic processing part. At this time, the AG for

processing user traffic and the AG for processing control

traffic can communicate with each other using a new

interface. One or more cells exist in one eNB. An interface

for transmitting user traffic or control traffic can be

used between eNBs. A core network (CN) can include an AG

and a network node for user subscription of a user

equipment (UEO. An interface for identifying E-UTRAN from

CN can be used. The AG manages mobility of a user equipment

in a unit of tracking area (TA) . The TA includes a

plurality of cells. If the user equipment moves from a

specific TA to another TA, the user equipment notifies the

AG that the TA where the user equipment is located has been

changed.

FIG. 4 is a schematic view illustrating a mobile

communication system, i.e., an E-UTRAN (UMTS terrestrial



radio access network) to which the embodiment of the

present invention is applied. The E-UTRAN system is a

system evolving from the existing UTRAN system. The E-UTRAN

includes base stations eNBs, which are connected with each

other through X2 interface. The eNB is connected with the

user equipment through a radio interface, and is connected

with an evolved packet core (EPC) through Sl interface.

FIG. 5A and FIG. 5B illustrate structures of a

control plane and a user plane of a radio interface

protocol between a user equipment and UTRAN (UMTS

Terrestrial Radio Access Network) based on the 3GPP radio

access network standard. The radio interface protocol

horizontally includes a physical layer, a data link layer,

and a network layer, and vertically includes a user plane

for data information transfer and a control plane for

signaling transfer. The protocol layers in FIG. 5A and FIG.

5B can be classified into Ll (first layer) , L2 (second

layer) , and L3 (third layer) based on three lower layers of

the open system interconnection (OSI) standard model widely

known in the communications systems.

The control plane means a passageway where control

messages are transmitted, wherein the control messages are

used in the user equipment and the network to manage call.

The user plane means a passageway where data generated in



an application layer, for example, voice data or Internet

packet data are transmitted. Hereinafter, respective layers

of the control plane and the user plane of the radio

protocol will be described.

The physical layer as the first layer provides an

information transfer service to an upper layer using a

physical channel. The physical layer (PHY) is connected to

a medium access control (hereinafter, abbreviated as 'MAC )

layer above the physical layer via a transport channel.

Data are transferred between the medium access control

layer and the physical layer via the transport channel.

The transport channel is divided into a dedicated transport

channel and a common transport channel depending on channel

sharing. Also, data are transferred between different

physical layers, and more particularly, between one

physical layer of a transmitting side and the other

physical layer of a receiving side via the physical channel.

The physical channel of the E-UMTS is modulated in

accordance with an orthogonal frequency division

multiplexing (OFDM) scheme, and uses time and frequency as

radio resources.

Several layers exist in the second layer. The second

layer will be illustrated in FIG. 6A and FIG. 6B in more

detail. First of all, a medium access control (MAC) layer



of the second layer serves to map various logical channels

with various transport channels. Also, the MAC layer

performs multiplexing for mapping several logical channels

with one transport channel. The MAC layer is connected with

RLC layer corresponding to its upper layer through the

logical channel. The logical channel is divided into a

control channel and a traffic channel depending on types of

transmitted information, wherein the control channel

transmits information of the control plane and the traffic

channel transmits information of the user plane.

The RLC layer of the second layer serves to perform

segmentation and concatenation of data received from its

upper layer to control a size of the data so that the lower

layer transmits the data to a radio period. Also, the RLC

layer of the second layer provides three action modes, i.e.,

a transparent mode (TM) , an unacknowledged mode (UM) , and

an acknowledged mode (AM) to ensure various quality of

services (QoS) required by each radio bearer (RB) . In

particular, the AM RLC layer performs a retransmission

function through automatic repeat and request (ARQ) for

reliable data transmission.

In order to effectively transmit data using IP

packets (e.g., IPv4 or IPv6) within a radio-communication

period having a narrow bandwidth, a PDCP (packet data



convergence protocol) layer of the second layer (L2)

performs header compression to reduce the size of IP packet

header having relatively great size and unnecessary control

information. The header compression is to increase

transmission efficiency of the radio-communication period

by allowing a packet header of data to transmit necessary

information only. Also, in the LTE system, the PDCP layer

performs a security function. The security function

includes a ciphering function preventing the third party

from performing data monitoring and an integrity protection

function preventing the third party from performing data

manipulation.

A radio resource control (hereinafter, abbreviated as

λRRC ) layer located on a lowest part of the third layer is

defined in the control plane only and is associated with

configuration, re-configuration and release of radio

bearers (hereinafter, abbreviated as RBs' ) to be in charge

of controlling the logical, transport and physical channels,

To this end, the RRC layer allows the user equipment and

the network to exchange RRC message with each other. If the

RRC layer of the user equipment is RRC connected with the

RRC layer of the radio network, the user equipment is in

RRC connected mode. If not so, the user equipment is in RRC

idle mode.



In this case, the RB means a service or logical path

provided by the second layer for the data transfer between

the user equipment and the UTRAN. Generally, establishing

RB means that features of a radio protocol layer and

channel required for a specific service are defined and

their detailed parameters and action methods will be

established. The RB is divided into a signaling RB (SRB)

and a data RB (DRB) . The SRB is used as a path for

transmitting RRC message in a control plane, and the DRB is

used as a path for transmitting user data in a user plane.

Referring to FIG. 6A and FIG. 6B, RBs are illustrated at

the upper end of a PDCP entity existing in a plurality

logical paths allocated to respective users.

A non-access stratum (NAS) layer located above the

RRC layer performs functions such as session management and

mobility management.

One cell constituting eNB is established at one of

bandwidths of 1.25, 2.5, 5 , 10, and 20Mhz and provides a

downlink or uplink transmission service to several user

equipments. At this time, different cells can be

established to provide different bandwidths.

As downlink transport channels carrying data from the

network to the user equipments, there are provided a

broadcast channel (BCH) carrying system information, a



paging channel (PCH) carrying paging message, and a

downlink shared channel (SCH) carrying user traffic or

control messages. The traffic or control messages of a

downlink multicast or broadcast service can be transmitted

via the downlink SCH or an additional downlink multicast

channel (MCH) . Meanwhile, as uplink transport channels

carrying data from the user equipments to the network,

there are provided a random access channel (RACH) carrying

an initial control message and an uplink shared channel

(UL-SCH) carrying user traffic or control message.

As logical channels located above the transport

channels and mapped with the transport channels, there are

provided a broadcast control channel (BCCH) , a paging

control channel (PCCH), a common control channel (CCCH), a

multicast control channel (MCCH) , and a multicast traffic

channel (MTCH) .

Hereinafter, the PDCP layer will be described in

detail. The PDCP layer is upwardly connected with the RRC

layer or user application and downwardly connected with the

RLC layer. FIG. 7 is a functional block diagram

illustrating a transmitting side and a receiving side of

the PDCP layer. In FIG. 7 , the transmitting side located at

the left illustrates that the PDCP layer is applied to PDCP

SDU received from the upper entity. Also, the receiving



side located at the right illustrates that the PDCP layer

is applied to the PDCP PDU when the PDCP layer receives

PDCP PDU from the lower entity.

The PDCP layer is used for both the user plane and

the control plane. Some functions of the PDCP layer are

selectively applied depending on the plane which is used.

Namely, as illustrated in FIG. 7 , the header compression

function is applied to the user plane data only, and the

integrity protection function is applied to the control

plane data only.

The data processing procedure performed by the PDCP

layer of the transmitting side will be described as follows.

1 . The PDCP layer of the transmitting side receives

PDCP SDUs and stores the received PDCP SDUs in a

transmission buffer. Then, the PDCP layer allocates a

sequence number to each PDCP SDU.

2 . If the established RB is that of the user plane,

i.e., DRB, the PDCP layer performs header compression for

the PDCP SDUs.

3 . If the established RB is that of the control plane,

i.e., SRB, the PDCP layer performs integrity protection for

the PDCP SDUs.

4 . A data block generated by the result of the

procedure 2 or 3 is ciphered.



5 . The PDCP layer fixes a proper header to the

ciphered data block to constitute PDCP PDU, and then

transfers the constituted PDCP PDU to the RLC layer.

The data processing procedure performed by the PDCP

layer of the receiving side will be described as follows.

1 . The PDCP layer of the receiving side removes a

header from the received PDCP PDU.

2 . The PDCP layer deciphers the PDCP PDU from which

the header has been removed.

3 . If the established RB is that of the user plane,

i.e., DRB, the PDCP layer performs header decompression for

the deciphered PDCP PDU.

4 . If the established RB is that of the control plane,

i.e., SRB, the PDCP layer performs integrity verification

for the deciphered PDCP PDU.

5 . A data block (i.e., PDCP SDU) generated by the

result of the procedure 3 or 4 is transferred to the upper

layer. If the established RB is that of the user plane,

i.e., DRB, the PDCP layer stores the data block in a

receiving buffer as occasion demands and performs

reordering for the data block. Then, the PDCP layer

transfers the resultant data to the upper layer.

Next, header compression performed by the PDCP layer

will be described. Header compression is to reduce a header



size using the fact that most of fields of IP header remain

unchanged in IP packets belonging to a single packet stream.

The fields which remain unchanged are stored in a

compressor of the transmitting side and a decompressor of

the receiving side in a type of context. After the context

is formed, the PDCP layer transmits changed fields only to

reduce overhead of the IP header. At the initial step of

header compression, since the compressor transmits full

header packets to form the context for the corresponding

packet stream in the decompressor, there is no gain due to

header compression. However, after the context is formed in

the decompressor, since the compressor transmits compressed

header packets only, gain remarkably occurs.

Robust header compression (ROHC) which is a

representative header compression scheme used in the LTE

system is used to reduce header information of real-time

packets such as real-time transport protocol (RTP) /user

datagram protocol (UDP) /Internet protocol (IP). The

RTP/UDP/IP packets mean that headers related to RTP, UDP

and IP are fixed to data transferred from the upper layer.

A header of the RTP/UDP/IP packets includes various kinds

of information required for data to be transferred to a

destination through Internet and decompressed there.

Generally, the header of the RTP/UDP/IP packets has a size



of 40 bytes in case of IPv4 (IP version 4 ) and 60 bytes in

case of IPv6 (IP version 6 ) . If the header of the

RTP/UDP/IP packets is compressed using the ROHC, since the

header of 40 or 60 bytes is reduced to 1 ~ 3 bytes, it is

noted that gain remarkably occurs.

FIG. 8 is a diagram illustrating variation in a

header size of the RTP/UDP/IP packet according to ROHC

header compression in the PDCP layer. Referring to FIG. 8 ,

since contexts are not formed in both the compressor and

the decompressor when packet streams are transmitted, the

PDCP layer transmits a full header to form contexts. Since

contexts are formed as the full header is transmitted, the

PDCP layer can transmit a compressed header. However, since

contexts may be damaged due to loss of packets, it is

necessary to transmit the full header at a proper interval.

Since the full header generally includes additional

information of formation of contexts, the full header is a

little greater than a normal header.

Embodiment: error repair considering RB type

The present invention suggests a method of repairing

an error by selectively re-establishing all RBs or a

corresponding RB in accordance with a feature of a specific

RB not all RBs of the user equipment when the error occurs



due to a problem limited to the specific RB. Preferably,

the error is a security error.

FIG. 9 is a flow chart illustrating an example of a

method of repairing an error of a radio bearer in

accordance with one embodiment of the present invention.

Referring to FIG. 9 , if RRC connection is established, the

user equipment or the network establishes RB as occasion

demands (S910) . The RB is established by the third layer,

i.e., RRC layer, may be DRB or SRB depending on the user

plane or the control plane. The RB may be established

initially between the user equipment and the network, or

may newly be established in a state that several RBs have

already been established. Afterwards, the user equipment or

the network identifies whether an error has occurred in the

RB established in the step S910 (S920) . If the error is not

identified, the step S920 continues to be repeated. If it

is identified that the error has occurred in the RB

established in the step S910, the RB is only re-established

or all RBs established between the user equipment and the

network are re-established depending on the type of the RB

(S930) .

FIG. 10 illustrates the example of a method of

repairing an error of a radio bearer in accordance with the

embodiment of the present invention in more detail in



respect of the steps S920 and S930 of FIG. 9 .

Referring to FIG. 10, the user equipment or the

network continues to identify whether an error has occurred

in the established RB (SlOlO) . The method of identifying

that an error has occurred in the RB is not limited

especially. For example, whether an error has occurred in

the RB can be identified depending on the type of RB as

following. In case of SRB, if a predetermined number of

packet data are continuously failed in integrity

verification of PDCP, the error may be regarded as security

failure. Similarly, in case of DRB, if a predetermined

number of packet data are continuously failed in header

compression of PDCP, the error may be regarded as security

failure. The predetermined number of packet data can be

designated by the upper layer or the network.

The PDCP layer of the receiving side identifies that

the security error has occurred in the RB if the above

condition is satisfied, and then can notify the PDCP layer

of the transmitting side that the security error has

occurred. Afterwards, if necessary, the PDCP layer of the

transmitting side can notify the upper layer, i.e., the RRC

layer that the security error has occurred. Since the RRC

layer of the transmitting side knows establishment

information of all RBs, the RRC layer can identify whether



the security error has occurred in what RB, based on

notification from the PDCP layer. Also, if the PDCP layer

of the receiving side identifies that the security error

has occurred in the RB, this PDCP layer can notify the RRC

layer of the receiving side that the security error has

occurred in the RB. Since the RRC layer of the receiving

side also knows establishment information of all RBs in

respect of the transmitting side, this RRC layer can

identify whether the security error has occurred in what RB,

based on notification from the PDCP layer. Afterwards, the

RRC layer of the receiving side can notify the RRC layer of

the transmitting side, through RRC message, that the

security error has occurred in a specific RB. In this case,

the transmitting side/receiving side could be a user

equipment/network or a network/user equipment depending on

a data transmission direction.

If the security error has occurred in the RB, the

user equipment or the network identifies the type of RB

where the security error has occurred (S1020). Namely, the

user equipment or the network identifies that the RB is SRB

or DRB. According to the embodiment of the present

invention, the security error is repaired depending on the

type of the RB, i.e. SRB and DRB. Namely, the method of

repairing the error in case of SRB is different from the



method of repairing the error in case of DRB. The methods

of repairing the error will be described later in steps

S1030 and S1040. The reason why the security error is

repaired depending on each of SRB and DRB is that the SRB

is more important than the DRB in view of security. In

other words, since the SRB is a passage where RRC message

which controls the user equipment is exchanged between the

user equipment and the network, if an error has occurred in

the SRB, RRC connection between the user equipment and the

network cannot be relied upon. Accordingly, it is safer in

view of security to newly re-establish RRC connection.

However, if the security error occurs in the DRB, it would

be more efficient to repair the security error of a

corresponding RB except for the other RBs in view of

service.

If it is identified that the security error has

occurred in the SRB, all RBs of the user equipment are re

established (S1030). For example, the user equipment or the

network can re-establish all RBs of the user equipment by

re-establishing RRC connection. Namely, the user equipment

or the network re-establishes RRC connection after

releasing the RRC connection. In this case, all RBs of the

user equipment are re-established. Also, security

parameters are all newly re-established so that they are



applied to all RBs.

On the other hand, if it is identified that the

security error has occurred in the DRB, security error

repair is performed for the specific DRB (S1040). For

example, the user equipment or the network can re-establish

the DRB only. For another example, the user equipment or

the network can repair the security error by synchronizing

desynchronized parameter values associated with the

security error with each other. Herein, de-synchronization

means that the parameter values of the transmitting side

and the receiving side become different from each other.

Also, synchronization means that that the desynchronized

parameter values of the transmitting side and the receiving

side become consistent with a specific value.

Examples of the parameter values associated with the

security error include, as illustrated in FIG. 1 and FIG. 2 ,

CK (ciphering key), IK (integrity protection key), COUNT

(i.e., HFN + PDCP SN), bearer (i.e., RB ID), and Direction.

If there is difference in any one of the above parameter

values between the transmitting side and the receiving side,

the security error occurs. For example, if COUNT (i.e., HFN

+ PDCP SN) is desynchronized, the user equipment and the

network synchronize the desynchronized COUNT (i.e., HFN +

PDCP SN) . Since the COUNT includes HFN and PDCP SN and the



PDCP SN is included in a header of packet data,

synchronizing the COUNT means synchronizing HFN.

Synchronizing the desynchronized parameter values is

not limited to a specific example. For example, if a

security error occurs in respect of a specific DRB, the

user equipment and the network notify each other that the

security error has occurred, and reset the desynchronized

parameter values to a specific value which is previously

determined or exchange any one parameter value with another

one to re-configure another parameter value. The above

procedure has been exemplarily illustrated in FIG. 11 to

FIG. 13. Although HFN has illustrated as the desynchronized

parameter, another parameter may be used.

Referring to FIG. 11, RRC connection is established

between the user equipment and the network (SlIlO) .

Afterwards, the network identifies that a security error

has occurred in the specific DRB (S1120) . Whether a

security error has occurred in the DRB can be identified by

identifying whether a predetermined number of data packets

have continuously failed in header compression. Afterwards,

the network transmits a first message to the user equipment,

wherein the first message indicates that the security error

has occurred (S1130) . The first message includes at least

one of HFN of a transmitting PDCP entity (Tx HFN_EUTRAN)



and HFN of a receiving PDCP entity (Rx HFN_EUTRAN) used in

the network. The user equipment re-configures a specific

DRB where the security error has occurred, with the

HFN_EUTRAN after receiving the first message (S1140) .

Afterwards, the user equipment transmits a second message

to the network in response to the first message (S1150) .

Referring to FIG. 12, RRC connection is established

between the user equipment and the network (S1210) . The

network identifies that a security error has occurred in

the DRB (S1220) . Afterwards, the network transmits a first

message to the user equipment, wherein the first message

indicates that the security error has occurred (S1230) . The

user equipment re-configures a specific DRB where the

security error has occurred, with a specific value

HFN RESET, which is previously determined, after receiving

the first message (S1240) . The HFN_RESET is equally applied

to the user equipment and the network. The HFN_RESET may be

indicated by the upper layer of the PDCP layer or the

network. Afterwards, the user equipment transmits a second

message to the network in response to the first message

(S1250). The network which has received the second message

determines that the user equipment has re-configured the

DRB where the security error has occurred, with the

HFN RESET, and re-configures its DRB where the security



error has occurred, with the HFN_RESET (S1260) .

Referring to FIG. 13, RRC connection is established

between the user equipment and the network (S1310) . The

network identifies that a security error has occurred in

the DRB (S1320) . Afterwards, the network transmits a first

message to the user equipment, wherein the first message

indicates that the security error has occurred (S1330) . The

user equipment transmits a second message to the network in

response to the first message after receiving the first

message (S1350) . The second message includes at least one

of HFN of a transmitting PDCP entity (Tx HFN_UE) and HFN of

a receiving PDCP entity (Rx HFN_UE) used in the user

equipment. The network which has received the second

message re-configures the specific DRB where the security

error has occurred, with the HFN_UE included in the second

message (S1360) .

The steps illustrated in FIG. 11 to FIG. 13 can be

performed through PDCP PDU or RRC signaling. Hereinafter,

each case will be described in more detail. The user

equipment and the network are assumed to function in a same

manner as illustrated in FIG. 11 to FIG. 13. However, if

the user equipment identifies that the security error has

occurred in the specific DRB, the user equipment and the

network are functioned in opposite to functions illustrated



i n FIG . 11 t o FIG . 13 .

A . Synchronization of HFN using PDCP RESET procedure

i . The PDCP layer of the network configures a first

PDCP PDU which indicates that a security error has occurred,

if it determines that the security error has occurred in

the DRB. For convenience, the first PDCP PDU will be

referred to as RESET PDU. Afterwards, the network transmits

the PDCP RESET PDU to a peer PDCP layer of the user

equipment (S1130, S1230, and S1330 in FIG. 11 to FIG. 13) .

The RESET PDU can include HFN of the transmitting PDCP

entity (Tx HFN_EUTRAN) and/or HFN of the receiving PDCP

entity (Rx HFN_EUTRAN) of the network (S1130 in FIG. 11) .

ii. The PDCP layer of the user equipment, which has

received RESET PDU, recognizes that the security error has

occurred in a peer PDCP layer of the network. Afterwards,

the user equipment can re-configure its HFN (Tx HFN_UE

and/or Rx HFN_UE) . As illustrated in FIG. 11 to FIG. 13,

the user equipment which has received RESET PDU can be

operated by the three following cases.

- in the case that HFN of the network is included in

PDCP RESET PDU:

Case 1 . HFN of the PDCP layer is re-configured

equally to the network (S1140 in FIG. 11)



- in the case that HFN of the network is not included

in PDCP RESET PDU:

Case 2 . HFN of the PDCP layer is re-configured

to a previously determined value (S1240 in FIG. 12)

Case 3 . HFN of the PDCP layer is used without

change

iii. After performing a required operation in

accordance with the above three cases, the user equipment

configures a second PDCP PDU in response to the RESET PDU

and transmits the second PDCP PDU to the network (S1150,

S1250 and S1350 in FIG. 11 to FIG. 13) . For convenience,

the second PDCP PDU will be referred to as RESET ACK PDU.

In case of the Case 3 , the RESET ACK PDU includes HFN of

the transmitting PDCP entity (Tx HFN_UE) and/or HFN of the

receiving PDCP entity (Rx HFN_UE) of the user equipment

(S1350 in FIG. 13) .

iv. If the network receives the RESET ACK PDU, the

network recognizes that the PDCP layer of the user

equipment has performed the operation required to repair

the security error of the DRB. Afterwards, the operation of

the network can be performed by the following three cases.

Case 1 . HFN of the PDCP layer is used without change.

Case 2 . HFN of the PDCP layer is re-configured to a

previously determined value (S1260 in FIG. 12).



Case 3 . HFN of the PDCP layer is re-established

equally to the user equipment (S1360 in FIG. 13) .

B . Synchronization of HFN using RRC signaling

i . The PDCP layer of the network notifies the upper

layer, i.e., RRC layer that a security error has occurred

in the PDCP layer, if it determines that the security error

has occurred in the PDCP layer. The RRC layer identifies

that the security error relates to what RB, using

information of RB establishment. If the type of the RB is

SRB, the network starts the procedure of re-establishing

RRC connection. If the type of the RB is DRB, the network

configures a first RRC message, which indicates that the

security error has occurred in the DRB, and transmits the

first RRC message to the user equipment (S1130, S1230, and

S1330 in FIG. 11 to FIG. 13) . For example, the first RRC

message may be a message for releasing RRC connection. The

first RRC message can include HFN of the transmitting PDCP

entity (Tx HFN_EUTRAN) and/or HFN of the receiving PDCP

entity (Rx HFN_EUTRAN) , where the security error has

occurred (S1130 in FIG. 11) . If the security error has

occurred in several PDCP layer simultaneously, the first

RRC message can include information of several RBs

(including SRB) where the security error has occurred.



ii. The user equipment, which has received the first

RRC message, recognizes that the security error has

occurred in the DRB of the network. Afterwards, the user

equipment can re-establish DRB indicated by the first RRC

message. Also, the user equipment can re-configure HFN (Tx

HFNJJE and/or Rx HFNJJE) of the DRB. As illustrated in FIG.

11 to FIG. 13, the user equipment which has received the

first RRC message can be operated by the three following

cases .

- in the case that HFN of the network is included in

the first RRC message:

Case 1 . the indicated DRB is re-configured to

HFN of the network (S1140 in FIG. 11)

- in the case that HFN of the network is not included

in the first RRC message:

Case 2 . the indicated DRB is re-configued to a

previously determined value (S1240 in FIG. 12)

Case 3 . the indicated DRB is used without

change

iii. After performing a required operation in

accordance with the above three cases, the user equipment

configures a second RRC message in response to the first

RRC message and transmits the second RRC message to the

network (S1150, S1250 and S1350 in FIG. 11 to FIG. 13) . In



case of the Case 3 , the second RRC message includes HFN (Tx

HFNJJE and/or Rx HFN_UE) of the user equipment.

iv. If the network receives the second RRC message,

the network recognizes that the user equipment has

performed the operation required to repair the security

error of the DRB. Afterwards, the operation of the network

can be performed by the following three cases.

Case 1 . DRB where the error has occurred is used

without re-establishment.

Case 2 . DRB where the error has occurred is re¬

configured to a previously determined HFN (S1260 in FIG.

12) .

Case 3 . DRB where the error has occurred is re

configured HFN of the user equipment (S1360 in FIG. 13) .

As described above, according to the embodiment of

the present invention, if the security error has occurred

in the PDCP layer of the receiving side, different kinds of

solutions are suggested depending on the type of RB,

whereby service quality is prevented from being

deteriorated unnecessarily.

The aforementioned embodiments are achieved by

combination of structural elements and features of the

present invention in a predetermined type. Each of the

structural elements or features should be considered



selectively unless specified separately. Each of the

structural elements or features may be carried out without

being combined with other structural elements or features.

Also, some structural elements and/or features may be

combined with one another to constitute the embodiments of

the present invention. The order of operations described

in the embodiments of the present invention may be changed.

Some structural elements or features of one embodiment may

be included in another embodiment, or may be replaced with

corresponding structural elements or features of another

embodiment. Moreover, it will be apparent that some claims

referring to specific claims may be combined with another

claims referring to the other claims other than the

specific claims to constitute the embodiment or add new

claims by means of amendment after the application is filed.

The embodiments of the present invention have been

described based on data transmission and reception between

the base station and the user equipment. A specific

operation which has been described as being performed by

the base station may be performed by an upper node of the

base station as the case may be. In other words, it will be

apparent that various operations performed for

communication with the user equipment in the network which

includes a plurality of network nodes along with the base



station may be performed by the base station or network

nodes other than the base station. The base station may be

replaced with terms such as a fixed station, Node B , eNode

B (eNB) , and access point. Also, the user equipment may be

replaced with terms such as mobile station (MS) and mobile

subscriber station (MSS) .

The embodiments according to the present invention

may be implemented by various means, for example, hardware,

firmware, software, or their combination. If the embodiment

according to the present invention is implemented by

hardware, the embodiment of the present invention may be

implemented by one or more application specific integrated

circuits (ASICs), digital signal processors (DSPs), digital

signal processing devices (DSPDs), programmable logic

devices (PLDs) , field programmable gate arrays (FPGAs) ,

processors, controllers, microcontrollers, microprocessors,

etc.

If the embodiment according to the present invention

is implemented by firmware or software, the method of

transmitting and receiving data in the wireless

communication system according to the embodiment of the

present invention may be implemented by a type of a module,

a procedure, or a function, which performs functions or

operations described as above. A software code may be



stored in a memory unit and then may be driven by a

processor. The memory unit may be located inside or outside

the processor to transmit and receive data to and from the

processor through various means which are well known.

It will be apparent to those skilled in the art that

the present invention can be embodied in other specific

forms without departing from the spirit and essential

characteristics of the invention. Thus, the above

embodiments are to be considered in all respects as

illustrative and not restrictive. The scope of the

invention should be determined by reasonable interpretation

of the appended claims and all change which comes within

the equivalent scope of the invention are included in the

scope of the invention.

INDUSTRIAL APPLICABILITY

The present invention can be applied to a wireless

communication system. More specifically, the present

invention can be applied to a method of re-establishing a

radio bearer in a wireless communication system.



WHAT IS CLAIMED IS:

1 . A method of re-establishing a radio bearer of a

user equipment in a wireless communication system, the

method comprising:

establishing a radio bearer;

identifying whether an error has occurred in the

radio bearer; and

selectively re-establishing the radio bearer or all

radio bearers of the user equipment in accordance with a

type of the radio bearer if the error has occurred in the

radio bearer.

2 . The method of claim 1 , wherein the error is a

security failure.

3 . The method of claim 2 , wherein identifying whether

the security failure has occurred is determined by

identifying whether a predetermined number of packet data

have continuously failed in header compression or integrity

verification.

4 . The method of claim 1 , wherein, if the type of the

radio bearer is a data radio bearer, the data radio bearer

is only re-established.



5 . The method of claim 4 , wherein re-establishing the

data radio bearer includes synchronizing desynchronized

parameter values between the user equipment and a network

with each other.

6 . The method of claim 5 , wherein the desynchronized

parameter values are hyper frame numbers (HFN) .

7 . The method of claim 5 wherein synchronizing

desynchronized parameter values is performed through packet

data convergence protocol (PDCP) data unit or radio

resource control (RRC) signaling.

8 . The method of claim 5 , wherein synchronizing

desynchronized parameter values includes:

receiving a first message which indicates that a

security error has occurred in the data radio bearer;

re-configuring the desynchronized parameter values of

the data radio bearer where the security error has occurred,

to a previously determined specific value; and

transmitting a second message in response to the

first message.



9 . The method of claim 5 , wherein synchronizing

desynchronized parameter values includes:

receiving a first message which indicates that a

security error has occurred in the data radio bearer and

also indicates a specific value associated with the

desynchronized parameter values;

re-configuring the desynchronized parameter values of

the data radio bearer where the security error has occurred,

to a previously determined specific value; and

transmitting a second message in response to the

first message.

10. The method of claim 5 , wherein synchronizing

desynchronized parameter values includes:

receiving a first message which indicates that a

security error has occurred in the data radio bearer; and

transmitting a second message, which indicates a

specific value associated with the desynchronized parameter

values, in response to the first message.

11. The method of claim 9 or 10, wherein the

specific value is at least one of a transmitting HFN and a

receiving HFN.



12. The method of claim 1 , wherein, if the type of

the specific radio bearer is a signaling radio bearer, all

radio bearers of the user equipment are re-established.

13. The method of claim 1 , wherein re-establishing

all radio bearers of the user equipment includes re

establishing RRC connection.
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