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(57) Abstract: A device comprises means for entering unique identifying text from a personal ID document and an NFC reader that
reads encrypted biometric data from the document. A decryption application decrypts the biometric data, utilising the unique identi-
fying text. A camera captures an image of the face of a user. A date and time application records the date and time when a user uses
the device to capture data. A data assembly application assembles together the unique identifying text, decrypted biometric data, cap -
tured image, and recorded date and time data. The device communicates with a remote station via a communication system. For a
verification task, a user enters the unique identitying text; places the device adjacent the ID document such that the NFC reader reads
the biometric data; activates the camera to capture an image of the face of the user; and activates the communication system to trans -
mit to a remote station all of the assembled data.
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IMPROVEMENTS IN OR RELATING TO THE VERIFICATION OF
PERSONAL IDENTITY

The present mnvention relates to methods of and devices for use in

verifymng personal 1dentity.

The current state of the art in the field of regulating financial services
relies upon a number of factors. One such factor 1s jurisdiction. For example,
companies registered m Guernsey are required to abide by the regulations and
rules administered by the Guernsey Fmancial Services Commission. Other
regulatory bodies may have different rules and regulations. However, m all of the
rules and regulations of all regulatory bodies, there 1s a fundamental requirement

to verify the identity of an mdividual.

This typically requires sight of original documentation (usually a list of
acceptable documents 1s available, but these typically need to include a
photograph). If original documentation as proof of ID 1s supplied, a copy 1s
taken and filed as evidence that regulatory requirements were fulfilled. However,
the moment a customer departs with an original document, there 1s no persisting
evidence that the origimal document was ever witnessed - other than a claim
made by an organisation that 1t saw the origmal document — and that

organisation may find itself bemg investigated for not adhering to the rules.

A photocopy of a document does not demonstrate that an employee of
a regulated company actually viewed an original document. In many cases, the
customer in question 1s not available "locally” and current processes are likely to
require them to photocopy their passport before having it certified by a third
party who is a member of a professional body. This creates further problems as

CDD (Customer Due Diligence) then needs to be carried out on the certifier
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who met the mdividual and certified that the photocopy was a true
representation of the original document that they confirm they had sight of. The
CDD on this third party certifier often amounts to no more than contacting the
protessional body to which they claim to belong i order to verify that they are
m fact a member. It does not however prove that the person who certified the
document was who they said they were. Furthermore, further research may be
required to ensure that the certifier was appropriate e.g. that they are not closely

related to the mdividual.

By way of one example only, 1t 1s possible to view mformation supplied
by the Guernsey Fmancial Services Commission that mcludes CDD and
verification guidelmes at the followmg URL:

http://www.gfsc.gg/Documents/AMI, Handbook%20-%20November 08.pdf.

Should this URL not be available at the time of reading this
spectfication, suffice 1t to say that the document 1s entitled “Handbook for
Financial Services Businesses on Countering Fancial Crime and Terrorist
Fmancmg” and runs to 217 pages. Similar publications are doubtless available

from similar regulatory bodies.

Preferred embodmments of the present invention aim to overcome many
of the 1ssues with current CDD and KYC (Know Your Customer) processes (in
terms of speed and complexity of satisfymg regulatory requirements, and also
with regards the "quality of the proof” with which those regulatory requirements
are satisfied) by uniquely combining several elements of technology for a specific
purpose. Much of the technology that exists . many mobile phone devices can
be adapted to this purpose. Preferred embodmments of the invention aim to
provide a more verifiable proof that the origmal identification documents were

used m a CDD process and to allow a potential customer on whom CDD 1s
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being conducted, potentially i a remote geographic location, to complete a large
portion of the due diligence process using their own device, and to the same

satisfactory standard in terms of ID proofing as if they were "there in person”.

According to one aspect of the present mvention, there 1s provided a
device for use in verifying personal identity from a personal ID document that
contams unique identifying text and encrypted biometric data, the device

comprising:
a. text entry means for entermg said unique identifying text;
b. an NFC reader that reads said biometric data;

c. adecryption application that decrypts said biometric data, utilising

said unique 1dentifying text;
d. a camera to capture an mmage of the face of a user;

e. adate and time application that records the date and time when a

user uses the device to capture data; and

f. a communication system by which the device communicates with a

remote station:
wherein, 1n use, for a given vertfication task, a user:
enters said unique identifying text;

places the device adjacent the ID document such that the NFC reader

reads said biometric data;
activates said camera to capture an 1mage of the face of the user; and

activates said communication system to transmit to a remote station
data captured by the device relating to said unique 1dentifying text, said
decrypted biometric data, said captured image, and recorded date and

time.
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Preferably, said text entry means comprises:
a. a scanner for scanning said unique identifying text;

b. an OCR application that recetves output data from the scanner and

recognises text characters from that data;

c. adisplay that displays the text characters recognised by the OCR

application; and

d. a text editing application that allows a user to edit text displayed on
said display, to provide final text data corresponding to said unique

identifying text:
and, 1n use, for a given verification task:

a user scans said identifymg text; and checks and edits 1f necessary the

text displayed on said display to provide said fmal text data; and

said decryption application decrypts said biometric data utilising said

final text data.

A device as above preferably comprises dual cameras that capture
mmages at oppostte sides of the device simultaneously to show the face of a user
and the personal ID document held by the user: and, 1 use, captured 1mage data
of both of the simultaneous images 1s transmitted to the remote station by said

communications system.

A device as above preferably further comprises a GPS system that
records the global position of a user when using the device to capture data and,
m use, the recorded GPS data 1s transmitted to the remote station by said

communications system.

Preferably, all of the recited functions are mtegrated within the device.
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A device as above may comprise a smartphone adapted to provide all of

the recited functions.

A device as above preferably further comprises an authorisation
application that requires a user to enter an authorisation code provided by an
operator, whereupon the device transmits the authorisation code via the
communication system to a remote station and, provided that the remote station
receives the transmitted authorisation code within a predetermmed time from
the authorisation code bemg provided by the operator, the authorisation
application receives from a remote station via the communication system an

unlock mstruction that allows a validation task to proceed on the device.

A device as above preferably further comprises an erasure application
that erases all data collected by the device for a given validation task, once all of
the data for the task has been transmitted to the remote station by said

communication system.

Said encrypted biometric data may comprise data relating to at least one

of fingerprint recognition data and iris recognition data.

Preferably, 1 use, a user may select one or more steps of a given
verification task to be carried out; and the user activates said communication
system to transmit to the remote station the data captured by said one or more

steps.

Preferably, the device further comprises a data assembly application that
assembles together data for a given vertfication task; and 1n use, a user activates
said communication system to transmit to the remote station the data assembled

by the data assembly application.
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In another aspect, the mvention provides a method of verifying personal

identity from a personal ID document that contains unique identifymg text and

biometric data, the method comprising the steps of:

. entering said unique identifying text mto a device;
b.  reading said biometric data by means of an NFC reader;

c. by means of a decryption application and utilising said unique
identifymg text, decrypting said biometric data;
d.  capturing by means of a camera an image to show the face of a

user;

e.  recording by a date and time application current date and time

data; and

f. by means of a communication system, transmitting to a remote
station data captured by the device relating to said unique 1dentifying
text, said decrypted biometric data, said captured image, and recorded

date and time.

A method as above preferably further includes the steps of:
scanning said identifymng text by a user;

by means of an OCR application that receives output data from the

scanner, recognising text characters from that data;

displaymg on a display the text characters recognised by the OCR
application;
mitiating a text editing application that allows a user to edit text

displayed on said display, to provide final text data; and

utilising said final text data to decrypt said biometric data by means of

said decryption application.
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A method as above preferably further includes the steps of capturing by
means of dual cameras simultaneous images to show the face of a user and the
personal ID document held by the user; and transmitting captured image data of
both of the simultaneous 1mages to the remote station by said communications

system.

A method as above preferably further includes the steps of recording a
video of a user performing a predetermied action, details of which have been

sent to the device, and uploading the video data to the remote station.

A method as above preferably further includes the steps of recording by
a GPS system the current global position of a user; and transmitting the recorded

GPS data to the remote station by said communications system.

A method as above preferably further includes the step of capturing by
means of said camera or one of said cameras an 1mage to show a utility bill or
other document to show the address of the user within a predetermmed recent

date range.

A method as above preferably further includes the further steps, after
transmitting the data to the remote station, of manually transcribing the address
shown on the document to generate a physical letter containing a code that
spectfically relates to the device and the user; posting the letter physically to the
user through a mail delivery system; after delivery of the letter, scanning the code
m the letter; and transmitting data of the scanned code from the device to the

remote station or other location for verification.
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A method as above preferably further includes the step of transmitting
to the device a validation report to validate or otherwise the personal identity the

subject of the data captured by the device and transmitted to the remote station.

Preferably, said validation report comprises the data captured by the
device and transmaitted to the remote station, together with further data that has

been assembled subsequent to such transmission to the remote station.

Preferably, a method as above 1s carried out for regulatory purposes.

A method as above preferably further includes the step of transmitting,
to an 1ssuing authority of the personal ID document for verification, data
derived from the personal ID document that has been transmitted to the remote

station.

A method as above preferably further includes the steps of selecting one
or more steps of a given verification task to be carried out; and activating said
communication system to transmit to the remote station the data captured by

said one or more steps.

A method as above preferably further includes the step of assembling
together data captured for a given verification task; and transmitting the

assembled data by said communication system to the remote station.

For a better understanding of the mvention, and to show how
embodiments of the same may be carried into effect, reference will now be

made, by way of example, to the accompanyimng diagrammatic drawings, in

which:
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Figure 1 1s a block schematic diagram of a device for use i verifying

personal identity from a personal ID document;

Figure 2 1illustrates a page of a passport contamning identifymg text in a

Machine Readable Zone (MRZ);

Figure 3 illustrates MRZ data scanned from the page of Figure 2 and

displayed m editable text format;

Figure 4 1illustrates biometric information that has been read from an

RFID chip on the passport, decrypted and displayed;

Figure 5 llustrates a user taking simultaneous dual photographs;

Figure 6 1llustrates a display whilst data 1s uploaded from the device;

Figures 7A to 7C show the content of a personal 1dentity verification

report sent to a user; and

Figure 8 illustrates a display that gives options to a user to carry out

various verification steps.

In the figures, like references denote like or corresponding parts.

It 1s to be understood that the various features that are described n the
following and/or illustrated in the drawings are preferred but not essential.
Combinations of features described and/ or illustrated are not considered to be
the only possible combmations. Unless stated to the contrary, mdividual
features may be omitted, varied or combined in different combmations, where

practical.
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Figure 1 shows a mobile device 1 that communicates with a remote
station 2 over a wireless network 3. The device 1 may be a telephone or
smartphone. First and second cameras 11 and 12 face in opposite directions —
e.g. away from and towards a user. A scanner 13 1s connected to receive 1mages

from the first camera 11.

An NFC (Near Field Communication) reader 14 1s arranged to recetve
RF (radio frequency) data from a nearby source. A GPS (Global Positioning
System) system detects the global position of the device 1. A communication
system 16 allows the device 1 to communicate with the remote station 2 and

other devices on the wireless network 3.

A processor 17 performs various data processmg functions and includes
an OCR (Optical Character Recognition) application 171 that receives image
data recetved from the scanner 13. A decryption application 172 decrypts data
recetved from the NFC reader 14. A date and time application 173 records
current date and time. A data assembly application 174 assembles data recerved
by the processor 17. A data erasure application 175 erases specified data
collected by the device 1. A text editing application 176 allows a user to edit text
displayed on a display 18, by means of a keyboard 19. Although shown
separately, the keyboard 19 may be mcorporated in the display 18, especially 1f

the display 18 comprises a touch screen.

If the device 1 comprises an adapted mobile phone or smartphone, 1t
will typically have various other features that are known to the users of such
phones and need not be described 1n any detail here. However, it 1s to be
apprectated that it 1s not essential to adapt such phones to provide embodments
of the mvention. The device 1 may be a custom-made device for the purpose of

embodying an example of the mvention. Although 1t 1s convenient for all local
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functions of an embodiment of the mvention to be mtegrated within the device
1, various discrete devices may be mterconnected to provide a device similar to

the device 1.

The device 1 may be used as follows, to citcumvent much of the
laborious processes currently followed in order to achieve KYC/CDD which in

many respects do not adequately satisfy the regulatory requirements.

A company ("Company") may register as a client with an operator, for
the purposes of using the device 1 for personal 1dentity verification. Employees
of the Company may be nominated to have individual logins which are
additionally IP (Internet Protocol) address restricted for added security. If a
potential new Customer wishes to open an account with the Company, there 1s a
requirement for due diligence. In discussion with the Customer, an employee of
the Company logs in to his or her account and enters the Customer's email
address along with any additional mstructions (and potentially specifying a
project code that 1s internal to Company), and simply clicks a button that
generates a 16-digit activation code and emails 1t to the Customer with a
standard list of mstructions (or sends 1t to the Customer in any other practical
way — e.g. an SMS text message). Any other suitable number of digits could be
used in the activation code. The Customer downloads onto the device 1 an app
(application) from any source, which may be an open source such as (at the
present time) GooglePlay — or 1t may be made available at a unique, temporary
URL. The app will not work until the 16-digit code is entered, and this must be
done withim a set amount of time from the code having been generated. Once
the 16-digit code has been correctly entered nto the device 1, the device 1s
registered against the Company's account with the operator. Thus, the app
effectively unlocks the device 1 for use m verifymg personal ID from regulated

and acceptable ID documents. In the present example, the ID document 1s an
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ePassport 5, as shown diagrammatically in Figure 2, 1.e. a passport that contains
biometric nformation on an RFID chip 52 as well as textual information m a

Machine Readable Zone (MRZ) 51.

Firstly, having unlocked the device 1 as above, a user scans the text of
the passport 5 in the MRZ 51, using the first camera 11, which feeds image data
to the scanner 13. The scanned image data is passed to the OCR application
171, which recognises the text characters in the MRZ 51 and displays the

correspondimg data on the display 18, as shown 1n Figure 3.

The text data mterpreted from the OCR and displayed on display 18 can
be manually edited if inaccurate, using the keyboard 19, to ensure that 1t
corresponds to the original text as printed in the MRZ 51. This final text 1s then
used to decrypt the biometric data held in the digital chip 52 in the ID
document, which 1s read by enabling the NFC reader 14 and placing the device 1
sufficiently close to the RFID chip 52. The data read by the NFC reader 14 is
passed to the decryption application 172 that decrypts the biometric data,
utilising the final text derived from the MRZ text. The method of decrypting
such biometric data from a passport, using data from MRZ text, is known per se,

and therefore does not need further explanation here.

Figure 4 shows the display 18 on which data derived from both the
MRZ 51 text and the RFID chip 52 are displayed to the user. This includes an
mage 181 of the user, corresponding to the user image 58 as printed on the

passport 5 or secured to it.

If the data from the RFID chip 52 cannot be read or decrypted, an error
message such as 182 may be displayed, to alert the user to a possible cause and

allow the user to repeat the operation. In this example, the error message
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“Wrong BAC data” refers to Basic Access Control (BAC) encryption, which 1s
used to encrypt the data on the RFID chip 52. The error message 1s suggesting
that the OCR scanned details are incorrect because the process of decryption

using the MRZ text data provided do not appear to be working.

Once the biometric information has been read from the RFID chip 52,
the user holds the ID document 5 with one hand and the device 1 with the other
hand, roughly equidistant between the ID document and the user, as illustrated
m Figure 5. Both first and second cameras 11 and 12 are then actuated
simultaneously, to take both front and back facing photographs as evidence that
the ID document was m the possession of the user at that time, and to provide a
"live" image for comparison to the digital image read from the chip 52 on the ID

document.

The user then photographs one or more proofs of residence (such as
utility bills) within a recent date range — either using just a sigle one of the

cameras 11, 12 or both simultaneously, as i Figure 5.

For all of the data captured or generated m the foregomg actions, the
date and time application 173 provides associated date and time data. Some of
the captured or generated data may be required to be recorded at the same date
and time — as 1n the simultaneous photos described above — or at least within a
predetermined time range on the same date. All of the captured or generated
data may be required to be recorded within a predetermined time range on the
same date. Likewise, all of the captured or generated data may be required to be
recorded at the same global location as determined by the GPS system 15, or

within a predetermined location range.
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All of the captured or generated data 1s assembled by the data assembly
application 174. That 1s, for a given verification task, the unique identifying text
from the MRZ 51, the decrypted biometric data from the chip 52, the captured
simultaneous mmages from the photographs taken by the two cameras 11 and 12,
further captured images of proof of residence as taken by the camera 11 and/or
12, recorded GPS and date and time data as to the time of data capture and/or

generation.

When all of the data 1s complete at the device 1, 1t 1s uploaded from the
data assembly application 174 to the remote station 2, via the communication
system of the device 1 and the wireless network 3. 'This is illustrated in Figure 6.
Upon the device 1 recetving confirmation of a successful upload, the erasure
application 175 1s activated to erase from the device 1 all data collected by the

device for the given validation task.

Processing of the data 1s effected away from the device 1 — at the
remote station 2 and/or another location. The erasure application 175 ensures
that no sensitive mformation 1s retained by the device 1, for security reasons.
Processing mvolves, but 1s not limited to, two main areas: processing and
comparison of uploaded data and its compilation mto a report; and scanning
other sources of data using the personal details read from the RF ID chip 52. A
valuable feature of this 1s that, when scanning the "other sources of data", the
system removes entirely the need for manual data entry to identify the individual

concerned and therefore removes the possibility of human error.

In processing the data assembled by the device 1, a comparison 1s made
between the images collected from the device, the results of which are compiled
mto a report, as illustrated m Figures 7A to 7C, along with the results of

electronically matching the name and date of birth details with a number of
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other databases including, but not restricted to, the UK/UN/EU and US
Financial Sanctions and Investment Ban lists, PEP lists, disqualified directors,
restricted individuals and various other Customer Due Diligence data sources.
As mdicated above, a valuable aspect of scanning agamnst other data sources,
using the above described system, 1s that the details bemg checked have been
read digitally and are therefore a faithful copy of details determimed and verified
by a passport 1ssuing authority, and they are being scanned against lists that are
often produced by government departments. Thus, there is no possibility of
human error mn transcription. The possibility of failing to properly check, and the

risk of failing compliance on this basts, 1s entirely removed from the Company.

The report is sent to the registered employee that arranged the
activation code for the Customer — e.g. by email, SMS text or a secure
communications link. The employee 1s required to accept or reject the report by
logging back 1n to their account and indicating accordingly. If rejecting the
report, reasons have to be given. For example, the Customer’s simultaneous
forward and back photograph may be blurred or may not adequately match the
digital image. A reject will automatically email the Customer at the same address
to which the 16-digit code was sent, mforming them that the process needs to be
repeated, and detailing why the previous attempt had failed. If the Employee
mdicates that the process has been successful the device 1 1s immediately de-
activated for further personal identity verification, such that it cannot be used to
complete the same process without a further 16-digit activation code being

generated and entered.

In the processing of data uploaded from the device, an operator (or
other party processing the data) may be able to verify the captured ID details via
a direct, secure link to the ID 1ssuing authority. For example, in the case of a

passport, an operator may transmit the captured ID details via a direct, secure
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link to the respective government passport office, where the details are

confirmed or otherwise, preferably mn real time.

It may be appreciated that the examples of the mnvention as illustrated
and described above provide devices and methods to confirm or verify a
person's identity by accurately relaying relevant information from original
biometric identification documents and various other data (including images)
and mcluding but not restricted to GPS location, to a company that will scan
various other databases and construct a report for a third party for the purposes
of satisfying various regulatory requirements related to customer due diligence
(CDD) and know your customer (KYC), and to seek to satisty other regulations
e.g. anti-money laundermg (AML) and Financial Terrorism (E'1).

CDD covers a wide range of circumstances within regulatory guidance
and 1s often an extenstve process that requires researching m order to identify
the names of people who benefit from or are involved in some way with
complex arrangements of busmesses and trusts. However, at its most
fundamental base, 1t revolves around correctly identifymg, and verifying the

identity of, people.

Whilst examples of the invention have been illustrated and described,

other options are possible.

Instead of the dual simultaneous photograph feature, illustrated n
Figure 5, a user may take two successtve photographs, to show the user’s face
and the ID document, within a short, predetermined time frame. Thus, the

device may utilise two cameras as illustrated, or only one.
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Instead of the scanner 13 and OCR application 171, a user may enter

the MRZ text manually, using the display 18 and keyboard 19.

In another option, a camera of the device may alternatively or
additionally be used to record a video of the user quoting a predetermined text
or performing another predetermmed action, details of which have been sent to
the device to mform the user, and uploading the video data to the remote
location for processing with the other data. This may provide enhanced security
against the possibility of the device being used to capture an image of an image

of a person, rather than a direct image of the user.

In a further option, where image data of a document establishing proof
of residence (such as utility bills) within a recent date range has been uploaded to
an operator (or other party processing the data), the address shown on the
document may be manually transcribed by the operator and used to generate a
physical letter contamning a QR (or other) code that specifically relates to a) the
device, b) the user and c) the Company client of the operator: the letter 1s then
posted physically to the user through an accredited mail delivery system. When
the letter has been received at the address that has been transcribed, the uset’s
device 1s then used to scan the QR code 1n order to ‘physically’ prove the address
to which the QR code was sent, and to link that physical location to the user.
The action of scanning the QR code may be similarly date-stamped, time-
stamped and GPS located as m the examples described above. Only the device
that was used to collate and upload the original data can be used to scan the QR
code, and that device will only be able to scan the QR code relating to the

current ID verification task.

An alternative to using a QR code 1s to provide an explicit URL. A

turther option 1s for a user to provide a password when mitially entermg data.
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This password can then be required to enter the webpage specified by the QR

code or URL, to provide an extra layer of security.

An alternative to manual transcription 1s to employ an address look-up
service where the user selects their address from a pre-populated list (e.g. based
on a postcode that the user enters). Thus, the operator does not need to
manually enter the address. Another option for an operator 1s to perform OCR
on an mmage of a utility bill (or other evidence) i order to recognise an address
and then compare it to an address entered or selected by a user to indicate a
percentage match. That is, the address entered or selected by a user is used to

assist in 1dentifying the address on the utility bill etc, as processed by OCR.

In the examples 1llustrated and described above, the data assembly
application 174 assembles all of the data required for the ID verification task, for
transmission via the communications application 16 to the remote station 2.

This 1s generally an efficient way to effect the ID verification task. However, it
may be desired to carry out only a single step of the overall ID verification task —
for mstance, 1 the example given above, where the QR code scan 1s uploaded as
a subsequent step. Also, 1t may be that a given step has to be repeated — for
example, 1f mitrally updated data 1s unsatisfactory, as may happen if a captured
image 1s blurred or a data item does not pass a subsequent check. To this end,
the user may be presented with options on the display 18, as illustrated 1n Figure

8, where the display 1s a touch-screen display.

On touching button 191, the device 1s enabled to scan and capture data

from an ID document — for example, a passport document, as described above.
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On touching button 192, the device 1s enabled to scan and capture data
from a residence document — for example, a recent utility bill, as described

above.

On touching button 193, the device 1s enabled to scan and capture data
by way of proof of a user (or presenter of data) — for example, using one or

more camera, as described above.

On touching button 194, the device 1s enabled to scan, for example, a
QR code as recetved on a physical letter, as described above, by way of proof of

residence.

On touching button 195, the device 1s enabled to scan an 1iris of a user

and capture the respective data. (Ir1s recognition 1s a2 known process.)

On touching button 196, the device 1s enabled to scan a fingerprint of a
user and capture the respective data. (Fingerprint recognition is a known

process.)

On touching button 197, the device uploads to the remote station data
from one or more of the steps carried out i response to buttons 191 to 196.
The button 197 is mactive until at least one of the steps corresponding to

buttons 191 to 196 has been performed.

Not all of the steps available i response to buttons 191 to 196 may be

required for a given ID verification task.

Ditferent ID documents contain different mformation. Even passports
between countries, and within countries, can vary i the information they hold.

For example epassports contain "space” for fingerprint data but the UK does
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not currently populate this space 1n an epassport. If m the future they do 1t will
be uploaded for processing. The same holds true for iris data, which is being
mcreasingly used for identification. As the level of biometric data mcreases,
examples of the mvention may be adapted accordingly. Whilst not currently
mamstream, many mobile devices are able to, for example, scan a fingerprint
and/or an iris. Thus a user’s fingerprint and/or iris can be scanned and
compared with digital mformation held on an ID document, for verification

before the process 1s permitted to continue.

Not all passports, and not all countries, adopt the type of biometric
ePassport that is used in the above examples, which refer to "passport” for
simplicity of explanation. However, examples of the invention can be equally
applied to national identity cards that are ICAO9303 compliant (for example
those 1n Netherlands, Brazil and Albania) and may also be adapted to enable the
use of selected national ID cards that contain biometric information even where
that ID Card may not be ICAO9303 compliant but where 1t 1s still considered
adequate for a relevant verification purpose. Examples of the invention may m
the main utilise interfaces that are in accordance with ISO/IEC 14443, but the

mvention 1s not restricted to the use of such interfaces.

Where a personal IID document that contains unique identifymng text
contains text in a non-Latin language, a translation routine may be applied to
translate the text into an English alphabet. This could possibly result in several
English variations of the name, all of which may be checked agaimnst various

sanctions lists.

Whilst the examples of the mvention as 1llustrated and described above
provide for circumstances where an individual 1s required to prove their identity

to a particular level of satisfaction, examples of the invention can be extended to,
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for example, companies that at least want to ensure that personal details of
remote applicants are transcribed accurately, or for example pre-flight remote

check-1n for aitlines.

As regards reports generated in respect of individuals, report
mformation may be arranged for the respective employee of the Company, m
their online account, such that they are easily able to group and review the results
for all of the individuals assoctated with a particular project, with management
mformation detailing progress of a project as a whole. Failure to verify the
identity of all individuals can lead to compliance failure for the entire project and
it 1s therefore possible for an employee to add individuals’ details to their
account even if they are not having their identity verified, in order to manage the

progress of the entire project.

A method of verifymg personal identity as disclosed heremn may be a
self-contamned method or form part of a more extensive method or application.

For example, it may be provided as part of an online gaming application.

In this specification, the verb "comprise” has its normal dictionary
meaning, to denote non-exclusive inclusion. That is, use of the word "comprise”
(or any of its derivatives) to include one feature or more, does not exclude the
possibility of also including further features. The word “preferable” (or any of

its derivates) mdicates one feature or more that 1s preferred but not essential.

All or any of the features disclosed m this specification (including any
accompanying claims, abstract and drawings), and/or all or any of the steps of
any method or process so disclosed, may be combined in any combination,
except combinations where at least some of such features and/or steps are

mutually exclusive.
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Fach feature disclosed 1 this specification (including any accompanying
claims, abstract and drawings), may be replaced by alternative features serving
the same, equivalent or similar purpose, unless expressly stated otherwise. Thus,
unless expressly stated otherwise, each feature disclosed 1s one example only of a

generic series of equivalent or similar features.

The mvention is not restricted to the details of the foregoing
embodiment(s). The invention extends to any novel one, or any novel
combination, of the features disclosed in this spectfication (including any
accompanying claims, abstract and drawings), or to any novel one, or any novel

combination, of the steps of any method or process so disclosed.
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1. A device for use m verifying personal identity from a personal 1D

document that contains unique identifying text and encrypted biometric

data, the device comprising:

5 a.

b.

10 e.

text entry means for entermg said unique identifying text;
an NEC reader that reads said biometric data;

a decryption application that decrypts said biometric data, utidlising

said unique 1dentifying text;
a camera to capture an 1mage of the face of a user;

a date and time application that records the date and time when a

user uses the device to capture data; and

a communication system by which the device communicates with a

remote station:

wherein, 1n use, for a given vertfication task, a user:

15 enters said unique identifying text;

places the device adjacent the ID document such that the NFC reader

reads said biometric data;

activates said camera to capture an 1mage of the face of the user; and

activates said communication system to transmit to a remote station

20 data captured by the device relating to said unique 1dentifying text, said

decrypted biometric data, said captured image, and recorded date and

time.

2. A device accordmg to claim 1, wherein said text entry means comprises:

a.

a scanner for scanning said unique identifying text;
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b. an OCR application that recetves output data from the scanner and

recognises text characters from that data;

c. adisplay that displays the text characters recognised by the OCR

application; and

d. a text editing application that allows a user to edit text displayed on
said display, to provide final text data corresponding to said unique

identifying text:
and wherein, 1n use, for a given verification task:

a user scans said identifymg text; and checks and edits 1f necessary the

text displayed on said display to provide said final text data; and

said decryption application decrypts said biometric data utilising said

final text data.

3. A device according to claim 1 or 2, comprising dual cameras that capture
mmages at oppostte sides of the device simultaneously to show the face of a user
and the personal ID document held by the user: and wherem, 1 use, captured
mmage data of both of the simultaneous 1mages 1s transmitted to the remote

station by saird communications system.

4. A device according to clamm 1, 2 or 3, further comprising a GPS system that
records the global position of a user when using the device to capture data and,
m use, the recorded GPS data 1s transmitted to the remote station by said

communications system.

5. A device according to any of the preceding claims, wherem all of the recited

functions are mtegrated withimn the device.
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6. A device according to claim 5, being a smartphone adapted to provide all of

the recited functions.

7. A device according to any of the preceding claims, further comprising an
authorisation application that requires a user to enter an authorisation code
provided by an operator, whereupon the device transmits the authorisation code
via the communication system to a remote statton and, provided that the remote
station recerves the transmitted authorisation code within a predetermimed time
from the authorisation code being provided by the operator, the authorisation
application recetves from a remote station via the communication system an

unlock mstruction that allows a validation task to proceed on the device.

8. A device according to any of the preceding claims, further comprising an
erasure application that erases all data collected by the device for a given
validation task, once all of the data for the task has been transmitted to the

remote station by saird communication system.

9. A device according to any of the preceding claims, wherein said encrypted
biometric data comprises data relating to at least one of fingerprint recognition

data and 1r1s recognition data.

10. A device according to any of the preceding claims wherein, in use, a user
may select one or more steps of a given verification task to be carried out; and
the user activates said communication system to transmit to the remote station

the data captured by said one or more steps.

11. A device according to any of the preceding claims, wherein the device
further comprises a data assembly application that assembles together data for a

given verification task; and m use, a user activates said communication system to
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transmit to the remote station the data assembled by the data assembly

application.

12. A method of verifying personal identity from a personal ID document that
contams unique identifying text and biometric data, the method comprising the

steps of:
. entering said unique identifying text mto a device;
b.  reading said biometric data by means of an NFC reader;

c. by means of a decryption application and utilising said unique
identifymg text, decrypting said biometric data;
d.  capturing by means of a camera an image to show the face of a

user;

e.  recording by a date and time application current date and time

data; and

f. by means of a communication system, transmitting to a remote
station data captured by the device relating to said unique 1dentifying
text, said decrypted biometric data, said captured image, and recorded

date and time.

13. A method according to claim 12, mcluding the steps of:
scanning said identifymng text by a user;

by means of an OCR application that receives output data from the

scanner, recognising text characters from that data;

displaymg on a display the text characters recognised by the OCR

application;
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mitiating a text editing application that allows a user to edit text

displayed on said display, to provide final text data; and

utilising said final text data to decrypt said biometric data by means of

said decryption application.

14. A method according to claim 12 or 13, mcluding the steps of capturing by
means of dual cameras simultaneous images to show the face of a user and the
personal ID document held by the user; and transmitting captured image data of
both of the simultaneous 1mages to the remote station by said communications

system.

15. A method according to claim 12, 13 or 14, mcluding the steps of recording
a video of a user performing a predetermined action, details of which have been

sent to the device, and uploading the video data to the remote station.

16. A method according to any of claims 12 to 15, including the steps of
recording by a GPS system the current global position of a user; and transmitting

the recorded GPS data to the remote station by said communications system.

17. A method according to any of claims 12 to 16, mcluding the further step of
capturing by means of said camera or one of said cameras an 1image to show a
utility bill or other document to show the address of the user within a

predetermined recent date range.

18. A method according to claim 17, mcluding the further steps, after
transmitting the data to the remote station, of manually transcribing the address
shown on the document to generate a physical letter containing a code that
spectfically relates to the device and the user; posting the letter physically to the

user through a mail delivery system; after delivery of the letter, scanning the code
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m the letter; and transmitting data of the scanned code from the device to the

remote station or other location for verification.

19. A method according to any of claims 12 to 18, mcluding the further step of
transmitting to the device a validation report to validate or otherwise the
personal identity the subject of the data captured by the device and transmitted

to the remote station.

20. A method according to claim 19, wherein said validation report comprises
the data captured by the device and transmitted to the remote station, together
with further data that has been assembled subsequent to such transmission to

the remote station.

21. A method according to any of claims 12 to 20, carried out for regulatory

purposes.

22. A method accordmng to any of claims 12 to 21, mcluding the step of
transmitting, to an issuing authority of the personal IID document for
vertfication, data derived from the personal ID document that has been

transmitted to the remote station.

23. A method according to any of claims 12 to 22, comprising the steps of
selecting one or more steps of a given verification task to be carried out; and
activating said communication system to transmit to the remote station the data

captured by said one or more steps.

24. A method according to any of claims 12 to 23, comprising the step of
assembling together data captured for a given verification task; and transmitting

the assembled data by said communication system to the remote station.
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25. A device for use m verifyig personal identity from a personal 1D
document, the device being substantially as hereinbefore described with

reference to the accompanymg drawings.

26. A method of verifyig personal identity from a personal ID document, the
5 method bemg substantially as herembefore described with reference to the

accompanying drawings.
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