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SWITCH PROTOCOL FOR NETWORK COMMUNICATIONS

Field of the Invention

The present invention relates to the transmission of addressed data packages in

a communications network including one or more switches and a plurality of sources

and destinations of data. In the preferred arrangement, the sources and destinations of

data each constitute a computer of a multiple computer system, however, the

invention is not limited to multiple computer systems. For example, the present

invention also finds application in other fields including the transmission of

asynchronous data, for example stock exchange prices.

Background Art

For an explanation of a multiple computer system incorporating replicated

shared memory reference is- made to the present applicant's International Patent

Application No. WO 2005/103926 Attorney Ref 5027F-WO (to which IJS patent

application number 11/1 11,946 corresponds), and to International Patent Application

No PCT/AU2005/001641 (WO2006/1 10,937) (Attorney Ref 5027F-D1-WO) to

which US Patent Application No. 11/259885 entitled: "Computer Architecture

Method of Operation for Multi-Computer Distributed Processing and Co-ordinated

Memory and Asset Handling" corresponds, and to Australian Patent Application No.

2005 905 582 Attorney Ref 50271 (to which US Patent Application No. 11/583,958

(60/730,543) and PCT/AU2006/001447 (WO2007/041762) correspond). For an

explanation of partial or hybrid replicated shared memory, reference is made to the

present applicant's co-pending application PCT/AU2007/ lodged

simultaneously herewith and claiming priority from Australian Patent Application

No. 2006 905 534 entitled "Hybrid Replicated Shared Memory Architecture"

(Attorney Ref 5027Y-WO), and to US Patent Application No. 60/850,537 all of

which are hereby incorporated by cross-reference for all purposes.

Briefly stated, the abovementioned patent specifications disclose that at least

one application program written to be operated on only a single computer can be

simultaneously operated on a number of computers each with independent local

memory. The memory locations required for the operation of that program are



replicated in the independent local memory of each computer. On each occasion on

which the application program writes new data to any replicated memory location,

that new data is transmitted and stored at each corresponding memory lopation of each

computer. Thus apart from the possibility of transmission delays, each computer has

a local memory the contents of which are substantially identical to the local memory

of each other computer and are updated to remain so. Since all application programs,

in general, read data much more frequently than they cause new data to be written, the

abovementioned arrangement enables very substantial advantages in computing speed

to be achieved. In particular, the stratagem enables two or more commodity

computers interconnected by a commodity communications network to be operated

simultaneously running under the application program written to be executed on only

a single computer.

Prior art switch protocols rely upon a specific address for each message, which

means that messages sent to some only of the computers of the multiple computer

system must be sent sequentially, each message having a correspondingly different

address. Alternatively, a broadcast message is sent to all computers and which

contains the specific addresses of the computers constituting the subset of the

computers to which the message is addressed. In these circumstances, computers

receive messages which are not addressed to them and ignore those messages. Both

arrangements are wasteful of bandwidth and constitute relatively inefficient

communication arrangements.

Genesis of the Invention

The genesis of the present invention is a desire to increase the efficiency of

network communications generally, and network communications between multiple

computers operating as a replicated shared memory arrangement particularly.

Summary of the Invention

In accordance with the first aspect of the present invention there is disclosed a

switch arrangement for transmission of addressed data packets in a communications

network including one or more switches each having a plurality of ports and a

plurality of computers each of which is connected to at least one switch via at least



one port and each of which can send or receive said data packets, said arrangement

comprising a memory in each said switch listing for each said port those computers

able to be accessed via that port.

In accordance with a second aspect of the present invention there is disclosed a

communications method in which data packets addressed to multiple destinations are

transmitted via at least one multi-port switch from a source, the method comprising

the steps of:

(i) providing the or each switch with a data processing capacity,

(ii) having each said switch on receipt of one of said data packets delete those

addresses of said multiple destinations which are inaccessible thereby.

In accordance with a third aspect of the present invention there is disclosed a

switch arrangement for transmission of addressed replica memory update packets in a

multiple computer system having a communications network including one or more

switches each having a plurality of ports and a plurality of computers each of which is

connected to at least one switch via at least one port and each of which can send or

receive said data packets, the computers of said multiple computer system each

comprising an independent local memory and each operating a different portion of an

application program written to operate on only a single computer, and where each said

independent local memory comprises at least one application memory location

replicated in all of said independent local memories and is updated to remain

substantially similar, and where said packets comprise an identifier and an updated

value of a written-to replicated memory location, said arrangement comprising a

memory in each said switch listing for each said port those computers able to be

accessed via that port.

In accordance with a fourth aspect of the present invention there is disclosed a

communications method to be used for replica memory update transmissions between

single computers of a multiple computer system, each computer of said system having

an independent local memory and operating a different portion of a single application

program written to operate on only a single computer, and where at least one

application memory location is replicated in the independent local memory of each



said computer and updated to remain substantially similar, and in which data packets

addressed to multiple destinations are transmitted via at least one multi-port switch

from a source, the method comprising the steps of:

(i) providing the or each switch with a data processing capacity,

(ii) having each said switch on receipt of one of said data packets delete those

addresses of said multiple destinations which are inaccessible thereby.

In accordance with a fifth aspect of the present invention there is disclosed a

multiple computer system comprising a switch arrangement for transmission of

addressed replica memory update packets in a communications network including one

or more switches each having a plurality of ports and a plurality of said computers

each of which is connected to at least one switch via at least one port and each of

which can send or receive said data packets, said computers each comprising an

independent local memory and each operating a different portion of an application

program written to operate on only a single computer, and where each said

independent local memory comprises at least one application memory location

replicated in all of said independent local memories and updated to remain

substantially similar, and where said packets comprise an identifier and an updated

value of a written-to replicated memory location, said arrangement comprising a

memory in each said switch listing for each said port those computers able to be

accessed via that port.

In accordance with a sixth aspect of the present invention there is disclosed in

a multiple computer system a communications method to be used for replica memory

update transmissions between the computers of said system, each computer having an

independent local memory and operating a different portion of a single application

program written to operate on only a single computer, and where at least one

application memory location is replicated in the independent local memory of each

said computer and updated to remain substantially similar, and in which data packets

addressed to multiple destinations are transmitted via at least one multi-port switch

from a source, the method comprising the steps of:

(i) providing the or each switch with a data processing capacity,



(ii) having each said switch on receipt of one of said data packets delete those

addresses of said multiple destinations which are inaccessible thereby.

Brief Description of the Drawings

Preferred embodiments of the present invention will now be described with

reference to the drawings in which:-

Fig. IA is a schematic representation of a RSM multiple computer system,

Fig. IB is a similar schematic representation of a partial or hybrid RSM

multiple computer system,

Fig. 1 is a schematic circuit diagram of a communications network

incorporating three cascade connected switches and 18 computers,

Fig. 2 is a circuit diagram of a communications network incorporating two

switches but in which the computers are connected to the switches by means of dual

ports,

Fig. 3 is a circuit diagram similar to Fig. 2 but illustrating the situation where

some computers are connected to two switches,

Fig. 4 is a similar circuit diagram illustrating three switches connected hi an

arrangement providing parallel paths,

Fig. 5 shows a network topology for four computers which does not utilize a

network switch,

Fig. 6 shows a network topology utilizing three multi-port switches,

Fig. 7 shows a network topology utilizing four multi-port switches, and

Fig. 8 shows a network topology utilizing five multi-port switches.

Detailed Description

Fig. IA is a schematic diagram of a replicated shared memory system. In Fig.

IA three machines are shown, of a total of "n" machines (n being an integer greater

than one) that is machines Ml, M2, .. . Mn. Additionally, a communications network

53 is shown interconnecting the three machines and a preferable (but optional) server

machine X which can also be provided and which is indicated by broken lines. In

each of the individual machines, there exists a memory 102 and a CPU 103. In each

memory 102 there exists three memory locations, a memory location A, a memory



location B, and a memory location C. Each of these three memory locations is

replicated in a memory 102 of each machine.

This arrangement of the replicated shared memory system allows a single

application program written for, and intended to be run on, a single machine, to be

substantially simultaneously executed on a plurality of machines, each with

independent local memories, accessible only by the corresponding portion of the

application program executing on that machine, and interconnected via the network

53. In International Patent Application No PCT/AU2005/001641 (WO2006/1 10,937)

(Attorney Ref 5027F-D1-WO) to which US Patent Application No. 11/259885

entitled: "Computer Architecture Method of Operation for Multi-Computer

Distributed Processing and Co-ordinated Memory and Asset Handling" corresponds, a

technique is disclosed to detect modifications or manipulations made to a replicated

memory location, such as a write to a replicated memory location A by machine Ml

and correspondingly propagate this changed value written by machine M l to the other

machines M2. ..Mn which each have a local replica of memory location A. This

result is achieved by detecting write instructions in the executable object code of the

application to be run that write to a replicated memory location, such as memory

location A, and modifying the executable object code of the application program, at

the point corresponding to each such detected write operation, such that new

instructions are inserted to additionally record, mark, tag, or by some such other

recording means indicate that the value of the written memory location has changed.

An alternative arrangement is that illustrated in Fig. IB and termed partial or

hybrid replicated shared memory (RSM). Here memory location A is replicated on

computers or machines M l and M2, memory location B is replicated on machines Ml

and Mn, and memory location C is replicated on machines Ml, M2 and Mn.

However, the memory locations D and E are present only on machine Ml, the

memory locations F and G are present only on machine M2, and the memory

locations Y and Z are present only on machine Mn. Such an arrangement is disclosed

in Australian Patent Application No. 2005 905 582 Attorney Ref 50271 (to which US

Patent Application No. 11/583,958 (60/730,543) and PCT/AU2006/001447

(WO2007/041762) correspond). In such a partial or hybrid RSM systems changes



made by one computer to memory locations which are not replicated on any other

computer do not need to be updated at all. Furthermore, a change made by any one

computer to a memory location which is only replicated on some computers of the

multiple computer system need only be propagated or updated to those some

computers (and not to all other computers).

Consequently, for both RSM and partial RSM, a background thread task or

process is able to, at a later stage, propagate the changed value to the other machines

which also replicate the written to memory location, such that subject to an update and

propagation delay, the memory contents of the written to memory location on all of

the machines on which a replica exists, are substantially identical. Various other

alternative embodiments are also disclosed in the abovementioned specification.

Therefore, when operating a multiple computer system in a replicated shared

memory arrangement where replicated memory locations are not necessarily

replicated on all member machines (such as for example memory location "A" of Fig.

IB), it is desirable that replica memory update transmissions (such as replica memory

update messages or packets) transmitted by a single source machine and destined for

some subset of all receiving machines on which a corresponding replica memory

location resides, is transmitted by the network 53 (comprising one or more switches

interconnecting the plural machines) in such a manner that only the machines on

which a corresponding replica memory location resides receive such transmission.

Additionally, it is further desirable that a single replica memory update transmission is

sent corresponding to a single change of a replica memory location of the transmitting

machine, and that such single replica memory update transmission be transmitted by

the network 53 (comprising the one or more switches interconnecting the plural

machines) to multiple receiving machines on which a corresponding replica memory

location resides, without duplicate or superfluous transmissions.

In the simplest type of multiple computer system the number of computers is

less than the number of ports on a single substantially conventional switch and under

these circumstances either broadcast messages or multiple single address messages



have to be transmitted to the machines connected to the single switch. Either way is

an inefficient use of the available network capacity and bandwidth.

However, as the number of computers in the multiple computer system

increases the situation can rapidly be reached where the number of computers exceeds

the number of ports on a single switch and therefore it is necessary to have more than

one switch. Fig. 1 illustrates an example of such an arrangement in which the

communications network 53 is formed from three cascade connected switches Sl, S2

and S3 which interconnect 18 computers Cl, C2, .... Cl 8 and a server computer X

(which is illustrated in phantom in Fig. 1 in order to indicate that it is optional or

preferred).

Before the communications network 53 can commence routine

communications, it is necessary for the communications network 53 to undergo a set

up procedure. Each computer connected to a switch is allocated an address. This step

is preferably undertaken by the server computer X but can be undertaken by the

switch itself. The address is an identifier which is unique across the entire network

53. Each of the switches Sl -S3 includes logic capability including a memory

capability. Thus, each switch is, for example, able to be implemented by means of a

microprocessor or a device having similar computing capabilities.

The set-up procedure proceeds in stages so that in, for example, the first stage

individual computers C1-C6 are each connected to the switch Sl via corresponding

ports A-F. The server computer X already connected to port Q allocates the

hierarchical numbers 1-6 to the corresponding computers C1-C6 and the switch Sl

stores in its local memory that port A corresponds to computer Cl, port B corresponds

to computer C2, and so on.

Next, switch 2 is connected to switch 1 by means of the interconnection of

ports H and O. Computer C7 then connects to switch S2. This connection is

communicated by switch S2 to server computer X. Server computer X then

communicates to computer C7 its address, in the form of hierarchical number 7.

Computer C7 then notifies switch S2 of its address and so switch S2 records in its



memory that port I can reach the address 7 of computer C7. In addition, the switch S2

also notifies the switch Sl via ports O and H that switch S2 can communicate with

computer C7. Switch Sl therefore makes a note in its memory that its port H can

communicate with computer C7. This procedure is then repeated for computer C8,

and so on. In this way the communication capability of the system 53 can be built up.

Each new computer's presence is notified to all existing computers and

switches with no distinction being made between a switch or a computer. In this

aspect, the protocol is said to be "stateless" and thus cheap to implement.

Furthermore, the protocol automatically cascades with each new connected switch or

computer.

When all the computers indicated in Fig. 1 are connected and all switches are

interconnected as indicated in Fig. 1, the position can be represented by the following

tables:

MEMORY TABLE OF SWITCH Sl OF FIG. 1



MEMORY TABLE OF SWITCH S2 OF FIG. 1

The above described arrangement enables a particular computer, say CIl, to

send a message to only some of the computers, such as computers Cl-ClO of the

multiple computer system. Such a message is sent from computer CIl to switch S2

via port M. Switch S2 then sends the message directly to computers C7, C8, C9 and

ClO via their respective ports I, J, K and L. In addition, switch S2 also sends the

message to port O. Port O being connected to port H of switch 1 means that switch

Sl receives the message and sends it to computers Cl, C2, C3, C4, C5 and C6.

In a co-pending Application No. PCT/AU2007/ by the present

applicant entitled "Multiple Network Connections for Multiple Computers" and

lodged simultaneously herewith and claiming priority from Australian Provisional



Patent Application No. 2006 905 539 (which corresponds to US Provisional Patent

Application No. 60/850,528) (Attorney Reference 5027AA), a system of using dual

data ports to send data from a computer in a multiple computer system is disclosed.

The contents of this specification are hereby incorporated into the present

specification for all purposes.

Briefly stated, in the last mentioned specification there is disclosed a

multiple computer system including a multiplicity of computers each executing a

different portion of an applications program written to execute on a single computer,

and each having an independent local memory with at least one memory location

being replicated in each said local memory, wherein each of the computers is

connected to a single communications network via at least two independent ports and

wherein each of the computers sends and receives data via the network utilizing data

packets which can be transmitted or received out of sequence.

In addition, there is disclosed a multiple computer system including a

multiplicity of computers each of which is connected to a single communications

network via at least two independent communications ports and wherein each of the

computers sends and receives data via the network utilising a data protocol in which

data packets can be transmitted or received out of sequence.

Also, there is disclosed a method of interconnecting a multiplicity of

computers with a single communications network, the method including the steps of:

(i) connecting each of the computers to the network via at least two independent

communications ports, and

(ii) having each computer execute a different portion of a single applications

program written to execute on only a single computer with each computer having an

independent local memory with at least one memory location being replicated in each

local memory.

Still further, there is disclosed a method of interconnecting a multiplicity of

computers with a single communications network, the method including the steps of:

(i) connecting each of the computers to the network via at least two independent



communications ports, and

(ii) having each of said computers send and receive data via said network with a

data protocol which identifies the sequence position of each data packet in a

transmitted sequence of data packets.

There is also disclosed a single computer for use in cooperation with at least

one other computer in a multiple computer system, the multiple computer system

including a multiplicity of computers each executing a different portion of an

applications program written to execute on a single computer, and each of the

multiplicity of computers having an independent local memory with at least one

memory location being replicated in each said local memory, each of the computers

being connected to a communications network via at least two independent ports; the

computer including first and second independent communications ports operating

independently of each other for sending data to and receiving data from other of the

multiplicity of computers .

A method of interconnecting a single computer with a multiplicity of other

external computers over a communications network is also disclosed, the method

including the steps of:

(i) connecting the single computers to said network via at least two independent

communications ports, and

(ii) having the single computer execute only a portion of a single applications

program written to execute in its entirety on only a one computer, other ones of the

multiplicity executing other portions of the single applications program, the single

computer and each of the other multiplicity of computers having an independent local

memory with at least one memory location being replicated in each said local

memory.

Furthermore, there is disclosed a method of interconnecting a single computer

with a multiplicity of other external computers over a single communications

network, the method including the steps of:

(i) connecting the single computer to the network via at least two independent

communications ports, and



(ii) having said single computer send and receive data with said other computers

via the network with a data protocol which identifies the sequence position of each

data packet in a transmitted sequence of data packets.

Thus a system and method for interconnecting multiple computers (Ml, M2,

. ..., Mn) via at least two independent communications ports (28, 38) are disclosed.

Data is sent and received via a data protocol which identifies the sequence position of

each data packet in a transmitted sequence of data packets. The packets can be

transmitted and/or received out of order. The multiple computers each execute a

different portion of an application program written to execute on a single computer.

Similarly, in a co-pending Application No. PCT/AU2007/ by the

present applicant entitled "Multiple Communication Networks for Multiple

Computers" and lodged simultaneously herewith and claiming priority from

Australian Provisional Patent Application No. 2006 905 533 (which corresponds to

US Provisional Patent Application No. 60/850,531) (Attorney reference 5027Z) a

system of using two or more networks to interconnect multiple computers is

disclosed. The contents of this specification are also hereby incorporated into the

present specification for all purposes.

Briefly stated, the last mentioned specification discloses a multiple computer

system including a multiplicity of computers each executing a different portion of an

application program written to be executed on a single computer and each having an

independent local memory with at least one memory location being replicated in each

said local memory, wherein the computers are interconnected by at least two

communications networks.

There is also disclosed a multiple computer system including a multiplicity of

computers each of which is interconnected by at least two communications networks

and wherein each of the computers sends and receives data via the networks with a

data protocol which identifies the sequence position of each data packet in a

transmitted sequence of data packets.



In addition there is disclosed a method of interconnecting a multiplicity of

computers to form a multiple computer network in which each of the computers

executes a different portion of an applications program written to be executed on a

single computer and each having an independent local memory with at least one

memory location being replicated in each local memory. The method includes the

step of:

(i) interconnecting the computers by at least two communications networks.

Furthermore, there is disclosed a method of interconnecting a multiplicity of

computers to form a multiple computer network. The includes the steps of:

(i) interconnecting the computers by at least two communications networks, and

(ii) having each of said computers send and receive data via said networks with a

data protocol which identifies the sequence position of each data packet in a

transmitted sequence of data packets.

Thus a system and method for interconnecting multiple computers (Ml, M2,

...., Mn) via at least two communications networks (Nl, N2, N3) are disclosed. The

connections are made via multiple communications ports (28, 38). Data is sent and

received via a data protocol which identifies the sequence position of each data packet

in a transmitted sequence of data packets. The packets can be transmitted and/or

received out of order. The multiple computers each execute a different portion of an

applications program written to execute on a single computer.

The data protocol referred to above is preferably that incorporating a count

value described in the present applicant's co-pending Application No.

PCT/AU2007/ lodged simultaneously herewith and claiming priority from

Australian Provisional Patent Application No. 2006 905 527 entitled "Advanced

Contention Detection" (Attorney Ref 5027T) (and to which US Provisional Patent

Application No. 60/850,71 1 corresponds).

Briefly stated this involves a sequence of messages being issued from one or

more sources. Typically each source is one computer of the multiple computer



system and the messages are memory updating messages which include a memory

address and a (new or updated) memory content.

Thus each source issues a string or sequence of messages which are arranged

in a time sequence of initiation or transmission. The problem arises that the

communications network 53 cannot always guarantee that the messages will be

received in their order of transmission. Thus a message which is delayed may update

a specific memory location with an old or stale content which inadvertently

overwrites a fresh or current content.

In order to address this problem each source of messages includes a count

value in each message. The count value indicates the position of each message in the

sequence of messages issuing from that source. Thus each new message from a

source has a count value incremented (preferably by one) relative to the preceding

messages. Thus the message recipient is able to both detect out of order messages,

and ignore any message having a count value lower than the last received message

from the source. Thus earlier sent but later received messages do not cause stale data

to overwrite current data.

With the foregoing in mind, Figs. 2-4 incorporates elements of the above-

referenced and incorporated specifications. In Fig. 2 all of the computers are

connected to their corresponding switch by means of a dual port so that computer Cl

is connected to computer Sl by means of ports A and B, and so on for the other

computers C2-C8. In Fig. 3, a computer such as C4 is connected to switch Sl by

means of port F and is connected to switch S2 by means of port N.

In Fig. 4, three switches Sl, S2 and S3 are provided which are interconnected

so as to provide a parallel path. In addition, computer C3 is connected to switch Sl

by means of port C and connected to switch S3 by means of port R. Switch Sl is

connected to switch S2 via interconnected ports E and G. Switch Sl is also connected

to switch S3 by means of interconnected ports D and N. Similarly, switch S2 is

interconnected to switch S3 by means of interconnected ports L and T.



All the networks of Figs. 2-4 are characterised by the potential of a loop path

by means of which a message sent by one computer may be received by the same

computer. For example, in Fig. 2 computer C4 sending a message via port G could

receive a message back via port H. Similarly, in Fig. 3, computer C4 sending a

message via port F could receive the message back via switch S2 and port N.

Similarly, in Fig. 4, computer C6 sending a message to switch S2 may find the same

message being received by S2 having been transmitted via port L to switch S3 and

from switch S3 to switch Sl and then to switch S2 via port G.

The following tables summarize the memory contents of the switches of Figs

2-4:

MEMORY TABLE OF SWITCH Sl OF FIG. 2



MEMORY TABLE OF SWITCH S2 OF FIG. 2



MEMORY TABLE OF SWITCH Sl OF FIG. 4

PORT ADDRESS/ES ABLE TO BE REACHED VIA THAT PORT

A Cl

B C2

C C3

D Cl Cl. C3 0 4 C5 C6,C7,C8,C9 ,ClO X

E Cl C2 C3 C4 C5 C6,C7, X, C8,C9,C10

F C4

MEMORY TABLE OF SWITCH S2 OF FIG. 4

In order to prevent any looping back of messages, all switches follow the rule

that when sending an addressed data packet to any port, all addresses other than those

which can be reached via that port are deleted from the addresses of the data packet,

for example in the address header of the data packet.



Thus, with reference to Fig. 1, switch Sl sending a packet to port D deletes all

addresses except that of computer C4. Similarly, switch Sl sending a message to port

H deletes all addresses except those relating to computers C7-C18 inclusive.

In connection with Fig. 2, switch S1 sending a message to port E, deletes all

addresses other than that of computer C3. The switch will prioritise those ports with

only one address prior to sending to those ports which have multiple addresses.

In addition, by decrementing the address list by removing those addresses to

which the message has been sent directly, those ports which enable multiple addresses

to be accessed receive an address set of a reduced number of addresses. This

procedure prevents messages continually being sent via ports which access multiple

addresses or computers.

Preferably, for those switches such as switch S3 of Fig. 4 which have two

ports which connect to other switches, the switch S3 can divide the message into two

parts, one of which contains one group of addresses and the other which contains the

remainder of the addresses. This is preferably arranged so that neither of the two

parts have common or similar addresses. One message is then sent via port N and the

other is sent via port T. This optimises the packet transmission.

In a further embellishment, the computers able to be reached by a particular

port, such as port T of switch S3 of Fig. 4, can be arranged into sets so that, for

example, the first set would include addresses C5, C6, C7 and X which are reached in

a single stage, the second set would include addresses Cl, C2 and C3 which are

reached in two stages and the third set would include addresses C8, C9 and ClO

which are reached in three stages.

In the abovementioned breaking up of the message into two parts (or possibly

more than two parts), the first part would include the addresses of the first set, the

second part would include the addresses of the second set, and so on.



Fig. 5 shows a network interconnection of a multiple computer system having

four computers M1-M4 each of which has a dual port network interface card. Thus

each of the computers M1-M4 has one link which is connected to one computer and

another link which is connected to another computer. Thus the cost of any additional

switch to form the network interconnecting the computers is avoided. In the

embodiment illustrated in Fig. 5, the individual computers M1-M4 by implementing

the above described protocol arrangements are able to successfully transmit packets

between themselves in an optimised an efficient manner.

Figs.6, 7 and 8 respectively show how three, four and five 24 port switches

can be used to interconnect multiple computers. In Fig. 6 each of the 24 port switches

Sl -S3 uses 2 ports for direct connection to a different one of the other two switches.

The remaining 22 ports of each switch are each available for connection to a

corresponding computer M1-M22, M23-M44 or M45-M66.

In Fig. 7 four 24 port switches S1-S4 are used and this arrangement is suitable

for up to 84 computers. Each switch S1-S4 uses 3 ports for direct connection to a

different one of the other three switches. The remaining 2 1 ports of each switch are

each available for connection to a corresponding computer M1-M21, M22-M42,

M43-M63, M64-M84.

Similarly, in Fig. 8, five 24 port switches S1-S5 are used and this arrangement

is suitable for up to 100 computers. Each switch uses 4 ports for direct connection to

a different one of the other four switches. The remaining 20 ports of each switch are

each available for connection to a corresponding computer M 1-M20, M21-M40,

M41-M60, M61-M80 and M81-M100.

In all three arrangements of Figs 5-8, each switch uses a separate port for

direct connection to a different one of all the other switches. The remaining ports of

the switches are each available for connection to a corresponding computer.



The above described addressing arrangements transform the utility of the

network topology of each of Figs 5-8 making them a useful and practical arrangement

for a multiple computer system.

It will also be appreciated that the abovementioned protocol arrangements also

provide benefits even in the simplest type of multiple computer system where the

number of computers is less than the number of ports on a single substantially

conventional switch. The above described protocol enables a machine of such a

simple system to send one packet addressed to a subset of two or more of the

available machines, and the simple switch sends that packet through to only the

machines to which the packet is actually addressed. Thus the problems of multiple

single address messages are avoided. So too is the problem of a broadcast message

which gets sent to all machines regardless of whether or not the packet is actually

really intended for all the machines.

Finally, in one specific arrangement of each of the above described figures, the

indicated computers Cl ... Cn (or machines Ml ... .Mn) are operating together as a

replicated shared memory arrangement, and utilising the above described switch

protocol for replica memory update transmissions between the plural computers

Cl . . .Cn (or machines M l ...Mn). Specifically, in such specific arrangements, each

computer Cl ... Cn (or machine M l ...Mn) is operating a different portion of a same

application program written to operate on only a single computer, each computer

(machine) of which comprises an independent local memory with at least one

application memory location replicated in the independent local memory of at least

two machines and updated to remain substantially similar, and utilising the above

described protocol for single-sent replica memory update transmissions (for example

single-sent replica memory update messages or packets comprising changes made by

the transmitting machine to a replicated memory location) sent by each computer

(machine) and addressed to multiple receiving computers (machines) on which a

corresponding replica memory location resides, each such single-sent transmission

being received once by each of the addressed plural computers (machines) and not

received by any non-addressed computers (machines). Preferably, the computer

(machine) addresses used for each such single-sent replica memory update



transmission, are the per-machine hierarchical addresses allocated by the server

computer (machine) X for each computers Cl ...Cn (machine Ml .. .Mn) described

above, and known to the single or plural switches.

In alternative multicomputer arrangements, such as distributed shared memory

arrangements and more general distributed computing arrangements, the above

described methods may still be applicable, advantageous, and used. Specifically, any

multi-computer arrangement where replica, "replica-like", duplicate, mirror, cached

or copied memory locations exist, such as any multiple computer arrangement where

memory locations (singular or plural), objects, classes, libraries, packages etc are

resident on a plurality of connected machines and preferably updated to remain

consistent, then the methods are applicable. For example, distributed computing

arrangements of a plurality of machines (such as distributed shared memory

arrangements) with cached memory locations resident on two or more machines and

optionally updated to remain consistent comprise a functional "replicated memory

system" with regard to such cached memory locations, and is to be included within

the scope of the present invention. Thus, it is to be understood that the

aforementioned methods apply to such alternative multiple computer arrangements.

The above disclosed methods may be applied in such "functional replicated memory

systems" (such as distributed shared memory systems with caches) mutatis mutandis.

It is also provided and envisaged that any of the described functions or

operations described as being performed by an optional server machine X (or multiple

optional server machines) may instead be performed by any one or more than one of

the other participating machines of the plurality (such as machines Ml, M2, M3 ...Mn

of Fig. IA).

Alternatively or in combination, it is also further provided and envisaged that

any of the described functions or operations described as being performed by an

optional server machine X (or multiple optional server machines) may instead be

partially performed by (for example broken up amongst) any one or more of the other

participating machines of the plurality, such that the plurality of machines taken

together accomplish the described functions or operations described as being



performed by an optional machine X. For example, the described functions or

operations described as being performed by an optional server machine X may broken

up amongst one or more of the participating machines of the plurality.

Further alternatively or in combination, it is also further provided and

envisaged that any of the described functions or operations described as being

performed by an optional server machine X (or multiple optional server mOachines)

may instead be performed or accomplished by a combination of an optional server

machine X (or multiple optional server machines) and any one or more of the other

participating machines of the plurality (such as machines M l , M2, M3 .. .Mn), such

that the plurality of machines and optional server machines taken together accomplish

the described functions or operations described as being performed by an optional

single machine X. For example, the described functions or operations described as

being performed by an optional server machine X may broken up amongst one or

more of an optional server machine X and one or more of the participating machines

of the plurality.

Any and all embodiments of the present invention are able to take numerous

forms and implementations, including in software implementations, hardware

implementations, silicon implementations, firmware implementation, or

software/hardware/silicon/firmware combination implementations.

Various methods and/or means are described relative to embodiments of the

present invention. In at least one embodiment of the invention, any one or each of

these various means may be implemented by computer program code statements or

instructions (possibly including by a plurality of computer program code statements or

instructions) that execute within computer logic circuits, processors, ASICs,

microprocessors, microcontrollers, or other logic to modify the operation of such logic

or circuits to accomplish the recited operation or function. In another embodiment,

any one or each of these various means may be implemented in firmware and in other

embodiments such may be implemented in hardware. Furthermore, in at least one

embodiment of the invention, any one or each of these various means may be



implemented by a combination of computer program software, firmware, and/or

hardware.

Any and each of the aforedescribed methods, procedures, and/or routines may

advantageously be implemented as a computer program and/or computer program

product stored on any tangible media or existing in electronic, signal, or digital form.

Such computer program or computer program products comprising instructions

separately and/or organized as modules, programs, subroutines, or in any other way

for execution in processing logic such as in a processor or microprocessor of a

computer, computing machine, or information appliance; the computer program or

computer program products modifying the operation of the computer on which it

executes or on a computer coupled with, connected to, or otherwise in signal

communications with the computer on which the computer program or computer

program product is present or executing. Such computer program or computer

program product modifying the operation and architectural structure of the computer,

computing machine, and/or information appliance to alter the technical operation of

the computer and realize the technical effects described herein.

To summarize, there is disclosed a switch arrangement for transmission of

addressed data packets in a communications network including one or more switches

each having a plurality of ports and a plurality of computers each of which is

connected to at least one switch via at least one port and each of which can send or

receive the data packets, the arrangement comprising a memory in each the switch

listing for each the port those computers able to be accessed via that port.

Preferably each switch never sends back to one of the computers a data packet

originating with the one computer.

Preferably each switch sending one of the addressed data packets containing

the addresses of a plurality of destination computers to a specific one of the ports

deletes from the addresses any address which cannot be reached via the specific port.



Also there is disclosed a communications method in which data packets

addressed to multiple destinations are transmitted via at least one multi-port switch

from a source, the method comprising the steps of:

(i) providing the or each switch with a data processing capacity,

(ii) having each switch on receipt of one of the data packets delete those addresses

of the multiple destinations which are inaccessible thereby.

Preferably the method includes the further steps of:

(iii) maintaining a list of the corresponding port for each one of those destinations

to which the switch is directly connected and the corresponding port(s) of that or

those destination(s) to which the switch is not directly connected, and

(iii) having each switch on receipt of one of the data packets addressed both to at

least one destination to which the switch is directly connected and at least one

destination to which the switch is indirectly connected, deliver the packet to the

corresponding port of the directly connected destination(s) and delete the addresses of

the directly connected destination(s) from the packet before delivering the one packet

to the port(s) corresponding to that or those destination(s) to which the switch is not

directly connected.

Preferably ports with a first plurality of addresses are prioritised over ports

with either a single address or a second plurality of addresses, the second plurality

being less than the first plurality.

There also is disclosed a switch arrangement for transmission of addressed

replica memory update packets in a multiple computer system having

communications network including one or more switches each having a plurality of

ports and a plurality of computers each of which is connected to at least one switch

via at least one port and each of which can send or receive the data packets, the

computers of the multiple computer system each comprising an independent local

memory and each operating a different portion of an application program written to

operate on only a single computer, and where each the independent local memory

comprises at least one application memory location replicated in all of the

independent local memories and is updated to remain substantially similar, and where



the packets comprise an identifier and an updated value of a written-to replicated

memory location, the arrangement comprising a memory in each the switch listing for

each the port those computers able to be accessed via that port.

Further there is disclosed a communications method to be used for replica

memory update transmissions between single computers of a multiple computer

system, each computer with of the system having an independent local memory and

operating a different portion of a single application program written to operate on only

a single computer, and where at least one application memory location is replicated in

the independent local memory of each the computer and updated to remain

substantially similar, and in which data packets addressed to multiple destinations are

transmitted via at least one multi-port switch from a source, the method comprising

the steps of:

(i) providing the or each switch with a data processing capacity,

(ii) having each the switch on receipt of one of the data packets delete those

addresses of the multiple destinations which are inaccessible thereby.

Furthermore there is disclosed a multiple computer system comprising a

switch arrangement for transmission of addressed replica memory update packets in a

communications network including one or more switches each having a plurality of

ports and a plurality of the computers each of which is connected to at least one

switch via at least one port and each of which can send or receive the data packets, the

computers each comprising an independent local memory and each operating a

different portion of an application program written to operate on only a single

computer, and where each the independent local memory comprises at least one

application memory location replicated in all of the independent local memories and

updated to remain substantially similar, and where the packets comprise an identifier

and an updated value of a written-to replicated memory location, the arrangement

comprising a memory in each the switch listing for each the port those computers able

to be accessed via that port.

Also furthermore there is disclosed a multiple computer system comprising a

communications method to be used for replica memory update transmissions between



the computers of the system, each computer with having an independent local

memory and operating a different portion of a single application program written to

operate on only a single computer, and where at least one application memory

location is replicated in the independent local memory of each the computer and

updated to remain substantially similar, and in which data packets addressed to

multiple destinations are transmitted via at least one multi-port switch from a source,

the method comprising the steps of:

(i) providing the or each switch with a data processing capacity,

(ii) having each the switch on receipt of one of the data packets delete those

addresses of the multiple destinations which are inaccessible thereby.

The foregoing describes only some embodiments of the present invention and

modifications, obvious to those skilled in the communication arts, can be made

thereto without departing from the scope of the present invention.

The term "comprising" (and its grammatical variations) as used herein is used

in the inclusive sense of "including" or "having" and not in the exclusive sense of

"consisting only of.



CLAIMS

1. A switch arrangement for transmission of addressed data packets in a

communications network including one or more switches each having a

plurality of ports and a plurality of computers each of which is connected to at

least one switch via at least one port and each of which can send or receive

said data packets, said arrangement comprising a memory in each said switch

listing for each said port those computers able to be accessed via that port.

2. The arrangement as claimed in claim 1 wherein each said switch never sends

back to one of said computers a data packet originating with said one

computer.

3. The arrangement as claimed in claim 2 wherein each said switch sending one

of said addressed data packets containing the addresses of a plurality of

destination computers to a specific one of said ports deletes from said

addresses any address which cannot be reached via said specific port.

4 . A communications method in which data packets addressed to multiple

destinations are transmitted via at least one multi-port switch from a source,

the method comprising the steps of:

(i) providing the or each switch with a data processing capacity,

(ii) having each said switch on receipt of one of said data packets delete

those addresses of said multiple destinations which are inaccessible thereby.

5. The method as claimed in claim 4 comprising the further steps of:

(iii) maintaining a list of the corresponding port for each said one of those

destinations to which the switch is directly connected and the corresponding

port(s) of that or those destination(s) to which the switch is not directly

connected, and

(iii) having each said switch on receipt of one of said data packets

addressed both to at least one destination to which the switch is directly

connected and at least one destination to which said switch is indirectly

connected, deliver said packet to the corresponding port of said directly

connected destination(s) and delete the addresses of said directly connected

destination(s) from said packet before delivering said one packet to the port(s)

corresponding to that or those destination(s) to which said switch is not

directly connected.



6 . The method as claimed in claim 4 or 5 wherein ports with a first plurality of

addresses are prioritised over ports with either a single address or a second

plurality of addresses, said second plurality being less than said first plurality.

7. A switch arrangement for transmission of addressed replica memory update

packets in a multiple computer system having communications network

including one or more switches each having a plurality of ports and a plurality

of computers each of which is connected to at least one switch via at least one

port and each of which can send or receive said data packets, said the

computers of said multiple computer system each comprising an independent

local memory and each operating a different portion of an application program

written to operate on only a single computer, and where each said independent

local memory comprises at least one application memory location replicated in

all of said independent local memories and is updated to remain substantially

similar, and where said packets comprise an identifier and an updated value of

a written-to replicated memory location, said arrangement comprising a

memory in each said switch listing for each said port those computers able to

be accessed via that port.

8. A communications method to be used for replica memory update

transmissions between single computers of a multiple computer system, each

computer with of said system having an independent local memory and

operating a different portion of a single application program written to operate

on only a single computer, and where at least one application memory location

is replicated in the independent local memory of each said computer and

updated to remain substantially similar, and in which data packets addressed to

multiple destinations are transmitted via at least one multi-port switch from a

source, the method comprising the steps of:

(i) providing the or each switch with a data processing capacity,

(ii) having each said switch on receipt of one of said data packets delete

those addresses of said multiple destinations which are inaccessible thereby.

9. A multiple computer system comprising a switch arrangement for transmission

of addressed replica memory update packets in a communications network

including one or more switches each having a plurality of ports and a plurality

of said computers each of which is connected to at least one switch via at least



one port and each of which can send or receive said data packets, said

computers each comprising an independent local memory and each operating a

different portion of an application program written to operate on only a single

computer, and where each said independent local memory comprises at least

one application memory location replicated in all of said independent local

memories and updated to remain substantially similar, and where said packets

comprise an identifier and an updated value of a written-to replicated memory

location, said arrangement comprising a memory in each said switch listing for

each said port those computers able to be accessed via that port.

10. In a multiple computer system comprising a communications method to be

used for replica memory update transmissions between the said computers of

said system, each computer with having an independent local memory and

operating a different portion of a single application program written to operate

on only a single computer, and where at least one application memory location

is replicated in the independent local memory of each said computer and

updated to remain substantially similar, and in which data packets addressed to

multiple destinations are transmitted via at least one multi-port switch from a

source, the method comprising the steps of:

(i) providing the or each switch with a data processing capacity,

(ii) having each said switch on receipt of one of said data packets delete

those addresses of said multiple destinations which are inaccessible thereby.
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