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ABSTRACT

A system and method of monitoring compliance with one or
more hygiene protocols is disclosed. Compliance require-
ments may be tracked or monitored from a remote monitoring
center, or compliance data hub. The compliance data hub may
be operable to monitor a plurality of hygiene protocols that
are defined for a plurality of different facilities or enterprises.
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/ Cleaning Station-Use Record
404 : 416
r40 4 r48 412/
Employee
Name
Janet Smith 08:00:00 a.m. | 10secs | b/21/2006
Bill Powers 09:00:23 a.m. 5 secs 5/21/2006
Jason Williams | 10:07:40 a.m. | 12 secs 5/21/2006

Judy Jones 11:10:05 a.m. 11 secs 5/21/2006
Sandra Collins | 11:20:37T a.m. 6 secs 5/21/2006

Time Stamp | Duration Date Compliance

Z|<|<|z|<

Fig. 4

/ Employee Record 340
508 512
0 s04 [ yd 516

Employee Hand Current Preferred Allergy
Name Washing Training Entertainment
Statistics Segment Content _
Sandra Collins | 94% 3 Sport None
Bill Forbes 97% 5 News Solution A
Jane Givens |91% 4 Sports None
Judy Jones 99% 9 News None
Bill Powers 85% 1 News None
Jane Smith 95% 8 Sports None
Jason Williams| 90% 4 News None

Fig. 5A



Compliance Report 640
704
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Lookup Table 524 528 532
Employee Employee Protocol
Identifier Type Identifier
11111 1 1
22222 1 1
33333 2 2
44444 3 3
55555 1 1
66666 4 0
1000 =
Fig. 5B

716
/ 700 /- ; 708 /712 /
Employee . .
Name Time Date Location Full Cycle

Janet Smith 8:00 a.m. 5/21/2006 A Y
Bill Powers 9:00 a.m. 5/21/2006 A N
Bill Forbes 10:00 a.m. 5/21/2006 C N
Jason Williams 10:07 a.m. 5121/2006 A Y
Jane Givens 10:30 a.m. 5/21/2006 D N
Judy Jones 11:10 a.m. 5/21/2006 A Y
Sandra Collins 11:20 a.m. 512112006 A Y

Fig. 7
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Fig. 28A
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Fig. 28B
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Fig. 33
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HYGIENE COMPLIANCE MONITORING

RELATED APPLICATIONS

[0001] The present application claims the benefit of U.S.
Provisional Application Ser. No. 61/048,924, filed Apr. 29,
2008, entitled “HYGIENE COMPLIANCE FOR FOOD
SERVICE ENVIRONMENT”, U.S. Provisional Application
Ser. No. 61/097,715, filed Sep. 17, 2008, entitled “COM-
PLETE HAND CARE”, U.S. Provisional Application Ser.
No. 61/097,723, filed Sep. 17, 2008, entitled “INGRESS/
EGRESS SYSTEM FOR HYGIENE COMPLIANCE”, U.S.
Provisional Application Ser. No. 61/097,736, filed Sep. 17,
2008, entitled “HYGIENE COMPLIANCE”, U.S. Provi-
sional Application Ser. No. 61/097,704, filed Sep. 17, 2008,
entitled “HYGIENE COMPLIANCE MONITORING”, U.S.
Provisional Application Ser. No. 61/058,521, filed Jun. 3,
2008, entitled “HYGIENE COMPLIANCE SYSTEM”, and
U.S. Provisional Application Ser. No. 61/112,120, filed Nov.
6, 2008, entitled “HYGIENE COMPLIANCE SYSTEM”,
which are incorporated herein by this reference in their
entirety.

FIELD OF THE INVENTION

[0002] The present invention relates to automated washing
systems, and more particularly, to automated washing sys-
tems comprising a way of monitoring and/or verifying user
participation. Methods of providing compliance verification
are also provided.

BACKGROUND

[0003] The importance of cleanliness has long been recog-
nized, particularly in the fields of heath-care, food prepara-
tion, and laboratories, to name but a few. The practice of
surgical scrubbing by surgeons and other operating room
personnel is probably the epitome of efforts to cleanse the
hands and forearms of persons working in sterile environ-
ments. Although manual hand-washing can appear to be
effective, medical experts have concluded that automated
hand-washing increases hand-washing compliance and
reduces the risk of infection.

[0004] Touchless automated hand-washing devices are
designed to wash the hands of'the user and provide the proper
amount of antimicrobial solution in a set time. Additionally,
these systems diminish the deterrent effects of friction and
irritation associated with frequent manual hand-washing.
Notwithstanding the benefits and convenience of automated
washing devices, difficulties still exist with verifying
employee or staff use of the washing apparatus. Moreover,
existing systems lack the ability to provide a complete wash-
ing. It would be advantageous to have a system that provides
automated washing that may be operable to verify usage by
the intended users. Accordingly, the present invention is
directed to a system and method for providing automated
washing, which may be operable to monitor compliance with
one or more hygiene requirements.

[0005] In addition to the forgoing, problems also exist with
spread of bacteria or other contagions throughout a facility
based on the movement of persons within the facility. Accord-
ingly, it would be desirable to have a system and/or method
for tracking and enforcing hygiene requirements that
accounts for movement of individuals associated with a facil-
ity. Moreover, it would be desirable to have a system and/or
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method for monitoring a plurality of hygiene protocols that
are associated with a plurality of different locations or net-
work enterprises.

[0006] In designing an automated cleaning system a num-
ber of features should be considered. For example, the auto-
mated cleaning system should be capable of verifying user
compliance with a hygiene protocol and also capable of track-
ing the movements of persons associated with a facility hav-
ing hygiene requirements. Moreover, the verification system
should be operable for a plurality of washing stations associ-
ated with a plurality of enterprise networks. Further, the veri-
fication system should include a computer readable medium
having a set of processor accessible data structures for iden-
tifying a hygiene compliance, recording and storing compli-
ance data, and reporting and producing a data management
report (including the data collected in one or more of the
enterprise networks). The verification system should also
include an electronic hygiene compliance verification data
signal capable of being stored on a computer readable
medium and including source and destination addresses,
hygiene compliance information (including data regarding a
movement of a person and hygiene related actions taken by
the person as a consequence of the movement), an enterprise
identifier, and a compliance monitor identifier.

[0007] When designing an automated cleaning system, a
method to report hygiene compliance should also be pro-
vided. The method for reporting hygiene compliance should
include determining a geographic location associated with a
compliance monitor, determining a monitored entity identi-
fier associated with the geographic location information,
determining hygiene compliance data, providing hygiene
compliance data associated with the monitored entity identi-
fier (including data regarding a movement of a person and
hygiene related actions taken by the person as a consequence
of'the movement), determining report requirements, and for-
warding the provided hygiene compliance data to the com-
pliance monitor.

SUMMARY

[0008] In accordance with embodiments of the present
invention, a Radio Frequency Identification (“RFID”) system
is disclosed for use in connection with an automated hand-
washing station. However, as described herein, other identi-
fying technologies are appropriate, and such technologies are
encompassed by the scope of the present invention. An
example of such an alternate identitying technology is Zig-
bee, which is a specification for a suite of communication
protocols using small, low power digital radios based on the
IEEE 802.15.4-2006 standard for Wireless Personal Area
Networks (WPANSs). It is to be understood therefore, that
RFID is used as an example and is not intended to limit the
scope of the present invention.

[0009] The system is operable to record and report on user
compliance with hand-washing requirements. To ensure user
safety and product performance, the system has the capability
to ensure that only authorized consumable solutions are used
in the cleaning station. The RFID data capture capability, in
conjunction with a video system, allows users to have real
time feedback of their personal compliance as well as indi-
vidual user focused information conveyed at the time of uti-
lizing the cleaning station.

[0010] In accordance with one or more embodiments
described herein, the user carries a RFID tag that is pro-
grammed with information specific to the individual. Upon
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approaching the cleaning station, a RFID reader recognizes
the user’s tag and records the user name, time, date, station
location, and whether the cleaning event was a complete
cycle. The data is stored in the readers’ database until cap-
tured via various methods and transferred into a report format
for the administrator. The administrator can then review the
compliance statistics for the various users.

[0011] In accordance with one or more embodiments, a
computer readable medium comprises a set of processor
accessible data structures. The set of data structures include:
[0012] (a) a first set of information identifying a hygiene
compliance monitor;

[0013] (b) compliance data required to be reported to the
compliance monitor including data regarding a movement of
at least one person and hygiene related actions taken by the
person(s) as a consequence of the movement; and

[0014] (c) reporting requirements associated with the com-
pliance monitor;

[0015] wherein the data structures are used to produce a
data management report including the compliance data.
[0016] In accordance with one or more embodiments, a
method for reporting hygiene compliance, comprises:
[0017] (a)determining automatically a geographic location
information associated with a compliance monitor;

[0018] (b) determining automatically a monitored entity
identifier associated with the geographic location informa-
tion, the monitored entity identifier being associated with an
enterprise and/or a facility;

[0019] (c) determining automatically hygiene compliance
data required by the compliance monitor;

[0020] (d) based on the hygiene compliance data required,
providing hygiene compliance data associated with the moni-
tored entity identifier including data regarding a movement of
a person and hygiene related actions taken by the person as a
consequence of the movement;

[0021] (e) determining automatically report requirements
associated with the compliance monitor; and

[0022] (f) forwarding the provided hygiene compliance
data to the compliance monitor.

[0023] In accordance with one or more embodiments, a
method for performing hygiene compliance verification is
provided, the method includes the steps:

[0024] (a) receiving, by a processor, an object identifier;
[0025] (b) determining, by a processor, a cleaning protocol
from a plurality of different protocols to be used on an object
associated with the object identifier; and

[0026] (c) implementing, by a processor, the cleaning pro-
tocol in connection with the object including requirements
regarding movement of persons and hygiene related actions
to be taken by as a consequence of movement of persons.
[0027] In accordance with one or more embodiments, an
electronic hygiene compliance verification data signal stored
on a computer readable medium is provided that includes:
[0028] (a) source and destination addresses;

[0029] (b) hygiene compliance information including data
regarding a movement of at least one person and hygiene
related actions taken by the at least one person as a conse-
quence of the movement; and

[0030] (c) an enterprise identifier; and
[0031] (d) a compliance monitor identifier.
[0032] In accordance with embodiments of the present

invention are directed to a system and method of monitoring
compliance with a hygiene protocol. The movement of person
within or otherwise associated with a facility may be tracked
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and hygiene requirements may be imposed based on the
movement. In monitoring hygiene compliance, a number of
hygiene levels may be defined that are associated with differ-
ence hygiene requirements. A hygiene level may be associ-
ated with an individual and that level may be raised or lowered
based on hygiene related activity associated with the indi-
vidual. An individual’s hygiene level and/or his compliance
with multi-level hygiene requirements may be tracked
through the use of monitored hygiene stations and/or location
tracking stations. These and other compliance requirements
may be tracked or monitored from a remote monitoring cen-
ter, or compliance data hub. The compliance data hub may be
operable to monitor a plurality of hygiene protocols that are
defined for a plurality of different facilities or enterprise net-
works.

[0033] Thephrases “atleast one™, “one or more”, and “and/
or” are open-ended expressions that are both conjunctive and
disjunctive in operation. For example, each of the expressions
“at least one of A, B and C”, “at least one of A, B, or C”, “one
ormore of A, B, and C”, “one or more of A, B, or C”” and “A,
B, and/or C” means A alone, B alone, C alone, A and B
together, A and C together, B and C together, or A, B and C
together.

[0034] The term “a” or “an” entity refers to one or more of
that entity. As such, the terms “a” (or “an”), “one or more” and
“at least one” can be used interchangeably herein. It is also to
be noted that the terms “comprising”, “including”, and “hav-
ing” can be used interchangeably.

[0035] The term “automatic” and variations thereof, as
used herein, refers to any process or operation done without
material human input when the process or operation is per-
formed. However, a process or operation can be automatic,
even though performance of the process or operation uses
material or immaterial human input, if the input is received
before performance of the process or operation. Human input
is deemed to be material if such input influences how the
process or operation will be performed. Human input that
consents to the performance of the process or operation is not
deemed to be “material”.

[0036] The term “computer-readable medium” as used
herein refers to any tangible storage and/or transmission
medium that participate in providing instructions to a proces-
sor for execution. Such a medium may take many forms,
including but not limited to, non-volatile media, volatile
media, and transmission media. Non-volatile media includes,
for example, NVRAM, or magnetic or optical disks. Volatile
media includes dynamic memory, such as main memory.
Common forms of computer-readable media include, for
example, a floppy disk, a flexible disk, hard disk, magnetic
tape, or any other magnetic medium, magneto-optical
medium, a CD-ROM, any other optical medium, punch cards,
paper tape, any other physical medium with patterns of holes,
a RAM, a PROM, and EPROM, a FLASH-EPROM, a solid
state medium like a memory card, any other memory chip or
cartridge, a carrier wave as described hereinafter, or any other
medium from which a computer can read. A digital file attach-
ment to e-mail or other self-contained information archive or
set of archives is considered a distribution medium equivalent
to a tangible storage medium. When the computer-readable
media is configured as a database, it is to be understood that
the database may be any type of database, such as relational,
hierarchical, object-oriented, and/or the like. Accordingly,
the invention is considered to include a tangible storage
medium or distribution medium and prior art-recognized
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equivalents and successor media, in which the software
implementations of the present invention are stored.

[0037] The terms “determine”, “calculate” and “compute,”
and variations thereof, as used herein, are used interchange-
ably and include any type of methodology, process, math-
ematical operation or technique.

[0038] The term “module” as used herein refers to any
known or later developed hardware, software, firmware, arti-
ficial intelligence, fuzzy logic, or combination of hardware
and software that is capable of performing the functionality
associated with that element. Also, while the invention is
described in terms of exemplary embodiments, it should be
appreciated that individual aspects of the invention can be
separately claimed.

[0039] Various embodiments of the present invention are
set forth in the attached figures and in the detailed description
of the invention as provided herein and as embodied by the
claims. It should be understood, however, that this Summary
does not contain all of the aspects and embodiments of the
present invention, is not meant to be limiting or restrictive in
any manner, and that the invention as disclosed herein is and
will be understood by those of ordinary skill in the art to
encompass obvious improvements and modifications thereto.
[0040] Additional advantages of the present invention will
become readily apparent from the following discussion, par-
ticularly when taken together with the accompanying draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0041] FIG.1isablockdiagram of components that may be
included in embodiments of the present invention;

[0042] FIG.2 is a schematic depiction of a cleaning station
in accordance with embodiments of the present invention;
[0043] FIG. 3 is a block diagram of a cleaning station
operations monitor in accordance with embodiments of the
present invention;

[0044] FIG. 4 is an exemplary station-use record in accor-
dance with embodiments of the present invention;

[0045] FIG. 5A is an exemplary employee record in accor-
dance with embodiments of the present invention;

[0046] FIG. 5B shows a set of data structures according to
an embodiment of the present invention;

[0047] FIG. 6 is a block diagram of an administration com-
puter in accordance with embodiments of the present inven-
tion;

[0048] FIG. 7 is an exemplary compliance report in accor-
dance with embodiments of the present invention;

[0049] FIG. 8 is a flow chart depicting aspects of a method
of monitoring hand-washing compliance in accordance with
embodiments of the present invention;

[0050] FIG.9 is a schematic illustration of a hygiene com-
pliance system in accordance with embodiments of the
present invention;

[0051] FIGS. 10A-10C are schematic representations of
hygiene status in accordance with embodiments of the
present invention;

[0052] FIGS. 11A-11D are schematic illustrations of the
system shown in FIG. 9;

[0053] FIGS. 124 A-12E are additional schematic illustra-
tions of the system shown in FIG. 9;

[0054] FIGS. 13A-13C are additional schematic illustra-
tions of the system shown in FIG. 9;
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[0055] FIG. 14 is a flow chart illustrating a hygiene moni-
toring method in accordance with embodiments of the present
invention;

[0056] FIG. 15 is an illustration of a particular allocation of
hygiene levels in accordance with embodiments of the
present invention;

[0057] FIGS. 16A-16B are additional schematic illustra-
tions of the invention shown in FIG. 9;

[0058] FIGS. 17A-17B are additional schematic illustra-
tions of the invention shown in FIG. 9;

[0059] FIGS. 18A-18D are additional schematic illustra-
tions of the invention shown in FIG. 9;

[0060] FIG. 19 is a flow chart showing yet another hygiene
monitoring method in accordance with embodiments of the
present invention;

[0061] FIGS. 20A-20D are additional schematic illustra-
tions of the invention shown in FIG. 9;

[0062] FIGS. 21A-21D are additional schematic illustra-
tions of the invention shown in FIG. 9;

[0063] FIG. 22 is a close up of the device shown in FIG. 2;
[0064] FIG. 23 is an end brush in accordance with embodi-
ments of the present invention;

[0065] FIG. 24 is an alternative end brush in accordance
with embodiments of the present invention;

[0066] FIG. 25 is yet another alternative end brush in accor-
dance with embodiments of the present invention;

[0067] FIG. 26 is a scrub cylinder in accordance with
embodiments of the present invention;

[0068] FIG. 27 is an alternative scrub cylinder in accor-
dance with embodiments of the present invention;

[0069] FIGS. 28A-28C show cylinders of different sizes in
accordance with embodiments of the present invention;
[0070] FIG. 29 shows an adjustable cycle cleaning station
in accordance with embodiments of the present invention;
[0071] FIG. 30 shows a debris removal cylinder in accor-
dance with embodiments of the present invention;

[0072] FIG. 31 shows a surgical scrub automatic cleaning
station in accordance with embodiments of the present inven-
tion;

[0073] FIG. 32 shows a monitored hand sanitizer in accor-
dance with embodiments of the present invention;

[0074] FIG. 33 shows a complete hand care station in accor-
dance with embodiments of the present invention;

[0075] FIG. 34 is a flow chart showing a verification cycle
in accordance with embodiments of the present invention;
[0076] FIG. 35 is yet another schematic illustration of a
hygiene system in accordance with embodiments of the
present invention;

[0077] FIG. 36 is a flow chart showing a compliance
method for in accordance with embodiments of the present
invention;

[0078] FIG. 37 is an exemplary multilevel hygiene protocol
in accordance with embodiments of the present invention;
[0079] FIG. 38 is another multilevel hygiene protocol in
accordance with alternative embodiments of the present
invention;

[0080] FIG. 39 is a compliance report in accordance with
embodiments of the present invention;

[0081] FIG. 40 is another compliance report in accordance
with embodiments of the present invention;

[0082] FIG. 41 is still another compliance report in accor-
dance with embodiments of the present invention;
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[0083] FIG. 42 is a flow chart showing another compliance
method in accordance with embodiments of the present
invention;

[0084] FIG. 43 is still another hygiene protocol in accor-
dance with embodiments of the present invention;

[0085] FIG. 44 is still another compliance report in accor-
dance with embodiments of the present invention;

[0086] FIG. 45 is a graphical hygiene compliance report in
accordance with embodiments of the present invention;
[0087] FIG. 46 is another graphical compliance report in
accordance with embodiments of the present invention;
[0088] FIG. 47 is a schematic of a graphical user interface
providing hygiene compliance information in accordance
with embodiments of the present invention;

[0089] FIGS. 48A and 48B are illustrations of a compliance
monitoring system according to another embodiment of the
present invention;

[0090] FIG. 49 is an exemplary data management module
report;
[0091] FIG. 50 is a flow chart according to an embodiment

of the present invention;

[0092] FIG. 51 shows a set of data structures according to
an embodiment of the present invention;

[0093] FIG. 52 is a flow chart according to an embodiment
of the present invention;

[0094] FIG. 53 is ascreenshot according to an embodiment;
[0095] FIG. 54 is ascreenshot according to an embodiment;
[0096] FIG.55is ascreenshot according to an embodiment;
[0097] FIG.56is ascreenshot according to an embodiment;
[0098] FIG.57isascreenshot according to an embodiment;
[0099] FIG. 58 is ascreenshot according to an embodiment;
[0100] FIG.59 is ascreenshot according to an embodiment.

The drawings are not necessarily to scale;

[0101] FIG. 60 shows a wash chamber for use in a surgical
environment in accordance with embodiments of the present
invention;

[0102] FIG. 61 shows another embodiment of a wash
chamber for use in a surgical environment;

[0103] FIG. 62 shows another embodiment of a wash
chamber for use in a surgical environment;

[0104] FIG. 63 shows the cross section of an annular chan-
nel of one embodiment of the telescopic wash cylinder for use
in a surgical environment; and

[0105] FIG. 64 shows an end view of the sealing member
and channel.

DETAILED DESCRIPTION
[0106] The exemplary systems and methods of this inven-

tion will be described in relation to distributed processing
networks. However, to avoid unnecessarily obscuring the
present invention, the following description omits a number
of known structures and devices. This omission is not to be
construed as a limitation of the scope of the claimed inven-
tion. Specific details are set forth to provide an understanding
of the present invention. It should, however, be appreciated
that the present invention may be practiced in a variety of
ways beyond the specific detail set forth herein.

[0107] Furthermore, while the exemplary embodiments
illustrated herein show the various components of the system
collocated, certain components of the system can be located
remotely, at distant portions of a distributed network, such as
a LAN and/or the Internet, or within a dedicated system.
Thus, it should be appreciated, that the components of the
system can be combined in to one or more devices, such as a
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washing station, or collocated on a particular node of a dis-
tributed network, such as an analog and/or digital telecom-
munications network, a packet-switched network, or a cir-
cuit-switched network. It will be appreciated from the
following description, and for reasons of computational effi-
ciency, that the components of the system can be arranged at
any location within a distributed network of components
without affecting the operation of the system. For example,
the various components can be located in a switch, media
server, gateway, in one or more washing stations, at one or
more users’ premises, or some combination thereof.

[0108] Furthermore, it should be appreciated that the vari-
ous links connecting the elements can be wired or wireless
links, or any combination thereof, or any other known or later
developed element(s) that is capable of supplying and/or
communicating data to and from the connected elements.
These wired or wireless links can also be secure links and may
be capable of communicating encrypted information. Trans-
mission media used as links, for example, can be any suitable
carrier for electrical signals, including coaxial cables, copper
wire and fiber optics, and may take the form of acoustic or
light waves, such as those generated during radio-wave and
infra-red data communications.

[0109] Also, while the flowcharts have been discussed and
illustrated in relation to a particular sequence of events, it
should be appreciated that changes, additions, and omissions
to this sequence can occur without materially affecting the
operation of the invention.

[0110] The present invention is directed to a system and
method for ensuring employee compliance with washing
requirements, such as hand-washing requirements. However,
it is to be understood that embodiments of the present appli-
cation are also applicable to other types of washing systems,
including for example, boot-washing systems. In accordance
with embodiments of the present invention, employee use of
one or more automated cleaning stations is monitored. The
cleaning stations operate to dispense one or more fluids, such
as water, a cleaning fluid, such as soap, and/or a disinfectant,
etc., while a person’s hands are placed in a washbasin. As used
herein, a “washbasin” means a structure associated with the
cleaning station where the hands (or boots) are cleaned, such
as one or more wash cylinders, spray areas, pans, tubs, etc.
Employees may be instructed to wash their hands for a mini-
mum amount of time that has been determined to be sufficient
to provide a complete cleaning. The minimum time needed to
provide a complete cleaning and/or the types of fluids, agents,
and/or cleaning methods used in the automated cleaning may
vary depending a variety of factors including the employee’s
job duties and/or his or her past noncompliance. The cleaning
stations are operable to record and report data related to
employee compliance with such requirements. At least some
employees may not be required to wash their hands.

[0111] For purposes of discussion, the various embodi-
ments of the present invention are discussed herein in con-
nection cleaning an appendage of a user. However, it should
be understood that the various embodiments may be used in
connection with other objects. As used herein an “object”
may refer to anything cleaned by the automated cleaning
station. An object may be, for example, an appendage of a
user, a tool, a boot, and/or an inanimate object, etc. As used
herein, “inanimate object” means an object that is principally
not a biological tissue, although biological matter may be
associated with the inanimate object, for example, a virus,
bacteria, and/or pieces of tissue on a tool.
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[0112] Referring now to FIG. 1, components of a compli-
ance system in accordance with embodiments of the present
invention are illustrated in block diagram form. Shown in
FIG. 1is a plurality of cleaning stations 1004, 1005 . . . 100z.
The cleaning stations 100a-100z may be used by people
employed at a facility that requires employees to wash their
hands. Such facilities may include, for example, restaurants,
food processing facilities, hospitals and laboratories. Also
shown in FIG. 1 is an administration computer 104 for use by
a manager or administrator of the facility. The administration
computer 104 is operable to generate a compliance report as
described herein. As used herein, an administration computer
104 may include a file server or other network computer
operable to serve as a data collection point for data associated
with cleaning stations 100a . . . 1002. Additionally, it should
be understood that separate computational devices may be
used to store data and to access the stored data.

[0113] The administration computer 104 communicates
with the cleaning stations 100a-100# over a plurality of com-
munication links 108a, 1085 . . . 108#. The communication
links may be implemented by any one of a variety of methods
and may depend on the type of facility in which the cleaning
stations 100a-1007 are used. In particular, the communica-
tion links 1084-108% may be implemented as part of a local
area network (LAN) or a wide area network (WAN). As used
herein, a “communication link” does not imply a direct con-
nection between two endpoints. As can be appreciated by one
of skill in the art, a “communication link” may include a
communication session having parts that are routed through
various nodes of a communication network. More particu-
larly, the communication links 1084-108z may be imple-
mented using such protocols as Ethernet or USB. The com-
munications links 1084-108~ may be implemented as wired
or wireless connections. It may be the case that the adminis-
tration computer 104 is located in a separate facility from one
or more of the cleaning stations 1004-1007. In this case, a
distributed data network such as the Internet may form part of
the communication links 108a-108.

[0114] In accordance with embodiments of the present
invention, the system 100 may include active RFID monitor-
ing antennas or stations 112. The RFID monitoring stations
are operable to read RFID tags, which may be worn by the
employees of the facility. The RFID monitoring stations are
additionally in communication with the administration com-
puter 104 over communication link 108x.

[0115] Referring now to FIG. 2, an exemplary cleaning
station 100q¢ is illustrated. The cleaning station 100qa includes
a cleaning station operations monitor 200. The cleaning sta-
tion operations monitor 200 may comprise a computational
device such as a general-purpose computer, controller, or
ASIC that controls and coordinates the operation of the vari-
ous electronic components associated with the cleaning sta-
tion 100a. Additionally, the cleaning station operations moni-
tor 200 is operable to record data associated with employee
use of the cleaning station 100a and to report the data to the
administration computer 104. The cleaning station operations
monitor 200 may be incorporated into the cleaning station
100a or, alternatively, may be implemented as a separate
computing device.

[0116] Also shown in FIG. 2 is a user 204 of the cleaning
station 100a. The user 204 may be an employee or visitor who
is required to wash their hands because of the nature of their
work or the nature of the facility. The user 204 is shown
wearing a user RFID tag 208. The user RFID tag 208 is
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programmed by an RFID tag programming device (not
shown) with information such as an employee number that,
when read, uniquely identifies the employee or user 204. The
RFID tag 208 may be incorporated into an identification
badge or bracelet worn by the user 204.

[0117] In accordance with embodiments of the present
invention, the cleaning station 100« includes an RFID reader
212 and an optical sensor 216. The RFID reader 212 is posi-
tioned so as to be able to read the user RFID tag 208 when the
user 204 is washing his or her hands at the cleaning station
100a. The RFID reader 212 may be incorporated into the
cleaning station 100a or, alternatively, may be implemented
as a stand-alone device. For example, the RFID reader 212
may be positioned adjacent to a cabinet associated with the
cleaning station 100a. The optical sensor 216 is positioned so
as to be able to sense that the hands of the user 204 are placed
within the washbasin 220 in a position where they will prop-
erly receive cleaning fluids, such as water, soap and/or disin-
fectant as dispensed by the cleaning station 100a. The RFID
reader 212 and the optical sensor 216 are in communication
with cleaning station operations monitor 200, which, in turn,
is operable to collect data associated with these devices. In
particular, data is collected from the RFID reader 212 indi-
cating the identity of the user 204. Additionally, the cleaning
station operations monitor 200 records the length of time in
which the hands of the user 204 were placed in the washbasin
220 as indicated by the optical sensor 216. In addition to
RFID, other methods of identifying a user are within the
scope of the present invention. In particular, a user may be
identified by means of a typed password, retinal scan, voice
print, palm print, fingerprint, face identification, bar coding
(on an employee ID), etc.

[0118] The cleaning station 100a also includes a video
display 224 positioned for viewing by the user 204 when he or
she is washing his or her hands. The video display 224 may be
incorporated in the cleaning station 100a or, alternatively,
may be implemented as a separate device. For example, the
video display 224 may be positioned on a wall in front of the
user 204 as they stand at the cleaning station 100a. The video
display 224 operates to display brief video segments to the
user 204 while the cleaning station 100q is cleaning his or her
hands. The video display 224 may be under the control of the
cleaning station operations monitor 200. As the user 204 is
utilizing the cleaning station 100q, administrator-selected
data is transmitted to the video display 224. This information
may be simple feedback to the user 204 informing them of the
amount of hand washings they did in the current day, week,
month, etc. In addition, there may be training programs that
communicate information to the user 204, such as the risks of
hand borne pathogens, to constantly remind the user 204 of
the importance of hand hygiene. This system has the flexibil-
ity to provide a wide range of communications to the user 204.

[0119] Also shown in FIG. 2 is a consumables container
228 that contains a material, such as soap or disinfectant used
in connection with the operation of the cleaning station 100a.
Although not shown, a plurality of consumable containers
228 may be associated with a cleaning station 100a. The
consumables container 228 includes a detachable connection
to a consumable receptacle 230 associated with the cleaning
station 100a so that the consumable container 228 may be
removed and disposed of when its contents are expended.
After the disposal ofaused consumables container 228, a new
consumables container 228 is then attached to the cleaning
station 100a. In accordance with embodiments of the present
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invention, the consumables container 228 also includes a
consumables RFID tag 232 that contains information related
to the consumable container 228. A consumables RFID
reader 236 associated with the cleaning station 100a reads the
consumables RFID tag 232 and communicates information
related to the consumables container 228 to the cleaning
station operations monitor 200. Although RFID is discussed
herein for use of identification of consumables, other types of
identification systems may be used, such as bar codes.

[0120] Referring now to FIG. 3, a block diagram of com-
ponents and features of the cleaning station operations moni-
tor 200 is shown. As mentioned previously, the cleaning sta-
tion monitor 200 is a computational device. Accordingly, the
cleaning station operations monitor 200 includes a processor
300, a memory 304 and signaling interfaces 308 and 312
operable to communicate with external electronic and/or
computational components. The first signaling interface 308
operates to communicate with the administration computer
104 over communication link 1084, as described above. The
second signaling interface 312 operates to communicate with
the various electronic components associated with the clean-
ing station 100¢ including the RFID readers 212 and 236, the
optical sensor 216, and the video display 224. The second
signaling interface 312 may be a portion of a backplane
incorporated into cleaning station 100a that includes a con-
nection to the cleaning station’s 1004 electronic components.
Alternatively, if the cleaning station operations monitor 200
is implemented as a stand-alone computer, the cleaning sta-
tion operations monitor 200 may communicate with the
cleaning station’s electronic components through a network
or serial bus connection.

[0121] The memory 304 includes a plurality of stored pro-
gram applications or modules that implement various fea-
tures of a compliance monitoring system. In accordance with
embodiments of the present invention, the memory 304 may
include a compliance-monitoring module 316, a training
module 320, a consumables authentication module 324, and/
or a solutions selection module 328. Additionally, the
memory 304 may include data structures 332 associated with
the various modules. In accordance with embodiments of the
present invention, the data structures 332 include a station-
use record 336 and one or more employee records 340. The
operation of the various modules and data structures is
described in greater detail below.

[0122] The compliance-monitoring module 316 operates to
monitor and record the activity of a plurality of users 204 of
the cleaning station 100a. The process is outlined as follows.
The user 204 approaches a cleaning station 100a with a RFID
tag 208 on their person, which was programmed with a RFID
tag programming device with the individual’s name or num-
ber, and/or other pertinent data. The tag 208 is read by the
RFID reader 212 when the user 204 approaches and/or begins
using the cleaning station 100a. When the user 204 places his
or her hands into the cleaning station washbasin 220, the
optical sensor 216 initiates a cleaning cycle. If the hands of
the user 204 do not stay in the washbasin 220 for the full cycle
time, the optical sensor 216 will indicate in the data structure
332 that the user 204 did not have a complete cleaning. Once
the user is finished using the cleaning station 100q, the data
showing such items as user name, time, date, station location
and/or identification, and whether the cycle was complete,
etc., is stored in the data structure 332. The stored data is later
accessed by the administration computer 104 in connection
with the generation of a compliance report.
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[0123] An exemplary station-use record 336 having data
associated with a plurality of users 204 is shown in FIG. 4. In
accordance with embodiments of the present invention, an
entry in the station-use record 336 may include an employee
name 400 indicating who used the cleaning station 100q, a
time stamp 404 indicating when the cleaning cycle was initi-
ated, a duration 408 indicating how long the user 204 kept his
or her hands in the washbasin 220, the date 412, and a com-
pliance indicator 416 specifying whether or not the user 204
kept his or her hands in the washbasin 220 for the required
time. As an example, the station-use record shown in FIG. 4
indicates that on May 21, 2006 Janet Smith met the hand-
washing requirement by completing a cleaning cycle that was
initiated at 8:00.00 A.M. and that lasted for 10 seconds. In an
alternative embodiment, the station-use record 336 may con-
tain only raw data such as the time 404, date 412 and duration
408 of the cleaning cycle while determinations related to
compliance requirements are made by a separate module
running on the administration computer 104.

[0124] The compliance-monitoring module 316 may also
operate to monitor hand-washing requirements that are spe-
cific to each employee. Some employees may have stricter
hand washing requirements than others at the same facility.
For example, a hospital emergency room may employ both
surgeons and social workers. As can be appreciated, the sur-
geons will be required to wash their hands more frequently
and more thoroughly than the social workers. Accordingly,
the compliance-monitoring module 316 may access
employee records to determine the type, concentration, and/
or amount of cleaning fluid to be dispensed for a particular
employee. Additionally, employee records may contain other
hand washing compliance data that is specific to each
employee such as the amount of time and/or frequency that an
employee is required to wash his or her hands. Washing
requirements may also depend on an employee’s history of
compliance with his or her washing requirements. For
example, an employee may be required to wash his or her
hands more thoroughly if his or her previous hand washings
were incomplete or hand not been wash for some period of
time.

[0125] Embodiments of the present invention may include
a training module 320. In accordance with at least one
embodiment of the present invention, the training module 320
operates to transmit educational information to the user 204
while the cleaning cycle is running via sound and/or a visual
source, such as a video display 224. The information may
comprise segments equal in duration, or slightly longer or
shorter in duration than the cleaning cycle. For example, the
segments may contain information regarding hand hygiene in
a series of segments lasting approximately 10-15 seconds. In
accordance with at least one embodiment of the present
invention, the employee record 340 portion of the data struc-
ture 332 keeps track of the user 204 and knows the sequence
oftraining segments so each time a user 204 uses the cleaning
station 100a, the next pertinent training segment will display
on the video display 224.

[0126] In accordance with at least one embodiment of the
present invention, the training module 320 may access the
employee record 340 to provide custom designed content in
conjunction with the user’s 204 needs/requests. Accordingly,
as one possible alternative to educational/training content,
entertainment content specific to the user’s 204 preferences
may be displayed. Here, other information is conveyed to the
user, such as news (e.g., weather, breaking stories, current
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events, stock prices, etc.) and sports information. The training
module 320 may, therefore, accommodate specific requests to
convey information of interest to the user. In at least one
embodiment of the present invention, the information con-
veyed to the user may be anything other than information
about a cleaning station function parameter (e.g., water pres-
sure, soap level, etc.). That is, content other than information
about the cleaning station operating parameters so that the
user is interested in staying at the cleaning station for an entire
wash cycle.

[0127] The training module 320 may give feedback to the
user 204 through the video display 224, including such infor-
mation as their hand-washing statistics over a given period of
time. For example the administrator of a facility may want to
encourage system usage by conveying one or more compli-
ance statistics, and/or informing a user 204 that the user 204
has won a prize by having high marks for compliance with the
hand-washing protocol. Accordingly, the employee record
340 may keep track of data associated with user 204, and this
data may be accessed by the training module 320 to inform
the user 204 in real time, and/or the administrator in a subse-
quent report, as to compliance statistics. Additionally, the
video display 224 may be used to provide notices, such as for
upcoming meetings and events that are pertinent to all staff or
to a specific person.

[0128] The solutions selection module 328 may determine
which solution is to be used with each individual user 204. For
example, one user 204 may have an allergy to the standard
solution, so the system is programmed to automatically use a
different and appropriate solution when this user 204 is iden-
tified through their RFID tag 208. Information related to user
allergies may be contained in the employee record 340.
[0129] An exemplary employee record 340 for use in con-
nection with both the training module 320 and the solutions
selection module 328 is shown in FIG. 5A. In accordance
with embodiments of the present invention, an entry in the
employee record 340 may include the employee name 500,
hand-washing 504 statistics associated with employee, cur-
rent training segment 508 to be viewed by the employee, the
employee’s preferred entertainment content 512, and/or a
listing of the employee’s allergies 516. As an example, the
employee record shown in FIG. 5A indicates that Bill Forbes
is in 97% compliance with the hand-washing requirement,
has currently viewed seven training modules, prefers to watch
the news while washing his hands, and has an allergy to
cleaning solution A.

[0130] In accordance with embodiments of the present
invention, an employee record may include a lookup table
that indicates a particular cleaning protocol that is to be
applied to a particular employee. An exemplary lookup table
520 is shown in FIG. 5B. The lookup table 520 includes a
plurality of employee identifiers 524 and, for each employee
identifier, a corresponding employee type indicator 528 and
cleaning protocol identifier 532. The employee identifier 524
is commonly an RFID or suitable wirelessly readable identi-
fication code. The employee type indicator 528 commonly
references the job responsibilities and/or title/position of the
identified employee. For example, in a caregiver application a
“1” might refer to a nurse, a “2” to an imaging technician, a
“3” to a doctor, and a “4” to a member of the janitorial staff.
Alternatively or in combination, the particular individuals
may be identified by a key code including a name or a job
description. The cleaning protocol identifier 532 refers to the
particular cleaning protocol to be used for the corresponding
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identified employee. Typically, each cleaning protocol has a
corresponding set of cleaning medium to be used, medium
application duration, and wash duration. For example, clean-
ing protocol identifier “1” may require a ChlorHexidine Glu-
conate (“CHG”) wash, a “2” either a CHG wash or alcohol
towelette or wipe, and a “3” a CHG wash followed by an
alcohol wipe. Examples of other sanitizing solutions that may
be used individually or collectively in cleaning protocol(s)
include quaternary ammonium solutions. In one configura-
tion, the cleaning protocol identifier is further varied based
upon the location of the corresponding washing station,
which is readily determined from the station identifier. A
washing station in a highly hygiene sensitive area, such as an
operating room, may provide a more demanding cleaning
protocol than a station at a less hygiene sensitive area, such as
a nursing station. In some cases, the cleaning protocol iden-
tifier may indicate that no cleaning is required. For example,
the data structures of FIG. 5B show that, for employee type
“4” the protocol identifier has a value of “0”, or no cleaning
is required.

[0131] It should be understood that the data fields associ-
ated with the exemplary employee record 340 discussed
above and shown in FIG. 5A and the lookup table 520 shown
in FIG. 5B are by way of illustration and not limitation. A
particular employee record 340 may include other fields such
as, for example, a user’s department, an auto-assigned system
identification number, a RFID number, a user identification
number, one or more contact telephone numbers, and/or a
contact email address. As can be appreciated, the choice of
data fields used in a particular employee record 340 will vary
depending on the context and the requirements that are par-
ticular to each use of the present invention.

[0132] In accordance with embodiments of the present
invention, the employee record 340 may be an instance of a
global employee record maintained centrally at the adminis-
tration computer 104. Accordingly, the administration com-
puter may periodically access and/or update a plurality of
instances of employee records 340 associated with each
cleaning station 100a-1007 in order to maintain a compre-
hensive employee record. Alternatively, at least a portion of
the employee use record 340 or data described herein as being
associated with the employee use record 340 may be stored in
the RFID tag 208 worn by the user 204. For example, a list of
the user’s 204 allergies may be stored in his or her RFID tag
208 and read by the RFID reader 212 when the user 204
washes his or her hands.

[0133] Embodiments of the present invention may include
operation of a consumables authentication module 324 that
operates to recognize when a non-authorized solution is intro-
duced into the system. The consumables container 228 and/or
a receptacle or fitting associated with the cleaning station
100a for receiving the consumables container 228 may be
mechanically designed to discourage introducing non-autho-
rized solutions to the system. In accordance with embodi-
ments of the present invention, the consumables container
228 includes a consumable container RFID tag 232 that is
recognized by the RFID reader 236 as an approved solutions
container. If the consumables container 228 is withdrawn
from the cleaning station 100a and reinstalled, the RFID
reader 236 will recognize the tag as invalid and warn the user
204 through the video display 224 and/or the administrator
through the administration computer 104 that this is not
acceptable and potentially void the product warranty. Alter-
natively, or in addition thereto, an option is available where
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the cleaning station 1004 will stop functioning at the direction
of'the consumables authentication module 328 until a proper
consumables container 228 with a valid RFID tag 232 is
inserted into the cleaning station solution receptacle 230. In
yet another possible alternative and/or in addition to the
options provided above, the known number of doses or appli-
cations of the consumable material may be associated with a
valid RFID tag 232 and monitored by the consumables
authentication module 328 so that once the number of appli-
cations is reached (and thus the consumable expended) the
cleaning station 100a cannot be used until another valid con-
sumables container 228 is installed. For example, say that one
consumables container 228 contains enough cleaning fluid
for approximately 500 hand-washing cycles. Once the clean-
ing station 100a has administered approximately 500 hand-
washing cycles using a particular consumables container 228,
then this container will no longer be operable with the clean-
ing station 100q. This prevents the consumable container 228
from being removed, refilled with a non-approved cleaning
fluid, and then reattached for use with the cleaning station
100a. Such forced compliance for use of the proper consum-
ables provides compliance regulators and/or administrators
confidence that, for example, the approved disinfectants are
being applied to the users 204 hands with each cleaning or
use.

[0134] In addition to RFID, other methods and/or systems
may be used to identify the consumables container 228. In
particular, the consumable container 228 may be identified by
a bar code and bar code reader. Moreover, the present inven-
tion may include modules that perform other functions such
as collecting and reporting maintenance data; reporting infor-
mation on the last recorded information transfer; and/or
reporting the cleaning station’s name, type, IP address and
current software version.

[0135] Referring now to FIG. 6, a block diagram showing
components and features of the administration computer 104
is illustrated. Administration computer 104 includes a pro-
cessor 600, a memory 604 and signaling interfaces 608 and
612 operable to communicate with external electronic and/or
computational components. The first signaling interface 608
operates to communicate with the cleaning stations 100a-
100z over communication links 1082-1087, as described
above. The second signaling interface operates to communi-
cate with the various input 616 and output 620 devices asso-
ciated with the administration computer 104. The input
device 616 may be, for example, a keyboard or a mouse. The
output device 620 may be, for example, a monitor or a printer.
[0136] The memory 604 includes a plurality of stored pro-
gram applications or modules that implement various fea-
tures of a compliance monitoring system. In accordance with
embodiments of the present invention, the memory 604 may
include a data retrieval module 624, custom report module
628, and a compliance monitoring module 630. Additionally,
the memory 604 may include data structures 632 associated
with the various modules. In accordance with embodiments
of the present invention, the data structures 632 may include
an employee record 636 and/or a compliance report 640. As
can be appreciated by one of skill in the art from the disclo-
sure herein, the memory 604 may include database structures
implemented using suitable database software (such as SQL
Server Express).

[0137] The data retrieval module 624 operates to retrieve
data associated with cleaning stations 1004-1007. Such data
may include data related to cleaning station usage and/or
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employee specific data. The data may be contained in a clean-
ing station-use record 336 and/or an employee record 340
associated with a cleaning station 100a-100%. Additionally,
the data retrieval module 624 may operate to maintain a
global employee record 636 as described above.

[0138] The custom report module 628 operates to generate
the compliance report 640. The compliance report is gener-
ated from data contained in each station-use record 336 asso-
ciated with cleaning stations 100a-1007. An exemplary com-
pliance report is shown in FIG. 7. In accordance with
embodiments of the present invention, an entry in the com-
pliance report 640 may include an employee name 700, time
stamp 704 indicating when a cleaning cycle was initiated, the
date 708 of the cleaning cycle, the location 712 where the
cleaning cycle took place, and a compliance indicator 716
specifying whether or not the user 204 met the compliance
requirement. As an example, the compliance report shown in
FIG. 7 indicates that on May 21, 2006 Janet Smith met the
hand-washing requirement by completing a cleaning cycle
that was initiated at 8:00.00 A.M at cleaning station A. As
noted, compliance reports may include data pertaining to user
statistics. Alternatively, or in addition to reports comprising
user statistics, reports may be generated that are directed to
the consumables, such as soap and disinfectants.

[0139] The compliance report 640 may be generated at
different time intervals and may be grouped based on differ-
ent criteria. For example, the compliance report may be gen-
erated daily, weekly, monthly, yearly, et cetera. Moreover, the
compliance report 640 may be generated that are grouped by
individual or station.

[0140] In accordance with embodiments of the present
invention, FIG. 8 shows a block diagram illustrating the steps
of' a method of monitoring a compliance requirement. Ini-
tially, at step 800 a user 204 approaches a cleaning station
100a and presents a badge having a RFID tag 208 to an RFID
reader 212. At step 804 the RFID tag 208 is read and the user
204 is identified. At step 808 the user’s 204 name, the date, the
time, and the location of the cleaning station 100a are
recorded. At step 812 a cleaning cycle is initiated when the
user 204 places her or his hands in position to be washed.
During the wash cycle, at optional step 816, the user 204 is
provided with educational or entertainment content through
the video display 224. At step 820 the wash cycle is completed
and data is recorded including the duration of time the user
204 allowed his or her hands to be washed. At step 824 the
transaction is completed and recorded. At step 828, data is
collected from the cleaning stations 100a-100% over the com-
munication links 108a-108#. In particular, data may be routed
to a central collection point or FTP folder. Finally, at step 832,
the collected data is used to generate a compliance report 640.
Additional steps associated with the method may include:
monitoring proper use of consumables; warning that an
improper consumables container 228 has been installed;
warning that a consumables container 228 is empty or nearly
empty based on the number of uses since being installed; and
warning that none or more users are failing to meet compli-
ance requirements.

[0141] The present invention may be operable to track
movements within a facility and/or actions taken by those
located at a facility. This and other hygiene protocol monitory
features are achieved through the operator of the compliance
monitoring module 630. In tracking movements within a
facility, the present invention is operable to track movement
of both persons and objects. Additionally, embodiments of
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the present invention may be used to approximately track the
movement of a contagion through a facility. In tracking the
actions of those at a facility, the present invention is operable
to track hygiene related activates that may lead to the intro-
duction and/or spread of a contagion in a facility.

[0142] In location tracking, the present invention may
define a hierarchical range of hygiene levels. Each level is
assigned a number and the higher the number the more strin-
gent the corresponding hygiene requirements. The lowest
level or level 1 may specify no particular hygiene require-
ments. Levels above level 1 may define progressively more
stringent hygiene requirements. As can be appreciated, a par-
ticular facility, such as for example, a food service establish-
ment may have only two hygiene levels. In particular, level 1
may specify no particular hygiene requirements and level 2
may specify that a hand-washing is required. Alternatively,
level 1 could have the highest hygiene requirements and
levels higher than 1 (e.g. level 2) correspond to progressively
lower hygiene requirements. A facility, such as for example,
a hospital, may define higher level requirements that include
more thorough hand-washing as well as boot-washing. Addi-
tionally, higher hygiene levels may include frock hygiene
requirements.

[0143] An example of a multi-level hygiene level assign-
ment will now be described with reference to FIG. 9. FIG. 9
is an illustration of facility having a number of different areas.
The different areas A, B, C and D may correspond to different
rooms and/or sections of the facility. In accordance with
embodiments of the present invention, different areas corre-
spond to different hygiene levels. For the facility shown in
FIG. 9, area A is assigned a hygiene level of 1, area B is
assigned a hygiene level of 2, area C is assigned a hygiene
level of 3 and area D is assigned a hygiene level of 4. For
example, in the instance that the facility shown in FIG. 9 is a
hospital, area A might correspond to a bathroom. Similarly,
area B might correspond to a waiting area, area C might
correspond to a staging area, and area D might correspond to
a surgery wing. As can appreciated, on or more doors or gates
904 provide a means for passing between area. The facility
shown in FIG. 9 additionally includes a number of hygiene
stations, such as for example, the automated cleaning station
100, shown in FIG. 2. The facility also includes an adminis-
tration computer 104 and a number of RFID monitoring sta-
tions.

[0144] In accordance with embodiments of the present
invention, the concept of hygiene levels may be further used
to define a “hygiene status” which is associated with a par-
ticular individual. An individual’s hygiene status is defined by
two numerical values, which together indicate whether or not
the individual is in fact or potentially in violation of a facili-
ty’s hygiene protocol. The first numerical value indicates the
current level of hygiene attained by the individual. As used
herein, this numerical value is referred to as the individual’s
“hygiene radius.” The second numerical value indicates the
minimum hygiene level required by the area in which the
individual is currently located. As used herein, the second
numerical value is referred to as the individual’s “working
radius.” Here, it should be understood that “hygiene radius”
and “working radius” do not correspond to physical dis-
tances. Instead, “hygiene radius™ and “working radius™ cor-
respond to numerical values that when compared with each
other give an indication of an individual’s hygiene status.
Specifically, when an individual’s hygiene radius falls below
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his or her working radius, a “hygiene radius violation” occurs.
The consequences of a hygiene radius violation are described
in detail below.

[0145] By way of illustration, FIG. 9 includes three indi-
viduals or persons, who are located within the facility. Person
Xislocatedin area C, personY is locatedin area C and person
Z islocated in area D. In accordance with embodiments of the
present invention, each of the persons will have a hygiene
status by virtue of their location and current hygiene level.
The above-described hygiene status scheme will now be
described with reference to persons X, Y and Z. Additionally,
reference is made to FIGS. 10A-10C, which include a visual
representation of the hygiene status of persons X, Y and Z,
respectively. Conceptually, a hygiene status in accordance
with embodiments of the present invention may be under-
stood as two radii superimposed on a set concentric circles,
which represent the various hygiene levels that may be
defined for a particular facility. FIGS. 10A-10C include four
concentric circles corresponding to the four hygiene levels
defined for the exemplary facility shown in FIG. 9.

[0146] FIG. 10A shows a visual representation of the
hygiene status of person X, who is shown in FIG. 9. As can be
seen in FIG. 10A, person X currently has a hygiene radius of
3 and a working radius of 3. Typically, it is the case that a
person’s hygiene level does not exceed the hygiene level of
the room in which the person is working. More particularly,
the hygiene radius does not typically exceed the working
radius. Compare this to FIG. 10B, which is a visual represen-
tation of the hygiene status of person Y. As can be seen in F1G.
10B, personY currently has a hygiene radius 4 and a working
radius of 3. Having a hygiene radius greater than a working
radius may be only a temporary situation. In particular, expo-
sure to contagions, contaminants and/or other elements
within the zone may occur which would degrade the hygiene
radius value to 3 or more specifically, down to the current
level of the zone in which person Y is located. Turning now to
FIG. 10C, wherein a hygiene status for person Z is shown.
The hygiene status depicted in FIG. 10C includes a hygiene
radius of 2 and a working radius of 4. The situation depicted
in FIG. 10B indicates a hygiene radius violation. In accor-
dance with embodiments of the present invention, a number
of sub levels may be defined with a particular hygiene level.
These sub levels are non hierarchical with respect to each
other. This embodiment of the present invention is illustrated
in FIG. 2D.

[0147] Whether or not a hygiene radius violation is toler-
ated, will depend on the particular hygiene protocol imple-
mented by a facility. Under a more stringent hygiene protocol,
a hygiene radius violation may lead to a hygiene protocol
violation. As used herein, a “hygiene protocol violation” indi-
cates that the person is out of compliance with the facility’s
hygiene protocol and in embodiments of the present inven-
tion, which provide a monitoring of the facilities hygiene
performance, the individual’s hygiene protocol violation will
be recorded.

[0148] Within a more stringent hygiene protocol, different
degrees of stringency may be defined. For instance, a hygiene
protocol violation may occur only after a predetermined time
from which a hygiene radius occurred. Alternatively, a
hygiene radius violation may immediately result in a hygiene
protocol violation. In still other instances, a facility may force
an individual to have the required hygiene level prior to entry
into a particular hygiene zone. Here, a hand washing station
may be provided in the near the boundary between hygiene
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zones. This hand-washing station may be electronically
coupled to a door, which provides ingress into the higher-
level hygiene zone, as described in greater detail below.
[0149] In contrast to the more stringent hygiene protocols
defined above, a looser hygiene protocol may be defined.
Here, a hygiene radius violation may be tolerated. In particu-
lar, a hygiene radius violation is not raised to a hygiene
protocol violation. Instead, in response to a hygiene radius
violation, an individual may simply be made aware of the fact
that a hygiene related action is required or recommended.
[0150] Under any particular hygiene protocol, one or more
action(s) may be taken to remedy a hygiene radius violation.
For instance, the individual may be instructed or required to
wash his hands. Alternatively, the individual may be
instructed to wash one or more articles of clothing, such as a
boot or frock. In accordance with yet another alternative
embodiment of the present invention, the individual may be
locked out from using facility related equipment and/or a
designated work station or area. For instance, if the individual
is working in a food service environment, that person’s food
prep station may be mechanically locked out and/or logically
(e.g. by software disable). In that regard, the individual will be
physically prevented from accessing any food items. In some
instances, a warning may be given. This warning indicates to
the individual that a hygiene radius violation has been
detected or encountered. The individual may then have a
certain limited time to remedy the hygiene radius violation by
taking such steps as washing his or her hands. If the individual
fails to address the hygiene radius violation, the hygiene
radius violation may then be raised to a hygiene protocol
violation. In other instances, a lower than required hygiene
radius will not be tolerated. Here, once a hygiene radius
violation occurs, a protocol violation will immediately occur.
[0151] In response to a hygiene radius violation, an indi-
vidual may perform a hygiene related action and as a conse-
quence have his or her hygiene radius upgraded. As a result of
having his hygiene radius upgraded, it may no longer be the
case that his hygiene radius is lower than his working radius.
Accordingly, the hygiene radius violation may be cleared.
[0152] Asmentioned above, a hygiene radius violation cor-
responds to the situation wherein an individual’s hygiene
radius is below his or her working radius. As can be appreci-
ated, this situation can be brought about by changes in either
an individual’s hygiene radius or changes in the individual’s
working radius. In some instances, a change in an individual’s
working radius can impact the individual’s hygiene radius. It
should be noted however, that the reverse is not the case.
Specifically, a change in an individual’s hygiene radius will
not impact the individual’s working radius. An individual’s
working radius simply corresponds to the required hygiene
level for the area in which he or she is located. These concepts
are explained in more detail with reference to FIG. 11A
through FIG. 11D, which show a schematic of the facility
shown in FIG. 9.

[0153] AsshowninFIG.11A, personXis located in area C.
As shown in the figure, his hygiene radius is 3 and his working
radius is 3. If the individual leaves the area in which he is
currently located, his hygiene status may be affected. In FIG.
11A, there are shown two possible paths person X may take in
leaving area C. Arrow 300 indicates leaving zone C and
entering zone D. Arrow 304 indicates leaving zone C and
entering zone B.

[0154] As shown in FIG. 11B, person X takes the path
indicated by arrow 1100 from the zone C into zone D. As
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indicated in the figure, when in zone D the individual’s
hygiene radius remains at 3, while his or her working radius
is raised to 4. This is the case because the individual had a
previous hygiene level of 3 and entered into a working area
having a hygiene level of 4. Having not yet undergone or
performed hygiene related action, his hygiene radius remains
constant. As his hygiene radius is now less than his working
radius, which corresponds to a hygiene radius violation.
[0155] The hygiene radius violation depicted in FIG. 11B
resulted from a change in an individual’s working radius, with
no corresponding change in his hygiene radius. As the indi-
vidual crossed into a higher level hygiene zone, a hygiene
radius violation occurred. In particular, the individual’s work-
ing radius value was increased while his hygiene radius
remained constant, thereby resulting in a higher working
radius than hygiene radius, and consequently in a hygiene
radius violation.

[0156] In FIG. 11C, person X takes the path indicated by
arrow 1104 into zone B. As zone B is at a lower hygiene level
than zone C, this movement by the person X does not involve
a hygiene radius violation. As shown in FIG. 11C, person X,
upon entry into zone B, has a hygiene radius of 2 and a
working radius of 2. The situation depicted in FIG. 11Cis one
embodiment of the present invention, which corresponds to
the requirement that a hygiene radius immediately be down-
graded once a lower level hygiene zone is entered. The
requirements imposed on the individual may vary depending
on the hygiene protocol implemented by the facility.

[0157] In FIG. 11D, person X takes the path indicated by
arrow 1104 into zone B. As shown in FIG. 11D, person X,
upon entry into zone B, does not have his hygiene radius
immediately downgraded. Here, person X has a hygiene
radius of 3 and a working radius of 2. The situation depicted
herein is one embodiment of the present invention, which
corresponds to the situation where immediate downgrading
of the hygiene radius is not required. As used herein, this
situation is referred to a “contingent downgrade” of a hygiene
radius.

[0158] Here, the downgrading of an individual’s hygiene
radius value may be contingent on a number of factors. For
instance, the downgrading of the individual’s hygiene radius
may be dependent on the amount of time spent in a particular
hygiene zone. Alternatively, downgrading of the hygiene
radius may be contingent on the individual’s contact with one
or more objects located within the contamination zone.
[0159] Turning now to FIGS. 12A-12E, the concept of con-
tingent downgrade of the hygiene radius value is further illus-
trated. Specifically, FIGS. 12A-12F illustrate the concept of
time dependent contingent downgrade of a hygiene radius. As
shown in FIG. 12A, an individual is located in area D. Here,
the individual has a hygiene radius of 4 and a working radius
of 4. In FIG. 12B, the individual moves from area D into area
B. Here, the downgrading of the individual’s hygiene radius is
contingent on the amount of time spent in the lower level
hygiene zone. Accordingly, the individual’s hygiene radius
value initially remains at 4, while his working radius is low-
ered to 2. As shown in FIG. 12C, the individual very quickly
returns to area D. Here, the individual’s hygiene radius
remains at 4 upon his return to the area D. Alternatively, the
individual may decide to remain in zone B for an extended
period of time. This situation is shown in FIG. 12D. Here, the
prolonged exposure to zone B results in a downgrading of the
individual’s hygiene radius to a value of 2, or, equivalently, to
the same value as is in effect in the area in which he is located.
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FIG. 12E indicates the situation where the individual eventu-
ally returns to the area D after having been in area B for an
extended period of time. Crossing into level 4 results in his
working radius being raised to level 4. Having not yet per-
formed a hygiene action, his hygiene radius value remains at
level 2. Accordingly, a hygiene radius violation occurs.
[0160] Itshould beunderstood that the situation depicted in
FIGS. 12A-12E corresponds to a looser hygiene compliance
protocol. The situation is not necessarily inappropriate, it is
just an illustration of a particular situation that may meet the
needs of a particular facility.

[0161] As shown in FIGS. 13A-13C, using contingent
downgrading of hygiene radius values may allow an indi-
vidual to transition through a lower level hygiene area, pro-
vided the individual does not remain in that lower level
hygiene area for an extended period of time. Referring to FIG.
13 A, an individual can be seen located in area D. As shown in
FIG. 13A, the individual may take two different paths into
zone C. The first path indicated by arrow 1300 takes the
individual directly into area C. The path indicated by arrow
1304 takes the individual into the area C by way of passing
through area B. As can be appreciated, the path indicated by
arrow 1300 will not result in a hygiene radius violation. In
particular, the individual has a hygiene radius of 4 and is
entering into a lower level hygiene area, namely a hygiene
area requiring hygiene level of 3. In contrast, the result of
taking the path indicated by arrow 1304 may result in differ-
ent actions being taken depending upon the facility’s hygiene
compliance protocol. In particular, if contingent hygiene
radius downgrading is allowed, then an individual may be
allowed to transition through the area B, without adversely
affecting his hygiene radius value. This situation is depicted
in FIG. 13B. Alternatively, if contingent hygiene radius
downgrade is not allowed, then the individual will not be
allowed to transition through area B without adversely affect-
ing his hygiene radius value. This situation is depicted in FIG.
13C. In FIG. 13B, the individual arrives in area C with a
hygiene radius value of 4, and in FIG. 13C, the individual
arrives in C with a hygiene radius value of 2.

[0162] The above discussions of the present invention
address the situation wherein a hygiene radius downgrade
and/or a hygiene radius violation occurs as a result of move-
ment of an individual through a facility. Monitoring of such a
situation is illustrated in the flow chart shown in FIG. 14,
which shows the operation of the compliance monitoring
module 630.

[0163] Referring now to FIG. 14, at step 1400, a hygiene
status of one or more individuals is monitored. At step 1404,
atransition between hygiene zones is detected. If no detection
of atransition between hygiene zones occurs, step 1400 again
follows. If a transition between hygiene zones occurs, step
1408 follows.

[0164] At step 1408, the working radius of the individual
who transitioned between hygiene zones is updated. In par-
ticular, the hygiene level for the zone in which the individual
is currently located is given as the individual’s hygiene radius.
[0165] In step 1412 which follows step 1408, a determina-
tion is made as to whether the individual’s working radius is
greater than his hygiene radius. If the individual’s working
radius is greater than his hygiene radius, step 1416 follows.
Alternatively, if the individual’s working radius is not greater
than his hygiene radius, step 1420 follows.

[0166] At step 1416, a hygiene radius violation occurs or is
issued. At step 1424, a determination is made as to whether
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the hygiene radius violation is tolerated. If they hygiene
radius is not tolerated, step 1428 follows. Alternatively, if the
hygiene radius violation is tolerated, step 1432 follows.

[0167] At step 1428, a protocol violation occurs. Specifi-
cally, the hygiene radius violation is raised to the level of a
protocol violation. This may or may not lead to a zone con-
tamination, which is indicated in step 1436 and which is
discussed in greater detail below.

[0168] Turning now to step 1432, wherein the hygiene
radius violation may be tolerated. At step 1432, a determina-
tion is made as to whether a protocol violation will occur in
time. If no protocol violation will occur, step 1436 follows.
Here, one or more instructions may be given in order to advise
the individual of his hygiene radius violation. Alternatively,
the hygiene radius violation may be recorded. Regardless of
the actions taken at step 1436, the method proceeds therefrom
to step 1400, where again hygiene status is monitored.

[0169] Turning now to step 1440, wherein the facility’s
hygiene protocol specifies that a hygiene protocol violation
will occur in time if the hygiene radius violation is not rem-
edied. Accordingly, at step 1440 a determination is made as to
whether the hygiene radius violation has been remedied. In
remedying a hygiene radius violation, an individual may
undergo or perform one or more hygiene related activities
such as hand-washing, boot-washing and/or frock washing. If
at step 1440 the hygiene radius violation is remedied, step
1444 will follow. If, at step 640, the hygiene radius violation
is not remedied, step 1448 will follow.

[0170] Referring now to step 1444, wherein the individual
has remedied his or her hygiene radius violation. At step
1444, the individual’s hygiene radius will be updated. In
particular, as a result of the hygiene related actions taken by
the individual, his hygiene radius will be raised to an appro-
priate level. Following step 1444, the method will then pro-
ceed to step 1400, wherein hygiene status is again monitored.

[0171] Turning now to step 1448, wherein an individual has
not taken steps to remedy the hygiene radius violation. In step
1448, a determination is made as to whether the allotted time
for remedying the situation or remedying the hygiene radius
violation has expired. If the time has not elapsed, step 1440
again follows step 1448, wherein the hygiene radius violation
is continually monitored. If, in step 1448 the time has in fact
elapsed, step 1428 will follow. As described above, in step
1428, a protocol violation occurs or is issued as a result of the
protocol violation. In step 1436, a zone contamination may
occur which is described in greater detail below.

[0172] Turning now to step 1420, wherein it was deter-
mined that the working radius was not greater than the
hygiene radius. At step 1420, a determination is made as to
whether the working radius is less than the hygiene radius. If
the working radius is not less than the hygiene radius, step
1452 follows. At step 1452, it is the case that the hygiene
radius equals the working radius or, equivalently, the indi-
vidual has transitioned across hygiene zones and that transi-
tion did not result in a change in the individual’s working
radius.

[0173] Step 1456 will follow step 1420 if it is the case that
the working radius is less than the hygiene radius. At step
1456, a determination is made as to whether contingent
downgrade of the hygiene radius is allowed. If contingent
downgrade is not allowed, step 1460 will follow. Alterna-
tively, if contingent downgrade is allowed, step 1464 will
follow.
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[0174] Instep 1460, acontingent downgrade is not allowed.
In step 1460, the individual’s hygiene radius is immediately
downgraded. In particular, the individual’s hygiene radius is
made equal to the working radius or rather the hygiene level
in which the individual is located. Step 1400 follows step
1460. In particular, after the hygiene radius has been down-
graded, the system continues to monitor hygiene status.
[0175] Instep 1464, a contingent downgrade is allowed. At
step 1464, a determination is made as to whether the indi-
vidual has moved back across the hygiene boundary from
where he came. If in fact the individual has moved back across
the hygiene boundary, step 1468 follows. If the individual
remains within the current hygiene zone, step 1472 follows.
[0176] In step 1468, the individual has moved back across
the hygiene boundary. In step 1468, the individual’s working
radius is updated accordingly. In particular, his working
radius is assigned to the working radius associated with the
previous hygiene zone from which he came. Following step
1468, the method proceeds again to step 1400 wherein a
hygiene status is monitored.

[0177] Turning to step 1472, wherein the individual has not
moved back across the hygiene boundary. In step 1472, which
is an optional step, itis determined if the individual has come
in contact with an object in the lower level hygiene zone. If the
individual has come in contact with an object in the lower
level hygiene zone, step 1460 follows. If the individual has
not come in contact with an object in the lower level hygiene
zone, step 1476 follows.

[0178] As described above in step 1460, the individual’s
hygiene radius is downgraded. Here, this downgrading of the
hygiene radius is a result of the individual’s contact with one
or more objects in the lower level hygiene zone.

[0179] Turning now to step 1467, a determination is made
as to whether the allowed time has elapsed. Specifically, the
allowed time is the time an individual is allowed to remain in
a lower level hygiene zone without his hygiene radius being
downgraded. Ifthe time has elapsed, step 1460 follows. Alter-
natively, if the time has not elapsed, step 1464 follows. As
described above, step 1460 leads to the downgrading of the
hygiene radius and continued monitoring, whereas step 1464
leads to the continued monitoring of the individual without
yet downgrading his hygiene radius.

[0180] In the above discussions, boundaries between
hygiene zones are considered to coincide with certain walls
within a facility. However, it should be understood that the
present invention does not require this to be the case. For
instance, in accordance with embodiments of the present
invention, an individual may be considered to have crossed a
boundary between hygiene zones when that individual moves
beyond the range of a particular RFID reader. This may be the
case, for example, for a person who is working at food prep
station. Here, a RFID reader may be associated with the food
prep station and may be operable to read an RFID tag asso-
ciated with the person provided that the person does not
exceed a certain distance from the food prep station. FIG. 15
shows the allocation of hygiene levels for this exemplary food
prep station. As shown if FIG. 15, the area in the immediate
vicinity of the food prep station 1500, or, equivalently the
range of the RFID reader 1504 is assigned to a hygiene level
of 2. The entire area outside of the range of the RFID reader
is assigned to a hygiene level of 1.

[0181] With this assignment of hygiene levels, the opera-
tion of the compliance monitoring module 630 can be under-
stood with reference to FIG. 14. At step 1400, the individual’s
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hygiene status is monitored. With reference to FIG. 15, this
would include the individual working and/or located at the
food prep station. As described above, the individual leaves
his food prep station and exceeds the range ofthe RFID reader
1500 which is associated with the food prep station. Referring
to FIG. 14, this transition between hygiene zones is detected
at step 1404. Accordingly, at step 1408, the individual’s
hygiene radius is updated. In particular, as he is transitioned
from a hygiene zone having a level of two into a hygiene zone
having a level one, his hygiene radius is changed from two to
one.

[0182] Instep 1412, a determination is made as to whether
his working radius is greater than his hygiene radius. It should
be noted at this point that as the individual came from a
hygiene zone having a hygiene level of 2, it is assumed that
the individual’s current hygiene radius upon crossing the
boundary between hygiene zones is 2. Accordingly, at step
1412, it is determined that the individual’s working radius is
not greater than his hygiene radius.

[0183] At step 1420 it is determined that the individual’s
working radius is less than his hygiene radius. Accordingly,
step 1456 follows. At step 1456, a determination is made as to
whether contingent downgrading is allowed. As described
above, this is not the case for the particular hygiene protocol
which is in place. Accordingly, step 1460 follows. At step
1460, the individual’s hygiene radius is downgraded. More
particularly, the individual’s hygiene radius is assigned to the
hygiene level in which he is located. Specifically, the indi-
vidual is given a hygiene radius value of 1. After step 1460,
the method proceeds to 1400, wherein the individual’s
hygiene status is again monitored.

[0184] The monitoring continues until the point as
described above wherein the individual returns to his food
prep station. Here, at step 1404, a transition between hygiene
zones is again detected. Accordingly, at step 1408, the indi-
vidual’s working radius is updated. More particularly, the
individual’s hygiene radius is assigned to the hygiene level in
which he is currently located. With reference to FIG. 15, this
corresponds to assigning the individual a working radius of 2.

[0185] At step 1412, a determination is again made as to
whether the individual’s working radius is greater than his
hygiene radius. In this instance, it is the case that the indi-
vidual’s working radius is greater than his hygiene radius.
Specifically, his working radius is at a level of 2 and his
hygiene radius is at a level of 1. Accordingly, step 1416
follows.

[0186] At step 1416, a hygiene radius violation occurs.
From step 1416, the method may proceed as described above
and will depend on the particular hygiene protocol in place at
the facility. As is described above, this may include giving
instructions to the individual to remedy his hygiene status
and/or mechanically locking out the individual’s work station
pending a hygiene related action.

[0187] The hygiene monitoring system 100 is described
above mainly in connection with a facility that defines mul-
tiple hygiene zones. However, it should be understood that the
hygiene monitoring system 100 may be used in connection
with a facility that defines only two hygiene zones, namely a
hygienic area and a non-hygienic area. Once such facility was
described in connection with FIG. 15. In the instance that only
two hygiene levels are defined, a hygiene radius may be
defined in terms of boolean values rather than a range of
numerical values.
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[0188] In accordance with embodiments of the present
invention, a hygiene radius violation may lead to a zone
contamination. As used herein, a “zone contamination” refers
to the situation wherein the required hygiene level for a par-
ticular zone has been violated. This may lead to a further
downgrading of other individuals’ hygiene radii who may be
located within the contaminated zone. Additionally, alerts
may be issued to require a zone remediation. In particular, the
zone must be cleaned and/or disinfected prior to the removal
of the alert and/or the removal of the indication of a contami-
nated status.

[0189] Turning now to FIG. 16A and FIG. 16B, zone con-
tamination is illustrated. In particular, an individual who is
located in area C enters into the area D. If this transition is
made without the individual raising his hygiene radius value
to 4, then a zone contamination may occur. If the facility’s
hygiene protocol so stipulates, this zone contamination may
occur immediately as the individual enters into the higher
level hygiene area. Alternatively, the zone contamination will
occur after a predetermined amount of time has elapsed. As a
result of a zone contamination, any individuals within the
contaminated zone will have their hygiene radius values
downgraded. In this regard and as a result, each individual so
downgraded will thereby encounter a hygiene radius viola-
tion. The facility may respond to a zone contamination in a
number of ways. In particular, a zone remediation procedure
may be initiated wherein the contaminated zone is decon-
taminated.

[0190] Turning now to FIGS. 17A and 17B, the concept of
zone contamination is further illustrated. Whether or not a
zone contamination occurs may depend on the length of time
in which the individual having a lower than required hygiene
value remains in the higher level hygiene zone. FIG. 17A
depicts the situation where immediate zone contamination is
required and FIG. 17B indicates the situation when contin-
gent zone is allowed. In FIG. 17A, the individual travels from
zone C to zone B by way of zone D. Here, if the individual
makes this transition in a sufficiently fast amount of time,
zone contamination will not occur and individuals within the
zone will not have their hygiene radius values downgraded.
Alternatively, as depicted in FIG. 17B, if contingent zone
contamination is not allowed, the individual’s transit through
the zone will result in zone contamination regardless of how
fast the transition occurs. Here, any individuals within the
contaminated zone will have their hygiene radius values
downgraded, specifically downgraded 3, or equivalently, the
hygiene level of the person who caused the zone contamina-
tion.

[0191] Turning now to FIGS. 18A and 18B, as shown
herein an individual carries an object from C through zone D
and into zone B. If contingent zone contamination is allowed,
this does not necessarily result in a zone contamination. How-
ever, it may be the case that the individual leaves behind the
objectinzone D, and leaves zone D to enter zone B. Here, the
object which came from the level 3 area may result in a zone
contamination provided that it is left there for a sufficient
amount of time. As shown in FIG. 18B, the zone contamina-
tionresults in a downgrading of individuals within the zone or
individual’s hygiene radiuses who are located within the
zone.

[0192] The above discussions of the present invention
address the situation wherein a zone contamination occurs as
a result of a hygiene protocol violation. This aspect of the
present invention is summarized in the flow chart shown in
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FIG. 19. At step 1900, hygiene status is monitored. At step
1904, a determination is made as to whether there is a person
or object in the monitored hygiene zone having less than the
required hygiene level. Ifthis is not the case, step 1900 again
follows. If this is the case, step 1908 follows. In step 1908, a
determination is made as to whether contingent zone con-
tamination is allowed. If contingent zone contamination is not
allowed, step 1912 follows. If contingent zone contamination
is allowed, step 1916 follows.

[0193] Turning to step 1912, wherein contingent zone con-
tamination is not allowed. If this is the case at step 1912, a
zone contamination occurs. As a result of the zone contami-
nation, step 1920 follows, wherein all individuals within the
contaminated zone have their hygiene radii downgraded.
Here, it is additionally noted that the facility may take addi-
tional steps to remediate zone contamination, specifically
initiating procedures to cleanup and/or decontaminate the
contaminated zone.

[0194] Turning to step 1916, wherein contingent zone con-
tamination is allowed. At step 1916, a determination is made
as to whether the person or object has moved out of the
higher-level hygiene zone. If the person has moved out of the
higher level hygiene zone, step 1900 follows, wherein
hygiene status is continually monitored. If the person has not
moved out of the higher-level hygiene zone, step 1924 fol-
lows.

[0195] Atstep 1924, a determination is made as to whether
the allotted time has expired. Specifically, a determination is
made as to whether the time in which a person or object is
permitted to remain in a higher level hygiene zone. If the time
has expired, step 1912 follows. If the time has not expired,
step 1916 follows.

[0196] As described in detail above, at step 1912 a zone
contamination occurs. Herein the zone contamination occurs
as a result of the individual remaining within the higher level
hygiene zone or a longer than permitted period of time.
[0197] Referring now to FIG. 20A-D, a situation is illus-
trated involving contingent downgrade of radius values and
contingent contamination zones. As shown in FIG. 20A, an
individual is inthe area D. The individual has a hygiene radius
value of 4 and a working radius of 4. As shown in FIG. 20B,
the individual transitions into area B, here as contingent
downgrade is allowed, the individual’s hygiene radius
remains at a value of 4 for a particular time. Additionally, it is
noted that the individual’s working radius is at alevel 2, as he
is in area B. FIG. 20C shows the situation wherein an object
is moved from the area C into area B. Here, it may be the case
then that the individual comes in contact with the object from
area C but not in contact with any object in area B in which he
is presently located. Here, he may then encounter a down-
grade in his hygiene radius value to a value of 3 while in a
zone having a hygiene level of 2. Accordingly, he may then be
able to enter zone C from area B without encountering a
hygiene radius violation while not being able to reenter the
area D without encountering a hygiene radius violation. FIG.
20D illustrates the radius violation that occurs upon entry into
area D. This situation is shown to illustrate the point that
objects may be moved into zones having lower level hygiene
levels and thereby not cause a contamination but may lead to
the downgrading of an individual’s hygiene radius who has a
higher level radius and is required by the lower hygiene level
area in which he is located.

[0198] As can be appreciated from the discussion herein, a
hygiene radius violation can lead to a protocol violation.
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Specifically, this may be the case if the individual is required
to remedy his hygiene radius violation by undergoing or
performing a hygiene related action and the individual does
not comply with that requirement. Here, a protocol violation
may result from the hygiene radius violation. This in turn may
lead to a zone contamination. Specifically, an individual with
alower than required hygiene level is located in a higher-level
hygiene zone. As a result, a zone contamination may occur.
As a result of the zone contamination, individuals within the
contaminated zone may then have their hygiene radius values
downgraded. Then, as their working radius values remain the
same, a hygiene radius violation is encountered. If the indi-
viduals having downgraded hygiene radius values enter or
leave the zone in which they are located, they may or may not
enter into a hygiene zone that would result in a further viola-
tion of the hygiene protocol.

[0199] This situation is depicted in FIGS. 21A-21D. As
shown in FIG. 21 A, an individual transitions from area C into
areaD. As aresult, a zone contamination occurs. As a result of
the zone contamination, individuals within the zone have
their hygiene radius values downgraded to 3. A similar but yet
quite different situation is illustrated in FIG. 21C. In FIG.
21C, an individual transitions from the area A into area D.
Here, a more severe contamination occurs whereby individu-
als within the contaminated area have their hygiene radius
values decreased to level 1. In the former situation, wherein
individuals have a hygiene radius value of 3, these individuals
may transition into area C without negative consequences
with respect to the hygiene protocol (FIG. 21B). Specifically,
they are entering into a level 2 area while having a hygiene
level of 3. In contrast, the latter situation, wherein the indi-
viduals have a hygiene level of 1, these individuals may not
transition into area B without negatively impacting the facili-
ty’s hygiene protocol (FIG. 21D). Specifically, as their
hygiene radius values are at 1, entering into a hygiene area of
level 2 will result in a further hygiene radius violation. In turn,
this may lead to yet another hygiene protocol violation and
additionally yet another zone contamination.

[0200] As can be appreciated, this situation illustrated in
FIG. 21D may multiply to the point where a catastrophic
facility wide protocol violation occurs. In accordance with
embodiments of the present invention, an individual’s ID tag
or other device displays his or her hygiene radius. In this way,
the individual may use this knowledge ofhis hygiene radius in
determining whether or not his crossing a boundary between
hygiene zone will lead to further contamination.

[0201] A number of events as described herein may result
in an individual’s hygiene radius being downgraded. One
such event is illustrated in FIG. 11C. This particular event
includes the crossing of a boundary between areas within the
facility by the individual whose hygiene radius is down-
graded as a result of the boundary crossing. Another such
situation is illustrated in FIG. 16B. This particular event
involves a zone contamination that results from an individual
having a lower than required hygiene level crossing a bound-
ary between hygiene zones and thereby causing others to have
their hygiene radii downgraded. Additionally, non-zone fac-
tors may lead to the downgrade of a hygiene radius. For
instance, a facility may require a thorough hand washing at
particular time periods throughout the day. If an individual
fails to comply with this hand-washing requirement, his or
her hygiene radius may be downgraded. Moreover, it should
be appreciated that one or more aspects of the present inven-
tion, such as, the mechanical lockout of work stations, the
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requirement for hand washing, and the giving of hand wash-
ing advice may be done without reference to the hygiene
radius and the working radius values as described herein.
[0202] The above explanations of the present invention are
given in the context of facility that has a range of different
hygiene levels. As described above, the different hygiene
levels may be maintained using various automated cleaning
stations. Automated cleaning stations operate to dispense one
or more fluids, such as water, a cleaning fluid, such as soap,
and/or a disinfectant, etc., while a person’s hands are placed
in a washbasin. As used herein, a “washbasin” or “wash
chamber” means a structure associated with the cleaning
station where an appendage, such as a hand (or foot/boot) are
cleaned, such as one or more wash cylinders, spray areas,
pans, tubs, etc. Individuals, such as employees of'a laboratory,
food service related industry, or health care facility, may be
instructed to wash their hands for a minimum amount of time
that has been determined to be sufficient to provide a com-
plete cleaning. In situations where hand (or boot) washing is
required, or because of personal preferences, the user may be
required to use (or otherwise desire to use) an automated
cleaning station that incorporates a wash cylinder.

[0203] Referring now to FIG. 22, a close-up view of the
exemplary automated cleaning station 100« is depicted. FIG.
22 provides a view of part of the exemplary automated clean-
ing station 1004 used by an employee whose hand 2200 is
being placed in position to be washed. One wash basin 220
and other components associated with the cleaning station
100a can be seen in FIG. 22. The wash basin 220 may be
associated with a drive assembly 2204 including a drive
mechanism 2208 and a drive belt 2212. The drive assembly
2204 operates to rotate the wash basin 220 when the auto-
mated cleaning station 100q is in use. As the wash basin 220
rotates, a plurality of nozzles (not shown) disposed on the
interior of the wash basin 220 spray water and/or cleaning
fluid onto the hand 2200. The wash basin 220 is intercon-
nected to a seating assembly 2216 that provides the wash
basin 220 with a mounting within a receiving basin 2220. The
receiving basin 2220 receives spent water and/or cleaning
fluid that drains out of the wash basin 220 after use in con-
nection with washing or rinsing the hand 2200. The spent
fluid then exits through the basin drain 2222 towards the
sewer or other disposal system.

[0204] FIG. 22 depicts one type of hygiene station that may
beused in connection with embodiments of the present inven-
tion. In addition, the present invention may employ other
varieties of automated hygiene stations that allow individuals
to attain a variety of hygiene levels. (The various hand-hy-
giene stations described below may or may not be used in
combination with the location tracking scheme set forth
above.) For example, in a facility that defines only two
hygiene levels, a hand-sink or an automated hand-washing
station may be sufficient to meet a facility’s needs. The fol-
lowing sets forth additional cleaning stations that may be
used.

[0205] Embodiments of the present invention include of a
hygiene station that includes a “scrub cylinder” having a
brush disposed at the end of the wash basin or cylinder 220.
Referring now to FIGS. 23-25, and in accordance with
embodiments of the present invention, a series of various end
brushes are illustrated for use with cleaning station 108. The
end brushes are generally configured to include a distal end
for facilitating interconnection to the interior distal end of the
cylinder 220, such as by a threaded connection. The threaded
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connection or structure adjacent the threaded connection may
include a sealing device such as an o-ring for preventing or
limiting water and/or cleaning fluids from passing through
the interconnection opening.

[0206] Referring now to FIG. 23, a conical-shaped brush
2300 is shown. Conical-shaped brush 2300 is configured for
placement within the distal end of the cylinder 220. Conical-
shaped brush 2300 features bristles 2304 that are located on
the exterior of the conical body 2308. The conical-shaped
brush 2300 is suited for allowing a user to contact his or her
fingers, fingertips, finger nails, and/or palms with bristles
2304.

[0207] Referring now to FIG. 24, a cylindrical-shaped
brush 2400 is shown, wherein the cylindrical-shaped brush
2400 is also configured for placement within the distal end of
the cylinder 220. The cylindrical-shaped brush 2400 includes
a semi-spherical portion 2402 at is first end, and a way (e.g.,
a threaded post, reverse threaded post, etc.) of interconnect-
ing the brush to the cylinder 220 at its second end. Cylindri-
cal-shaped brush 2400 also features bristles 2404 that are
located on the exterior of the cylindrical body 2408. The
cylindrical-shaped brush 2400 is suited for allowing a user to
contact his or her fingers, fingertips, finger nails, and/or palms
with bristles 2404.

[0208] Referring now to FIG. 25, a spherical-shaped brush
2500 is shown, wherein the spherical-shaped brush 2500 is
also configured for placement within the distal end of the
cylinder 220. The spherical-shaped brush 2500 includes fea-
tures similar as those described above for the conical-shaped
brush 2300 and the cylindrical-shaped brush 2400. In addi-
tion, the spherical-shaped brush 2500 includes openings
2510, where the openings 2510 may comprise orifices or
nozzles for projecting a flow F of cleaning fluid to the hand H
of the user 204 during a cleaning cycle, and/or for releasing
disinfectant to sanitize the brush itself. Although not shown,
the conical-shaped brush 2300 and the cylindrical-shaped
brush 2400 may also include openings 2510, where the open-
ings 2510 may comprise orifices or nozzles for projecting a
flow F of cleaning fluid to the hand H of the user 204 during
a cleaning cycle, and/or for releasing disinfectant to sanitize
the brush itself.

[0209] In accordance with at least one embodiment of the
present invention, FIG. 26 is a depiction of a cylinder with a
spherical-shaped brush 2500 attached to the bottom of the
cylinder 2000, wherein the brush 2500 includes flow-through
disinfectant nozzles or openings 2510 that will constantly
clean the brush.

[0210] FIG. 26 and FIG. 27 depict how various versions of
how a debris removal cylinder may be used to clean the
fingers and fingertips with the components that may be
included in embodiments of the present invention. In use, the
user inserts their hand H into the cylinder 220 and the clean-
ing station 100a automatically initiates a cleaning cycle by
reading the presence of the user’s hand H within the cylinder
220, such as by an optical sensor 216 shown in FIG. 2.
Referring now to FIG. 27, rotating cylinder 2700 is shown
with conical-shaped brush 2300. As shown in FIG. 27, the
user may advance their hand H to contact the conical-shaped
brush 2300. Nozzles 2704 dispense cleaning fluids to the
hand during the cleaning cycle.

[0211] Embodiments of the present invention include of a
hygiene station that includes am enlarged or variable length
cylinder. FIGS. 28A-C show wash cylinders of various
length. FIG. 28A shows a cylinder 2800 of shorter length.
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FIG. 28 A shows a cylinder 2804 of medium length. FIG. 28A
shows a cylinder of longer length 2808. This automated
cleaning station includes a cylinder that is long enough to
deliver cleaning fluid to the hands, wrists, forearms and upper
arms of person. The enlarged cylinder may be deep enough to
accommodate a person having arms of above-average length.
The cylinders shown in FIGS. 28A-C include distal end
brushes. It should be understood, however, that cylinders of
variable length may be used that do not include distal end
brushes.

[0212] Embodiments of the present invention include of a
hygiene station that includes an adjustable cycle automated
cleaning station. An adjustable cycle cleaning station is
shown in FIG. 29. The adjustable cycle automated cleaning
station 2900 includes a range of cleaning cycles that provide
a variety of different cleaning levels. The adjustable cycle
automated cleaning station includes control panel 2904,
which can be used to apply different cleaning cycles may
having different HSG or soap concentrations, different cycle
durations, etc. By allowing a user to define different cycle
parameters, a range of cleaning cycles can be achieved. Addi-
tionally, a variety of different spray patterns may be used. For
example, the adjustable cycle automated cleaning station
2900 may be operable to produce a pulsed spray pattern.
Here, one or more pumps 2908 may be used to achieve a
pulsed spray pattern. Additionally, the automated cleaning
station may employ a drying cycle to provide a more thorough
hygiene cycle. Here, the hands remain in the cylinder and air
is forced through the cylinders and onto the hands.

[0213] The automated cleaning station shown in FIG. 29
also includes an optional third cylinder in the form of fingertip
cleaning cylinder 2912. As shown in FIG. 30, fingertip clean-
ing cylinder 2912 preferably comprises a cylinder with a
brush element located at its distal end for cleaning the finger-
tips of the user. The fingertip cleaning cylinder 2912 prefer-
ably rotates and spins circular end brush 3004. Circular end
brush 3004 is preferably detachably attached using a quick
change fitting, such as a threaded coupling or other mecha-
nism, and may include disinfecting nozzles of its own as
described above. In accordance with at least one embodiment,
a plurality of nozzles 3008 within the cylinder wall 3012
direct fluids toward the fingers and fingertips of the user. A
cleaning station may include one or more dedicated debris
removal cylinders, and/or it may comprise cylinders with
friction enhancing structures such as brushes for removal of
particulates, substances and biological matter.

[0214] Embodiments of the present invention include of a
hygiene station that includes a “surgical scrub automated
cleaning station.” A surgical scrub cleaning station may
include a combination of the above-described hygiene sta-
tions. Specifically, the surgical scrub cylinder may be an
enlarged cylinder and may include a nail brush at the bottom
of the cylinder. Additionally, a removable nail pick may be
associated with the cleaning station. The surgical scrub cyl-
inder automated cleaning station is operable to accommodate
any variety of arm length. Here, a person must be allowed to
reach the nail brush at the bottom of the cylinder, while at
same time having his or her arm sufficiently deep in the
cylinder to provide coverage of the upper arms. As can be
appreciated, a relatively shorter cylinder length would allow
any arm length to reach the nail brush, but not provide upper
arm coverage for a longer arm. Similarly, a relatively longer
cylinder would provide any arm length with upper arm cov-
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erage, but not allow a relatively shorter arm to reach the nail
brush at the bottom of the cylinder.

[0215] Accordingly, the surgical scrub cylinder may
employ one of a number of designs that accommodate a
variety of arm lengths. In one embodiment, a surgical scrub
automated cleaning station 3100 includes multiple cylinders
of different length, as shown in FIG. 31. The surgical scrub
automated cleaning station shown in FIG. 31 includes two
small shorter length cylinders 2800, such as the one shown in
FIG. 28A; two medium length cylinders 2804, such as the one
shown in FIG. 28B; and two larger cylinders 2808, such as the
one shown in FIG. 28C. The three sets of cylinders are dis-
posed next to each other and are each accessible at any given
time. Additionally, the surgical scrub automated cleaning sta-
tion includes a replaceable nail pick 3104.

[0216] Referring specifically now to FIG. 60, another alter-
native embodiment of the surgical scrub automated cleaning
station having adjustable depth/length is shown. More spe-
cifically, the surgical scrub automated cleaning station
includes a rotatable, extendible, and retractable accordion
cylinder 6000 to accommodate a variety of arm lengths. The
accordion surgical scrub cylinder 6000 may be integrated into
to the above described hygiene stations. The accordion cyl-
inder 6000 may include an inner accordion wall 6004 and an
outer accordion wall 6008. In the embodiment shown, water
or other cleansing composition, such as chlorhexidine glu-
conate, is directed into the accordion cylinder 6000 via a fluid
inlet 6012. The fluid inlet 6012 may be positioned near an
inner portion 6016 of the accordion cylinder 6000. One
skilled in the art will appreciate that the fluid inlet may be
positioned at any point along the length of the accordion
cylinder 6000. For example, the fluid inlet may be positioned
at a middle portion 6020 or outer portion 6024 of the accor-
dion cylinder 6000.

[0217] Once the fluid has passed through the fluid inlet
6012, the fluid F travels through the annular cavity 6028
positioned between the inner accordion wall 6004 and the
outer accordion wall 6008. The inner accordion wall 6004
may also include a plurality of nozzles 6032. The nozzles
6032 may be positioned along both a cylindrical section 6036
and accordion section 6040 of the accordion cylinder 6000.
The nozzles 6032 may include various types of nozzles, such
as straight, angled, or canted nozzles, etc. in order to maxi-
mize cleansing and reduce splash-back. One of skill in the art
will appreciate that the nozzles 6032 may also be configured
in many different nozzle patterns, such as a linear array or
helical configuration depending on the desired flow pattern.
The outer accordion wall 6008 retains the fluid and maintains
the necessary fluid pressure inside the cylinder to compensate
for centrifugal forces and to ensure that the fluid is ejected out
of the nozzles 6032 at a desired velocity.

[0218] The accordion section 6040 may be interconnected
to the housing or other portion of the surgical scrub cleaning
station. The accordion section 6040 of the accordion cylinder
6000 may also be made of a variety of materials that are
capable of repeated compressing and expanding, such as a
natural or synthetic rubber or other elastomer. The accordion
section 6040 is flexible and foldable. That is, the accordion
section 6040 is capable of compressing and expanding
depending on the depth/length of the accordion chamber
6000 necessary to accommodate a particular arm length. In
one embodiment, the accordion section 6040 is adapted to
expand so that a user may insert and wash up to substantially
his or her elbows. In a preferred embodiment, the accordion
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section 6040 is capable of allowing the accordion cylinder
6000 to expand and travel up to about 3-12 inches so that a
user may wash his or her hands (including the digital, inter-
digital, and webbed areas), forearms, and up to substantially
the elbows.

[0219] The accordion section 6040 may be configured such
that each fold 6044 of the accordion section 6040 has two
adjacent faces, a first face 6048 and a second face 6052. Ina
preferred embodiment, the first face 6048 of a fold 6044 does
not include any nozzles and the second face 6052 of a fold
6044 includes a plurality of nozzles 6032. In a more preferred
embodiment, when the accordion portion 6024 is compressed
the second face 6052 is folded against the first face 6048 such
that the nozzles 6032 on the second face 6052 are obstructed/
prohibited from ejecting fluid into the surgical scrub cylinder.
However, when the accordion portion 6024 is expanded, the
plurality of nozzles 6032 on the second face 6052 are exposed
and allowed to eject fluid into the surgical scrub cylinder. One
skilled in the art will appreciate that any number of devices/
mechanisms may be used to ensure that fluids do not exit from
nozzles 6032 on the accordion section 6040 when the accor-
dion section 6040 is compressed. One skilled in the art will
also appreciate that any number of devives/mechanism may
be used to ensure that fluids are permitted to flow out of the
nozzles 6032 on the accordion section 6040 when the accor-
dion section 6040 is expanded.

[0220] As the fluid travels along the length of the accordion
cylinder 6000 through the annular cavity 6028, fluid may be
ejected into the accordion cylinder 6000 through the plurality
of nozzles 6032 interconnected to the inner accordion wall
6004.

[0221] Inone embodiment, the fluid drains out of the accor-
dion cylinder 6000 via an outlet 6056. In one embodiment, the
outlet 6056 is positioned near the inner portion 6016 of the
accordion cylinder. In a preferred embodiment, the outlet
6056 is positioned such that the fluid exiting the cylinder exits
in a substantially vertical direction. That is, in a preferred
embodiment, the fluid exiting the accordion chamber 6000
exits approximately orthogonal or perpendicular to a horizon-
tal plane. One skilled in the art will appreciate that the outlet
6056 may be configured in a variety of ways, for example as
a drain hole, a slot, or a valve, The outlet 6056 may also
interconnect to the cleaning station via piping, tubing, hosing,
or other means designed for the fluid conveyance in order to
transport the fluid from the accordion cylinder 6000 to an
outlet or other fluid exit. The outlet drain may be positioned in
a variety of other positions, including those depicted in pre-
ceding embodiments.

[0222] The surgical scrub automated cleaning station may
also include a light 6060 near the outer portion 6024 of the
accordion cylinder 6000. The light 6060 illuminates the
entrance of the accordion cylinder. Therefore, the accordion
cylinder 6000 is visually inviting and unintimidating. In addi-
tion, the surgical scrub automated cleaning station may also
include an interior light (not shown) that illuminates the inte-
rior of the accordion cylinder. By illuminating the interior
portion of the accordion cylinder 6000, a user may visually
inspect the interior of the wash chamber before and/or during
a wash cycle and his or her hands and lower arms during
cleaning to confirm debris removal.

[0223] The surgical scrub automated cleaning station may
also include brushes (not shown) having with RFID technol-
ogy such that a RFID reader may recognize the brush and
limit the number of washings for the brush (e.g., only allow
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the brush to be used once), thereby insuring that a sterile brush
is used with every surgical scrub wash cycle.

[0224] Referring specifically now to FIG. 61, yet another
alternative embodiment of the surgical scrub automated
cleaning station having adjustable depth/length is shown.
More specifically, the surgical scrub automated cleaning sta-
tion includes a telescopic cylinder 6100 that may accommo-
date a variety of arm lengths. The telescopic surgical scrub
cylinder 6100 may be integrated into to the above described
hygiene stations. The telescopic cylinder 6100 may include
an inner telescoping wall 6104 and an outer telescoping wall
6108 interconnected to an inner cylindrical wall 6112 and an
outer cylindrical wall 6116. In the embodiment shown, water
or other cleansing composition, such as chlorhexidine glu-
conate, is directed into the telescoping cylinder 6100 via a
fluid inlet 6120. The fluid inlet 6120 may be positioned near
an inner portion 6124 of the telescopic cylinder 6100. How-
ever, one of skill in the art will appreciate that the fluid inlet
6120 may be positioned at any point along the length of the
telescopic cylinder 6100. For example, the fluid inlet may be
positioned at a middle portion 6128 or outer portion 6132 of
the telescopic cylinder 6100.

[0225] Once the fluid has passed through the fluid inlet
6120, the fluid F travels through the annular cavity 6136
positioned between inner cylindrical wall 6112 and the outer
cylindrical wall 6116 and between the inner telescoping wall
6104 and the outer telescoping wall 6108. The inner cylindri-
cal wall 6112 and the inner telescoping wall 6104 may also
include a plurality of nozzles 6140. The nozzles 6140 may be
positioned along both a cylindrical section 6144 and telescop-
ing section 6148 of the telescopic cylinder 6100. The nozzles
6140 may include various types of nozzles, such as straight,
angled, or canted nozzles, etc. in order to maximize cleansing
and reduce splash-back. Moreover, one of skill in the art will
appreciate that the nozzles 6140 may also be configured in
many different nozzle patterns, such as a linear array or heli-
cal configuration depending on the desired flow pattern. The
outer cylindrical wall 6116 and the outer telescoping wall
6108 retain the fluid and maintain the necessary fluid pressure
inside the cylinder to compensate for centrifugal forces and to
ensure that the fluid is ejected out of the nozzles 6140 at a
desired velocity.

[0226] The telescoping section 6148 of the telescopic cyl-
inder 6100 may be configured such that it is capable of
repeated shortening and lengthening. That is, the telescoping
section 6148 is capable of sliding out over the cylindrical
section 6144 so that the length/depth of the telescopic cylin-
der 6100 is lengthened/elongated. Therefore, the telescoping
cylinder 6100 is capable of having an adjustable length and
accommodating different arm lengths. In one embodiment,
the telescoping section 6148 is adapted to expand so surgeons
having different arm lengths may insert their hands and fore-
arms (up to their elbows) into the telescopic cylinder 6100 in
order to wash and prepare for surgery. In a preferred embodi-
ment, the telescoping section 6148 is capable of allowing the
telescopic cylinder 6100 to lengthen approximately 6 inches.
One skilled in the art will appreciate that any number of
devices/mechanisms may be included to ensure that the cylin-
drical portion 6144 and the telescoping portion 6148 properly
telescope and slide in and out of one another.

[0227] The telescoping section 6148 may be configured
such that when the telescopic cylinder 6100 is in an unex-
tended or shortened position the nozzles 6140 on the tele-
scoping section 6148 are blocked by the cylindrical section
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6144. Alternatively, the telescoping section 6148 may be
configured such that when the telescopic cylinder 6100 is in
the unextended/shortened position, the nozzles 6140 on the
telescoping section 6148 align with the nozzles on the cylin-
drical section 6144 so that the nozzles 6140 on the telescoping
section 6148 are not obstructed and fluid is ejected through
the aligned nozzles and into the telescopic cylinder 6100.
[0228] A cross section of the annular cavity 6136 at the
interface of the cylindrical portion 6144 and telescoping por-
tion 6148 is shown in FIGS. 63 and 64. The configuration
assumes that a number of mating discrete channels in both the
telescoping and cylindrical portions 6148 and 6144 provide
fluid to nozzles in both the telescoping and cylindrical por-
tions. A sealing member 6300 may be moveably connected to
the annular cavity 6136. The movable and translational seal-
ing member 6300 is interconnected to either the cylindrical
walls or the telescoping walls. The sealing member 6300 of a
preferred embodiment is capable of forming a waterproof
seal, such as using a gasket at the intersection of the member
6300 and wall 6112. Thus, when the telescoping cylinder
6100 telescopes (expands/compresses) the sealing member
6304 travels with a telescoping component such that the fluid
is prevented from traveling to the untelescoped portion of the
telescopic cylinder 6100. The fluid flow from a first channel in
the cylindrical portion to a mating second channel in the
telescoping portion is denoted by the letter “F” and direc-
tional arrow. During movement, the size or cross-sectional
area of the opening 6340 between the sealing member 6300
and end of the surface 6108 increases or decreases with exten-
sion and retraction of' the telescoping portion, respectively. In
this manner, fluid flows from the cylindrical portion 6144 to
the telescoping portion 6148 notwithstanding movement
therebetween.

[0229] Referring back to FIG. 61, as the fluid “F” travels
along the length of the telescopic cylinder 6100 through the
annular cavity 6136, fluid may be ejected into the telescopic
cylinder 6100 through the plurality of nozzles 6032 intercon-
nected to the inner telescoping wall 6104 and inner cylindri-
cal wall 6112.

[0230] In one embodiment, the fluid drains out of the tele-
scopic cylinder 6100 via an outlet 6160. In one embodiment,
the outlet 6160 is positioned near the inner portion 6120 ofthe
telescopic cylinder. In a preferred embodiment, the outlet
6160 is positioned such that the fluid exiting the cylinder exits
in a substantially vertical direction. Moreover, one skilled in
the art will appreciate that the outlet 6160 may be configured
as a drain hole, slot, valve, etc. The outlet 6160 may also
interconnect to the cleaning station via piping, tubing, hosing,
or other means designed for the fluid conveyance in order to
transport the exiting fluid from the telescopic cylinder 6100 to
an outlet or other fluid exit.

[0231] The telescoping section 6148 may be intercon-
nected to the housing or other portion of the surgical scrub
cleaning station. In a preferred embodiment, the telescoping
section 6148 may be interconnected to an extendible and
retractable rubber baffle 6152 interconnected to the housing
of'the surgical scrub cleaning station. The rubber baffle 6152
acts as a protective device for users. The rubber baftle 6152
serves as a barrier so that a user’s hands and/or forearms do
not contact the interface between the rotating telescoping
cylinder and the stationary wash station. In one embodiment,
the rubber baftle 6152 may also extend over some portion of
the opening of the telescopic cylinder 6100 (not shown). In
this embodiment, the rubble baffle 6152 acts as a splash guard
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and prevents fluid from escaping from the telescopic cylinder
6100 and expands or contracts in width in response to expan-
sion and contraction of the telescopic portion 6148. There-
fore, embodiments of the surgical scrub cylinders may
include a rubber baftle 6152 to enhance user safety and pre-
vent undesirable splash back.

[0232] Embodiments ofthe surgical scrub cleaning stations
may also include a drip tray 6156. The drip tray 6156 is
capable of containing any fluid escaping from a wash cylin-
der, such as the telescopic cylinder 6100. The drip tray pre-
vents the floor from becoming wet and potentially unsafe.
One of skill in the art will appreciate that ensuring the area
surrounding a hygiene station remains dry is important in a
surgical environment. For example, in a hospital surgery wing
or emergency room, surgeons, doctors, nurses, and other hos-
pital personnel likely need to prepare a patient for treatment
quickly. As such, it is imperative that hospital personnel can
quickly and readily comply with hygiene requirements (i.e.
use a surgical scrub cleaning station) and move the patient to
the appropriate area without slipping or falling on a wet
surface. Fluid from the lower arm of a surgeon, for example,
drains into the drip tray at the elbow of the surgeon (when the
elbow is held above the drip tray 6156 and the arm is bent
upwardly).

[0233] The telescopic cylinder 6100 may also include a
series of brushes (not shown) that can be inserted and
removed from the telescopic cylinder 6100 after use. The
surgical scrub cleaning station may also utilize RFID tech-
nology that allows for specific user settings and further does
not allow a specific brush to be used more than once.

[0234] Referring now to FIG. 62, an alternative embodi-
ment of the telescopic cylinder 6200 is shown. More specifi-
cally, the telescopic cylinder 6200 telescopes in the opposite
configuration than that shown in FIG. 61. That is, the inner
and outer cylindrical walls 6116 and 6112 telescope and slide
over the inner and outer telescoping walls 6104 and 6108.

[0235] Inaddition, FIG. 62 shows an alternative fluid con-
veyance structure 6204. The fluid conveyance structure 6204
of a telescopic cylinder is shown in a daisy-chain configura-
tion. The fluid conveyance structure 6204 of a preferred
embodiment includes a fluid conveying conduit 6208. The
fluid conveying conduit may include a hose, a tube, a pipe, or
other suitable device for conveying fluid. The fluid convey-
ance structure of the daisy chain configuration includes at
least one fluid conveyance conduit 6208 that is intercon-
nected to a first set of fluid-conveying channels in the annulus
defined by cylindrical wall 6116 and a second set of fluid
conveying channels in the annulus defined by telescoping
wall 6108. Both the first and second sets of channels provide
pressurized fluid to the nozzles 6224. As such, the fluid is able
to travel from the annular space 6220 (between the inner and
outer cylindrical walls 6112 and 6116), into and through the
inlet fluid conveyance channel 6208, and then exit into the
annular space 6216 (between the inner and outer telescoping
walls 6104 and 6108). Once in the annular spaces 6220 and
6216 the fluid F may be ejected through a plurality of nozzles
6224 into the telescopic cylinder 6200. Additional links of the
daisy chain may be provided such that additional positions
along the length of the telescopic cylinder are interconnected.
The fluid F may exit the telescopic cylinder 6200 via an outlet
6228. The outlet 6228 is shown positioned at an inner portion
of' the telescoping cylinder 6200; however, one of skill in the
art will appreciate that the outlet 6228 may be positioned at
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any point along the length of the telescoping cylinder that is
capable of providing adequate drainage for the telescopic
cylinder 6200.

[0236] In a still further embodiment of the present inven-
tion, the fluid conveyance structure may be configured as a
nozzle inlay in which the nozzle inlay interconnects the inner
cylindrical and telescoping walls to a plurality of nozzles. In
addition to the fluid conveyance structures discussed above,
one of skill in the art will appreciate that any suitable mecha-
nism may be used to provide fluid to the nozzles.

[0237] With respect to any of the surgical scrub wash cyl-
inders, the inner walls are preferably designed to rotate about
a rotational axis so that when in use. In a preferred embodi-
ment, the inner walls are capable of rotating 360 degrees
about some rotational axis. The rotation of the inner walls of
a surgical scrub wash cylinder provides enhanced cleaning to
the hands and forearms.

[0238] In yet another alternative embodiment, the surgical
scrub automated cleaning station includes a plurality of cyl-
inders having different lengths that may be rotated into posi-
tion. Here, a person selects a cylinder size and that cylinder is
rotated into position such that it may be accessed through the
top opening in the automated cleaning station. In this way, the
surgical scrub automated cleaning station may accommodate
any arm length.

[0239] One of skill in the art will also appreciate that
embodiments of the surgical scrub wash cylinders may be
oriented the opposite direction from that shown in FIGS. 31
and 60-62. That is, the user may reach upwards to insert his or
her hands into the wash cylinder rather than downwards as
shown. In the upward orientation, a fluid outlet or drain hole/
slot may be provided at the outer portion of the wash cylinder
(near the housing of the wash station). In this orientation, one
skilled in the art will appreciate that a more robust splash-
guard may be provided to further ensure that an unacceptable
amount of fluid does not escape from the wash cylinder.
[0240] The surgical scrub cleaning stations may be made of
stainless steel. Moreover, the surgical scrub cleaning stations
may be self-standing or wall mounted. In a preferred embodi-
ment, the surgical scrub wash cylinders are positioned at a
pre-determined angle for ease of ingress and egress and to
ensure adequate drainage. The surgical scrub wash cylinders
may be further positioned to minimize splash back. Depend-
ing on the hygiene requirements imposed for a surgical scrub,
the surgical scrub cleaning stations may have single or mul-
tiple cycles of soap injection. The surgical scrub cleaning
stations may also have system sterilization cycle after each
cleaning cycle to ensure that the wash cylinder is sterile
before each use. The surgical scrub cleaning station may also
include visual confirmation of the wash cycle progress.
[0241] Embodiments of the surgical scrub wash cylinders
of the present invention may also include brushes designed
specifically to clean the subungual (or below the fingernail)
portions of the hand. In a preferred embodiment, the brushes
are designed to be attached and removed from the inner
portion of the cylinders. In a more preferred embodiment, the
brushes are disposable to ensure that sterile brushes are used
during each wash and the brushes are equipped with an iden-
tification system, such as RFID technology, to ensure that
sterile brushes are used for each use of the wash cylinder.
[0242] The fluid used in some embodiments of the surgical
scrub wash stations is preset to a certain temperature and
controlled electronically by the wash station. In addition, the
surgical scrub wash stations may provide visual injection
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confirmation that the soap/disinfectant/cleansing composi-
tion has been injected into the cylinder. Similarly, the soap/
sterile liquid may be interconnected to the surgical scrub
wash stations via disposable, single use soap cartridges, thus
ensuring the every user receives a sterile liquid/soap. How-
ever, in other embodiments, the soap/sterile liquid may be
interconnected to the surgical scrub wash stations via bulk
dispensing means, such as one gallon container.

[0243] Embodiments of the surgical scrub wash stations
include RFID technology for compliance monitoring. For
example, a surgical scrub wash station may include soap
monitoring to ensure the correct soap is used and/or to signal
that a soap replacement is needed. Similarly, a surgical scrub
wash station may include brush monitoring to ensure that
sterile brushes are used and/or to signal that a brush replace-
ment is necessary.

[0244] Surgical scrub wash stations of the present invention
may also include additional options such as, seismic mount-
ing anchors, a redundant power source, and air curtain to
minimize splash, an on-board water tank to ensure consistent
temperature and water supply, or water pressure controlled by
an auxiliary pump to ensure desired efficacy.

[0245] In one configuration, the positional setting of the
telescoping portion relative to the cylindrical portion is set
automatically in response to sensed user identifier, such as
RFID. A processor in the cleaning station senses the user’s
identifier and positions or repositions automatically the tele-
scoping portion to a length that accommodates the length of
the user’s lower arm. This can provide enhanced levels of user
convenience and satisfaction compared to a (completely)
manually positioned or positionable telescoping portion. In
the automated configuration, the telescoping portion is posi-
tioned by a new user using automatic controls, the settings are
saved and linked or related to the user’s profile or identifier,
and the position of the telescoping portion is thereafter auto-
matically determined using the user’s identifier.

[0246] In addition to providing upper arm coverage and a
nail brush, the surgical scrub cylinder may employ additional
features that provide enhanced or higher level hand washing.
In particular, the surgical scrub cylinder may provide a drying
cycle or a pulsed flow of cleaning fluid. Wash cycle param-
eters may be adjusted depending on the hygiene require-
ments. A self-cleaning cycle may be performed after each
cylinder use. The nail brush or brush may be replaced after
each use. In some cases, the automated cleaning station may
be automatically shut-down pending a self-cleaning or brush
replacement. Automatic shut-down of the cleaning station
may be imposed after each use or after a predetermined num-
ber of uses.

[0247] It should be appreciated that the foregoing cleaning
stations can be considered extensions or modifications to the
basic cleaning station illustrated in FIG. 2. Accordingly, any
of the above described cleaning stations may additionally
include such components as RFID reader 212, for use in
reading RFID tags 208; optical sensor 216; cleaning station
operations monitor 200; and video display 224.

[0248] Referring now to FIG. 32, an exemplary sanitizer
dispenser 3200 is illustrated. The sanitizer dispenser 3200a
includes a sanitizer dispenser operations monitor 200. The
sanitizer dispenser operations monitor 200 is a computational
device such as a general purpose computer, controller, or
ASIC that is operable to record data associated with employee
use of the sanitizer dispenser 1004 and to report the data to the
administration computer 104. The sanitizer dispenser opera-
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tions monitor 200 may be incorporated into the sanitizer
dispenser 100a (if an automated dispenser) or, alternatively,
may be implemented as a separate computing device.

[0249] Also shown in FIG. 32 is a user 204 of the sanitizer
dispenser 100a. The user 204 may be an employee or visitor
who is required to use a sanitizer because of the nature of their
work or the nature of the facility. The user 204 is shown
wearing a user RFID tag 208. The user RFID tag 208 is
programmed by an RFID tag programming device (not
shown) with information such as an employee number that,
when read, uniquely identifies the employee. The RFID tag
208 may be incorporated into an identification badge or
bracelet worn by the user 204.

[0250] In accordance with embodiments of the present
invention, the sanitizer dispenser 100a includes an RFID
reader 212. The RFID reader 212 is positioned so as to be able
to read the user RFID tag 208 when the user 204 is obtaining
sanitizer at a sanitizer dispenser 100a. The RFID reader 212
may be incorporated into the sanitizer dispenser 100a or,
alternatively, may be implemented as a stand-alone device.
For example, the RFID reader 212 may be positioned adja-
cent to the sanitizer dispenser 100a.

[0251] In a separate aspect of the present invention, the
sanitizer dispenser 100a may optionally include a use verifier,
such as an optical sensor 216 positioned so as to be able to
sense whether the user 204 actually positioned at least one of
their hands for properly receiving a dose of sanitizer. For
example, a battery powered optical sensor 216 may be placed
adjacent a plunger 218 that is depressed by the user 204 to
obtain sanitizer from the sanitizer dispenser 100a. Alterna-
tively, the optical sensor 216 may serve as both a use verifier
and as a trigger for the sanitizer dispenser. For example, in
touchless sanitizer dispensers the optical sensors 216 serve to
trigger the sanitizer dispenser to deliver a dose of sanitizer by
an electric pump or atomizer. For such sanitizer dispensers,
the optical sensor 216 may also serve as the optical sensor for
monitoring the position of the user’s hands and reporting to
the administration computer 104 whether, and optionally for
how long, the person actually held their hand(s) to receive a
dosage of sanitizer, and thus, that the person was not just
located near the sanitizer dispenser 100qa. Alternatively yet,
other ways of monitoring whether the sanitizer dispenser
100a has been used are also within the scope of the invention.
For example, as those skilled in the art will appreciate, the
plunger 218 or other dispensing device associated with the
sanitizer dispenser 100a may include a trip/cycle indicator
(not shown) for registering whether the plunger 218 was
actually depressed or otherwise triggered.

[0252] The RFID reader 212 and the optical sensor 216 (if
present) are in communication with sanitizer dispenser opera-
tions monitor 200, which, in turn, is operable to collect data
associated with these devices. More particularly, data is col-
lected from the RFID reader 212 indicating the identity of the
user 204. Additionally, if the sanitizer dispenser 100«
includes a use verifier, such as an optical sensor 216, data
from the use verifier is also collected by the sanitizer dis-
penser operations monitor 200. As those skilled in the art will
appreciate, in addition to RFID, other magnetically, optically,
and/or electronically readable user identifiers are within the
scope of the present invention. In particular, a user may be
identified by way of a typed password, retinal scan, voice
print, palm print, fingerprint, face identification, bar coding
(on an employee ID), etc.
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[0253] Also shown in FIG. 32 is a consumables container
228 that contains the sanitizing material, such as an alcohol
gel. In accordance with at least one embodiment of the
present invention, the consumables container 228 may
optionally include a detachable connection to a consumable
receptacle 230 associated with the sanitizer dispenser 100a so
that the consumable container 228 may be removed and dis-
posed of when its contents are expended. After the disposal of
a used consumables container 228, a new consumables con-
tainer 228 is then attached to the sanitizer dispenser 100a. In
accordance with one or more embodiments of the present
invention, the consumables container 228 also includes a
consumables RFID tag 232 that contains information related
to the consumable container 228. A consumables RFID
reader 236 associated with the sanitizer dispenser 100a reads
the consumables RFID tag 232 and communicates informa-
tion related to the consumables container 228 to the sanitizer
dispenser operations monitor 200. In one embodiment of the
present invention, the RFID reader 212 can also serve as the
consumables RFID reader 236 so that two separate readers
are not need. However, two separate readers could be used. In
addition, although RFID is discussed herein for use of iden-
tification of consumables, as noted herein other types of iden-
tification systems may be used, such as bar codes. Thus, for
example, if RFID is used to identify the user, and a bar code
is used to identify the consumables, or vice-versa, two sepa-
rate readers may be needed.

[0254] Another example of a higher-level hygiene station
that may be used is the “complete hand care” automated
cleaning station 3300, shown in FIG. 33. The complete hand
care automated cleaning station includes at least three ele-
ments that provide a total hand care package. First, the com-
plete hand care cleaning station includes an automated hand-
washing cylinder 220. Second, the complete hand care
cleaning station includes a monitored hand-sanitizer 3200.
Third, the complete hand care cleaning station includes a
monitored lotion dispenser 3300. Here, the automated hand-
washing cylinder 220 may be used to provide an initial hand
washing. The monitored hand sanitizer 3200 may then be
used throughout the day in order to maintain hand hygiene. As
hand sanitizers 3200 are typically alcohol based, the lotion
dispenser 3300 is provided. Here, the lotion may be used to
prevent damage to the skin, which may be caused by the use
of the alcohol based hand sanitizer. Overuse of lotion, how-
ever, may be detrimental to hand hygiene. In particular,
repeated use of lotion may result in the build up of a film on
the surface of the hands. This film may in fact promote the
growth of germs and/or microbes. In order to prevent this
from occurring, the automated cleaning cylinder 200 may be
used to thoroughly clean the hands, including washing away
any film built-up due to lotion use. Here, the use of the
automated cleaning station, the hand-sanitizer 3200 and the
lotion dispenser may be monitored, and instructions and/or
requirements may be issued regarding their use. In particular,
an individual may be instructed or required to use the lotion
dispenser after a predetermined number of uses of the hand
sanitizer 3200. In addition, an individual may be instructed or
required to use the automated cleaning cylinder after a pre-
determined number of uses of the lotion dispenser 3300.

[0255] Any of the above described automated cleaning sta-
tions may be used to prevent the false indication of compli-
ance with a hygiene requirement. In particular, an automated
cleaning stations may be used to ensure that hand washing in
fact takes place. In contrast to automated cleaning stations,
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existing hand-sink monitoring systems may register that a
hand washing took place when in fact none took place. For
instance, existing hand-sink monitoring systems may register
a complete hand wash after a faucet has been turned on for a
predetermined amount of time. Here, hand-washing require-
ments may be easily falsified by a user simply turning on the
faucet for the predetermined time and not placing his or her
hands under the faucet. In contrast, an automated hand-wash-
ing station in accordance with embodiments of the present
invention is operable to ensure or guarantee that a hand wash-
ing actually takes place. In particular, when the user places his
orhands inthe cylinder 220 an optical signal (e.g., light beam)
is broken. As will be appreciated other radiation wavelengths
may be used to detect the presence of the user’s hands. For
example, infra red sensors may be used to detect the thermal
emissions of the user’s hands. As a result, the automated
cleaning cycle is initiated. The cleaning cycle continues pro-
vided that the signal remains broken (i.e. the hands remain in
the cylinders). When the cleaning cycle is completed, it can be
ensured that the hands were in the cylinders throughout the
entire duration of the cleaning cycle. In this way, falsification
othand-washing requirements is prevented. This aspect of the
present invention is diagrammed in the flow chart given in
FIG. 34.

[0256] At step 3400, a detection of a broken optical signal
is made. In particular, as the individual places his hands
within the cylinders of the automated washing station, the
individual’s hands break an optical signal associated with the
hygiene cylinders. After the broken optical signal is detected,
step 3404 follows. In step 3404, a wash signal is generated
and the hygiene cycle is initiated.

[0257] Step 3408 follows step 3404. In step 3408, a deter-
mination is made as to whether the wash cycle is complete.
More particularly, a determination is made as to whether the
required time has elapsed for the wash cycle to complete. If
the wash cycle has allowed to complete, step 3412 follows. If
the wash cycle is not yet finished, step 3416 follows.

[0258] In step 3412, the wash cycle is allowed to end.
Herein the individual may remove his hands from the wash
cylinders and a complete wash cycle is registered. In step
3416, wherein the wash cycle is not yet complete, the optical
signal is continually monitored. If; in step 3416, it is deter-
mined that the wash signal is broken (i.e., the optical signal is
restored) for at least a predetermined period of time, the
method continues to step 3420. If the wash signal is restored
(i.e., the optical signal is broken again) before the predeter-
mined configurable time has elapsed, the removal of the
user’s hands from the optical signal path is deemed to be
accidental or incidental and the wash is not determined to be
compromised. The predetermined time preferably ranges
from about 0.5 seconds to 5 seconds, and more preferably
from about 0.5 seconds to about 3 seconds. Stated another
way, the predetermined time ranges from about 5 percent to
about 50 percent of the wash duration, and more preferably
from about 5 percent to about 30 percent of the wash duration.
In step 3420, it is determined that the individual has removed
his hands from the wash cylinder prior to the end of a com-
plete wash cycle. Herein a complete wash cycle is not regis-
tered and step 3400 follows, wherein the signal is again
detected in preparation for a new wash cycle.

[0259] Ifin step 3416 the signal remains broken, step 3404
follows, wherein the wash cycle continues.

[0260] Thedeployment of various types ofhygiene stations
throughout a facility is illustrated in FIG. 35. Keeping with
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the example set forth above, the facility shown in FIG. 35 is
considered to be hospital. Here, area A (hygiene level of 1)
might correspond to a bathroom. Similarly, area B (hygiene
level of'2) might correspond to a waiting area, area C (hygiene
level of 3) might correspond to a staging area, and area D
(hygiene level of 4) might correspond to a surgery wing. Here,
door 3500 separates area C from area D. Door 3504 separates
area B from area C. Door 3508 separates area B from area A.
In implementing a hygiene protocol and/or in maintaining the
hygiene levels set forth above, one or more hygiene stations
may be strategically placed throughout the facility. For
example, a surgical scrub hygiene station 3512 may be
deployed near the door 3500 that leads into the surgery wing
(area D). A complete hand care hygiene station 3516 may be
deployed a central location in the staging area (area C).
[0261] In accordance with embodiments of the present
invention, an automated cleaning station may be electroni-
cally coupled to a locking mechanism on a door, gate, turn-
stile, or other means for preventing ingress and egress. This
aspect of the present invention is illustrated with reference to
the surgical scrub hygiene station 3512 which is electroni-
cally coupled to alocking mechanism on the door 3508. Here,
a person may be physically prevented from passing through
the door 3508, if the person has not yet completed a verified
wash cycle. In this way, it is ensured that an individual must
have the required level radius before that individual enters the
higher-level hygiene area. In particular, the person must place
his or her hands within the scrub cylinders for the duration of
complete wash cycle. After the wash cycle is completed, a
signal may be sent to the door 3508, which causes the door to
unlock allowing the person to pass through. As explained in
connection with the verification cycle diagramed in FIG. 34,
the use of an automated hygiene station in accordance with
embodiments of the present invention prevents falsification
and ensures that a hand washing actually takes place.
Embodiments of the present invention include an emergency
override that will disable to door locking mechanism.
[0262] In electronically coupling a hygiene station to a
door, it may be the case that ingress or egress is prevented only
at a certain time or in response to a certain event. Still refer-
ring to FIG. 35, it may be the case that ingress into the surgery
wing is prevented pending a hygiene action only at the begin-
ning of a shift. Here, individuals would be forced to initially
perform a thorough hygiene scrub. Thereafter or throughout
the remainder of the shift, individuals may be allowed to
freely pass through the door 3500, between the surgery wing
(area D) and the staging area (area C). This free passing may
be made contingent on other factors. For example, free pas-
sage through the door 3500 may be contingent on the person
not leaving the staging area C and going into a lower level
hygiene area, namely the waiting room (area B). In addition,
free passage through the door may be contingent on contin-
ued actions that would maintain a hygiene level. For example,
use of the complete hand care station 3516.

[0263] In accordance with embodiments of the present
invention, the hygiene requirements associated with an indi-
vidual may depend on his or job title. In the hospital example
give above, a surgeon may have different hygiene require-
ments from that of a social worker. Moreover, hygiene
requirement may be imposed on or required of workers asso-
ciated with a facility and not with visitors to the facility.
[0264] An embodiment of the present invention, which
employs both job title/visitor specific hygiene requirements
and ingress/egress prevention, will now be described with
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continuing reference to FIG. 35. As shown in FIG. 35, the
hospital facility includes an additional hygiene station 3520
in the bathroom (area A). The hygiene station 3520 may be
electronically coupled to the door 3508 in order to physically
prevent certain individuals from leaving the bathroom if they
have not undergone a verified hygiene cycle. For example, if
a surgeon uses the bathroom (area A) he or she may be
physically prevented from leaving the bathroom pending a
verified hygiene cycle. As can be appreciated, it would be
desirable to only physically prevent certain individuals from
leaving the bathroom. In particular, if visitors to the hospital
were to use the bathroom it may not be desirable to physically
prevent them from leaving the bathroom if they have not
undergone a hygiene cycle. FIG. 36 shows a flow chart, which
illustrates this aspect of the present invention.

[0265] Instep3600, an individual approaches an automated
hand hygiene station or automated cleaning station and his or
her RFID tag is read. Step 3604 follows 3600. At step 3604,
the automated hygiene station downloads a profile specific to
the user. At step 3608, a determination is made as to whether
ahand wash is needed for this particular individual. If no hand
wash is needed, the method continues to step 3612. At step
3612, the door is activated and the individual is allowed to
pass through the door. This may correspond to the instance
where the individual who has approached the hygiene station
and door is a visitor to the facility. Herein the individual is not
required by the facility to undergo any hand washing. Accord-
ingly, the individual is allowed to pass through the door
without having to undergo a verified hygiene cycle.

[0266] Step 3612 will follow step 3608 if it is determined
that the individual requires a hand wash or other hygiene
related action. At step 3612, a determination is made as to
what type of wash is needed. Here the type of wash may be
specific to the individual as indicated by his or her down-
loaded profile. Specifically, for certain individuals a higher
level or more thorough hygiene cycle may be required. As
described above, this may be the case in a hospital facility
when the individual is a surgeon. Alternatively, a low level
hygiene cycle may be required for in this example a social
worker.

[0267] Following step 3612, the hand washing station is
configured at step 3616. Step 3620 follows step 3616. At step
3620, the hygiene cycle is activated. Step 3624 follows step
3620. At step 3624, the completion of the hygiene cycle is
confirmed. In particular, the hygiene station ensures that a
wash was completed according to the steps set forth in the
method illustrated in FIG. 19. If at step 3624 it is determined
that the washing cycle was incomplete, step 3628 follows. At
step 3628 the user is thereby notified that his or her washing
cycle was incomplete. At this time, the door is not activated
and the individual is not permitted to pass through. Accord-
ingly, step 3620 follows step 3628 wherein a new hygiene
cycle is initiated.

[0268] Ifatstep 3624, itis determined that a complete wash
cycle in fact took place, step 3612 follows. At step 3612 as
described above, the door is activated and the individual is
allowed to pass there through.

[0269] The present invention may be used in a wide variety
of facilities, which may have different hygiene related
requirements and/or needs. In addition, the present invention
allows a particular facility to define and establish hygiene
protocols that are specific to the facility. Using one or more of
the aspects of the present invention set forth above, a hygiene
protocol may be defined for a particular facility. Data may be
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collected in connection with monitoring of compliance with
the hygiene protocol. The collected data may be complied for
internal use only. Alternatively, the collected data may be
provided to outside reporting agencies or other third parties.

[0270] Depending on the needs of a particular facility, the
present invention allows for the implementation of a spectrum
of hygiene protocols, from the loose to the more robust. For
example, a loose hygiene protocol might allow individuals
who have not meet a hygiene requirement to move through
the facility. A more robust protocol might instruct such an
individual to perform a hygiene related action and register a
protocol violation if the individual fails to comply with the
instruction. A still more robust protocol may physically pre-
vent movement of an individual past a choke point if the
individual has not complied with a hygiene requirement. A
particular protocol may impose hygiene requirements on visi-
tors to a facility that differ from those that work at the facility.
For those that work at a particular facility, different hygiene
requirements may be imposed based on job title.

[0271] In implementing a particular hygiene protocol, a
facility may consider various factors described herein when
determining the following parameters. In particular, a par-
ticular protocol may specify if hygiene radius violations are
tolerated, whether contingent hygiene radius downgrading is
allowed, and/or whether contingent zone contamination is
allowed. Moreover, the facility’s hygiene protocol may
specify a time from a hygiene radius violation to a hygiene
protocol violation. Second, the hygiene protocol may specify
a time from a protocol violation to a zone contamination.
Additionally, the protocol may specify the time in a lower
level hygiene zone sufficient to cause a hygiene radius down-
grade. Additionally, the protocol may specify the frequency
othand washing to maintain a particular hygiene radius value.
A spectrum of different hygiene protocols may be imple-
mented by a particular facility. Some hygiene protocols may
employ location tracking as described herein. Moreover, it
should be appreciated that a hygiene protocol may be estab-
lished without reference to location tracking. Any hygiene
compliance means as set forth herein may be used in estab-
lishing a hygiene protocol.

[0272] Referring now to FIG. 37, an exemplary multilevel
hygiene protocol is generally identified by reference number
3700. For each hygiene level, a number of parameters are
specified. For the exemplary hygiene protocol 3700 illus-
trated in FIG. 37, the following parameters are defined:
hygiene requirements 3704, response to hygiene radius vio-
lation 3708, time to hygiene protocol violation 3712,
allowability of contingent zone contamination 3716, time to
zone contamination 3720, and response to zone contamina-
tion 3724. The hygiene protocol 3700 illustrated in FIG. 37
defines a series of hygiene levels with hygiene level 1 being
the lowest level.

[0273] Hygiene level 1 indicated by reference number 3728
specifies no particular hygiene requirements. Accordingly,
the hygiene parameters 3708 through 3724 are not applicable.
Hygiene level 2, indicated by reference number 3732,
includes more stringent hygiene requirements than hygiene
level 1, indicated by reference number 3728.

[0274] Hygiene level 2 (3732) specifies that an alarm is
given as a response to a hygiene radius violation. The time to
hygiene protocol violation is one minute and contingent zone
contamination is allowed. At hygiene level 2, zone contami-
nation does not occur. Accordingly, no particular time is
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specified for a time to zone contamination, and no particular
response is specified for a zone contamination.

[0275] Hygiene level 3 (3736) specifies more stringent
hygiene requirements than hygiene level 2 (3732). In hygiene
level 3 (3736), an alarm is given in response to a hygiene
radius violation. A quicker time, namely, 30 seconds, is speci-
fied for a time to hygiene protocol violation. At hygiene level
3, contingent zone contamination is allowed. However, in
contrast to level 2 (3732), one minute is specified for a time to
zone contamination. In response to a zone contamination,
hygiene level 3 (3736) specifies an alarm.

[0276] Hygiene level 4 (3740) specifies more stringent
hygiene requirements than hygiene level 3 (3736). In hygiene
level 4 (3740), an alarm is indicated in response to a hygiene
radius violation. Zero seconds is specified as a time to
hygiene protocol violation. Accordingly, a hygiene protocol
violation occurs immediately following a hygiene radius vio-
lation. At hygiene level 4 (3740), contingent zone contami-
nation is not allowed. Accordingly, zone contamination
occurs immediately following a hygiene protocol violation.
In particular, zero seconds is specified as the time to zone
contamination. In response to the zone contamination,
hygiene level 4 (3740) specifies an alarm and mechanical
lockout workstations and/or doors that provide access to a
particular area.

[0277] Turning now to FIG. 38, an exemplary multilevel
hygiene protocol is generally referred to with reference num-
ber 3800. Hygiene protocol 3800 includes protocol identifier
3804 that allows multiple hygiene protocols to be defined for
a particular hygiene level. A hygiene level may include dif-
ferent requirements depending on, for example, an employee
type, job title, whether the monitored individual is an
employee or a visitor to the facility, and any other requirement
that specifies or requires individuals to have different hygiene
requirements for a particular hygiene level. The remainder of
the hygiene protocol parameters remain the same as the
hygiene protocol 3700 shown in FIG. 37. For some hygiene
levels in the hygiene protocol 3800, the hygiene requirements
do not differ based on the protocol identifier 3804. More
specifically, hygiene level 1 specifies requirements 3808a for
protocol identifier 1 and requirements 380854 for protocol
identifier 2 which are exactly the same. In particular, as
hygiene level 1 is the least stringent hygiene level, no particu-
lar hygiene requirements are specified. Similarly, hygiene
level 4, the most stringent hygiene level, requires the same
hygiene requirements for each protocol identifier. Specifi-
cally, both hygiene level requirements 3820a for protocol
identifier 1 and hygiene level 4 requirements 38205 for pro-
tocol identifier 2 specify an alarm given in response to a
hygiene radius violation; zero seconds is the time to hygiene
protocol violation; contingent zone contamination is not
allowed; zero seconds to zone contamination; and alarm and
lockout as a response to zone contamination. Turning now to
hygiene level 2, the second most stringent hygiene require-
ment level, a hygiene requirement 3812¢a is specified for
protocol identifier 1, and a hygiene level 2 requirement 38125
is specified for protocol identifier 2. For protocol identifier 2,
level 1 specifies a one minute to hygiene protocol violation.
For protocol identifier 2, level specifies no particular time to
hygiene protocol violation. In this way, different hygiene
requirements may be associated with different individuals.
For example, an employee may be assigned protocol identi-
fier 1, whereas a visitor may be assigned protocol identifier 2.
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[0278] Turning now to FIG. 39, an exemplary hygiene com-
pliance report is generally referred to with reference number
3900. The compliance report 3900 is compiled by the opera-
tion of the compliance monitoring module 630 based on a
particular hygiene protocol. In particular, the compliance
monitoring module 630 may implement a hygiene protocol,
and in so doing produce a compliance report such as the
compliance report 3900, shown in FIG. 39. For example,
exemplary hygiene protocols 3700 or 3800 may be used to
compile a hygiene compliance report 3900. The exemplary
hygiene compliance report 3900 shown in FIG. 39 includes a
number of parameters. Each entry in the hygiene compliance
report 3900 specifies an entry that records an employee or
visitor’s transition across a hygiene boundary, which is
recorded as hygiene compliance parameter 3902. Hygiene
compliance report 3900 records transitions that occur from a
lower level hygiene zone into a higher level hygiene zone.
Compliance report 3900 may be provided in connection with
the hygiene compliance 4000, shown in F1G. 40, which speci-
fies transitions which occurred from a higher hygiene zone
into a lower level hygiene zone. Compliance report 3900 and
compliance report 4000 are shown separately for illustration
purposes. It should be understood that these reports may be
combined to provide a composite report that records all
hygiene related events.

[0279] Turning first to hygiene compliance report 3900, the
parameters include an employee ID 3904, a time in which the
transition occurred 3908, a date 3912 which the transition
occurred 3912, a hygiene radius value 3916 assigned to the
individual when the individual transitioned across hygiene
boundaries, whether a hygiene radius violation occurred
3920, the time to hygiene radius violation remediation 3924,
whether a protocol violation occurred 3928, and whether a
zone contamination occurred 3932. The hygiene compliance
report 3900 records a number of hygiene zone boundary
transitions 39364 through 3936g. Turning now to the compli-
ance report 4000, which specifies hygiene boundary transi-
tions that occurred from higher hygiene level to a lower
hygiene level. Parameters associated with compliance report
4000 include an employee ID 3904, a time of day 3808, a date
3912, a hygiene radius during the transition 3916, whether a
hygiene radius downgrade occurred 4004, and a time to
hygiene radius downgrade 4008. The hygiene compliance
report 4000 includes a number of entries 4012a-4012; that
record hygiene zone boundary transitions. The hygiene zone
boundary transitions recorded in compliance reports 3900
and 4000 are described and illustrated above with reference to
FIGS. 11A-21D.

[0280] FIG. 41 illustrates yet another compliance report
4100 that may be produced by the operation of the compli-
ance monitor 630. The hygiene compliance report 4100
includes a listing of hygiene radius violations that occurred
during a particular day, including the results of these hygiene
radius violations. In the exemplary hygiene compliance
report 4100, six hygiene radius violations, 4104a-4104f
occurred. For each hygiene radius violation 4104a-4104f; the
hygiene compliance report 4100 specifies a hygiene radius
violation number 4108, an employee ID 4112, a cause of the
hygiene radius violation 4116, a time that the hygiene radius
violation occurred 4120, a date which the hygiene radius
violation occurred 4124, a time to hygiene radius violation
remediation 4128, and whether or not a hygiene protocol
violation occurred 4132. Hygiene radius violations 1-5
(4104a-4104¢) record the hygiene radius violations that are
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specified in compliance report 3900. Compliance report 4100
additionally includes a hygiene radius violation 4104/ that
occurred as a result of a zone contamination.

[0281] Embodiments of the present invention are directed
to a compliance system and monitoring method used in con-
nection with the complete hand care system shown in FIG. 33.
FIG. 42 is a flow chart that illustrates a compliance monitor-
ing method used in connection with the complete hand care
station 3300. The method 4200 illustrated in FIG. 42 may be
used to implement a particular hygiene protocol such as
hygiene protocol 4300 illustrated in FIG. 43. Hygiene proto-
col 4300 includes requirements for daily hand washing, lotion
use and mandatory complete hand washing. Parameters
specified by the hygiene protocol 4300 include a hygiene
requirement 4304, a frequency of the hygiene protocol
requirement 4308, and a hygiene station component 4312 that
is used to implement the hygiene requirement 4304. The first
hygiene requirement 4316 is directed to a daily hand washing
requirement. In particular, the hygiene protocol 4300 speci-
fies (hygiene requirement 4304) a particular number (fre-
quency 4308) of washes that must be achieved during a par-
ticular day. The daily washes may be implemented with the
hygiene wash chamber 220 or the hand sanitizer 3200 as
specified by hygiene station component parameter 4312. The
next hygiene protocol requirement 4320 specifies that lotion
must be used after every use of the hand sanitizer. Here, the
lotion dispenser 3300 may be used to accomplish the hygiene
requirement 4320. The next hygiene requirement 4324 speci-
fies that a complete hand wash must be achieved after a
predetermined number of uses of the lotion dispenser 3300.
Here, the wash chamber only 220 must be used to carry out
the hygiene requirement 4324. This set of hygiene require-
ments may be monitored using the method specified in FIG.
42.

[0282] Turning initially to step 4204, usage of the complete
hand washing station 3300 is monitored. In step 4204, a type
of hygiene station usage is determined. As there are three
different hand station components, if the wash chamber 2200
is used, step 4208 follows. If the hand sanitizer is used, step
4212 follows. If the lotion dispenser is used, step 4216 fol-
lows. At step 4208, the usage of the wash chamber is recorded
and the method proceeds again to step 4204. In step 4212, the
use of hand sanitizer is recorded. At step 4216, an instruction
is provided to the user indicating the need for lotion use. At
step 4220, if the lotion is not used within a predetermined
time, non-usage of the lotion dispenser is recorded. Step 4204
follows step 4220. At step 4216, use of the lotion dispenser is
recorded. Following step 4216, a determination is made of the
prior use history of the wash chamber at step 4224. At step
4228, a determination is made if a complete wash cycle is
needed. If no wash cycle is needed, step 4204 follows step
4228. If a wash cycle is needed, step 4232 follows, which
includes providing instructions to the user for usage of the
wash chamber. At step 4236, if the wash chamber is not used
within a predetermined time, recordation of the non-usage of
the wash chamber is recorded and control passes again to step
4204.

[0283] Inimplementing the method 4200 shown in FIG. 42,
the compliance monitor 630 may produce the compliance
report 4400 shown in FIG. 44. The compliance report 4400
includes entries 4432a-4432s that record particular usages of
the complete hygiene station 3300. For each entry in the
compliance report 4400, the following components are speci-
fied: an employee ID 4404, a usage type 4408, a date 4412, a
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time 4416, an indication of compliance with daily require-
ments 4420, an indication of compliance with lotion use
requirement 4428, and an indication with compliance of man-
datory chamber use 4428. The compliance report 4400 shows
compliance statistics for a single employee. It should be
understood however, that compliance report 4400 may
include compliance statistics for any number of employees.
For the employees’ compliance statistics shown in compli-
ance report 4400, it can be seen that on a first day, the indi-
vidual was out of compliance with daily washing require-
ments. On the second day, the individual was out of
compliance with the lotion use requirement, and on the third
day, the individual was out of compliance with the mandatory
wash chamber use requirement.

[0284] The compliance reports 640, 3900, 4000, 4100 and
4400 described herein include raw compliance statistics. In
accordance with alternative embodiments of the present
invention, compliance statistics may be analyzed and orga-
nized and presented in a compliance report that includes
charts and/or graphs. An exemplary trend chart or bar graph
compliance report 4500 is shown in FIG. 45. The bar graph
4500 shows compliance statistics for various time periods
4504a-4504¢. For each time period, the compliance report
4500 includes an indication of the target compliance mea-
surement 4508 in a side by side comparison with actual com-
pliance statistics 4512. For the compliance report 4500, in the
time period 4504aq, it can be seen that the actual compliance
statistics 4512 exceeded the target values 4508.

[0285] FIG. 46 shows a line graph 4600 showing compli-
ance statistics for a cardiology department. The compliance
report 4600 includes a line 4604 indicating the data points for
actual wash counts on consecutive days. The compliance
report 4600 additionally includes a line 4608 showing the
target washes for each of the consecutive days. Additionally,
FIG. 46 includes an indication 4612 of an outbreak which
occurred between days 8 and 10.

[0286] In accordance with embodiments of the present
invention, real time feedback may be provided to an
employee in order to improve hygiene protocol compliance.
This real time feedback may be provided through a compu-
tational device and displayed in a graphical user interface.
The graphical user interface may be displayed on a screen
such as display screen 224 associated with a particular hand
hygiene station. In accordance with alternative embodiments
of the present invention, the graphical user interface may be
provided on a screen associated with a computational device
that is a stand alone device and provided separately from a
particular hand hygiene station.

[0287] FIG. 47 shows an exemplary graphical user inter-
face 4700. The graphical user interface 4700 includes a sche-
matic layout of the facility in which monitored employees
and/or visitors are located. The facility map 4704 includes
icons 4708 that represent individuals and the individual’s
location within the facility. The icons 4708 may be accessed
by a user who clicks on the icon using the mouse and associ-
ated mouse cursor 4712. In response, the graphical user inter-
face may provide a drop down menu 4716 that includes cur-
rent hygiene status information for the individual whose icon
was accessed. The drop down menu 4716 includes hygiene
information such as an employee ID 4720, a current working
radius 4724, a current radius 4728, an indication if a hygiene
radius violation has occurred 4732, and a current time to
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hygiene protocol violation 4736. These statistics may be used
in order to allow the individual to remediate his deficient
hygiene status as appropriate.

[0288] In another embodiment, a web-enabled hygiene
monitoring system is provided. As shown in FIGS. 48A-B,
the system 4800 includes a plurality of discrete monitored
entities 4804a,b-w, each comprising first, second, . . . xth;
first, second, . . . yth; or first, second, . . . jth washing stations
100a-x, 100a-y or 100a-f, respectively, a compliance data hub
4812, a compliance monitor 4816a,b-p, and a compliance
filter 4820, all interconnected by a data network 4824.
[0289] The entities 4804a,b-w are each a monitored loca-
tion. Particular monitored entities may be discrete facilities of
a common monitored enterprise. For example, the automated
compliance data hub 4812 may monitor a network of hospi-
tals or restaurants. In one configuration, the compliance data
hub 4812 processes and analyzes data received from the vari-
ous locations, prepares reports, and provides user and admin-
istrator compliance feedback. Referring to FIG. 48A, the
monitored entities 4804a and 48045 represent different loca-
tions associated with a common business enterprise 4806.
Alternatively, a monitored enterprise may include only one
monitored entity. In FIG. 48A, monitored entity 4804w rep-
resents a separate business enterprise. In other words, the
compliance data hub 4812 may be associated with a plurality
of business enterprises that are owned and operated by dif-
ferent companies, and one or more of those enterprises may
include a plurality of different locations or facilities.
Examples of enterprises include health care providers, food
service providers (e.g., restaurants), food and/or drink manu-
facturers (e.g., meat packing plants, dairy product manufac-
turers, and the like), and other types of providers subject to
internal and/or regulatory cleaning requirements.

[0290] In accordance with embodiments of the present
invention, each monitored entity 4804 network includes an
administration computer 104a,b-w or data collection point
that collects cleaning information from each washing station
100a-x, a-y, a-j in the corresponding enterprise network and,
periodically or continually, provides the information to the
compliance server 4832 (shown in FIG. 48B) of the compli-
ance data hub 4812. As can be appreciated, an administration
computer may be a network computer or server and may
include a database. In this configuration, the cleaning infor-
mation may be pushed by the administration computer 104a,
b-w to the compliance server 4832 or pulled from the admin-
istration computer 104a,5-w by the compliance server 4832.
Furthermore, it is noted that configuration of the each moni-
tored entity 4804a,h-w substantially corresponds to the
embodiment of the present invention shown in FIG. 1.
[0291] Each administration computer 104a,b-w may
include a user interface through which employee related data
may be entered. The user interface may be implemented using
any suitable software package (such as Access 2003) and can
include portions that are icon driven to facilitate data entry
and include drop down menus to ensure consistency of data.
Additionally, data may be dynamically saved when possible.
The user interface may include a plurality of screens wherein
data is saved after a screen is changed. When changing
screens, a user may be prompted to enter data not previously
saved. Moreover, mandatory data fields may be supported for
a software version.

[0292] The washing stations 100a-x, a-y, a-j can be any
type of cleaning equipment and are typically at different
spatial locations in the monitored entity. Examples of wash-
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ing stations include manual and automated body member
(e.g., hand, foot, etc.) and other object washing stations, such
as automated hand washers, sinks/faucets and cleaning solu-
tion dispensers, and the like. As will be appreciated, “object”
refers to living or animate organisms, such as people and
animals, as well as inanimate objects or entities, such as
equipment and tools.

[0293] As discussed below, each monitored entity 4804a,
b-w has a corresponding unique monitored entity identifier,
and, within each monitored entity 4804a, b-w, each washing
station 100a-x, a-y, a-f has a unique station identifier. Accord-
ingly, each pairing of monitored entity and station identifiers
is unique. In one configuration, an object type identifier (not
shown)is used in addition to the employee type identifier. The
object type identifier refers to animate and inanimate objects,
each of which has a unique or substantially unique identifier.
While the identifier is carried removably by persons, the
identifier may be attached permanently or semi-permanently
to the inanimate object. The identifier can be, for example, a
passive RFID tag, a bar code label, and the like. Unlike
employee identifiers, which, for an enterprise, are unique,
inanimate object identifiers may not be unique for each indi-
vidual object in the enterprise but unique for a class of objects
of the same type. Thus, objects of the same type have a
common identifier, while objects of different types have dif-
ferent identifiers.

[0294] Each washing station 100a-x, a-y, a-j includes a
compliance module 316 that in turn includes a processor and
computer readable storage medium. The compliance module
316 identifies objects to be cleaned, determines a suitable
cleaning protocol for the object to be cleaned, records object
identifiers, object type identifiers, cleaning protocol identifi-
ers, timestamps, compliance indicators, alert instances, and
the like, determines the compliance or noncompliance of a
cleaning, and generates appropriate alerts. Additionally, each
washing station 100a-x, a-y, a-f can further include modules
to determine whether the operational status of the corre-
sponding washing station or a component thereof. As noted,
the operational status includes not only whether the washing
station or a component thereof is fully or partly operational or
nonoperational, but also quantitatively a current level or
remaining amount of a consumable item, such as soap or a
cleaning/antimicrobial solution, or qualitatively whether the
consumable level falls below a threshold level. Each module
316 may be associated with a memory 304 that typically
includes a record or lookup table listing, by employee iden-
tifier, a corresponding cleaning protocol identifier.

[0295] The compliance data hub 4812 generally collects,
stores, and analyzes cleaning information from the various
administration computers 104a, b-w. (The administration
computers 104a, b-w having collected hand-washing data
from the individual cleaning stations 100a-x, a-y, a-j.) The
compliance data hub 4812 includes a compliance server 4832
for receiving cleaning information and forwarding the clean-
ing information to an appropriate storage location in the com-
pliance data hub 4812, and for retrieving requested cleaning
information from an appropriate storage location and for-
warding the information to an authorized and verified entity,
such as compliance monitor 48164, b-p. In that regard, the
compliance data hub 4812 further includes one or more data-
bases 4836a-r for storing cleaning information and a Local
Area Network 4840 interconnecting the databases with the
server 4832. The databases 4836a-» may be separate, as
shown, with each database corresponding to a monitored
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entity 4804a-n or a single database partitioned into segments,
one segment for each monitored entity 4804. The databases
4836a-n may be implemented using suitable database soft-
ware (such as SQL Server Express).

[0296] The various administration computers 104a, b-w
associated with the various monitored entities may support
modules that communicate with compliance data hub 4812.
In accordance with embodiments of the present invention, it
may by necessary to import a license token from the compli-
ance data hub 4812 in order to enable modules used at the
administration computer level. The token may be specificto a
particular enterprise and may include: the company name, a
primary contact and primary contact information, a second-
ary contact and secondary contact information, the number of
licensed users, and the type of service supported. In accor-
dance with embodiments of the present invention, the token
may be an encrypted string of text that will be delivered as a
token license file. Moreover, the compliance data hub 4812
may periodically access and/or update modules at the admin-
istration computer level. In accordance with embodiments of
the present invention, an email may be generated providing
notice that a particular module was accessed or updated.
[0297] As shown in FIG. 48B, the compliance server 4832
includes a data management module 4844 that queries admin-
istration computers 104a,b-w for cleaning information, for-
wards received cleaning information to an appropriate data-
base 4836 for storage, receives requests for cleaning
information and, after successful authentication and verifica-
tion of the request source, retrieves and forwards the
requested cleaning information to the requesting source, and
analyzes the cleaning information for instances of compli-
ance and/or noncompliance events.

[0298] The data management module 4844 is operable to
provide a data management module report. An exemplary
data management module report 1000 is shown in FIG. 49.
The data management module report 4900 may include an
enterprise identification number 4904. The compliance data
hub 4812 may assign a unique enterprise identification num-
ber 4904 to each business enterprise monitored by the com-
pliance data hub 4812. For example, the enterprise identifi-
cation number 4904 having a value “123456”, as shown in
FIG. 49, may be associated with the business enterprise 4806
shown in FIG. 48. A particular compliance data report 1000
may be provided in connection with a particular business
enterprise and will typically not include compliance data
associated with other entities monitored by the compliance
data hub 4812. In particular, monitored entity 4804w, which
is not part of business enterprise 4806, would be associated
with a different enterprise identification number 4904.
Accordingly, compliance data associated with the monitored
entity 4804w would not appear on the exemplary compliance
data module report shown in FIG. 49. The data hub 4812 may
maintain a contacts module operable to store and track con-
tact information associated with each monitored business
enterprise.

[0299] The data management module report 4900 may
additionally include a station identification number 4908 and
auser identification number 4912. For a particular entry in the
report 4900, the station identification number 4908 indicates
the particular washing station where the washing took place.
The user identification number 4912 is associated with a
particular individual, such as an employee. Accordingly, for a
particular entry in the report the user identification number
indicates who used the washing station. Each entry in the
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report 4900 includes a date 4916 and time 4920 indication
when the washing took place. A facility identifier 4924 may
also be included if the monitored enterprise associated with
the report 4900 includes more than one location or facility.
The facility identifier 4924 may indicate in which facility
within a particular enterprise the washing took place. The
report also includes an indication 4928 of whether or not a
complete wash cycle wash performed.

[0300] Additionally, the data management module report
4900 may include a compliance monitor identification num-
ber 4932. The compliance monitor identification number
4932 may be used to indicate which compliance monitor
48164, b-p of a plurality of compliance monitors 4816a, b-p
is currently receiving or will be receiving compliance data
associated with a particular item in the data management
module report 4900. In addition or in the alternative, the
compliance monitor identification number 4932 may be used
by the compliance filter 4820 in connection with determining
which data items in the data management module report will
be sent to the compliance monitors 48164, b-p. It should be
appreciated that a particular report may include other fields
not shown in FIG. 49. For instance, the report may include a
wash station name or a wash station IP address.

[0301] The exemplary data module report 4900, shown in
FIG. 49, includes exemplary compliance statistics such as
Boolean value indication of whether or not an individual
identified by a particular user ID number completed a hygiene
requirement. Additionally, the report indicates that the indi-
vidual is associated with a particular enterprise, i.e., identified
by a particular enterprise ID number. It should be understood
that any of the compliance statistics discussed and described
herein may be provided in connection with a data manage-
ment module report 4900. In particular, a data management
module report 4900 may include time stamp information,
duration, date, percentage of hand washing statistics, current
training segment statistics, allergy information, preferred
entertainment content information. In embodiments of the
present invention where location tracking is provided, a data
management module report 4900 may include such hygiene
protocol parameters as hygiene boundary transition informa-
tion including time, date, level indications, hygiene radius
violations, hygiene protocol violations, time to hygiene
radius violation remediation, zone contamination statistics,
hygiene radius downgrade statistics, time to hygiene down-
grade information, time to remediation of hygiene radius
violations that occur as a result of zone contamination. In
embodiments of the present invention that include a complete
hand care station, a data management module report 4900
may include statistics such as compliance with daily hand
washing requirements, compliance with lotion use require-
ments and compliance with mandatory wash chamber use
requirements. In accordance with alternative embodiments of
the present invention, a data management module report 4900
may include graphical information such as the graphical
information presented in the bar chart 4500 and/or the line
graph chart 4600. In accordance with still alternative embodi-
ments of the present invention, an interactive graphical user
interface such as the one shown in FIG. 47 may be included in
a data management module report. In this embodiment, an
individual who is monitoring hygiene compliance may
actively monitor the current status of one or more employees
by accessing graphical icons that represent the employees and
thereby accessing drop down menus which provide real time
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information indicating compliance with hygiene protocol
requirements and/or current hygiene status.

[0302] Data management module reports 4900 may be gen-
erated at different time intervals and may be grouped based on
different criteria. For example, reports 4900 may be gener-
ated daily, weekly, monthly, yearly, et cetera. Moreover,
reports 4900 may be generated that are grouped by individual,
company, facility, station, et cetera.

[0303] The compliance hub 4812 may allow particular
individuals to access stored data and/or reports including the
data management module report 4900. In accordance with
embodiments of the present invention, a report 4900 may be
accessed remotely through a web interface. In that regard,
web user 4848, with proper access permission, can access
compliance data stored in the compliance data hub 4812.
Particular individuals given access to stored data may
include, for example, company managers and/or officers. As
described in greater detail below, a report may be provided to
a compliance monitor 4816a, b-p.

[0304] Access to data management module reports 4900
and other stored data may be limited and/or controlled by a
security system. In that regard, the data compliance hub 4812
may include a group security module that provides a pass-
word protected control to stored data. The level of access
allowed to a particular individual may be based on their
membership in a particular group. Particular groups can
include, for example, account manager, customer, demo,
administration, data hub administration, and developer. Par-
ticular functions such as view, store and print may be useable
based on the level of access granted.

[0305] Thecompliance datahub 4812 can perform a variety
of data processing functions. The compliance data hub 4832,
for example, can compare cleaning information, or a given
sensed parameter, to identify events, temporal trends, or dif-
ferences and, if necessary, generate appropriate alarms. The
alarms can be logged internally and/or forwarded to the
respective cleaning station 100a-x, a-y, a-j. The cleaning sta-
tion 100a-x, a-y, a-j can then provide the alarm or warning to
the appropriate cleaned object that, for instance, the cleaning
provided was not compliant. An exemplary alarm may be
“Successful Cleaning”, “Warning Cleaning Failed”, and the
like. In another configuration, the alarm is that a consumable
level is low and requires replacement or that the wrong con-
sumable is being used. The compliance data hub 4812 can
also provide communications to the cleaning stations. The
communications can, for example, be audio and video infor-
mation for display to users of the stations. As will be appre-
ciated, the audio and video information may be streaming
media transmitted over the data network 4824, including, but
not limited to, video transmitted to video display 224.
[0306] In one configuration, the databases 4836 further
include, or reference, information collected and stored by the
enterprise security system (not shown). For example,
employee badge activated entrances typically collect the
badge identifier (or employee identifier) and a timestamp
when the badge identifier was received. Such information can
be used in analyzing compliance by determining whether the
employer having the sensed badge identifier used the washing
station in temporal proximity to passing through the secured
entrance. As will be appreciated, the spatial locations of acti-
vated entrances and washing stations are known and can be
used, collectively, to monitor compliance.

[0307] The one or more compliance monitors 916a, b-p
may be, for example, an entity responsible for monitoring
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and/or otherwise administering the hygiene policies and/or
requirements of the one or more enterprises associated with
the monitored entities 904. The monitor may be a governmen-
tal entity, such as a department of health and human services
and the U.S. Food and Drug Administration, to name but a
few, or a private entity such as a hygiene administration
department. Typically, a plurality of compliance monitors
48164, b-p are involved, with each monitor being associated
with a different local, state, or national (federal) government
entity. By way of example, a facility of an enterprise 4806
may need to report compliance data to multiple compliance
monitors 48164, b-p, such as at the city or municipality,
county, state, and federal levels.

[0308] In one or more embodiments of the present inven-
tion, a compliance filter 4820 may be used. The compliance
filter 4820, in one configuration, receives outgoing transmis-
sions of cleaning information and filters the information
before it is provided to one or more of the compliance moni-
tors 4816a, b-p. The compliance filter 4820 may be part of or
separate from (as shown) the compliance data hub 4812. The
compliance filter 4820 ensures that cleaning information
from different monitored enterprises 4806 is not intermixed
and only necessary cleaning information is provided to the
compliance monitor 4816a, b-p, thereby protecting client/
customer confidentiality and legally recognized privileges. In
one configuration, the compliance filter 4820 is a law firm
responsible for and knowledgeable about compliance moni-
toring requirements. Attorneys may review the cleaning
information and maintain the confidentiality of the cleaning
information under the attorney-client privilege. Furthermore,
in at least one embodiment, the compliance filter 4820 is an
auditing entity other than a law firm.

[0309] The data network 4824 can be any circuit- or packet-
switched network, with a packet-switched network, such as
the Internet or World Wide Web, being preferred.

[0310] The cleaning information is typically converted into
a selected form, packetized, and transmitted over the network
4824. The form of the information can be in accordance with
any selected language, such as the eXtensible Markup Lan-
guage or XML, the HyperText Markup Language or HTML,
Remote Method Invocation or RMI, or Direct Socket Con-
nections. The packets can be transported using any suitable
protocol, such as the Transport Control Protocol/Internet Pro-
tocol suite of protocols, Simple Object Access Protocol, or
User Datagram Protocol.

[0311] An exemplary graphical user interface (“GUI”) for
the compliance data hub 4812 will now be discussed. The
GUI can be accessed from a washing station 100, adminis-
tration computer 4810, a compliance monitor 4816, or Web
browser (not shown) operated by a Web user 4848. A screen
shot of a GUI page is shown in FIG. 53.

[0312] Referring to FIG. 53, GUI page 5300 includes
home, reports, and administrative tabs 5304, 5308, and 5312,
respectively.

[0313] The home tab 5304 contains a (weekly) compliance
dashboard 5316 that reports up-to-date hand-washing statis-
tics that can be viewed in various chart forms, including
compliance by department 5320 (shown), compliance by job
title 5322, and quick reports 5323 tabs. In FIG. 53, the com-
pliance by department tab 5320 is selected, which produces a
number of tables of charts, namely daily departmental com-
pliance 5324, Neonatal Intensive Care Unit compliance 5328,
and my (current user) compliance 5332. Although discussed
as a weekly compliance dashboard, the compliance dash-
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board can be determined over any suitable recurring time
period. The compliance-by-department chart 5336 offers
comparative bar charts by department for the recurring time
period (shown as being a week). The vertical axis (height of
the bars) reflects compliance by percentage of set goals
(which can vary by department). Departments are selected by
a pull-down selector 5340 that offers the choice of “all” or
“individual” department views. The departments shown in
FIG. 53 are for a health care facility and include, in addition
to NICU, anesthesiologist, cardiology, emergency room,
geriatrics, intensive care unit (“ICU”), neurology, nutritional
services, obstetrics, oncology, operating room, orthopedics,
pharmacy, and radiology.

[0314] Referring to FIG. 54, the compliance by job title tab
5322 offers comparative bar charts 5400 for job title for the
last week. The job titles include administrator, food service,
laboratory technician, licensed practical nurse (“LPN”),
medical student, pharmacist, physician, physician assistant,
radiologist, and registered nurse (“RN”). The vertical axis
(height of the bars) reflects compliance by percentage of set
goals, which can vary by job title. Job titles can be selected
through a pull-down selector 5404 that offers the choice of
“all” or “individual” job-title views.

[0315] The quick reports tab 5323 displays all the report
configurations that have been saved from the compliance by
department and compliance by job title search boxes. Click-
ing on one of the displayed links will launch the report with
pre-configured parameters, with all the same functionalities a
normally-generated report has.

[0316] A current washes quick reference 5344 takes the
user directly to the current washes section of the quick reports
tab 5323. This provides information on all of the latest washes
in the saved in the system for that monitored entity.

[0317] Referring to FIG. 55, the daily compartment com-
pliance chart 5324 breaks down departmental compliance to
a spreadsheet format. The table headers include department,
target, washes, and compliance percentage (relative to set
goals, targets, or bench marks). To enhance readability,
selected rows may be color coded based on the department’s
compliance status. For example, green indicates greater than
90% of the target washes or goal has been met. Yellow indi-
cates that greater than or equal to 75% of'the target washes has
been met. Red indicates that less than 75% of the daily depart-
mental target washes have been met.

[0318] Referring to FIG. 56, the NICU compliance chart
5328 depicts data specific to a more important department
(NICU) for the past reporting period (week). The dashed red
line 5600 indicates target washes, and the moving blue line
5604 represents daily washes relative to the target for the
week of September 20 to September 26.

[0319] Referring to FIG. 57, the my (current user) compli-
ance chart 5332 depicts data specific to the active user for the
past reporting period (week). The dashed red line 5700 indi-
cates targeted washes, and the moving blue line 5704 repre-
sents daily washes relative to the target for the week of Sep-
tember 20 to September 26.

[0320] Referring to FIG. 58, the reports tab 5308 provides
three links, namely the department compliance report 5800,
the job-title compliance report 5804, and the current washes
report 5808. Referring to FIG. 59, the default state of the
upper half of the department compliance report 5800 is simi-
lar to the compliance by department chart in the GUI page
5300. The bottom portion of the screen has changed. It now
contains a detailed compliance information spreadsheet with
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columns, including department, date, number of employees,
total target washes, and compliance percentage. The show
link 5904 permits the user to view the current report settings
and parameters and edit them as desired. For example, the
user can select a different set of departments, report period,
and whether the report format is to be in detail or summary
form. The detail format produces a report broken down by
day. The summary form produces a summary report of all
dates selected.

[0321] Referring to FIGS. 54 and 59, the upper half of the
job title compliance report 5900 looks similar to the job title
compliance view in FIG. 54. The bottom portion of the screen
shot has changed, and it now contains a detailed compliance
information spreadsheet with the columns, job title, date,
number of employees, total target, total washes and compli-
ance percentage. The show link 5904 permits the user to view
the current report settings and parameters and edit them as
desired. For example, the user can select a different set of job
titles, different set of departments (for which the job titles are
to be reported (e.g., physicians in the NICU), report period,
and whether the report format is to be in detail or summary
form, as discussed above.

[0322] The current washes report, which is also available
from the quick reference 5344, displays all of the most recent
washes in a detailed spreadsheet format. Displayed informa-
tion includes user name, user’s department, user’s job title,
user’s employee identifier, user’s badge identifier, the identi-
fier of the wash station used, an indicator whether or not the
wash was completed successtully, and the wash date.

[0323] The administrative tab 5312 permits administrators
to manage various functions, including washer configuration,
user management (drop, add, or edit user information (e.g.,
user name, user contact information, user password, user
employee identification number, user badge (or RFID) num-
ber, user assigned department, employee type identifier, user
job title, identities of devices associated with the user (e.g., a
user work piece, a door into or out of a designated user work
area, a user powered or unpowered tool, and the like), user
shift times, and the like)), automated washing device man-
agement (e.g., add, drop, or edit device information (e.g.,
device or wash station name, device or wash station location,
device or wash station type, device or wash station assigned
department, device or wash station washes-per-soap bottle
(currently remaining and/or original soap bottle capacity), a
number of washes performed by the device, a number of
washes performed by the device since the soap bottle was
replaced, device maximum wash water temperature, device
1P address, device IP port, and device serial number)), loca-
tion management (setting up logical hierarchical relation-
ships between locations), target management (e.g., edit the
target number of washes per day for a department, job title, or
user (the number of washes is of course a function of the
number of hours the respective employee will work during
the reporting period)), department management (e.g., add,
delete, or edit a department), job-title management (e.g., add,
delete, or edit a job title), and shift management (e.g., add,
delete, or edit a shift).

[0324] The operation of the hygiene monitoring system
will now be discussed with reference to FIG. 50.

[0325] In step 5000, the compliance module 316 of a
selected washing station 100 identifies an object within range
of'the sensor. For example, an RFID tag identifier code asso-
ciated with an animate or inanimate object is read by the
RFID reader. Control then passes to step 5004.
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[0326] In step 5004, the sensed identifier code and a first
timestamp are recorded by the module 316. The first times-
tamp is indicative of the start time of the cleaning or washing
cycle. In other configurations, the actual time that the clean-
ing cycleis commenced is sensed by a suitable sensor, such as
an infrared sensor, motion sensor, or other type of optical or
electromagnetic sensor, and recorded.

[0327] Instep 5008, the module 316 maps the sensed iden-
tifier code against the lookup table of FIG. 5B and determines,
for the sensed identifier code, a corresponding value for the
cleaning protocol to be employed. The module 316 then con-
figures the corresponding washing station 100 for performing
the cleaning steps required by the protocol.

[0328] Instep5012, underthe control ofthe module 316 the
washing station 100 cleans the identified object according to
the requirements of the cleaning protocol. In one configura-
tion, the washing station 100 provides audible or visual
instructions to the identified object or to an operator cleaning
the identified object regarding the protocol requirements and
senses when the various protocol steps are performed.
[0329] In step 5016, the module 316 records the sensed
identifier and a second timestamp when one or more steps of
the cleaning protocol is/are completed or, if the cleaning
protocol steps are not completed, when the object to be
cleaned is no longer within range of a sensor (e.g., the RFID
reader or infrared sensor) of the washing station 100. The
module 316 further records, for the sensed identifier, the
protocol identifier for the corresponding protocol, and a com-
pliance indicator (e.g., whether the protocol was successfully
or unsuccessfully completed before the sensed identifier left
sensor range).

[0330] In step 5020, an appropriate alert is generated
depending on whether the protocol was successfully or
unsuccessfully completed. The alert or warning can be pro-
vided to the object by the washing station 100.

[0331] Inone configuration, the response is based on one or
more of the job title, department, badge number, and/or
employee identity of the noncompliant user. Different
employees may have different responses, depending upon
one or more of their respective histories of compliance or
noncompliance with a hygiene protocol, their respective job
titles, their respective departments, their respective badge
numbers, and/or their respective identities. A first user may
thus have a first response for failing to complete a wash
successfully, and a second user a second different response
for failing to complete a wash successfully. The response may
be not only an audible and/or visual alert or warning but also
a selective disablement of a device associated with the user.
The device is identified in the user information. For example,
a response to a first user failing to complete a wash success-
fully may be to disable a first door to a first work area (such as
a clean room, food storage or preparation area, health care
area, and the like) for the first user but not a second door to a
different second work area while a response to a second
different user failing to complete a wash successfully may not
cause disablement of the first door but the second door
because, for instance, the second user, and not the first user, is
not designated to work in the second work area. In another
example, the first user, in response to failing to complete a
wash successfully, may find a device, such as an oven, which
the user uses in the course of his work, to be disabled. In
another example, the first user, in response to failing to com-
plete a wash successfully, may be prevented from punching in
on atime clock. In another example, a compliance monitor, in
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response to the first user failing to complete a wash success-
fully, alerts a responsible person (such as a manager or com-
pliance administrator) other than the first user.

[0332] In decision diamond 5024, the module 316 deter-
mines whether collected compliance data or cleaning infor-
mation should be uploaded to the data network 4824 for
transmission to the compliance server 4832. The trigger for
uploading the information could be, for example, time-based,
based on the number of washings performed by the corre-
sponding station, or based on the available or unavailable
memory capacity of the module 316 in the corresponding
station. Alternatively, the trigger could be the receipt of a
request from the server 4832 for the information.

[0333] When the collected compliance data is to be pro-
vided to the server 4832, the module 316 generates one or
more signals containing the data and includes, in each signal,
the monitored entity identifier of the corresponding moni-
tored entity (e.g., the identifier of the enterprise operating the
washing station 100) and station identifier of the washing
station 100 performing the cleaning. As noted, the monitored
entity identifier is unique among the monitored entities, and
the station identifier among the various stations 100 operated
by the corresponding monitored entity. The signal(s) are then
forwarded to the compliance server 4832.

[0334] The data management module 4844, based on the
enterprise identifier, forwards the signals to the appropriate
compliance database 4836, or storage location(s), for storage
and analysis. As will be appreciated, the module 4844 maps
the monitored entity identifier against a lookup table indexing
monitored entity identifiers against database address and/or
storage address range. The received information is then for-
warded to an interface for the corresponding database for
storage. The table is further used to retrieve compliance data
for an identified, monitored entity.

[0335] Inanother embodiment, the data management mod-
ule 4844 and/compliance filter 4820 use location information
to identify appropriate compliance monitor(s) 4816a, b-p to
which to report, to configure collection parameters, and/or to
configure compliance reports for transmission to the identi-
fied compliance monitor(s) 4816a, b-p. The location infor-
mation can be in many different forms. For example, each
monitored facility of a common enterprise or each monitored
enterprise is assigned geographical information indicating
the physical location of the monitored entity. In another
example, each monitored facility of a common enterprise or
each monitored enterprise is assigned geopolitical informa-
tion indicating the regulatory jurisdiction or political location
of the monitored entity. By way of illustration, the political
location of the facility would identity each compliance moni-
tor 48164, b-p to which activities at the facility must be
reported. In yet another example, each washing station is
assigned geographic and/or geopolitical information. In yet
another example, each washing station has an embedded
location module, such as a GPS or other satellite enabled
locating device, which provides location coordinates. In this
example, as the washing station is moved from one facility to
another the location information is changed dynamically.
[0336] Using the location information, whether associated
with the facility as a whole or separately with each washing
station in the facility, the data management module 4844
determines the corresponding monitoring and reporting
requirements for the pertinent compliance monitor(s) 4816a,
b-p. This is typically done using a lookup table, such as that
shown in FIG. 51.
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[0337] Referring to FIG. 51, the geographic location infor-
mation 5100 is mapped against compliance monitor 5102,
compliance data required 5104, required reporting frequency
5108, and reporting requirements 5112. The geographic loca-
tion information 5100 refers to the expression of geographi-
cal and/or geopolitical location used to signify the location of
the monitored entity. As noted, the geographic location infor-
mation 5100 can be satellite-enabled location coordinates,
compliance monitor identifiers, city identifiers, county iden-
tifiers, state identifiers, country identifiers, and the like. The
compliance monitor designation 5102 identifies the compli-
ance monitor 48164, b-p to which compliance reports are to
be provided. The values in column 5102 can be values asso-
ciated with the compliance monitor 9164, b-p (which may be
an electronic address). Compliance data required 5104 refers
to the information to be collected to comply with require-
ments of the identified compliance monitor. Compliance data
required 5104 includes, for example, a number of required
washes/station, percent compliance (determined on a suitable
basis), number of required washes/employee, and the like.
The required reporting frequency 5108 refers to how fre-
quently compliance data/reports are to be forwarded to the
identified compliance monitor. The frequency, for example,
can be daily, weekly, monthly, yearly, and the like. Finally,
report requirements 5112 refer to requirements for the com-
pliance information provided to the identified compliance
monitor. Report requirements 5112, for example, can refer to
how the compliance data is to be transmitted to the monitor
(e.g., by email, by mail, by upload/download operation over
the data network 4824, and the like), the formatting and
organizational requirements for the report, the entities asso-
ciated with the monitor to whom the information is to be
provided and each entity’s address information, and the like.
Other information in column 12 includes whether the infor-
mation is to be encrypted and, if so, what key(s) are to be
employed, the human or computer language in which the
report is to be expressed (e.g., German, English, HTML,
XML, and the like), and the like.

[0338] The operation of this embodiment will now be dis-
cussed with reference to FIG. 52.

[0339] Instep 5200, a scheduling module (not shown) gen-
erates an interrupt identifying one or more compliance moni-
tors 9164, b-p requiring compliance report(s) to be provided.
The interrupt is received by the data management module
4844.

[0340] In step 5204, the module 4844 determines the loca-
tion information associated with a selected one of the com-
pliance monitors referenced in the interrupt. This can be done
by mapping an identifier of the selected compliance monitor
against a listing of location information regulated or serviced
by the selected compliance monitor 486a, b-p.

[0341] Instep 5208, the module 4844 determines, based on
the geographic location information 5100, each of the moni-
tored entities 48044, b-w monitored by the selected compli-
ance monitor and, based on the geographic location informa-
tion 5100 a monitored entity identifier for each of the
identified entities, the compliance data required 5104.
[0342] Instep 5212, the module 4844 retrieves the required
compliance data. This is typically done iteratively on an
enterprise-by-enterprise basis to avoid intermixing compli-
ance data for different enterprises. Compliance data may be
collected by querying the appropriate one of the first, second,
... nth databases 483 64-7 and/or obtaining compliance infor-
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mation from each ofthe first, . . . xth washing stations 100a-x
at the subject facility for each identified enterprise.

[0343] In step 5216, the module 4844 determines the
reporting requirements 5112 for the selected compliance
monitor.

[0344] In step 5220, the module 4844, using the reporting
requirements and compliance data obtained, generates and
sends the report to the compliance filter 4820 and/or directly
to the compliance monitor 48164, b-p. When the report is sent
to the compliance filter 4820, the filter 4820 can remove
unnecessary information collected by the washing stations
and forward the filtered report to the compliance monitor
48164, b-p.

[0345] In decision diamond 5224, the module 4844 deter-
mines whether the interrupt identified a next compliance
monitor. If not, control returns to step 5200. If so, the next
compliance monitor is selected, and the module returns to
step 5204.

[0346] The exemplary systems and methods of this inven-
tion have been described in relation to automated cleaning
systems. However, to avoid unnecessarily obscuring the
present invention, the preceding description omits a number
of known structures and devices. This omission is not to be
construed as a limitation of the scope of the claimed inven-
tion. Specific details are set forth to provide an understanding
of'the present invention. It should however be appreciated that
the present invention may be practiced in a variety of ways
beyond the specific detail set forth herein.

[0347] Furthermore, while the exemplary embodiments
illustrated herein show the various components of the system
collocated, certain components of the system can be located
remotely, at distant portions of a distributed network, such as
a LAN and/or the Internet, or within a dedicated system.
Thus, it should be appreciated, that the components of the
system can be combined in to one or more devices, such as an
automated washing station, or collocated on a particular node
of a distributed network, such as an analog and/or digital
telecommunications network, a packet-switch network, or a
circuit-switched network. It will be appreciated from the pre-
ceding description, and for reasons of computational effi-
ciency, that the components of the system can be arranged at
any location within a distributed network of components
without affecting the operation of the system. For example,
the various components can be located in a switch such as a
PBX and media server, gateway, in one or more communica-
tions devices, at one or more users’ premises, or some com-
bination thereof. Similarly, one or more functional portions of
the system could be distributed between a telecommunica-
tions device(s) and an associated computing device.

[0348] Furthermore, it should be appreciated that the vari-
ous links connecting the elements can be wired or wireless
links, or any combination thereof, or any other known or later
developed element(s) that is capable of supplying and/or
communicating data to and from the connected elements.
These wired or wireless links can also be secure links and may
be capable of communicating encrypted information. Trans-
mission media used as links, for example, can be any suitable
carrier for electrical signals, including coaxial cables, copper
wire and fiber optics, and may take the form of acoustic or
light waves, such as those generated during radio-wave and
infra-red data communications.

[0349] Also, while the flowcharts have been discussed and
illustrated in relation to a particular sequence of events, it
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should be appreciated that changes, additions, and omissions
to this sequence can occur without materially affecting the
operation of the invention.

[0350] A number of variations and modifications of the
invention can be used. It would be possible to provide for
some features of the invention without providing others.
[0351] In yet another embodiment, the systems and meth-
ods of'this invention can be implemented in conjunction with
aspecial purpose computer, a programmed microprocessor or
microcontroller and peripheral integrated circuit element(s),
an ASIC or other integrated circuit, a digital signal processor,
a hard-wired electronic or logic circuit such as discrete ele-
ment circuit, a programmable logic device or gate array such
as PLD, PLA, FPGA, PAL, special purpose computer, any
comparable means, or the like. In general, any device(s) or
means capable of implementing the methodology illustrated
herein can be used to implement the various aspects of this
invention. Exemplary hardware that can be used for the
present invention includes computers, handheld devices, tele-
phones (e.g., cellular, Internet enabled, digital, analog,
hybrids, and others), and other hardware known in the art.
Some of these devices include processors (e.g., a single or
multiple microprocessors), memory, nonvolatile storage,
input devices, and output devices. Furthermore, alternative
software implementations including, but not limited to, dis-
tributed processing or component/object distributed process-
ing, parallel processing, or virtual machine processing can
also be constructed to implement the methods described
herein.

[0352] In yet another embodiment, the disclosed methods
may be readily implemented in conjunction with software
using object or object-oriented software development envi-
ronments that provide portable source code that can be used
on a variety of computer or workstation platforms. Alterna-
tively, the disclosed system may be implemented partially or
fully in hardware using standard logic circuits or VLSI
design. Whether software or hardware is used to implement
the systems in accordance with this invention is dependent on
the speed and/or efficiency requirements of the system, the
particular function, and the particular software or hardware
systems or microprocessor or microcomputer systems being
utilized.

[0353] In yet another embodiment, the disclosed methods
may be partially implemented in software that can be stored
on a storage medium, executed on programmed general-pur-
pose computer with the cooperation of a controller and
memory, a special purpose computer, a microprocessor, or the
like. In these instances, the systems and methods of this
invention can be implemented as program embedded on per-
sonal computer such as an applet, JAVA® or CGI script, as a
resource residing on a server or computer workstation, as a
routine embedded in a dedicated measurement system, sys-
tem component, or the like. The system can also be imple-
mented by physically incorporating the system and/or
method into a software and/or hardware system.

[0354] Although the present invention describes compo-
nents and functions implemented in the embodiments with
reference to particular standards and protocols, the invention
is not limited to such standards and protocols. Other similar
standards and protocols not mentioned herein are in existence
and are considered to be included in the present invention.
Moreover, the standards and protocols mentioned herein and
other similar standards and protocols not mentioned herein
are periodically superseded by faster or more effective
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equivalents having essentially the same functions. Such
replacement standards and protocols having the same func-
tions are considered equivalents included in the present
invention.

[0355] The present invention, in various embodiments,
configurations, and aspects, includes components, methods,
processes, systems and/or apparatus substantially as depicted
and described herein, including various embodiments, sub-
combinations, and subsets thereof. Those of skill in the art
will understand how to make and use the present invention
after understanding the present disclosure. The present inven-
tion, in various embodiments, configurations, and aspects,
includes providing devices and processes in the absence of
items not depicted and/or described herein or in various
embodiments, configurations, or aspects hereof, including in
the absence of such items as may have been used in previous
devices or processes, e.g., for improving performance,
achieving ease and\or reducing cost of implementation.
[0356] The foregoing discussion of the invention has been
presented for purposes of illustration and description. The
foregoing is not intended to limit the invention to the form or
forms disclosed herein. In the foregoing Detailed Description
for example, various features of the invention are grouped
together in one or more embodiments, configurations, or
aspects for the purpose of streamlining the disclosure. The
features of the embodiments, configurations, or aspects of the
invention may be combined in alternate embodiments, con-
figurations, or aspects other than those discussed above. This
method of disclosure is not to be interpreted as reflecting an
intention that the claimed invention requires more features
than are expressly recited in each claim. Rather, as the fol-
lowing claims reflect, inventive aspects lie in less than all
features of a single foregoing disclosed embodiment, con-
figuration, or aspect. Thus, the following claims are hereby
incorporated into this Detailed Description, with each claim
standing on its own as a separate preferred embodiment of the
invention.

[0357] Moreover, though the description of the invention
has included description of one or more embodiments, con-
figurations, or aspects and certain variations and modifica-
tions, other variations, combinations, and modifications are
within the scope of the invention, e.g., as may be within the
skill and knowledge of those in the art, after understanding the
present disclosure. It is intended to obtain rights which
include alternative embodiments, configurations, or aspects
to the extent permitted, including alternate, interchangeable
and/or equivalent structures, functions, ranges or steps to
those claimed, whether or not such alternate, interchangeable
and/or equivalent structures, functions, ranges or steps are
disclosed herein, and without intending to publicly dedicate
any patentable subject matter.

What is claimed is:

1. An automated washing compliance verification system
provided in association with a plurality of enterprise net-
works, the system comprising:

a plurality of washing stations each operable to wash an
object, the plurality of washing stations being associated
with the plurality of enterprise networks; and

a compliance data hub including a memory, the memory
comprising:

(a) a data management module; and

(b) a plurality of electronic storage locations, each stor-
age location being associated with a corresponding
enterprise network and storing compliance data col-
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lected by at least one washing station in the corre-
sponding enterprise network;

wherein the data management module is operable to pro-

duce a data management report including compliance
data collected in at least one enterprise network of the
plurality of enterprise networks, the compliance data
including data regarding a movement of at least one
person and hygiene related actions taken by the at least
one person as a consequence of the movement.

2. The automated washing compliance verification system
of'claim 1, wherein each enterprise network has a correspond-
ing unique enterprise identifier and wherein each storage
location is associated with a different enterprise identifier.

3. The automated washing compliance verification system
of claim 2, wherein each washing station has a corresponding
station identifier, with each station identifier being unique in
the enterprise network containing the washing station.

4. The automated washing compliance verification system
of'claim 1, wherein the compliance data comprises a plurality
of different object identifiers and different protocol identifi-
ers, each protocol identifier being associated with a different
cleaning protocol.

5. The automated washing compliance verification system
of'claim 1, wherein the data management module is operable
to provide the data management module report to a web user,
the web user having supplied a valid password.

6. The automated washing compliance verification system
of'claim 1, wherein the data management module is operable
to provide the data management module report to a compli-
ance monitor.

7. The automated washing compliance verification system
of'claim 1, wherein the data management module reports one
or more entries, the entries including at least one of:

an enterprise identifier;

a station identifier;

a user identifier;

a date;

a time;

a facility identifier;

a compliance monitor identifier; and

a compliance indicator.

8. The automated washing compliance verification system
of claim 1, wherein the plurality of business enterprises
include a first and a second business enterprise, the first and
second business enterprise being separately owned.

9. The automated washing compliance verification system
of claim 1, wherein each enterprise network includes a cus-
tom report module in communication with the data manage-
ment module associated with the compliance data hub, each
custom report module being enabled by a token imported
from the compliance data hub, the token including at least one
of:

a company name;

primary contact information;

secondary contact information;

number of licensed users; and

type of service supported.

10. The automated washing compliance verification sys-
tem of claim 1, wherein the data management module is
operable to provide an analysis of the compliance data, and
based on the analysis, provide at least one alarm to at least one
enterprise network.

11. The automated washing compliance verification sys-
tem of claim 1, wherein the compliance data associated with
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a particular enterprise network includes data collected by a
security system associated with the particular enterprise net-
work.

12. The automated washing compliance verification sys-
tem of claim 1, wherein at least one enterprise network
includes:

an identification apparatus operatively associated with the
first cleaning station,

the identification apparatus being operable to at least auto-
matically identify the user when the user is within a
predetermined distance from the cleaning station;

a cleaning station operations monitor operatively associ-
ated with the first cleaning station;

a memory associated with the cleaning station operations
monitor, the memory comprising a compliance module
in communication with the identification apparatus, the
compliance module being operable to record data asso-
ciated with use of the first cleaning station by the user;
and

an administration computer in communication with at least
the cleaning station operations monitor, the administra-
tion computer being operable to generate a compliance
report based on at least a portion of the data associated
with a user’s use of the first cleaning station and with a
user’s movement throughout the facility.

13. The automated washing compliance verification sys-
tem of claim 12, wherein at least one enterprise network
includes:

a second identification apparatus not associated with any

cleaning station.

14. The automated washing compliance verification sys-
tem of claim 12, wherein a plurality of hygiene levels are
defined for the facility, one or more of the hygiene levels
having at least one predetermined hygiene requirement,
hygiene zones associated with the facility being assigned a
particular hygiene level indicating that persons within a par-
ticular hygiene zone are required to comply with the hygiene
requirement associated with the particular zone, persons
within the facility being assigned a particular hygiene level
indicating their compliance with the hygiene requirements
associated with the particular hygiene level; and

wherein a particular person is notified of a potential viola-
tion of a hygiene protocol associated the facility if the
hygiene level associated with the particular person is
less than the hygiene level of a hygiene zone in which the
particular person is located.

15. In a hygiene compliance verification system, a com-
puter readable medium encoded with a set of processor read-
able data structures, the set of data structures comprising:

a first set of information identifying a hygiene compliance

monitor;

compliance data required to be reported to the compliance
monitor including data regarding a movement of at least
one person and hygiene related actions taken by the at
least one person as a consequence of the movement; and

reporting requirements associated with the compliance
monitor;

wherein the data structures are used to produce a data
management report including the compliance data.

16. The medium of claim 15, wherein the set of data struc-

tures further comprises:

a reporting frequency required by the compliance monitor.

17. The medium of claim 15, wherein the set of data struc-
tures further comprises:
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location information, the location information identifying
at least one of a geographical and geopolitical location
monitored by the compliance monitor.

18. A method for reporting hygiene compliance, compris-

ing:

determining automatically, by a processor, a geographic
location information associated with a compliance
monitor;

determining automatically, by a processor, a monitored
entity identifier associated with the geographic location
information, the monitored entity identifier being asso-
ciated with at least one of an enterprise and a facility;

determining automatically, by a processor, hygiene com-
pliance data required by the compliance monitor;

based on the hygiene compliance data required, providing,
by a processor, hygiene compliance data associated with
the monitored entity identifier including data regarding a
movement of at least one person and hygiene related
actions taken by the at least one person as a consequence
of the movement;

determining automatically, by a processor, report require-
ments associated with the compliance monitor; and

forwarding, by a processor, the provided hygiene compli-
ance data to the compliance monitor.

19. A method for performing hygiene compliance verifi-

cation, comprising:

(a) receiving, by a processor, an object identifier;

(b) determining, by a processor, a cleaning protocol from a
plurality of different protocols to be used on an object
associated with the object identifier; and

(c) implementing, by a processor, the cleaning protocol in
connection with the object including requirements
regarding movement of persons and hygiene related
actions to be taken by as a consequence of movement of
persons.

20. The method of claim 19, wherein the object identifier

indicates that no cleaning is required.

21. The method of claim 19, wherein implementing the
cleaning protocol includes:

(1) cleaning the identified object in accordance with the

cleaning protocol; and

(ii) generating, by a processor, a compliant and/or noncom-
pliant signal indicating compliance and/or noncompli-
ance with at least part of the cleaning protocol.

22. The method of claim 19, wherein the object identifier is

associated with an object type identifier.

23. The method of claim 21, wherein the object type iden-
tifier is indicative of a type of employee.

24. An electronic hygiene compliance verification data
signal, the data signal being stored on a computer readable
medium, comprising:

source and destination addresses;

hygiene compliance information including data regarding
a movement of at least one person and hygiene related
actions taken by the at least one person as a consequence
of the movement; and

an enterprise identifier; and

a compliance monitor identifier.

25. The data signal of claim 24, wherein the hygiene com-
pliance information comprises a station identifier.

26. The data signal of claim 24, wherein the hygiene com-
pliance information comprises a user identifier.

27. The data signal of claim 24, wherein the hygiene com-
pliance information comprises one or more of a date and a
time.



