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STRONG LIGHTWEIGHT FLIP-FLOP ARBITER PHYSICAL
UNCLONABLE FUNCTION (PUF) FOR FPGA

Field of the Invention

The present invention relates to Physical Unclonable Functions (PUFs). The invention relates
particularly to the implementation of Strong PUFs by an integrated circuit, especially but not

exclusively a Field Programmable Gate Array (FPGA).

Background to the Invention

An important aspect of improving the trust-worthiness of semi-conductor devices, and semi-
conductor based systems is enhancing their physical security. In particular there is a demand for
semi-conductor devices to be resistant not only to computational attacks but also to physical attacks

such as reverse engineering.

A Physical Unclonable Function (PUF) is a function that is embodied in a physical structure such that
when a physical stimulus is applied to the PUF it reacts unpredictably due to the interaction between
the stimulus and the physical structure. This is a result of unpredictable physical characteristics
being introduced into the physical structure of the PUF during manufacture. The physical stimulus is
typically referred to as a challenge and the reaction of the PUF is referred to as a response. A

challenge and its respective response are called a challenge-response pair (C/R pair).

PUFs can be implemented to extract the physical properties of a variety of physical systems. For
example, it is possible to implement PUFs in integrated circuits (ICs). Silicon or other semi-conductor
PUFs can be fabricated using, for example, existing ASIC fabrication processes and therefore can
easily interface with ICs or can be built on the same die as other IC-based components. PUFs exploit
uncontrollable process variations that occur during the fabrication of ICs. These variations make it
impossible to manufacture any two identical devices with identical physical characteristics. Physical
Unclonable Functions (PUFs) are therefore able to generate signatures based on device

manufacturing variations that are infeasible to control or reproduce.

A variety of semiconductor, in particular silicon, PUF implementations are known, including those
categorized as delay-based PUFs, Ring Oscillator PUFs and memory-based PUFs. Delay-based
PUFs typically use variations in the propagation delay of identical circuits to derive a unique and
secret response from the IC. A number of different architectures may be used such as Arbiter PUFs
or Tristate Buffer PUFs. Ring Oscillator based PUFs compare the frequency outputs of otherwise
identical oscillators, and Memory-based PUFs, which for example include SRAM PUFs and Butterfly
PUFs, depend upon the unpredictable start up state of feedback based CMOS memory structures to
produce a secret response. Most CMOS based memory structures including flip-flops, SRAMs and

latches, use a cross-coupled structure with a positive feedback to store the required logic.
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Ideally, every PUF can generate a unique output for a fixed given input and so provides a means of
authentication that can be used in many security, protection, and digital rights management

applications.

Authentication using PUFs typically involves a challenge-response cycle. Authentication schemes
typically require a “Strong” PUF, which has a complex input/output relationship and can generate
multiple challenge-response pairs (C/R pairs). The Arbiter PUF is an example of a Strong PUF.
However, known Arbiter PUFs suffer from poor uniqueness and repeatability properties, and are
difficult to implement on a Field Programmable Gate Array (FPGA). They also consume excessive
FPGA resources to achieve sufficient bit-lengths. In particular, known Arbiter PUFs, which use an n-
stage differential delay line and a latch arbiter to generate a 1-bit response, are difficult to achieve on

FPGA devices as they require the delay lines to be balanced.

It would be desirable therefore to provide a Strong PUF that mitigates the problems outlined above.

Summary of the Invention

A first aspect of the invention provides an integrated circuit for implementing a physical unclonable
function, said integrated circuit comprising:
at least one cell having a cell activation input for receiving a cell activation signal, and a response
output for providing a response data bit, the, or each, cell further comprising:

an arbiter device having a first input, a second input, an arbiter output, and being configured
to produce an arbiter output signal at said arbiter output depending on the relative timing of signals
received in use at said first and second inputs, said arbiter output being connected to said response
output;

at least one sub-cell connected between said cell activation input and said first input of said
arbiter device to create a first signal path between said cell activation input and said arbiter device;

at least one sub-cell connected between said cell activation input and said second input of
said arbiter device to create a second signal path between said cell activation input and said arbiter
device,
wherein each sub-cell comprises:

a sub-cell activation input;

a sub-cell output;

at least two flip flops, each flip flop having a flip flop activation input and a flip flop output,
each flip flop activation input being connected to said sub-cell activation input;

and at least one multiplexer connected between said at least two flip flops and said sub-cell
output, said at least one multiplexer being operable by at least one selection control input to connect
a selected one of said flip flop outputs to said sub-cell output depending on the value of a challenge

input provided in use to said at least one selection control input.
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Preferably said at least one sub-cell connected between said cell activation input and said first input
of said arbiter device comprises a plurality of said sub-cells connected together in a first chain, and
said at least one sub-cell connected between said cell activation input and said second input of said
arbiter device comprises a plurality of said sub-cells connected together in a second chain, and
wherein the sub-cell activation input of a respective first sub-cell in each of said chains is connected
to said cell activation input, and the sub-cell output of a respective last sub-cell in each of said chains

is connected to the respective one of said first and second arbiter inputs.

Preferably in each of said first and second chains, the sub-cell output of the, or each, sub-cell other
than the last sub-cell is connected to the sub-cell activation input of the next sub-cell in the
respective chain. Preferably in each of said first and second chains, the sub-cell activation input of
the, or each, sub-cell other than the first sub-cell is connected to the sub-cell output of the previous

sub-cell in the respective chain.

In preferred embodiments said at least one sub-cell connected between said cell activation input and
said first input of said arbiter device comprises a single one of said sub-cells having its sub-cell
activation input connected to said cell activation input, and its sub-cell output connected to said first
arbiter input, and wherein said at least one sub-cell connected between said cell activation input and
said second input of said arbiter device comprises a single one of said sub-cells having its sub-cell
activation input connected to said cell activation input, and its sub-cell output connected to said

second arbiter input.

Preferably the respective flip flop activation inputs of each flip flop in a respective sub-cell are

connected together.

Typically said at least one multiplexer comprises a single multiplexer having a respective multiplexer
input for each flip flop output of the respective sub-cell, and a single multiplexer output for connecting

said selected flip flop output to said sub-cell output.

Said at least one multiplexer typically comprises a plurality of multiplexers connected together in a
multi-stage hierarchy in which a plurality of multiplexers in a first stage collectively have a respective
multiplexer input connected to a respective flip flop output, and a single multiplexer in a last stage
has a single output connected to said sub-cell output, and wherein the output of each multiplexer in
the, or each, stage other than said last stage is connected to a respective multiplexer input of the
subsequent stage. Conveniently the, or each, multiplexer is a 2-to-1 multiplexer usually with a single

bit selector control input.

In preferred embodiments, in each sub-cell, said flip flops are provided in one or more sets of two, a
respective multiplexer being provided for the, or each, set, the respective multiplexer having first and
second inputs connected to the respective output of each flip flop in the respective set. In a

particularly preferred embodiment, each sub-cell comprises four flip flops.
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Preferably each sub-cell comprises a hierarchy of 2-to-1 multiplexers, the hierarchy comprising a first
stage having two 2-to-1 multiplexers, and a second stage comprising a single 2-to-1 multiplexer,
each input of each multiplexer in the first stage being connected to a respective flip flop output, each
input of the multiplexer of the second stage being connected to a respective first stage multiplexer

output, and the output of the second stage multiplexer being connected to the sub-cell output.

Typically said cell has a reset input for receiving a reset signal, said flip flops having a reset input for

receiving said reset signal or a derivative thereof.

Said arbiter device may comprise first and second cross-coupled NAND gates.

In typical embodiments the, or each, respective multiplexer is configured, in use, such that

corresponding sub-cells in said first and second signal paths are configured identically.

Said integrated circuit may be a Field Programmable Gate Array (FPGA) comprising logic resources
arranged in a plurality of slices, and wherein each sub-cell is implemented in a respective one of said

slices.

In typical embodiments, the integrated circuit comprises a plurality of instances of said cell, each

generating a respective response bit.

A second aspect of the invention provides an authentication system comprising the integrated circuit
of the first aspect and a reader device, said reader device being configured to send at least one
multi-bit challenge to said integrated circuit and to receive a corresponding response from the
integrated circuit, wherein said at least one multi-bit challenge provides said challenge input and said
response comprises the corresponding respective response data bit generated by said at least one

cell.

A third aspect of the invention provides an authentication method using then authentication system
of the second aspect of the invention, said method comprising sending at least one multi-bit

challenge to said integrated circuit; providing at least one bit of said challenge to each of said sub-
cells as said challenge input; providing a response to said challenge, said response comprising the

corresponding respective response data bit generated by said at least one cell.

The preferred method includes providing a respective one or more bits of said challenge to each
sub-cell. Preferably the method includes providing said at least one challenge to said at least one
sub-cell of each of said first and second signal paths simultaneously. The method typically includes
providing corresponding sub-cells in said first and second signal paths with the same respective one

or more bits of said challenge.
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Preferred embodiments provide an FPGA-based Strong PUF that is robust and lightweight.
Advantageously, the PUF, or more particularly each PUF logic cell, comprises two identical groups of
flip flops and MUXes. The generation of the response depends on generating a race condition
between two identical delay paths created by each group of flip flops and MUXes. A hard-macro of a

1-bit Strong PUF design may be utilised to ensure balanced routing and low resource usage.

Further advantageous aspects of the invention will be apparent to those ordinarily skilled in the art

upon review of the following description of a specific embodiment.

Brief Description of the Drawings

An embodiment of the invention is now described by way of example and with reference to the

accompanying drawings in which:

Figure 1 is a block diagram of an example PUF based authentication system embodying one aspect

of the invention;

Figure 2 is a block diagram of an Arbiter PUF;

Figure 3 is a block diagram of a preferred Strong PUF embodying the invention; and

Figure 4 shows equations that describe the challenge and response relationship of the PUF of Figure
3.

Detailed Description of the Drawings

Referring now to Figure 1 of the drawings there is shown, generally indicated as 10, a PUF based
authentication system embodying one aspect of the invention. The system 10 comprises a PUF
device 12, a reader 14 and a data store 16. The PUF device 12, which may be referred to as a
silicon, or semiconductor, PUF, comprises a PUF embodied on an IC, and performs as a pseudo-
random function that is unique to the integrated circuit. The PUF device 12 is included in a target

device whose authenticity it is desired to verify.

The PUF 12 and the reader 14 communicate with each other in accordance with an authentication
protocol. During authentication of the PUF 12, the PUF 12 receives an input data value C (the
“challenge”) from the reader 14 and returns an unpredictable output data value R (the “response”), or
a function thereof. The use of (any) PUF for authentication in the manner of Figure1 is only one
example of many ways to use a PUF. For example, in alternative embodiments either one or both of

C and R may be masked by a masking function.
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In preferred embodiments, each challenge comprises a respective multi-bit data value. Each

response preferably also comprises a respective multi-bit data value. Due to manufacturing
variations, the physical structure of each PUF 12 is unique such that it implements a respective
pseudo-random function. Hence, the response generated by the PUF 12 is dependent on its
physical characteristics and, more particularly, on one or more physical characteristics that result
from its manufacturing process. The data store 16, which typically comprises a database, holds data
representing a plurality of challenges and their corresponding responses (in respective challenge-
response data sets referred to hereinafter as challenge-response pairs (C/R pairs)) for the or each
PUF 12 supported by the system 10. This data can be gathered empirically during a registration
phase and subsequently used to authenticate the PUF 12, or other article with which the PUF 12 is
associated. For example, the PUF 12 may be incorporated into product packaging to allow
authentication of the product. In Figure 1, only one PUF 12 is shown. In practice the system 10 may
include a plurality of PUFs in that the reader 14 and database 16 may be used in the authentication
of a plurality of PUFs, each of which for example is incorporated into respective packaging or other

article.

A Strong PUF has a complex challenge-response behaviour and supports a plurality of possible
challenges. A Strong PUF is assumed to be effective if it is impossible to determine or attack all the
C/R pairs in a given time frame, for example, a few days or weeks. Figure 1 shows a block diagram
of an arbiter based PUF, or Arbiter PUF, generally indicated as 20, which is an example of a delay
based PUF. The PUF 20 comprises first and second parallel, n-stage (i.e. multi-stage) chains 22A,
22B of multiplexers 24, each chain 22A, 22B feeding an arbiter device 26, typically a flip-flop, to form
1-bit of an n-bit PUF.

Each stage of each chain 22A, 22B comprises a respective multiplexers 24A, 24B each having first
and second selectable inputs, an output and a control input for determining which of the selectable
inputs is provided at the output. In use a respective bit (C4 to Cy) of the challenge is used for each
stage, such that the respective challenge bit is provided to the control inputs of the multiplexers of
the respective stage. Typically, the number of bits in in the challenge is the same as the number of
stages in the chains. The outputs of each multiplexer of each stage are provided to a respective
input of each of the multiplexers in the following stage, except in the case of the final stage where the
outputs of each multiplexer are provided to the arbiter device 26. The PUF 20 has an activation
input provided to each input of each multiplexer of the first stage. In use, a step or state transition
input signal is provided to the activation input as an activation signal, which signal propagates along
the chains 22A, 22B to reach the arbiter 26. The arbiter 26 generates a response R, bit depending on

the relative timing of the signals received at its respective inputs.

The arrangement is such that, depending on the value of the challenge bit at each stage, each stage
is configured as either cross-connect (so that the output of the multiplexer of each chain is provided
to an input of the multiplexer of the next stage in the other chain) or straight-through connection (so

that so that the output of the multiplexer of each chain is provided to an input of the multiplexer of the
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next stage in its respective chain). The arbiter 26 compares the arrival time of its two inputs racing

against each other, when enabled, to generate the response bit, which should differ between devices

due to variability effects.

In an FPGA, logic resources are provided in groups known as slices to create configurable logic
blocks such that the FPGA, or part of it, can be configured to provide the desired functionality of any
particular design. Typically a slice contains a fixed set of logic resources that may comprise a
plurality of Look-up tables (LUTSs), flip-flops, multiplexers and/or logic gates. A problem in the design
of arbiter based PUFs, particularly when implemented on an FPGA, is how to achieve balanced

paths from the activation input to the arbiter device 26.

Referring now to Figure 3, there is shown, generally indicated as 120, a schematic representation of
a PUF logic cell embodying one aspect of the invention. As is described in more detail below, the cell
120 may be used to implement a Strong PUF, in particular an arbiter type PUF but more generally a
delay type PUF. The cell 120 generates a single bit output R from a multi-bit challenge C. To
implement a PUF with a multi-bit response, multiple instances of the cell 120 are provided. For
example an array of N asynchronous elementary 1-bit cells 120 are provided to implement a PUF

having an N-bit response R.

In preferred embodiments, the cell 120 comprises a plurality of sub-cells 130 arranged in an array
comprising first and second parallel chains 122A, 122B of at least two sub-cells 130 per chain
(although in other embodiments each chain may comprise only one sub-cell). Each chain 122A,
122B has a first sub-cell 130, a last sub-cell 130, and typically at least one other sub-cell 130,
intermediate the first and last sub cells. Each sub-cell 130 has input and an output, the output of
each sub-cell 130 in each chain being connected to the input of the next sub-cell 130 in the
respective chain, with the exception of the last sub-cell 130, the output of which is used to provide
the response bit R. More particularly, the respective outputs of the last sub-cell 130, of each chain
are provided to an arbiter device 126, preferably an asynchronous arbiter. The arbiter 126 generates
a single bit output R the value of which, i.e. logic 1 or logic 0 in this case, depends on the relative
timing of the respective signals provided to it by each chain 122A, 122B. In the illustrated
embodiment, the arbiter 126 comprises first and second cross coupled NAND gates, but could
alternatively comprise any suitable alternative circuit or device, e.g. a flip flop. The input of the first
sub-cell 130 of each chain receives an activation signal START, which is typically a step signal, e.g.

a transition from logic 0 to logic 1 or vice versa.

Each sub-cell 130 comprises at least two flip flops 132 and at least one multiplexer (MUX) 134. Each
flip flop has an activation (or clock) input 136 and an output Q. In use, the activation inputs 136
receive the same input signal and to this end may be connected together. In the case of the first sub-
cell 130F of each chain, the common input signal is the activation signal START. For the other sub-
cells of each chain the input signal is the output signal provided by the preceding sub-cell 130 in the

respective chain 122A, 122B. Each MUX 134 has an output 138, first and second selectable inputs
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8
139, 140 and a control input 142 the value of which determines which of the selectable inputs 139,

140 is provided as the output 138. In use, the START signal is provided to each chain 122A, 122B
simultaneously and so the activation inputs 136 of the first sub-cell 130 in each chain are

conveniently connected together to provide the activation input for the sub-cell.

In preferred embodiments, in each sub-cell 130 the flip flops 132 are provided in multiples of two, a
respective MUX 134 being provided for each set of two flip flops 132, and wherein the respective
outputs Q of each flip flop 132 in the respective set are provided as the respective selectable inputs
139, 140 of the respective MUX 134. In addition, the sets of two flip flops are preferably provided in
multiples of two, a respective additional MUX 134’ being provided for each group of flip flop sets,
wherein the respective outputs 138 of each MUX 134 of the respective group are provided as the
respective selectable inputs 139, 140 of the respective MUX 134’. More generally, for each group of
two MUXes 134, a further MUX 134’ is provided to receive the respective output of each of the two
MUXes 134 as its selectable inputs. It will be apparent therefore that two or more stages of MUXes
may be provided until a last stage is reached having only one MUX 134’. The output of the last MUX

134’ provides the output of the respective sub-cell 130.

In the illustrated embodiment, each sub-cell 130 has four flip flops 132, arranged in two sets of two,
each set providing the selectable inputs 139, 140 to a respective MUX 134, the outputs of which
provide the selectable inputs 139, 140 to the last MUX 134’ which provides the output of the sub-cell
130. As such there are two stages of MUXes. In a simpler embodiment, the sub-cell may comprise
only two flip flops 132 feeding a single MUX 134. More generally, in preferred embodiments each
sub-cell 130 has 2" flip flops 132 followed by n MUX stages each MUX stage having n-x MUXes 134

where x=1 to n from the first stage to the last.

The control input for each MUX 134 is provided by a respective bit of the challenge. The same
challenge (i.e. a selected one of the available challenges) is applied to each chain 122A, 122B
simultaneously. In the simple embodiment (not illustrated) where there are only two flip flops 132 and
one MUX 134 in each sub-cell 130, a respective single bit of the challenge is provided to each sub-
cell 130. As such each chain 122A, 122B may comprise the same number of sub-cells 130 as there
are bits in the challenge. In preferred embodiments however, each sub-cell includes more than one
MUX and so more than one bits of the challenge are provided to each sub-cell. In the illustrated
embodiment a respective three bits of the challenge are provided to each sub-cell 130, e.g. bits CO,
C1 and C2 to the first sub-cell 130, bits C3, C4 and C5 to the second sub-cell and so on. The same
challenge bit(s) are provided to the corresponding sub-cell 130 in each chain 122A, 122B.
Accordingly, each corresponding sub-cell in each chain is configured in the same way by its

multiplexers.

It will be apparent that the flip flops and MUXes of each sub-cell 130 in a given chain 122A, 122B,
create a signal, or delay, path (indicated in Figure 3 as Tand T respectively) for the respective
chain 122A, 122B between its input (i.e. the input of the first cell 130F in the chain) and the
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respective input of the arbiter 126. Depending on the control input values (i.e. the value of the

respective challenge bit Ci) provided to the MUXes, the MUXes 134 in each sub-cell 130 select
which of the flip flops 132 in the respective sub-cell 130 form part of the respective delay path. In
preferred embodiments, the MUXes 134 are arranged in a multi-stage hierarchy in which a plurality
of MUXes in a first stage receive inputs from the flip flops and provide outputs to a fewer number of
MUXes in the next stage, and so on until a single last stage MUX provides the output of the sub-cell
130. This may be described as a cascaded hierarchy of multiplexers, in which the output of the
multiplexers in each (higher) stage in the hierarchy feed an input of a respective multiplexer in the
subsequent (lower) stage of the hierarchy (where each higher stage has more multiplexers than the
subsequent lower stage) until the last (lowest) stage comprises a single multiplexer with a single
output. The number of multiplexers in the first stage of the hierarchy depends on the type of
multiplexer (in particular how many inputs it has) and on the number of flip flops in the sub-cell.

There may be one or more stages in the hierarchy, as required.

In preferred embodiments, the MUXes 134 are multiple input single output multiplexers. In
particular, the MUXes 134 are preferably 2-to-1 MUXes with a single bit control input. In alternative
embodiments, MUXes with more than 2 inputs and a multi-bit control input may alternatively be used.
For example, in the embodiment of Figure 3, the 2 stage MUX hierarchy may be replaced by a single
4-to-1 MUX with a 2 bit control input. Such an embodiment requires fewer MUX control bits per sub-
cell 130 than the embodiment of Figure 3, which may be compensated for by using shorter

challenges or longer chains 122A, 122B.

In preferred embodiments, the cell 120 is arranged to receive a reset signal CLEAR which resets all
of the flip flops 132 in all of the sub-cells 130 to a reset state. Typically, each flip flop 132 has a reset
input for receiving the reset signal. In use all of the flip flops in at least the first sub-cells 130 are
preferably reset simultaneously and so, conveniently, the reset inputs of the relevant flip flops 132

are connected together.

In preferred embodiments, the architecture and configuration of each sub-cell 130 is the same (other
than the provision of the arbiter at the end of the chains) and the configuration of each parallel chain
122A, 122B is the same. Therefore the respective delay path provided by each chain is substantially

identical, e.g. subject to variations causes by fabrication rather than architecture/configuration.

For FPGA implementation the flip flops are D flip flop since that is what is typically available on an
FPGA. However, in alternative embodiments, e.g. for an ASIC implementation, other types of flip

flops, for example JK flip flops may be used with minor circuit modifications.

In the illustrated embodiment, on reset Q = 0, and Qinv = 1 for all flip-flops 132. As Qinv is connected
to D, on the activation of the clock signal Q = D = Qinv = 1 (which is the value of Qinv at the clock

edge, immediately after the clock edge Qinv = 0, but by now Q=1). As Q is connected to the next
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stage activation signal, this allows the rising edge to “flow” through the system by sequentially

changing all Q from 0=>1.

In the illustrated embodiment, to generate a single bit response, R, n MUXes 134 and

4n/3 flip flops 132 are cascaded in each of the two paths provided by the respective chains 122A,
122B, where the value of n depends on the number of sub-cells 130 in the chains (there are 3
MUXes in each sub-cell in this example and so the value of n is three times the number of sub-cells

in the chains).

In use, the flip flops 132 in the first sub-cells 132¢ are first reset by CLEAR and then activated by the
rising edge of the START signal, which is fed into the respective activation inputs 136. Depending on
the control input values (i.e. the value of the respective challenge bit Ci) provided to the MUXes 134,
the MUXes 134 in the respective sub-cell 130 select are used to select one of the flip flops 132 of the
respective sub-cell 130 to form part of the delay path for the respective chain 122A, 122B. The
output of the sub cell 130 is fed into the activation input of the next sub-cell 130 and so on, until the
last sub-cell 130,. The last cells 130L of the chains 122A, 122B together contained the arbiter 126,
conveniently in the form of cross-coupled NAND gates. The arbiter 126 determines which delay path,
TV or T, is faster, returning an output R of either one or zero depending on the relative timing of the
signals reaching it via the respective chains 122A, 122B. Vand T respectively represent the upper

and lower delay paths used in the generation of each 1-bit response.

The sub-cells 130 of each chain operate asynchronously in that their respective flip flops are not
operated by a common clock signal. Instead the clock (control) input of the first sub-cell 130¢ is fed
by the START signal, while the clock (control) input of the subsequent sub-cell(s) are fed by the
output of the preceding sub-cell 130.

The output R generated by the cell 120 may serve as a single bit PUF response, or as a single bit of
a multi-bit PUF response. To generate an N-bit PUF response, a PUF logic circuit may be provided
which comprises a plurality (N) of instances of the cell 120, each instance produce a respective

single bit of the N-bit response.

When multiple cells 120 are provided to give an N-bit PUF response, the cells 120 may be
connected together to receive the START signal simultaneously and/or to receive the challenge bits
simultaneously. Alternatively, the cells 120 can operate asynchronously and/or receive different
challenges if required. Alternatively still, a single cell 120 may be used to generate an n-bit response
Rn from a single challenge C by applying a function, e.g. a random one-way function, to the
challenge before supplying it to the cell 120 to generate successive bits of the response. For
example: R = PUF(C); R, = PUF(F(C)); Rs = PUF(F(F(C))) and so on, where F is a random one-way
function. In any case, the input challenge need not be the same for all cells 120, i.e. some or all cells

may receive the same challenge, or all cells may receive a different challenge.
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The challenge and response relationship of a Strong PUF implemented using the cells 120 can be
described by equation [1] of Figure 4, wherein TV and T" are as defined in equations [2] and [3],
where T,-U, T,-L are respectively the delay times of the /-th slices in the upper and lower delay paths,
7Y, mand T, are respectively the delay times of the MUX and flip flops (including delays between
said components) in the i-th sub-cells 130 in the upper delay paths (chain 122A), and TL,-,M and TL,-,R
are respectively the delay times of the MUX and flip flops of the i-th sub-cell 130 in the lower delay

paths (chain 122B). Equation [1] may therefore be re-written as equation [4] of Figure 4.

Advantageously, a PUF device that uses one or more PUF logic cells embodying the present
invention, including one or more instances of the cell 120, is implemented on an integrated circuit
(IC), typically an FPGA. In preferred embodiments, the common logic resources required by each
sub-cell are typically available on a single FPGA slice (although the arbiter may be provided on a
separate slice). Conveniently therefore, each sub-cell 130 may be implemented by a respective
(separate) slice of the FPGA. This facilitates the provision of balanced routing in each slice and
therefore throughout the PUF, which helps to ensure a robust PUF response. In contrast traditional
Arbiter type PUFs are non-trivial to implement on an FPGA due to restrictions when performing the

routing, which can significantly bias the PUF response if poorly balanced.

By way of example, an Artix-7 XC7A100TFPGA (trade mark) FPGA device may be used, which has
15850 slices. To generate a 1-bit response from a 64 bit challenge using the proposed Strong PUF
design of Figure 3 requires only 44 slices. 42 slices are used to implement 4 flip-flops and 3 MUXes
per slice, while the last two slices implement the extra cross-coupled NAND gates of the final stages
also. The MUXes and/or cross coupled NAND gates can be implemented using a LUT, dedicated
internal slice MUXs as convenient. Each slice of the Xilinx Artix-7 FPGA has 4 flip-flops, which allows
for the 4 flip-flops of the proposed PUF cell to be placed in a single slice. For the generation of each
1-bit response R from a 64 bit challenge, the 44 slices may be implemented as a hard macro;
hence, to generate a 64-bit response, a maximum of 64 hard macros and 64 x 44 slices are
required. It will be understood that the logic architecture of Figure 3 may equally suit other FPGA
devices, and that the logic architecture of alternative embodiments may be adapted to facilitate

implementation on any available FPGA device.

Preferred embodiments of the invention may for example be implemented on a Xilinx Artix-7 (trade
mark) FPGA, or other FPGA, and have a relatively small hardware resource requirement compared
to known Strong PUF designs. PUFs embodying the invention also yield relatively good uniqueness
and reliability results compared to know Strong PUF designs. For example, to generate a 1-bit

response from a 64 bit challenge, the design only requires 44 slices of the Artix-7 FPGA.

The invention is not limited to the embodiment(s) described herein but can be amended or modified

without departing from the scope of the present invention.
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CLAIMS:

1. An integrated circuit for implementing a physical unclonable function, said integrated circuit
comprising:
at least one cell having a cell activation input for receiving a cell activation signal, and a response
output for providing a response data bit, the, or each, cell further comprising:

an arbiter device having a first input, a second input, an arbiter output, and being configured
to produce an arbiter output signal at said arbiter output depending on the relative timing of signals
received in use at said first and second inputs, said arbiter output being connected to said response
output;

at least one sub-cell connected between said cell activation input and said first input of said
arbiter device to create a first signal path between said cell activation input and said arbiter device;

at least one sub-cell connected between said cell activation input and said second input of
said arbiter device to create a second signal path between said cell activation input and said arbiter
device,
wherein each sub-cell comprises:

a sub-cell activation input;

a sub-cell output;

at least two flip flops, each flip flop having a flip flop activation input and a flip flop output,
each flip flop activation input being connected to said sub-cell activation input;

and at least one multiplexer connected between said at least two flip flops and said sub-cell
output, said at least one multiplexer being operable by at least one selection control input to connect
a selected one of said flip flop outputs to said sub-cell output depending on the value of a challenge

input provided in use to said at least one selection control input.

2. The integrated circuit of claim 1, wherein said at least one sub-cell connected between said cell
activation input and said first input of said arbiter device comprises a plurality of said sub-cells
connected together in a first chain, and said at least one sub-cell connected between said cell
activation input and said second input of said arbiter device comprises a plurality of said sub-cells
connected together in a second chain, and wherein the sub-cell activation input of a respective first
sub-cell in each of said chains is connected to said cell activation input, and the sub-cell output of a
respective last sub-cell in each of said chains is connected to the respective one of said first and

second arbiter inputs.

3. The integrated circuit of claim 2, wherein in each of said first and second chains, the sub-cell
output of the, or each, sub-cell other than the last sub-cell is connected to the sub-cell activation

input of the next sub-cell in the respective chain.

4. The integrated circuit of claim 2 or 3, wherein in each of said first and second chains, the sub-cell
activation input of the, or each, sub-cell other than the first sub-cell is connected to the sub-cell

output of the previous sub-cell in the respective chain.
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5. The integrated circuit of claim 1, wherein said at least one sub-cell connected between said cell
activation input and said first input of said arbiter device comprises a single one of said sub-cells
having its sub-cell activation input connected to said cell activation input, and its sub-cell output
connected to said first arbiter input, and wherein said at least one sub-cell connected between said
cell activation input and said second input of said arbiter device comprises a single one of said sub-
cells having its sub-cell activation input connected to said cell activation input, and its sub-cell output

connected to said second arbiter input.

6. The integrated circuit of any preceding claim, wherein the respective flip flop activation inputs of

each flip flop in a respective sub-cell are connected together.

7. The integrated circuit of any preceding claim, wherein said at least one multiplexer comprises a
single multiplexer having a respective multiplexer input for each flip flop output of the respective sub-
cell, and a single multiplexer output for connecting said selected flip flop output to said sub-cell

output.

8. The integrated circuit of any one of claims 1 to 6, wherein said at least one multiplexer comprises
a plurality of multiplexers connected together in a multi-stage hierarchy in which a plurality of

multiplexers in a first stage collectively have a respective multiplexer input connected to a respective
flip flop output, and a single multiplexer in a last stage has a single output connected to said sub-cell
output, and wherein the output of each multiplexer in the, or each, stage other than said last stage is

connected to a respective multiplexer input of the subsequent stage.

9. The integrated circuit of any preceding claim, wherein the, or each, multiplexer is a 2-to-1

multiplexer.

10. The integrated circuit of claim 9, wherein the, or each, multiplexer has a single bit selector

control input.

11. The integrated circuit of claim 9 or 10, wherein, in each sub-cell, said flip flops are provided in
one or more sets of two, a respective multiplexer being provided for the, or each, set, the respective
multiplexer having first and second inputs connected to the respective output of each flip flop in the

respective set.
12. The integrated circuit of any preceding claim, wherein each sub-cell comprises four flip flops.
13. The integrated circuit of claim 12, wherein each sub-cell comprises a hierarchy of 2-to-1

multiplexers, the hierarchy comprising a first stage having two 2-to-1 multiplexers, and a second

stage comprising a single 2-to-1 multiplexer, each input of each multiplexer in the first stage being
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connected to a respective flip flop output, each input of the multiplexer of the second stage being

connected to a respective first stage multiplexer output, and the output of the second stage

multiplexer being connected to the sub-cell output.

14. The integrated circuit of any preceding claim, wherein said cell has a reset input for receiving a

reset signal, said flip flops having a reset input for receiving said reset signal or a derivative thereof.

15. The integrated circuit of any preceding claim, wherein said arbiter device comprises first and

second cross-coupled NAND gates.

16. The integrated circuit of any preceding claim, wherein the, or each, respective multiplexer is
configured, in use, such that corresponding sub-cells in said first and second signal paths are

configured identically.

17. The integrated circuit of any preceding claim, wherein said integrated circuit is a Field
Programmable Gate Array (FPGA) comprising logic resources arranged in a plurality of slices, and

wherein each sub-cell is implemented in a respective one of said slices.

18. The integrated circuit of any preceding claim, comprising a plurality of instances of said cell, each

generating a respective response bit.

19. An authentication system comprising an integrated circuit as claimed in any preceding claim and
a reader device, said reader device being configured to send at least one multi-bit challenge to said
integrated circuit and to receive a corresponding response from the integrated circuit, wherein said at
least one multi-bit challenge provides said challenge input and said response comprises the

corresponding respective response data bit generated by said at least one cell.

20. An authentication method using an authentication system as claimed in claim 19, said method
comprising sending at least one multi-bit challenge to said integrated circuit; providing at least one bit
of said challenge to each of said sub-cells as said challenge input; providing a response to said
challenge, said response comprising the corresponding respective response data bit generated by

said at least one cell.

21. The method of claim 20, including providing a respective one or more bits of said challenge to

each sub-cell.

22. The method of claim 20 or 21, including providing said at least one challenge to said at least one

sub-cell of each of said first and second signal paths simultaneously.

23. The method of any one of claims 20 to 21, including providing corresponding sub-cells in said

first and second signal paths with the same respective one or more bits of said challenge.
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