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METHODS AND APPARATUS FOR 
PROCESSING CLIENT REQUESTS IN A 
CONTENT DISTRIBUTION NETWORK 

USING CLIENT LISTS 

BACKGROUND OF THE INVENTION 

Computer networks such as the Internet allow computer 
systems to exchange data or content in a variety of Ways. 
One popular technique for accessing content over a com 
puter netWork such as the Internet uses a suite of protocols 
commonly referred to as the World Wide Web. In a typical 
operation of the World Wide Web, a user at a client computer 
system operates a softWare application called a Web broWser 
to access content served by a Web server computer system 
over the computer netWork. The content may be any type of 
data or information such as documents, Web pages, streams 
of audio or video data or the like. In particular, a user can 
request content from a Web server by selecting or clicking a 
hyperlink that the Web broWser displays on the client com 
puter system (e.g., Within a graphical user interface). This 
operation causes the Web broWser to reference a uniform 
resource locator or URL Which identi?es, among other 
things, a communications protocol that the broWser is to use 
to access the content, an netWork address or domain name 
(e.g., Web site name) associated With a computer system 
(i.e., a Web server) that the broWser is to communicate With 
in order to retrieve the content, and the ?le name, path or 
other speci?c reference to the content or data itself. The Web 
broWser can use the URL information to send a content 

request over the netWork to the computer system that stores 
the content in order to have a computer system return the 
content to the Web broWser. 

In many situations, a URL contains the domain name of 
the computer system that the request for content is to be 
directed toWards rather than the actual netWork address (e. g., 
IP address) of the speci?c Web server computer system can 
serve the content. As an example, a URL such as http:// 
WWW.cisco.com/content.html indicates that the HTTP pro 
tocol is to be used to access content referred to as “con 
tent.html” from a computer system associated With the 
domain name “WWW.cisco.com.” The name WWW.cisco.com 
is referred to as a domain name. Before a Web broWser can 

transmit a content request containing this URL to a computer 
system associated With the WWW.cisco.com domain name, 
the Web broWser must use another system called the domain 
name system or DNS to convert or “resolve” the domain 
name WWW.cisco.com into a netWork address (e.g., an IP 
address) of a speci?c computer system associated With that 
domain name that can receive and service the client request 
for the content. 

To resolve a domain name into a netWork address, the Web 
broWser passes the domain name WWW.cisco.com in a 
domain resolution request over the netWork to a domain 
name server computer system (DNS server) associated With 
the client computer system (e. g., associated With the LAN or 
netWork in Which the client operates). This domain name 
server is referred to as a client’s DNS proxy server since it 
resolves domain names on behalf of the client. The client’s 
DNS proxy server can consult a database of formerly 
resolved domain names (i.e., former conversions of domain 
names to netWork addresses done on behalf of this client or 
other clients) to determine if a mapping of a netWork address 
is locally available for the requested domain name to be 
resolved. If no netWork address mapping is available locally 
Within the client’s DNS proxy server, the client’s DNS proxy 
server uses a DNS protocol to propagate the domain name 
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2 
resolution request over a netWork such as the Internet to 
another (one or more) DNS server that may be capable of 
resolving the domain name into a netWork address. 

Eventually, a DNS server that is capable of resolving the 
domain name into a netWork address responds to the DNS 
request from the client’s DNS proxy server and provides a 
DNS address resolution response that contains the requested 
netWork address of a computer system for that domain name 
(e.g., the netWork address of a computer Within the WWW 
.cisco.com domain). The client’s DNS proxy server then 
returns the requested netWork address back to the Web 
broWser operating Within the client computer system. The 
Web broWser operating on the client computer system can 
receive the netWork address provided from that client’s DNS 
proxy server and can use this address to provide a content 
request for the content associated With the hyperlink to a 
netWork device located at that netWork address. In other 
Words, once the Web broWser obtains the netWork address of 
the Web site using DNS, the Web broWser provides the URL 
to the Web site in the form of a content request directed to 
the netWork address resolved by the DNS system. The 
computer system or other device on the netWork (e. g., on the 
Internet) that has that netWork address Will receive the 
content request from the client computer system and Will 
process the content request accordingly to return the 
requested content to the client. 
A typical Web site might have more than one Web server 

computer system capable of providing or serving the content 
requested in a content request sent from a client computer 
system. Accordingly, a data communications device such as 
a load balancer on the netWork can be con?gured With the 
network address of the Web site. Data communications 
devices such as routers and sWitches Within the Internet thus 
route the content request to the load balancer device that is 
associated With (i.e., is con?gured With) the netWork address 
of the Web site. The load balancer device can then perform 
a server selection operation based on the content request in 
order to select a speci?c Web server computer system to 
handle the processing associated With the content request. 
The load balancer then forWards the content request to the 
selected Web server computer system for processing. That 
Web server can then obtain the requested content and can 
provide a content response containing the content over the 
netWork back to the Web broWser operating Within the client 
computer system. In this manner, the Web broWser can 
present the content to the user. 

In some situations hoWever, a load balancing device for a 
group of Web servers associated With a Web site may 
determine that a content request received from a client is to 
be handled by another group of servers associated With the 
Web site that may be located in another part of the netWork. 
As an example, perhaps load balancing issues indicate that 
servers associated With the load balancer at this location are 
heavily loaded and thus the content request should be 
redirected to another Web server at another location. This 
decision might be made either by the load balancer for a 
group of servers or may be made by an individual Web server 
computer system. In either case, a device can redirect a 
client request, such as an HTTP GET request, to another 
location (e.g., to an address of another load balancer for 
another group of servers, or to another Web server computer 
system) by responding to the initial content request With an 
HTTP redirect response. The HTTP redirect response speci 
?es an alternative URL Which the Web broWser is to refer 
ence in order to obtain the requested content. When a Web 
broWser receives such a redirect response, it performs the 
processing explained above on the neW URL speci?ed 
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Within the redirect response in order to again attempt to 
obtain the content from another device (e.g., from another 
load balancer device associated With another group of serv 
ers or from another Web server speci?cally identi?ed Within 
the redirect response. This may involve performing another 
domain name resolution for a different domain name speci 
?ed in the redirect URL prior to transmitting a neW content 
request for the redirected URL. 

In this manner, one Web server (or another netWork device 
such as a load balancer) can redirect content requests to 
other Web servers (or to other netWork devices such as Web 
caches). This redirection is generally transparent to the user 
of the Web broWser and can take place more than once until 
a particular Web server receives the request and serves the 
requested content back to the Web broWser. At this point, the 
Web broWser receives the content and presents the content to 
the user at the client computer system. 

Another conventional technology related to the present 
invention relates to content distribution netWorks. Generally, 
a content distribution netWork or CDN is a collection of 
computer systems (e.g., Web servers and one or more load 
balancers) that are capable of providing content to client 
computer systems. The various portions of content may be 
related in some manner, such as being provided by a single 
content provider. A CDN typically includes a content router 
(e.g., operating as a load balancer) and one or more content 
engines that operate as servers (e.g., Web servers) to serve 
content requested by content requests sent from client com 
puter systems to the content router. The content router 
decides Which content engine is to service particular 
requests for content. 
As an example of the operation of a CDN, a user 

controlling a Web broWser operating on a client computer 
system may select a URL that references content served by 
a content engine Within a CDN. The domain name speci?ed 
in the URL might generally reference the CDN itself, such 
as WWW.CDN.com. As explained above, When the Web 
broWser uses DNS to resolve this domain name, the content 
router associated With the CDN can operate as a DNS server 
on behalf of this CDN domain. As such, When the content 
router receives, via the DNS system, a domain resolution 
request to resolve the domain name WWW.CDN.com into a 
netWork address, the content router can select a netWork 
address of a speci?c content engine Within the CDN based 
on routing criteria such as load balancing considerations 
betWeen the various content engines that might be available 
to service a content request for content associated With this 
domain. The CDN content router can return the netWork 
address of the selected content engine associated With that 
CDN to the Web broWser. As explained above, the Web 
broWser can then proceed to access the requested content 
from that content engine (e.g., operating as a Web server) 
using a protocol such as HTTP. 
Some content distribution netWorks may have large 

amounts of content that must be distributed for access by 
clients over a computer netWork such as the Internet. In 
addition, organizations that provide CDNs might have lim 
ited computing system resources available for serving such 
content. Accordingly, netWork engineers have developed 
systems that alloW “content peering” betWeen tWo or more 
CDNs. Generally, content peering alloWs tWo or more CDNs 
to share facilities (e.g., content routers and content engines) 
and to collectively serve the same content, referred to as 
peered content. In a typical peering relationship, one CDN 
called the primary CDN has content that its operator/oWner 
to Would like to make available to end users using content 
engines belonging to one or more other CDNs, called 
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4 
secondary CDNs. All CDNs (i.e., both primary and second 
ary) can bene?t from this arrangement since the primary can 
provide a better distribution outlet for content provided by 
content providers (i.e., customers of the primary CDN) 
While the secondary CDNs can make additional content 
easily and quickly accessible to customers of the secondary 
CDN, Which are the end users or subscribers at client 
computer systems. 
TWo or more CDNs in a peering relationship typically 

adhere to a peering policy or peering service level agreement 
that indicates hoW each CDN is to peer content. As an 
example, the peering agreement or relationship may indicate 
that either CDN (i.e., the primary or any of the secondary) 
can have the right to terminate the peering relationship at 
any time Without gaining permission from the other CDNs. 
This termination might be complete such that the entire 
peering relationship ends and thus a secondary CDN need 
not peer content for the primary, or only certain content may 
no longer be peered by a secondary CDN in Which case this 
secondary CDN can continue to peer and serve other content 
on behalf of the primary CDN. The peering policy can also 
govern such things as billing and volume tracking criteria 
for content, bandWidth requirements, and the like. 

In a typical content peering relationship betWeen tWo or 
more content distribution netWorks (e.g., a primary and one 
or more secondary or peering CDNs), end users of some 
client computer systems may be customers of the primary 
CDN While other users of other client computer systems 
may be customers of a secondary CDN that peers content on 
behalf of the primary CDN. Accordingly, customers of a 
secondary CDN ought to receive content from devices such 
as Web servers or Web caches belonging to their respective 
secondary CDN, While other end users operating respective 
client computer systems ought to receive their content from 
devices belonging to the primary CDN or from caches 
belonging to another CDN peering content on behalf of the 
primary CDN (i.e., in Which case there are multiple second 
ary or peering CDN’s in a peering relationship With the 
primary CDN). 

SUMMARY OF THE INVENTION 

Conventional techniques for handling content peering 
betWeen primary and secondary CDNs suffer from certain 
de?ciencies. In particular, conventional techniques for selec 
tion of a particular content distribution netWork (i.e., selec 
tion of a primary CDN or a secondary CDN) might fail to do 
in adequate job of directing a particular client to particular 
CDN that is most favorable for serving requested content to 
that client. As an example, conventional techniques for 
directing a client to receive content from a particular CDN 
(primary or secondary) might involve the primary content 
router in the primary CDN selecting a secondary CDN to 
processing client request based upon a load balancing algo 
rithm. The primary content router may attempt to redirect or 
distribute client requests to multiple secondary or peering 
CDNs in order to balance the load across each secondary 
peering CDN such that one secondary is not overburdened 
by client requests in comparison to another secondary CDN. 
HoWever, this can be problematic since this technique can 
result in a client computer system being directed to receive 
content from a secondary CDN that is not favorable to the 
client computer system for a number of reasons. For 
example, the client computer system may be geographically 
distant from the selected secondary CDN thus resulting in 
sloW retrieval of content from the secondary CDN to Which 
that client Was directed by the primary CDN. 
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Embodiments of the present invention provide mecha 
nisms and techniques that operate in a content routing device 
such as a content router or a content engine within a content 

distribution network, for directing client requests to an 
appropriate content distribution network for servicing. More 
speci?cally, embodiments of the invention provide mecha 
nisms and techniques for selecting a particular content 
distribution network, from a number of content distribution 
networks involved in a peering relationship, to which a 
client request can be routed so that the client computer 
system can obtain requested content. 

In particular, embodiments of the invention allow a con 
tent routing device such as a content router or content engine 
in a primary content distribution network to maintain one or 
more ?rst client lists that identify ?rst sets of client devices 
associated with a ?rst or primary content distribution net 
work. As an example, the content routing device con?gured 
according to one embodiment of the invention can maintain 
a ?rst client list identifying certain client devices. One such 
list can be maintained for each secondary or peering content 
distribution network that peers content on behalf of the 
primary content distribution network. Generally, a ?rst client 
list identi?es a set of client devices that are preferably not 
served by the secondary content distribution network for 
which that ?rst client list is maintained. 

In addition, the content routing device con?gured accord 
ing to embodiments of the invention can obtain, from a 
secondary or peering content distribution network, a second 
client list identifying a second set of client devices associ 
ated with that second content distribution network. A content 
routing device can access this second client list, for example, 
by accessing a URL associated with the second client list. 
Generally, the second client list identi?es a set of client 
devices that that second content distribution network indi 
cates are preferably served by the second content distribu 
tion network when client devices identi?ed in the second 
client list request access to the content domain peered by the 
second content distribution network on behalf of the ?rst or 
primary content distribution network. 
What is meant by the term client device is an entity in a 

network that communicates, to a content distribution net 
work (e.g., the primary content distribution network), a 
request either for content or for resolution of a domain name. 
For example, a client device can be a client computer system 
operated by an end user that submits a client request in the 
form of a content request from a web browser such as an 
HTTP GET request to retrieve speci?c content based on a 
URL, or a client request may be a domain resolution request 
provided to a content router by a client computer system’s 
DNS proxy server in order to retrieve a network address of 
a device to which a client computer system can for a content 
request. Furthermore, a content routing device con?gured to 
operate according to embodiments of the invention is either 
a content router or a content engine within a content distri 

bution network. Preferred embodiments of the invention 
operate within a content router or content engine within the 
primary content distribution network. 

The content routing device operating according to the 
invention can apply a client list ?ltering technique to the ?rst 
client list and the second client list to produce a preferred 
client list that is associated with the second content distri 
bution network. The preferred client list can identify any 
(e.g., Zero or more) potential preferred client devices for 
which the second content distribution network preferably 
processes client requests. In other words, the content routing 
device can perform a client list ?ltering technique such as a 
set operation (e.g., subtraction, union or intersection) in 
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6 
order to combine the ?rst client list associated with the 
second content distribution network (but maintained by the 
primary content distribution network) and the second client 
list obtained from the second content distribution network 
(and maintained by the second content distribution network) 
resulting in the production of a preferred client list associ 
ated with that second content distribution network. This 
processing can be performed according to embodiments of 
the invention using ?rst and second client lists respectively 
associated with, and obtained from, respective secondary or 
peering content distribution networks that peer content on 
behalf of the primary content distribution network. Thus, 
embodiments of the invention produce separate respective 
preferred client lists for each secondary peering content 
distribution network. 
The content routing device can then receive a client 

request associated with a client device and can operate a 
content routing technique to direct the client request asso 
ciated with the client device to a content distribution net 
work for which a preferred client list identi?es the request 
ing client device associated with the client request as a 
preferred client device. In other words, upon receipt of a 
client request for content from a client computer system, the 
content routing device can examine preferred client lists 
associated with secondary content distribution networks in 
order to determine which secondary content distribution 
network that client request is to be routed towards. Based 
upon client identities contained within the ?rst and second 
client lists, as will be explained, embodiments of the inven 
tion cause client requests to be forwarded to a secondary 
content distribution network (or possibly the primary con 
tent distribution network) that will provide a best available 
service for an end user that requests the content. 
A content routing device operating according to embodi 

ments of the invention thus routes a client request for content 
to one of multiple secondary or peering content distribution 
networks that each has the requested content and for which 
one of such secondary content distribution networks has an 
associated preferred client list, calculated based on the 
combination of the ?rst client list maintained for the second 
content distribution network and the second client list 
obtained from that content distribution network, that iden 
ti?es the requesting client device. 
More speci?cally, embodiments of the invention provide 

methods and apparatus for directing client requests to an 
appropriate device within a content distribution network. 
According to one such embodiment, a method operates in a 
content routing device and comprises the steps of maintain 
ing a ?rst client list identifying a ?rst set of client devices 
associated with a ?rst content distribution network. The 
method obtains a second client list identifying a second set 
of client devices associated with a second content distribu 
tion network. The method then applies a client list ?ltering 
technique to the ?rst client list and the second client list to 
produce a preferred client list associated with the second 
content distribution network. The preferred client list poten 
tially identi?es at least one preferred client device for which 
the second content distribution network preferably processes 
client requests. The method then operates a content routing 
technique to direct a client request associated with a client 
device to a content distribution network having a preferred 
client list that identi?es the client device associated with the 
client request as a preferred client device. 

Other embodiments include a content routing device 
capable of comparing the preferred client list produced by 
the step of applying to a peering policy to determine if the 
second content distribution network to which the preferred 
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client list is associated is abiding by a peering relationship 
de?ned by the peering policy With respect to client devices 
the preferred client list identi?es as being preferably served 
by the second content distribution netWork. In other Words, 
the client lists can be used to alloW content distribution 
netWorks to check to make sure other content distribution 
netWorks With Which they peer content are conforming to a 
pre-established peering relationship. 

In one such embodiment, the content routing device 
operates in a primary content distribution netWork and 
obtains the second client list from a peering content distri 
bution netWork that peers content on behalf of the primary 
content distribution netWork. Furthermore, the step of com 
paring is performed to verify that the peering content 
distribution netWork is abiding by the peering relationship 
de?ned by the peering policy betWeen the primary and 
peering content distribution netWorks. 

In an alternative embodiment, the content routing device 
operates in a peering content distribution netWork and 
obtains the second client list from a primary content distri 
bution netWork for Which the peering content distribution 
netWork peers content. In this case, the step of comparing is 
performed to verify that the primary content distribution 
netWork is abiding by the peering relationship de?ned by the 
peering policy betWeen the primary and peering content 
distribution netWorks. 

Other embodiments operate in a content routing device 
operating in a content distribution netWork and maintaining 
a client list identifying a set of client devices associated With 
the content distribution netWork and receiving, from another 
content distribution netWork, a request for the client list. In 
response, the content routing device transmits the client list 
to the other content distribution netWork that provided the 
request for the client list. In this manner, one content 
distribution netWork can provide its client list to a requesting 
content distribution netWork. 

Other embodiments provide a content router and/or a 
content engine, each comprising at least one communica 
tions interface, a memory, a processor and an interconnec 
tion mechanism coupling the communications interface(s), 
the memory and the processor. In the content router, the 
memory is encoded With a request router application that 
When performed on the processor, produces a request router 
process that causes the content routing device to process 
client request as explained herein by performing the pro 
cessing steps outlined above and explained in detail herein 
With respect to content engines and content routers. 

The content router and content engine may be any type of 
data communications device, computeriZed device, or other 
device con?gured With softWare and/or circuitry to process 
and perform all of the method operations noted above and 
disclosed herein as embodiments of the invention. In other 
Words, a computer, Web server, sWitch, router, gateWay, 
netWork bridge, proxy device or other netWork device that is 
programmed or otherWise con?gured to operate as explained 
herein is considered an embodiment of the invention. 

Other arrangements of embodiments of the invention that 
are disclosed herein include softWare programs to perform 
the method embodiment steps and operations summarized 
above and disclosed in detail beloW. More particularly, a 
computer program product is disclosed Which has a com 
puter-readable medium including computer program logic 
encoded thereon that, When executed on at least one pro 
cessor With a computeriZed device such as a content router 

or content engine, causes the processor to perform the 
operations (e.g., the methods and processing steps) indicated 
herein that are considered embodiments of the invention. 
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8 
Such embodiments of the invention are typically embodied 
as softWare, logic instructions, code and/or other data (e.g., 
data structures) arranged or encoded on a computer readable 
medium such as an optical medium (e.g., CD-ROM), ?oppy 
or hard disk or other a medium such as ?rmWare or micro 

code in one or more ROM or RAM or PROM chips or as an 

Application Speci?c Integrated Circuit (ASIC). These soft 
Ware or ?rmWare or other such con?gurations can be 
installed onto a computer system, data communications 
device or other dedicated or general purpose electronic 
device to cause such a device to perform the techniques 
explained herein as embodiments of the invention. 
The embodiments of the invention may be implemented 

by computer softWare and/or hardWare mechanisms Within a 
data communications device or other computing apparatus. 
It is to be understood that the system of the invention can be 
embodied strictly as a softWare program, as softWare and 
hardWare, or as hardWare and/or circuitry alone. The fea 
tures of the invention, as explained herein, may be employed 
in data communications devices and other computeriZed 
devices and/or softWare systems for such devices such as 
those manufactured by Cisco Systems, Inc. of San Jose, 
Calif. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other objects, features and advantages 
of the invention Will be apparent from the folloWing more 
particular description of embodiments of the invention, as 
illustrated in the accompanying draWings and ?gures in 
Which like reference characters refer to the same parts 
throughout the different vieWs. The drawings are not nec 
essarily to scale, With emphasis instead being placed upon 
illustrating the embodiments, principles and concepts of the 
invention. 

FIG. 1 illustrates an example of a netWorked computer 
environment that is suitable for use in explaining the opera 
tion of example embodiments of the invention. 

FIG. 2 is a How chart of processing steps performed by 
counting routing devices con?gured according to one 
embodiment of the invention. 

FIG. 3 illustrates an architecture of a content router and/or 
a content engine con?gured according to one embodiment of 
the invention. 

FIG. 4 illustrates an example of hoW a request router 
con?gured With a list processor can process ?rst and second 
client lists to produce preferred client lists according to one 
example embodiment of the invention. 

FIG. 5 is a How chart of processing steps performed by a 
content routing device to route client requests betWeen 
content distribution netWorks in accordance With one 
example embodiment of the invention. 

FIG. 6 is a How chart of processing steps performed by a 
content routing device to check if a content distribution 
netWork is abiding by a peering policy. 

DETAILED DESCRIPTION OF EMBODIMENTS 

Embodiments of the present invention provide mecha 
nisms and techniques that operate in a content routing device 
in order to make routing and content peering decisions 
concerning the distribution of client requests betWeen con 
tent distribution netWorks that operate in a peering relation 
ship With each other and to con?rm that a content distribu 
tion netWork is abiding by a content peering policy. 
Generally, embodiments of the invention operate as a 
request router application and process Within a content 
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routing device such as a content router or content engine 
operating in a ?rst (e.g., primary) content distribution net 
Work that is in a peering relationship With at least one second 
content distribution netWork (e.g., peering or secondary 
content distribution network). 
As a brief example, a request router can operate in a 

content router or content engine con?gured according to one 
embodiment of the invention and is capable of maintaining 
one or more ?rst client lists that identify certain client 
devices that are preferably not served by other peering or 
secondary content distribution netWorks that are in a peering 
relationship With the ?rst content distribution netWork. For 
instance, the request router operating in a content router can 
maintain a separate respective ?rst client list for each second 
content distribution netWork that peers content on behalf of 
a ?rst content distribution netWork. In addition, the request 
router is capable of periodically obtaining one or more 
second client lists from the second content distribution 
networks. For a particular second content distribution net 
Work, the request router combines the ?rst client list asso 
ciated With that second content distribution netWork and the 
second client list obtained from that second content distri 
bution netWork in order to produce a preferred client list 
associated With that second content distribution netWork. 
The request router may combine the ?rst and second client 
lists using a client list ?ltering technique such as a math 
ematical set operation or function such as intersection or 
subtraction. The resultant preferred client list identi?es 
client devices that can submit client requests to the ?rst 
content distribution netWork that may be routed or for 
Warded to the second content distribution netWork. Embodi 
ments of the invention thus alloW a request router operating 
in a content routing device to compare incoming client 
requests for content to preferred client lists associated With 
second content distribution netWorks that peer the requested 
content in order to determine or select a preferred second 
content distribution netWork to Which that client request can 
be forWarded for processing on behalf of the client device 
submitting the client request. 

In this manner, forWarding of client requests to speci?c 
content distribution netWorks as performed by embodiments 
of the invention happens only When that content distribution 
netWork provides “good service” on behalf of the requesting 
client. Good service can be de?ned in a service level 
agreement expressed by a peering relationship betWeen 
primary and secondary content distribution netWorks. 

FIG. 1 illustrates an example of a netWorked computing 
system environment 100 that is suitable for use in explaining 
operations of example embodiments of the invention. The 
computing system environment 100 includes a plurality of 
content distribution netWorks 101 that operate in a peering 
relationship 190 With each other. In particular, secondary 
content distribution netWorks 101-2 through 101-N peer 
content on behalf of a primary content distribution netWork 
101-1. The computing system environment 100 includes 
groups of client devices 140-1 through 140-P. Each group of 
client devices 140-1 through 140-P includes one or more 
client computer systems 160, 161 and 162 and one or more 
client domain name servers 150, 151 and 152 that operate as 
DNS proxy servers on behalf of the client computer systems 
160, 161, 162 Within their respective groups 140-1 through 
140-P. Some groups of client computer systems 140 might 
preferably obtain content from one content distribution 
netWork While other client computer systems might prefer 
ably obtain content from another content distribution net 
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Work. This may be based on the geographic proximity of a 
client device to a particular content distribution netWork 
101. 
The primary content distribution netWork 101-1 includes 

one or more content providers 170, a plurality (tWo in this 
example) of primary content engines 120-1 and 120-2, a 
primary content router 110-1 and a set of ?rst client lists 
130-1 through 130-N (one or more lists) and one or more 
preferred client lists 134. The secondary content distribution 
netWork 101-2 includes a plurality (also tWo in this example) 
of secondary content engines 120-3 and 120-4, a secondary 
content router 110-2 and a respective second client list 
132-1. Likewise, the other secondary content distribution 
netWorks 101-N include at least one secondary content 
router 110-N, one or more content engines 120-M and a 
respective second client list 132-N. The content routing 
devices (i.e., primary and secondary content routers 110 and 
primary and secondary content engines 120) each operate a 
request router 200 mechanism con?gured according to 
embodiments of this invention. 

Differences in operation betWeen a request router 200 
Within a primary versus a secondary or peering content 
distribution netWork and Within a content router versus a 

content engine Will be explained in different embodiments of 
the invention as discussed herein. Generally hoWever, the 
request routers 200 perform the client list processing opera 
tions as explained herein. Prior to discussion of client list 
processing, a brief overvieW of the general operation of 
content distribution netWorks Will be provided to assist the 
reader in understanding more detailed concepts related to the 
invention. 

According to the general operation of the environment 
100, the content providers 170 Within the primary content 
distribution netWork 101-1 provide and distribute content to 
the various content engines 120. The content engines 120 
generally operate as Web server computer systems and are 
capable of serving content provided and distributed by the 
content providers 170 to clients 160 through 162 When the 
client computers 160 through 162 submit client content 
requests 115-1. The content routers 110 generally operate as 
domain name server (DNS) computer systems that can 
resolve domain name resolution requests 115-2 from client 
DNS proxy servers 150 through 152 into netWork addresses 
of speci?c content engines 120 associated With that content 
router’s 110 content distribution netWork 101. 

In the example illustrated in FIG. 1, the content distribu 
tion netWorks or CDNs 101 are in a peering relationship 190 
With each other. Generally, for purposes of these example 
explanations, this means that content provided by the con 
tent providers 170 is distributed betWeen the various content 
engines 120 in each of the CDNs 101 for serving to clients 
160 through 162. The content available in this manner is 
referred to as a content domain or domain of content. The 
content domain may be an entire hosted domain (e.g., the 
entire contents of a Web site accessible at a speci?c domain 
name) or may be portion of a domain such as individual ?les 
accessible via URLs. As a result of this peering relationship 
190, all or a subset of content associated With a domain name 
or URLs might be obtainable by (i.e., servable from) content 
engines 120 in both the primary content distribution netWork 
101-1 as Well as in one or more of the secondary content 
distribution netWorks 101-1 through 101-N. The peering 
relationship 190 is governed by a peering policy Which each 
of the components Within each CDN 101 can access. 
Accordingly, a client request 115-1 for content from the 
client computer system 160 or a DNS proxy 150 might be 
re-directable, as Will be explained herein, to different content 
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engines 120 or content routers 110 within the different 
content distribution networks 101. For this example discus 
sion, the primary content distribution network 101-1 serves 
a particular hosted domain of data or content, and all or a 
portion of this hosted domain content is also served by the 
secondary content distribution networks 101-2 through 
101-N that peer the primary CDN 101-1. 

It is also to be understood that the client computer systems 
160 through 162 might preferably be served by some (e.g., 
one) content distribution networks, and might be less pref 
erably served by other content distribution networks. As an 
example, one group of client computer systems 140-1 might 
be geographically close (i.e., in network routing terms) to 
the primary content distribution network 101-1 and thus 
these clients 160-1 through 160-S will experience greater 
performance when accessing content from the primary con 
tent engines 120-1 and 120-2, as opposed to attempting to 
access peered content from one of the secondary content 
distribution network 101-2 through 101-N. Likewise, other 
groups of client computer systems 140-2 through 140-P 
might be respectively preferably served by certain respective 
secondary content distribution networks, as opposed to 
attempting to access content from other content distribution 
networks that might be distantly located from those client 
groups 140. One objective of the invention is to use client 
list processing to direct a client computer system to the most 
appropriate content distribution network for access to 
requested content. 

The illustration in FIG. 1 is provided for clarity and does 
not necessarily represent an actual network topology. In one 
implementation, a content distribution network 101 may be 
considered to be an “overlay networ ” and may have content 
engines physically located in multiple different networks 
while other content distribution networks 101 may have 
content engines only in a single network. In addition, it may 
be the case that there exist multiple content engines asso 
ciated with different content distribution networks close to 
one client device. To this end, the illustration in FIG. 1 is 
provided for ease of description of the invention and does 
not necessarily represent an actual network layout or con 
?guration but rather represents conceptual groupings of 
devices associated according to particular relationships as 
explained herein which are useful in explaining operations 
of embodiments of the invention. 

FIG. 2 illustrates a ?ow chart of processing steps per 
formed by a request router 200 operating in a content routing 
device 110, 120 con?gured according to embodiments of the 
invention to process client requests using the ?rst and 
second client list 130. The request router can be a software 
process. For purposes of this example explanation, operation 
of the request router 200-1 within the primary content router 
110-1 in the primary content distribution network 100-1 will 
be explained as performing the operations shown in FIG. 2. 

In step 200, the request router 200-1 receives a client 
request 115 associated with a client device. As an example 
with respect to FIG. 1, since the primary content router 
110-1 operates as a domain name server for the primary 
content distribution network 101-1 for a hosted domain of 
content, the request router 200-1 might receive a client 
request 115-2 originating from a client DNS proxy server 
151 on behalf of a client 161. The client request 115-2 in this 
case is a domain resolution request requesting return of a 
network address of a speci?c content engine 120 to which 
the client computer system 161 (respectively associated with 
that DNS proxy) can be directed to retrieve speci?c content 
within the domain (i.e., content associated with the domain 
name which is requested to be resolved). The client request 
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115-2 indicates the identity of the requesting client device 
(e.g., the network address of the DNS proxy) and in this 
example, also identi?es the content domain for which a 
client computer 162 is attempting to access content. 

Based on the domain name, the primary content router 
110-1 can determine what other second content distribution 
networks 101-2 through 101-N are peering content associ 
ated with that domain name based on the peering relation 
ship 190. In other words, the primary content distribution 
network 101-1 is aware, based on the peering relationship 
190, of which secondary or peering content distribution 
networks 101-2 through 101-N peer content associated with 
that domain name. Assume for this example discussion of 
FIG. 1 that the secondary content distribution networks 
101-2 through 101-N each peer content associated with (i.e., 
requested by) the client request 115 (received in step 200) on 
behalf of the primary content distribution network 101-1. 

In step 201, the request router 200-1 maintains a ?rst 
client list 130 (i.e., at least one) identifying a ?rst set of 
client devices (e.g., the group 140-1) associated with a ?rst 
content distribution network. 

In one embodiment of the invention, the ?rst client list 
130 identi?es the set of client devices that are preferably not 
served by any of the second content distribution networks 
101-2 through 101-N that are in the peering relationship 190 
with the ?rst content distribution network 101-1. Depending 
upon the con?guration, a request router 200 may maintain 
multiple ?rst client lists 130-1 through 130-N. Such lists 
130-1 through 130-N may be maintained on a per peered 
content domain basis, or on a per secondary content distri 
bution network basis, or on a per secondary content distri 
bution network per peered domain basis. In other words, the 
request router 200-1 in the primary content distribution 
network 101-1 might maintain one respective ?rst client list 
130-1 for each secondary content distribution network 101-2 
through 101-N, or the request router 200 may maintain a 
separate ?rst client list 130-1 for each second content 
distribution network 101-2 through 101-N for each content 
domain that those second content distribution networks peer 
on behalf of the ?rst content distribution network 101-1 
(e.g., one list per peering content distribution network per 
content domain). 

In another embodiment, the request router 200 can main 
tain separate respective ?rst client lists 130-1 through 130-N 
for each respective peering content distribution network 
101-2 through 101-N independently (i.e., irrespective) of 
content domain(s) peered between the ?rst and second 
content distribution networks. According to this example 
embodiment, it makes no difference what domains are 
peered between the primary and secondary content distri 
bution networks. Instead, the request router 200 respectively 
maintains ?rst client lists 130-1 through 130-N that identify 
sets of client devices that are preferably not served by those 
list’s respective corresponding secondary content distribu 
tion networks 101-1 through 101-N. For this example, 
assume that the request routers 200 in the primary content 
distribution network 101-1 maintain separate respective ?rst 
client lists 130-1 through 130-N for each respective second 
ary content distribution network 101-2 through 101-N that 
peers any content domain on behalf of the ?rst or primary 
content distribution network 101-1. 

Next, in step 202, the request router 200 obtains a second 
client list 132 identifying a second set of client devices 
associated with a second content distribution network. 
Referring back to the example illustrated in FIG. 1, based on 
the domain name of the content being requested (i.e., the 
domain name for which address resolution is requested), the 
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request router 200-1 can obtain multiple second client lists 
132-2 through 132-N for each secondary content distribution 
netWork 101-2 through 101-N that peers content associated 
With the content domain speci?ed in the client request 115-2. 
The request router 200 can obtain the second client lists 
132-1 through 132-N, for example, by accessing a URL 
associated With each second client list. Alternatively, the 
request router 200 con?gured according to embodiments of 
the invention can obtain the second client list 132 using 
another ?le access technique such a ?le transfer protocol 
(FTP) or via a proprietary protocol. 

In step 203, the request router 200 applies a client list 
?ltering technique to the ?rst client list and the second client 
list to produce a preferred client list associated With the 
second content distribution network. The preferred client list 
potentially identi?es at least one preferred client device for 
Which the second content distribution netWork preferably 
processes client requests. Continuing With the example 
being discussed With respect to FIG. 1, since there are 
multiple secondary content distribution netWorks 101-2 
through 101-N that peer content for the requested content 
domain on behalf of the primary content distribution net 
Work 101-1, in step 203, the request router 200 can apply a 
client list ?ltering technique to respective combinations of 
the ?rst client list 130-1 through 130-N and second client 
lists 132-1 through 132-N for each secondary content dis 
tribution netWork 101-1 through 101-N. 

In step 203 then, after obtaining a respective second client 
list 132 from each second content distribution netWork 
101-2 through 101-N that peers content on behalf of the ?rst 
content distribution netWork (i.e., step 202), the request 
router 200-1 applies a client list ?ltering technique to 
respective combinations of the ?rst client list 130 and each 
respective second client list 132 obtained from each second 
content distribution netWork that peers content on behalf of 
the ?rst content distribution netWork With respect to the 
requested domain of content (e.g., 130-1 combined With 
132-1, 130-2 combined With 132-2, and so forth) in order to 
produce a set of preferred client lists 134-1 through 134-N. 
Each respective preferred client list 134 in the set is thus 
associated With a respective second content distribution 
netWork 101-1 through 101-N. Furthermore, each poten 
tially identi?es at least one preferred client device for Which 
that respective second content distribution netWork prefer 
ably processes client requests for content peered by that 
second content distribution netWork. Note that a preferred 
client list might identify no client devices associated With a 
particular content distribution netWork 101. In this manner, 
a preferred client list 134 is produced for each secondary 
content distribution netWork that indicates (assuming the list 
is not empty) clients that can be served by that secondary 
content distribution netWork 101. 
A request router 200 con?gured according to embodi 

ments of the invention can periodically repeat steps 201 
through 203 in order to periodically refresh the preferred 
client list 134 associated With one or more second content 
distribution netWorks to account for any changes made to the 
?rst and/or second client lists by the ?rst and/or second 
content distribution netWorks 101. The “PERIODIC 
REFRESH” processing path betWeen steps 203 and 201 in 
FIG. 2 illustrates this. 

The speci?c refresh rate or frequency of calculation of 
preferred client lists 134 can be de?ned, for example, by the 
request router 200 itself, or can be obtained from each 
second content distribution netWork 101-2 through 101-N. 
As an example, during processing of step 202, the process of 
obtaining the second client list 132 can include obtaining a 
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14 
refresh rate associated With the second client list 132 from 
the secondary content distribution netWork 101 that provides 
that second client list 132. The request router 200 can 
perform calculation of a preferred client list 134 for that 
secondary content distribution netWork 101 at intervals 
de?ned by the refresh rate associated With the second client 
list 132. In an alternative embodiment, the request router can 
detect a change made to the second client list 132 associated 
With a second content distribution netWork 101-1 through 
1091-N and can repeat steps 201 through 203 upon detecting 
the change made to the second client list 132 to pick up any 
changes made thereto. 

In addition, according to another embodiment, When the 
processing of steps 201 through 203 is performed iteratively 
(e.g., according to a periodic refresh rate), if during the 
processing of step 202, the request router 200 is unable to 
obtain the second client list 132 from a particular second 
content distribution netWork 101-2 through 101-N, then the 
corresponding step 203 of applying the client list ?ltering 
technique (i.e., for that iteration of the periodic refreshing 
process) applies the client list ?ltering technique to a second 
client list 132 obtained during a former iteration of step 202. 
In this manner, if a request router 200 is unable for some 
reason to obtain the most recent copy of the second client list 
132 from a particular secondary content distribution netWork 
101-1 through 101-N, an older version of the second client 
list 132 is used. 

Next, in step 204, the request router operates a content 
routing technique to direct the client request 115 associated 
With a client device (e.g., the DNS proxy in this example) to 
a content distribution netWork 101 having a preferred client 
list 134 that identi?es the client device associated With the 
client request (i.e., the requesting client device) as a pre 
ferred client device. Using this technique, client requests 115 
can be routed to or handled by a content distribution netWork 
that Will provide preferred performance on behalf of the 
client device. 

It is to be understood that the order of processing steps 
performed in FIG. 2 can be rearranged While still achieving 
the objectives and advantages provided according the afore 
mentioned embodiments of the invention. For instance, it is 
not necessary for step 200 (receiving a client request) to be 
performed prior to steps 201 through 203. According to one 
arrangement, a request router 200 operating in the primary 
content distribution netWork 101-1 can perform step 201 
through 203 on a periodic basis in order to maintain an 
up-to-date set of preferred client lists 134. In other Words, 
the processing associated With maintaining ?rst client lists 
130, obtaining second client lists 132 and applying the client 
list ?ltering technique to the combinations of ?rst and 
second client lists can be performed periodically such that 
preferred client lists 134 associated With each content dis 
tribution netWork that peers content on behalf of the primary 
content distribution netWork are alWays maintained in order 
to properly direct client requests to appropriate content 
distribution netWorks upon receipt of those client requests. 
Preferred client lists can thus be pre-calculated for later use. 
As noted above, a content routing device that operates a 

request router 200 as explained above can be, for example, 
a content router in a content distribution netWork such as the 
primary content distribution netWork 101-1, or the content 
routing device can be a content engine. In embodiments 
Where the content routing device is a content router 110 
operating in the primary content distribution netWork, the 
?rst client list and the second client list can, for example, 
contain identities of client proxy devices that can submit 
domain resolution requests to the content router. Also in 
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such embodiments, in step 204 of operating a content 
routing technique, the client device can be a client proxy 
device and the client request is a domain resolution request 
submitted to the primary content distribution netWork from 
the client proxy device in order to obtain an identity of a 
content engine in a content distribution netWork that can 
serve content associated With the domain of content for 
Which the ?rst and second content distribution netWorks 
maintain the peering relationship 190. 

In other con?gurations, the content routing device oper 
ating according to the aforementioned steps is a content 
engine 120 operating in the primary content distribution 
netWork. In such cases, the ?rst client list(s) 130 and the 
second client list(s) 132 contain identities of client user 
devices, such as client computer systems 160 through 162, 
that can submit content requests to the content engine 
operating the content router 200. In this instance, When step 
204 operates a content routing technique, the client device is 
a client user device and the client request is a content request 
submitted to the content engine to obtain content associated 
With the domain of content for Which the ?rst and second 
content distribution netWorks maintain the peering relation 
ship 190. Accordingly, When the content routing device is a 
content engine, in step 204, the content engine essentially 
makes a decision Whether or not to serve content. If content 
is to be served from this content engine, then the system of 
the invention can “direct” the client to the same content 
distribution netWork containing the content engine by sim 
ply serving the requested content to the client device from 
this content engine (i.e., from the one processing step 204). 
That is, the content routing technique directs the client 
request to itself (i.e., performs no redirection) and simply 
serves the requested content since the content distribution 
netWork associated With this content engine is the preferred 
content distribution netWork. In such cases, the client device 
identity is thus present in the preferred client list for the 
content distribution netWork in Which the content engine is 
operating (i.e., is serving content). In other cases, Where the 
preferred client list that identi?es the client device is asso 
ciated With another content distribution netWork (other than 
the content distribution netWork in Which the content engine 
is operating), then the content engine operates the content 
routing technique to “direct” the client request (e.g., via an 
HTTP redirect) to another content distribution netWork 
associated With the preferred client list containing the iden 
tity of the requesting client device. To this end, in step 204 
as applied to a content engine, the term “direct a client 
request” can mean either to serve the content from content 
engine (i.e., thus directing the request to the content distri 
bution netWork in Which the content engine operates), or can 
mean to re-“direct” the client device to another content 
distribution netWork. 

FIG. 3 illustrates an example architecture of a content 
routing device (either a content router 110 and/ or a content 
engine 120) con?gured according to one embodiment of the 
invention. In particular, the content routing device 110, 120 
includes, in this example embodiment of the invention, an 
interconnection mechanism 111 such as a data bus and/or 
other circuitry that interconnects a memory 112, a processor 
113 and one or more communications interfaces 114. 

The memory 112 may be any type of volatile or non 
volatile memory or storage system such as computer 
memory (e.g., random access memory (RAM), read-only 
memory (ROM), or other electronic memory), disk memory 
(e.g., hard disk, ?oppy disk, optical disk and so forth). The 
memory 112 is encoded With logic instructions (e.g., soft 
Ware code) and/or data that form a request router application 
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151 con?gured according to embodiments of the invention. 
In other Words, the request router application 151 represents 
softWare code, instructions and/or data that represent or 
convey the processing logic steps and operations as 
explained herein and that reside Within memory or storage or 
Within any computer readable medium accessible to the 
content routing device 110, 120. In addition, in this example, 
the memory includes or maintains (i.e., stores) the ?rst client 
list(s) 130-1 through 130-N. 
The processor 113 represents any type of circuitry or 

processing device such as a central processing unit, control 
ler, microprocessor, programmable gate array, application 
speci?c integrated circuit or the like that can access the 
request router application 151 encoded Within the memory 
112 over the interconnection mechanism 111 in order to 
execute, run, interpret, operate or otherWise perform the 
request router application 151 logic instructions. Doing so 
forms the request router process 152. In other Words, the 
request router process 152 represents one or more portions 
of the logic instructions of the request router application 151 
While being executed or otherWise performed on, by, or in 
the processor 113 Within the content routing device 110, 120. 
The processor also has access to peering information 187. 
Peering information 187 indicates What secondary content 
distribution netWorks 101-2 through 101-N are peering 
content on behalf of the primary content distribution net 
Work 101-1. The peering information 187 can also contain 
information relating to a peering policy betWeen the primary 
and secondary content distribution netWorks and may indi 
cate What content domains are peered betWeen the content 
distribution netWorks. 
The request router process 152 that operates in the content 

routers 110 and/or in the content engines 120 generally 
includes a request detector 153 for detecting inbound client 
requests, a list processor 154 for obtaining the ?rst and 
second client lists 130 and 132 and producing the preferred 
client lists 134, and a request director for determining Where 
(e.g., to Which content distribution netWork) a client request 
115 is to be directed. Generally, the request router process 
152 is con?gured to operate according to the techniques 
explained above. The list processor 154 can consult the 
peering information 187 to determine a peering policy and 
to determine Which secondary content distribution netWorks 
peer content on behalf of the primary content distribution 
netWork. This information can be used to determine Which 
second client lists 132 are to be obtained from Which 
secondary content distribution netWorks 101-1 through 
101-N and can also be used to determine Which ?rst client 
lists 130-1 through 130-N are to be maintained and com 
bined With the second client lists 132 during processing of 
the steps explained above With respect to FIG. 2. 

FIG. 4 illustrates an example of client list processing as 
performed by a request router 150 con?gured according to 
one example embodiment of the invention to produce a set 
of preferred client lists 134. In this example, the list pro 
cessor 154 receives as input N second client lists 132-1 
through 132-N and also receives N ?rst client lists 130-1 
through 130-N. The ?rst client lists 130-1 through 130-N are 
maintained by the request router(s) 200 in the ?rst content 
distribution netWork, Whereas the second client lists 132-1 
through 132-N are maintained by respective second content 
distribution netWorks 101-2 through 101-N. 
Each client list 130 and 132 identi?es particular client 

devices based on client identity 170 and also identi?es, for 
each client device identity 170, a respective associated 
performance metric 172 for that client identity 170. Note 
that in this example, the client identities 170 are represented 
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by letters (i.e., A, B, C, etc.) and that performance metrics 
are represented by numbers (e.g., l, 2, 3, etc.) for ease of 
description of this example. In an actual implementation, 
client identities 170 can be netWork addresses such as IP 
addresses of client devices and performance metrics 172 can 
be access times, bandWidth ratings, round trip transmit 
times, or any other metric that indicates hoW Well (e.g., hoW 
fast) a particular client device (e.g., a DNS proxy server or 
a client computer system) can access content from a par 
ticular content distribution netWork 101 that maintains that 
client list 130, 132. In other Words, performance metrics 172 
indicated for respective client device 170 in the ?rst client 
lists 130-1 through 130-N are relative to accessing data by 
those clients from the ?rst or primary content distribution 
netWork 101-1, Whereas performance metrics 172 for clients 
device 170 in each second client list 132-1 through 132-N 
represent performance ratings for each client to access data 
from the respective content distribution netWork that main 
tains that second client list 132. 
As an example, the client device having identity B is 

contained in the set of ?rst client lists 130-1 through 130-N 
and has an associated performance metric of 2 With respect 
to accessing content from the primary content distribution 
netWork 101-1, since this content distribution netWork 101-1 
maintains the ?rst client lists 130-1 through 130-N (i.e., the 
performance metrics 172 in the ?rst client lists 130 are 
measured With respect to the ?rst content distribution net 
Work 101-1). The same client device B is also listed in the 
second client list 132-1 as having an associated performance 
metric of 1 When accessing content from the second client 
list 132-2, since the secondary content distribution netWork 
101-2 maintains this second client list 132-1 (and provides 
this list as explained above to the request router for list 
processing purposes). If a higher performance metric 172 
indicates Worse performance (e.g., indicates longer access 
times required to obtain content from a particular content 
distribution network), then it can be inferred that client 
device B obtains better performance When obtaining content 
from the ?rst content distribution netWork 101-1 (associated 
With the ?rst client list 130) as opposed to that same client 
device B obtaining content from the secondary content 
distribution netWork 101-2 associated With the second client 
list 132-1. 

Note that in this example, the contents of each second 
client list 132-1 through 132-N varies, While the contents of 
each ?rst client list 130-1 through 130-N is the same. This 
is done by Way of example only for ease of description of 
this example operation of the invention. It is to be under 
stood that each ?rst client list 130-1 through 130-N may 
contain, in other con?gurations, different client identities 
170. That is to say, since each ?rst client list 130-1 through 
130-N in this is example is maintained by request router(s) 
200 operating in the ?rst or primary content distribution 
netWork 101-1, each indicates performance metrics 172 
relative to that ?rst content distribution netWork 101-1. 
HoWever, during list combination processing (as explained 
generally in step 203, and as Will be explained in other 
embodiments shortly), each ?rst client list 130-1 through 
130-N corresponds to a secondary content distribution net 
Work 101-2 through 101-N so that the request router 200 can 
combine ?rst and second clients lists 130, 132 for the same 
secondary content distribution netWork 101 using the client 
list ?ltering technique to produce a corresponding preferred 
client list 134 for that second content distribution netWork 
101. 
As illustrated in FIG. 4, the list process 154 applies (step 

203 in FIG. 2) a client list ?ltering technique to respective 
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combinations of ?rst and second client lists 130, 132 to 
produce a set of preferred client lists 140-1 through 140-N. 
Each preferred client list 140 corresponds to a respective 
secondary content distribution netWork 101-2 through 
101-N that peers content on behalf of the primary content 
distribution netWork 101-1. 

Depending upon the embodiment of the invention in 
operation, during operation of the list processor 154, it 
applies a client ?lter function such as, for example, an 
intersection function, a union function, or a subtraction 
function to each combination of the ?rst client list 130-1 
through 130-N and each respective second client list 132-1 
through 130-N to produce the respective preferred client list 
134 for the second content distribution netWork from Which 
the second client list 132 (used in the combination) Was 
obtained. The particular ?ltering technique used can be 
pre-con?gured or preprogrammed into the list processor 
154, or may be de?ned, for example, in the peering infor 
mation 187 de?ned by a content peering agreement betWeen 
the primary and secondary content distribution netWorks 
101. 

Alternatively, When the list processor 154 obtains a sec 
ond client list 132 from a respective second content distri 
bution netWork, the list processor 154 can also obtain a 
respective client ?lter function de?nition associated With the 
respective second content distribution netWork 101 from 
Which the second client list 132 is obtained. In other Words, 
in one embodiment of the invention, each secondary or 
peering content distribution netWork can specify a particular 
list ?ltering technique to use When combining the ?rst and 
second client lists 130 and 132. Such a ?lnction can be 
agreed upon as part of the peering relationship 190. In such 
cases, the list processor 154 applies the client ?lter function 
associated With the second client list to a combination of the 
?rst client list and the second client list associated With the 
second content distribution netWork from Which the second 
client list is obtained. 

FIG. 5 provides a How chart of processing steps that 
describe a technique for processing client requests 115 in a 
request router 200 operating from Within a content routing 
device con?gured according to embodiments the invention. 
These steps Will be explained With reference to the afore 
mentioned Figures. 

In step 300, the client routing device operating a request 
router 200 receives a client request 115 from a client device. 
As illustrated in FIG. 1, the client request 115 may be a 
content request 115-1 from a client computer system 160 
through 162 or may be a domain name resolution request 
115-2 received from a client’s DNS proxy server 150 
through 152. 

In step 301, the request router 200 compares an identity 
of the requesting client device (obtained from the client 
request 115) to each preferred client list 134-1 through 
134-N in the set of preferred client lists 134 to identify at 
least one preferred client list 134 that contains the identity of 
the client device associated With a client request 115. Details 
of the processing of step 301 as performed according to one 
embodiment the invention are shoWn in steps 302 through 
304. 

In step 302, the request router 200 determines if the client 
identity exists in multiple preferred client lists 134. In other 
Words, in step 302, the request router 200 determines if more 
than one preferred client list 134 contains a client identity 
170 that matches the identity of the client submitting the 
client request 115. If more than one preferred client list 134 
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includes a client identity 170 that matches the client identity 
of the client device submitting the client request 115, pro 
cessing proceeds to step 303. 

In step 303, the request router 200 obtains, for each 
preferred client list 134 that contains the matching client 
identity, a respective performance metric 172 for that client 
identity 170 from that preferred client list 134. In other 
Words, for each preferred client list 134 that has a client 
device identity 170 that matches the identity of the client 
device submitting the client request 115, the request router 
process 152 obtains a corresponding performance metric 
172 for that client device entry in the preferred client list 
134. 

Next, in step 304, the request router 200 compares the 
respective performance metrics for that client device for 
each content distribution netWork (i.e., from each preferred 
client list 132) to identify Which content distribution net 
Work 101 is associated With the preferred client list 134 
having a preferred client performance metric 172 associated 
With that client identity 170. Stated differently, in step 304, 
the request router 200 decides Which content distribution 
netWork Will serve content to a client computer system 160 
through 162 based upon Which of the multiple preferred 
client lists 134 contain the best performance metric 172 for 
the client identity 170 that matches the client device (i.e., the 
identity of either the client DNS proxy device 150 through 
152 or the identity of a client computer system 160 through 
162) that submitted the client request 115. After step 304 is 
complete, processing proceeds to step 305. 

In step 305, the request router directs the client request 
115 to the content distribution netWork 101 associated With 
the preferred client list 154 that contains the identity of the 
client device providing the client request 115 (i.e., the 
content distribution netWork selected in step 301). That is, in 
step 305, the request router sends the client request to a 
destination selected or identi?ed in step 301 (and in sub 
steps 303 and 304 if performance metrics are used). If 
multiple preferred client lists 134 contain the client identity 
(and thus steps 303 and 304 are used to identify a proper 
content distribution netWork), then step 306 is used to direct 
the request to the selected appropriate content distribution 
netWork 101 (i.e., as speci?cally identi?ed in step 304 
above). In other Words, step 306 is a sub-step or operation 
Within the processing of step 305 that is used for those 
embodiments that use performance metrics associated With 
client identities (i.e., When tWo or more preferred client lists 
contain the identity of the requesting client device). 

It is to be understood that, as explained above With respect 
to step 204 in FIG. 2, if the content routing device is a 
content engine, the process of “directing” a client request in 
step 305 (and possibly 306) might entail processing this 
request locally Within this content engine in order to serve 
content back to the requesting client device (i.e., if the 
content distribution netWork identi?ed in step 301 for the 
selected preferred client list is the same content distribution 
netWork for Which this content engine can serve the 
requested content). Alternatively, a content engine perform 
ing the processing of steps 305/306 in FIG. 5 may “direct” 
a client request to another content distribution netWork, for 
example, via an HTTP redirect. 

In step 306, the request router directs the client request to 
the content distribution netWork 101 associated With the 
preferred client list 134 containing the preferred client 
performance metric 172 for that client identity 170 that 
matches the client identity of the client providing the client 
request 115. 
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Returning attention to step 302, if the client identity of the 

requesting client device does not exist as a client identity 
170 in multiple preferred client lists 134, processing pro 
ceeds to step 307. 

In step 307, the request router 200 determines if the client 
identity does not exist in any of the preferred client lists 134. 
If this is the case, processing proceeds to step 308 at Which 
point the request router performs default processing of the 
client request 115. 
As an example of default processing in step 308, if the 

client identity of the client device submitting the client 
request 115 appears in no preferred client lists 134, then the 
client device may be a neW client device requesting content 
from the primary content distribution netWork 101-1 for the 
?rst time. In such cases, default processing might include 
attempting to obtain or determine a performance metric for 
that client device from each content distribution netWork 
101. This may involve signaling each content distribution 
netWork to ping or otherWise contact the client device to 
determine Which content distribution netWork is the opti 
mum content distribution netWork from Which the request 
ing client should obtain content. Then, the request router can 
direct the client computer system from the optimum content 
distribution netWork. 

Alternatively, default processing of a client request 115 
from a client device that does not appear in any preferred 
client lists 134 might involve directing the client device to 
retrieve content from the primary content distribution net 
Work 101. Alternatively, default processing may involve 
some other processing to determine Which content distribu 
tion netWork 101 might most preferably serve that client 
device using a technique other than client list processing. 
Once this is determined, the request router 200 can cause the 
preferred content distribution netWork to add that client 
identity to the second client list 132 (or ?rst client list 130 
in the case Where the primary is the more preferred content 
distribution netWork) associated With the most preferred 
content distribution netWork 101. 

Since embodiments of the invention alloW the request 
router 200 to obtain second client lists 132 from secondary 
content distribution netWorks, embodiments of the invention 
provide autonomy to the ?rst and second content distribution 
netWorks. As an example, in FIG. 4, the second client list 
132-1 indicates that client A has a performance metric 172 
of 3. In addition, the second client list 132-2 indicates that 
client A has a performance metric 172 of 5. Thus, both 
content distribution netWorks associated With the second 
content lists 132-1 and 132-2 each advertise that they can 
serve content on behalf of client A, but the performance 
metric of one is different than another. 

Embodiments of the invention as explained above alloW 
such autonomy and provide a Way to determine Which 
content distribution netWork client A should be directed to in 
order to obtain content. Furthermore, embodiments of the 
invention provide autonomy betWeen the primary content 
distribution netWork 101-1 and each secondary or peering 
content distribution netWork 101-2 through 101-N. 

FIG. 6 is a How chart of processing steps performed by 
embodiments of the invention to determine, based on the 
contents of client lists 130, 132, if a content distribution 
netWork is abiding by a peering policy (e.g., de?ned Within 
the peering information 187) that de?nes the peering rela 
tionship 190. Step 201 and 202 are performed just as 
explained above With respect to FIG. 2 in order to maintain 
a ?rst client list 130 and obtain one or more second client 
lists 132. After obtaining a second client list 132, processing 
proceeds to step 250. 
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In step 250, the request router compares the second client 
list obtained from the second content distribution netWork to 
a peering policy (e.g., contained Within the peering infor 
mation 187) to determine if the second content distribution 
netWork is abiding by the peering relationship de?ned by the 
peering policy With respect to client devices the second 
client list 132 identi?es as being preferably served by the 
second content distribution netWork. As an example, sup 
pose the peering policy or agreement betWeen the primary 
content distribution netWork 101-1 and a secondary content 
distribution netWork 101-2 speci?es that the secondary 
content distribution netWork 101-2 is to accept client 
requests 115 for a certain number of client devices. By being 
able to obtain the second client list 132-1 for that secondary 
content distribution netWork 101-2, the primary content 
distribution netWork can con?rm that the secondary content 
distribution netWork 101-2 is abiding by the peering rela 
tionship 190. 

Next, the request router 200 performs step 203 as previ 
ously described to generate the preferred client lists 134 
associated With the second content distribution netWork 
from Which the second client list 132 Was obtained. 

In step 251, the request router then compares the preferred 
client list 134 (produced by the step of applying) to a peering 
policy to determine if the second content distribution net 
Work to Which the preferred client list is associated is 
abiding by a peering relationship de?ned by the peering 
policy With respect to client devices the preferred client list 
identi?es as being preferably served by the second content 
distribution netWork. In other Words, the ?rst client list 
130-N can be combined With the second client list 132-N 
obtained from the second content distribution network 
101-N in order to limit or mask those client devices that the 
?rst content distribution netWork 101-1 considers should not 
be served by the second content distribution netWork 101-N. 
In this manner, by adjusting the content of the ?rst client list 
130-N, the primary content distribution netWork can control 
the amount of client devices served by the second content 
distribution netWork 101-N. 

In one embodiment of the invention, the content routing 
device operates in primary content distribution netWork and 
obtains the second client list from a peering content distri 
bution netWork that peers content on behalf of the primary 
content distribution network. In such a con?guration, the 
steps of comparing 250, 251 are performed to verify that the 
peering content distribution netWork is abiding by the peer 
ing relationship de?ned by the peering policy betWeen the 
primary and peering content distribution netWorks. 

In another embodiment, the content routing device oper 
ates in a peering content distribution netWork and obtains the 
second client list from a primary content distribution net 
Work for Which the peering content distribution netWork 
peers content. In this con?guration, the steps of comparing 
250, 251 are performed to verify that the primary content 
distribution netWork is abiding by the peering relationship 
de?ned by the peering policy betWeen the primary and 
peering content distribution netWorks. In other Words, both 
the primary and secondary content distribution netWorks can 
use the client lists to determine if each is abiding by the 
peering policy. 

Those skilled in the art Will understand that there can be 
many variations made to the embodiments explained above 
While still achieving the same objective of those embodi 
ments and the invention in general. As an example, rear 
rangement of the processing steps in the How charts may be 
performed by those skilled in the art While still achieving the 
objectives of embodiments of the invention as explained 
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herein. Such variations are intended to be covered by the 
scope of this invention. As such, the foregoing description of 
embodiments of the invention is not intended to be limiting. 
Rather, any limitations to the invention are presented in the 
folloWing claims. 

What is claimed is: 
1. In a content routing device, a method for directing 

client requests, the method comprising the steps of: 
maintaining a ?rst client list identifying a ?rst set of client 

devices associated With a ?rst content distribution 

netWork; 
obtaining a second client list identifying a second set of 

client devices associated With a second content distri 
bution netWork; 

applying a client list ?ltering technique to the ?rst client 
list and the second client list to produce a preferred 
client list associated With the second content distribu 
tion netWork, the preferred client list potentially iden 
tifying at least one preferred client device for Which the 
second content distribution netWork preferably pro 
cesses client requests, the client ?ltering technique 
including applying at least one of an intersection func 
tion, a union function, and a subtraction function to 
each combination of the ?rst client list and each respec 
tive second client list to produce the respective pre 
ferred client list for the second content distribution 
netWork from Which the second client list Was obtained; 
and 

operating a content routing technique to direct a client 
request associated With a client device to a content 
distribution netWork having a preferred client list that 
identi?es the client device associated With the client 
request as a preferred client device and Wherein each 
respective preferred client list is associated With a 
respective second content distribution netWork for the 
domain of content and each identifying at least one 
preferred client device for Which that respective second 
content distribution netWork processes client requests 
for content of the domain of content peered by the 
second content distribution netWork. 

2. The method of claim 1 Wherein: 
the ?rst content distribution netWork is a primary content 

distribution netWork and the second content distribu 
tion netWork is a peering content distribution netWork 
that is in a peering relationship With the ?rst content 
distribution netWork for at least one content domain; 
and 

the second client list identi?es a set of client devices that 
are preferably served by the second content distribution 
netWork When client devices in the second client list 
request access to the at least one content domain. 

3. The method of claim 2 Wherein the ?rst client list 
identi?es a set of client devices that are preferably not served 
by the second content distribution netWork With respect to a 
domain of content peered by the second content distribution 
netWork on behalf of the ?rst content distribution netWork. 

4. The method of claim 3 Wherein the step of maintaining 
a ?rst client list comprises the step of: 

maintaining separate respective ?rst client lists for each 
respective content domain peered betWeen the ?rst 
content distribution netWork and other content distri 
bution netWorks. 

5. The method of claim 3 Wherein: 
the content routing device is a content router operating in 

the primary content distribution netWork; 
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the ?rst client list and the second client list contain 
identities of client proxy devices that can submit 
domain resolution requests to the content router; and 

Wherein in the step of operating a content routing tech 
nique, the client device is a client proxy device and the 
client request is a domain resolution request submitted 
to the primary content distribution netWork from the 
client 

proxy device in order to obtain an identity of a content 
engine in a content distribution netWork that can serve 
content associated With the domain of content for 
Which the ?rst and second content distribution net 
Works maintain a peering relationship. 

6. The method of claim 3 Wherein: 
the content routing device is a content engine operating in 

the primary content distribution network; 
the ?rst client list and the second client list contain 

identities of client user devices that can submit content 
requests to the content engine; and 

Wherein the step of operating a content routing technique, 
the client device is a client user device and the client 
request is a content request submitted to the content 
engine to obtain content associated With the domain of 
content for Which the ?rst and second content distri 
bution netWorks maintain a peering relationship. 

7. The method of claim 2 Wherein there are a plurality of 
second content distribution netWorks that are in at least: one 
peering relationship With the primary content distribution 
netWork and Wherein the step of maintaining a ?rst client list 
comprises the step of: 

maintaining separate respective ?rst client lists for each 
respective peering content distribution netWork of the 
plurality of second content distribution netWorks that 
are in the at least one peering relationship With the ?rst 
content distribution netWork. 

8. The method of claim 7 Wherein the step of maintaining 
separate respective ?rst client lists for each respective peer 
ing content distribution netWork maintains the separate 
respective ?rst client lists independently of the at least one 
content domain peered betWeen the ?rst and second content 
distribution networks. 

9. The method of claim 1 Wherein the step of obtaining the 
second client list for a respective second content distribution 
netWork comprises the step of: 

obtaining a respective client ?lter function associated With 
the respective second content distribution netWork; and 

Wherein the step of applying the client ?lter function 
comprises the step of applying the respective client 
?lter function associated With the second client list to a 
combination of the ?rst client list and the second client 
list associated With the second content distribution 
netWork from Which the second client list is obtained. 

10. The method of claim 1 Wherein the step of operating 
a content routing technique comprises the step of: 

receiving a client request associated With a client device; 
comparing an identity of the client device to each pre 

ferred client list in the set of preferred client lists to 
identify at least one preferred client list that contains 
the identity of the client device associated With the 
client request; and 

directing the client request to a content distribution net 
Work associated With one of the preferred client lists 
that contain the identity of the client device. 

11. The method of claim 10 Wherein: 
the client request includes an association to a domain of 

content; 
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the steps of obtaining and applying are performed, in 

response to the step of receiving a client request, for 
each second content distribution netWork that peers 
content associated With the domain of content that is 
associated With the client request. 

12. The method of claim 10 Wherein: 
the identity of the client device is contained in multiple 

preferred client lists of the set of preferred client lists 
each respectively associated With a second content 
distribution netWork; 

the step of comparing identi?es each of the multiple 
preferred client lists that contains the identity of the 
client device; and 

Wherein the step of directing the client request comprises 
the steps of: 

obtaining, for each second content distribution netWork 
associated With each preferred client list that contains 
the identity of that client device, a respective client 
performance metric associated With the client device; 

comparing the respective client performance metrics for 
each content distribution netWork to identify a content 
distribution netWork associated With a preferred client 
performance metric; and 

directing the client request to the content distribution 
netWork associated With a preferred client performance 
metric. 

13. The method of claim 12 Wherein the second client list 
obtained from each second content distribution netWork 
includes at least one client performance metric associated 
With at least one client device identi?ed in that second client 
list. 

14. The method of claim 1 further comprising the step of: 
periodically repeating the steps of obtaining a second 

client list and applying a client list ?ltering technique to 
the ?rst client list and the second client list in order to 
periodically refresh the preferred client list associated 
With the second content distribution netWork to account 
for any changes made to the second client list by the 
second content distribution netWork. 

15. The method of claim 14 Wherein: 
the step of obtaining the second client list comprises the 

step of obtaining a refresh rate associated With the 
second client list; and 

Wherein the step of periodically repeating is performed at 
intervals de?ned by the refresh rate associated With the 
second client list. 

16. The method claim 14 comprising the step of: 
detecting a change made to the second client list associ 

ated With the second content distribution netWork; and 
Wherein the step of periodically repeating is performed 

upon detecting the change made to the second client 
list. 

17. The method of claim 14 Wherein, during the step of 
periodically repeating the steps of obtaining a second client 
list and applying a client list ?ltering technique, if the step 
of obtaining is unable to obtain the second client list, the 
corresponding step of applying applies the client list ?ltering 
technique to a second client list obtained during a former 
iteration of the step of obtaining. 

18. The method of claim 1 Wherein the step of obtaining 
the second client list comprises the step of: 

accessing the second client list using at least one: 
i) of a uniform resource locator; and 
ii) a ?le access technique in order to direct the content 

routing device to obtain the second client list from a 
server Within the second content distribution netWork. 
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19. The method of claim 1 comprising the step of: 
comparing the second client list obtained from the second 

content distribution network to a peering policy to 
determine if the second content distribution network is 
abiding by a peering relationship de?ned by the peering 
policy with respect to client devices the second client 
list identi?es as being preferably served by the second 
content distribution network. 

20. The method of claim 1 comprising the step of: 
comparing the preferred client list produced by the step of 

applying to a peering policy to determine if the second 
content distribution network to which the preferred 
client list is associated is abiding by a peering relation 
ship de?ned by the peering policy with respect to client 
devices the preferred client list identi?es as being 
preferably served by the second content distribution 
network. 

21. The method of claim 1 wherein said client request is 
from a Domain Name Server (DNS) proxy server and 
wherein said request comprises a Domain Resolution 
Request, said request requesting a speci?c network address 
of a speci?c content engine. 

22. In a content routing device, a method for processing 
client lists, the method comprising the steps of: 

maintaining a ?rst client list identifying a ?rst set of client 
devices associated with a ?rst content distribution 

network; 
obtaining a second client list identifying a second set of 

client devices associated with a second content distri 
bution network; 

applying a client list ?ltering technique to the ?rst client 
list and the second client list to produce a preferred 
client list associated with the second network that 
identi?es at least one preferred client device for which 
the second content distribution network preferably pro 
cesses client requests, the client ?ltering technique 
including at least one of an intersection function, a 
union function, and a subtraction function applied to 
each combination of the ?rst client list and each respec 
tive second client list to produce the respective pre 
ferred client list for the second content distribution 
network from which the second client list was obtained; 
and 

comparing the preferred client list produced by the step of 
applying to a peering policy to determine if the second 
content distribution network to which the preferred 
client list is associated is abiding by a peering relation 
ship de?ned by the peering policy with respect to client 
devices the preferred client list identi?es as being 
preferably served by the second content distribution 
network and wherein each respective preferred client 
list is associated with a respective second content 
distribution network for the domain of content and each 
identifying at least one preferred client device for 
which that respective second content distribution net 
work processes client requests for content of the 
domain of content peered by the second content distri 
bution network. 

23. The method of claim 22 wherein the content routing 
device operates in primary content distribution network and 
obtains the second client list from a peering content distri 
bution network that peers content on behalf of the primary 
content distribution network and wherein the step of com 
paring is performed to verify that the peering content 
distribution network is abiding by the peering relationship 
de?ned by the peering policy between the primary and 
peering content distribution networks. 
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24. The method of claim 23 wherein the content routing 

device operates in peering content distribution network and 
obtains the second client list from a primary content distri 
bution network for which the peering content distribution 
network peers content and wherein the step of comparing is 
performed to verify that the primary content distribution 
network is abiding by the peering relationship de?ned by the 
peering policy between the primary and peering content 
distribution networks. 

25. The method of claim 22 further comprising the step of: 
periodically repeating the steps of obtaining a second 

client list and applying a client list ?ltering technique to 
the ?rst client list and the second client list in order to 
periodically refresh the preferred client list associated 
with the second content distribution network to account 
for any changes made to the second client list by the 
second content distribution network. 

26. A content routing device comprising: 
at least one communications interface; 
a memory; 

a processor; and 

an interconnection mechanism coupling the at least one 
communications interface, the memory and the proces 
sor; and 

wherein the memory is encoded with an request router 
application that when performed on the processor, 
produces a request router process that causes the con 
tent router to process client requests by performing the 
processing steps of: 

maintaining a ?rst client list identifying a ?rst set of client 
devices associated with a ?rst content distribution 

network; 
obtaining a second client list identifying a second set of 

client devices associated with a second content distri 
bution network; 

applying a client list ?ltering technique to the ?rst client 
list and the second client list to produce a preferred 
client list associated with the second content distribu 
tion network, the preferred client list potentially iden 
tifying at least one preferred client device for which the 
second content distribution network preferably pro 
cesses client requests, the client ?ltering technique 
including applying at least one of an intersection func 
tion, a union function, and a subtraction function to 
each combination of the ?rst client list and each respec 
tive second client list to produce the respective pre 
ferred client list for the second content distribution 
network from which the second client list was obtained; 
and 

operating a content routing technique to direct a client 
request associated with a client device to a content 
distribution network having a preferred client list that 
identi?es the client device associated with the client 
request as a preferred client device and wherein each 
respective preferred client list is associated with a 
respective second content distribution network for the 
domain of content and each identifying at least one 
preferred client device for which that respective second 
content distribution network processes client requests 
for content of the domain of content peered key the 
second content distribution network. 

27. The content routing device of claim 26 wherein said 
client request is from a Domain Name Server (DNS) proxy 
server and wherein said request comprises a Domain Reso 
lution RE.-quest, said request requesting a speci?c network 
address of a speci?c content engine. 






