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devices. For example, a network device includes a controller module to re-

ceive a link layer discovery protocol (LLDP) message from a second network
device in response to determining that connection to a management device
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Listen for a fink layer discovery protocol (L1DP) message from a
plurality of neighboring network devices communicatively coupled to the
device and to the management device

l 230

Send a second LLDP message to a neighboring network device of the

plurality of neighboring network devices, where information contained in

the second LLDP message is routed to the management device by the
neighboring device

l 240

Receive configuration changes from the management device, where the
configuration changes are routed via the neighboring device

l 250

implement the configuration changes at the device and establish
connection with the management device

FIG. 2

has failed. The controller module is to send a second LLDP message to the
second device, where information contained is the second LLDP message is
routed to the management device by the second device. The controller mod-
ule is further to receive configuration changes from the management device
and connect to the management device based on the configuration changes,
where the configuration changes are routed by the second device.
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CONFIGURING NETWORK DEVICES

BACKGROUND

[0001] Network management such as cloud network management often involves
administrators that configure network devices (e.g., switches, access points, etc.)
located remotely from the administrator or network manager (i.e., off-premise). Such
administrators may need to manage and configure the devices often either when the

devices are initially deployed or after deployment, by connecting to the devices.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Some examples of the present application are described with respect to the

following figures:

[0003] FIG. 1 is a block diagram of an example network device configurable by a

management device;

[0004] FIG. 2 is a flowchart of an example method for configuring network

devices;

[0005] FIG. 3 is a flowchart of an example method for configuring network

devices; and

[0006] FIG. 4 is a block diagram of a computer-readable storage medium having

instructions executable to configure a network device.

DETAILED DESCRIPTION

[0007] In a network based management environment, such as a cloud based
network management environment, configuration of end devices (e.g., switches,
routers, access points, etc.) are pushed by the management device (e.g., a cloud
network manager (CNM)) to the end devices. It is important to manage the network

connectivity of end devices to the management device to ensure that the end devices
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are properly configured. Initial configuration (e.g., certificates and other security
related configurations, network configuration, etc.) may be done prior shipping so that
the device can connect to the CNM once unpacked and connected to a network (e.g., a
wide area network (WAN)). However, any changes in the connection or
configuration may lead to an unintentional loss of connection to the CNM. For
example, the device may download and apply a configuration that causes it to lose
connection to the CNM. When the network connectivity between the CNM and the
device is lost, the CNM may be unable to manage the device due to loss of
communication, and may require physical intervention at the end device to re-

establish connectivity.

[0008] Examples disclosed herein address the above needs and challenges by
providing a solution for configuring a network device through a neighboring device
that has an active connection to a management device. The management device can
reach a device that has lost connection to the management device and restore
connection, through a neighboring device in the network that has an active connection
(e.g., a wired connection) to the “faulty” device and to the management device.
Configuration changes for restoring or establishing connection with the management

device can be routed via the neighboring device.

[0009] Accordingly, the described examples can significantly reduce the
downtime of network devices due to faulty or lost connections to the management
device. Further, the described examples provide a zero-touch configuration solution
for unreachable devices by using neighboring devices to provide correct
configurations, thereby significantly reducing the need for human (e.g., administrator)
intervention. Moreover, because no internet protocol (IP) address is reserved for
reaching a faulty device, there is no change required in the network. The described
examples are applicable to faulty connections due to initial (e.g., factory based)
configurations as well as faults due to incorrect configurations during operation of the

devices.

[0010] In one example, a network device includes a controller module to receive
a link layer discovery protocol (LLDP) message from a second network device in
response to determining that connection to a management device has failed. The
controller module is to send a second LLLDP message to the second device, where

information contained is the second LLDP message is routed to the management
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device by the second device. The controller module is further to receive configuration
changes from the management device and connect to the management device based
on the configuration changes, where the configuration changes are routed by the

second device.

[0011] In another example, a method includes determining, by a network device,
that connection to a management device has failed after a predetermined number of
unsuccessful and listening for a link layer discovery protocol (LLDP) message from a
plurality of neighboring network devices communicatively coupled to the device and
to the management device. The method includes sending a second LLDP message to
a neighboring device of the plurality of neighboring devices, where information
contained in the second LLDP message is routed to the management device by the
neighboring device. The method also includes receiving configuration changes from
the management device, where the configuration changes are routed via the
neighboring device, and implementing the configuration changes at the device and

establishing connection with the management device.

[0012] In another example, a non-transitory computer-readable storage medium is
encoded with instructions executable by a processor of a network device to listen for
and receive a link layer discovery protocol (LLDP) message from a second device, in
response to determining that connection with the management device is unsuccessful
after a predetermined number of attempts. The instructions are executable to send a
second LLLDP message to the second device, where data contained in the second
LLDP message is routed to the management device by the second device and where
the data indicates that the device is unable to connect to the management device. The
instructions are also executable to receive a configuration packet from the
management device via the second device and to restore connection to the

management device based on the configuration packet.

[0013] Referring now to the figures, FIG. 1 is a block diagram of an example
network device configurable by a management device. Network device 100 can be
any computing device that can be used in a network 120. For example, device 100
can be a switch, a router, a hub, a repeater, a bridge, an access point, or any other
electronic network device. Device 100 can communicate with other computing
devices over the network 120. For example, device 100 can communicate with a

second network device 140 and a management device 160. Further, device 100 can
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be managed by a network manager/application or an Internet of Things (IoT) device
managed by a management device/application. Device 100 can include a controller
module 102 and a network interface 104. Second device 140 can include similar,

more, or less components as device 100.

[0014] Controller module 102 may include one or more central processing units
(CPUs) or cores thereof, microprocessors, hardware state machines, graphic
processing units (GPUs), field-programmable gate arrays (FGPAs), or other electronic
circuitry, which may be integrated in a single device or distributed across devices. In
some examples, controller module 102 may include one or more “lights-out” modules
that may be powered on and operational when other modules or components of device
100 are not powered on or are not operational. Controller module 102 can be
responsible for performing the functionalities of device 100, including enabling

management and configuration by management device 160.

[0015] Network interface 104 can include a number of electronic components for
communicating with other devices. For example, network interface 104 can be a
wireless interface such as a wireless local area network (WLAN) interface and/or a
physical interface such as an Ethernet interface, universal serial bus (USB) interface,
extended serial advanced technology attachment (eSATA) interface, or any other
physical connection interface suitable for communicating with other devices. In
operation, as detailed below network interface 104 can receive and send
communication data through a wireless medium (e.g., WLAN, Internet) and/or
through a physical medium (e.g., copper cable, optical fiber, air, etc.), and send the

data to the controller module 102.

[0016] Network 120 can be any combination of local area networks, wide area
networks, the Internet, wired, or wireless networks, or other types of networks. In
some examples, network 120 can be a cloud network such as a public cloud network,
a private cloud network, a hybrid cloud network, other forms of cloud networks, or
combinations thereof. In such examples, device 100 can be a cloud-managed device

that is managed by a cloud network manager (e.g., management device 160).

[0017] Management device 160 can be any computing device for managing a
plurality of network devices including device 100 and second device 140.

Management device 160 can be an off-premise device (i.e., remotely located from
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devices 100 and 140). In some examples, management device 160 can be a network
manager such as a cloud network manager (CNM) for managing the plurality of
devices. In other examples, management device 160 can be a server device for

managing a plurality of client devices (e.g., device 100 and second device 140).

[0018] During operation, the controller module 102 may determine that the
device 100 is unable to establish a connection to the management device 160, after a
predetermined number of unsuccessful attempts. For example, connection to the
management device 160 may fail due to a faulty initial configuration settings of the
device 100, corrupted configuration during operation of the device 100,
misconfiguration at the device 100, or any other changes in the settings/configuration
of the device 100. In certain examples, controller module 102 can make the
determination that connection is unsuccessful after a predetermined number of
attempts to connect with the management device 160. In other examples, controller
module 102 can make the determination after a predetermined time period (e.g., a few

seconds) of unsuccessful attempts.

[0019] In response to determining that connection to the management device 160
has failed, controller module 102 may begin to listen for and receive a link layer
discovery protocol (LLDP) message from a second network device 140 (e.g., a
neighboring device) that has an active connection to the management device 160 (e.g.,
via the network 120). In addition, second device 140 is communicatively coupled to
the device 100 (e.g., via a wired connection, as shown by the dotted lines). As used
herein “LLLDP” is a link layer protocol in the Internet protocol suite used by network
devices to advertise their identity, capabilities, and neighbors on an institute of
electrical and electronics engineers (IEEE) 802 local area network, principally wired
Ethernet. Device discovery protocols such as the LLLDP enable directly connected

devices to discover information about each other.

[0020] Based on the LLDP message, and in some examples, along with a port in
which the LLDP message was received, the controller module 102 can determine the
internet protocol (IP) address of the second device 140 (e.g., extracted from
management type length value (TLV) of the LLDP message) . Using the IP address
of the second device 140, controller module 102 can configure the device 100 to

communicate with the second device 140 (e.g., configure a virtual local area network
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(VLAN) of the device 100 with an unused IP address to communicate with the IP

address of the second device 140).

[0021] Upon configuring device 100 to communicate with the second device 140,
controller module 102 can generate and send an LLLPD message to the second device
140 to advertise its presence. On receiving the LLDP message from device 100,
second device 140 can route information contained in the LLDP message to the
management device 160. For example, second device 140 can encapsulate the LLDP
message and route the encapsulated message to the management device 160.
Management device 160 is able to determine that the device 100 has lost connection
or cannot establish connection based on the information contained in the LLDP
message from the device 100. For example, management device 160 is able to
determine the topology of the network and neighboring devices through which it can

reach (or route messages to) device 100.

[0022] Management device 160 can route configuration changes to the device
100 via the second device 140. Upon receipt of the configuration changes, controller
module 102 is able to implement/execute the configuration changes to establish or
restore connection with the management device 160. In some examples, the
configuration changes routed to the device 100 via the second device 140 include
minimum configuration changes to establish the connection. In such examples, once
connection is established with the management device 160, device 100 can receive
data packets to execute security and verification processes (e.g., security keys/token
exchange, certificate validation, etc.) to determine that the device 100 is a valid
device, prior to receiving full configuration data. In other examples, device 100 can
receive a notification message from the management device 160, via the second
device 140, prior to receiving the configuration changes. In such examples, the
notification message indicates an intent by the management device 160 to reconfigure
the device 100. The device 100 acknowledges the notification prior to receiving the

configuration changes.

[0023] Accordingly, the described examples can significantly reduce downtime of
network devices due to failed connection to a management device. Further, the
described solution is efficient because it negates the need for a fixed IP address at a
faulty device for troubleshooting failed network connections. Moreover, there is no

need to alter any existing connectivity/configuration because a faulty device is able to
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self-assign an unused IP address to connect to a neighboring device having an active
connection to a management device. Further, the described solution enables devices
to connect to a different management device, a customer deployed management

device, instead of a default management device, without administrator intervention.

[0024] FIG. 2 is a flowchart of an example method for configuring network
devices. Although execution of method 200 is described below with reference to
device 100 of FIG. 1, other suitable devices for execution of method 200 may be used.
Method 200 can be implemented in the form of executable instructions stored on a
computer-readable storage medium, such as computer-readable storage medium 420

of FIG. 4, and/or in the form of electronic circuitry.

[0025] Method 200 includes determining, by a network device, that connection to
a management device has failed after a predetermined number of unsuccessful
attempts, at 210. For example, controller module 102 of device 100 can determine
that device 100 is unable to connect to management device, after “n” number of
attempts (where “n” is an integer greater than 1), or after a predetermined time period

of unsuccessful attempts (e.g., a few microseconds, milliseconds, seconds, etc.).

[0026] Method 200 includes listening for a link layer discovery protocol (LLDP)
message from a plurality of neighboring network devices communicatively coupled to
the device and to the management device, at 220. For example, controller module
102 can begin to listen for LLDP messages transmitted by a plurality of neighboring
network devices such as second device 140. Second device 140 can have an active
wireless connection (e.g2., WLAN, Internet, etc.) to the management device and a
wired connection (e.g., Ethernet) to the device 100. The LLDP message is used to
advertise identity, capabilities, location, and neighboring devices of respective

network devices.

[0027] Method 200 includes sending a second LLLDP message to a neighboring
device of the plurality of neighboring devices, where information contained in the
second LL.DP message is routed to the management device by the neighboring device,
at 230. For example, based on the location/address information contained in the
LLDP received from the neighboring device, controller module 102 can establish a
communication link with the neighboring device and send an LLLDP message to the

neighboring device advertising its information. Information contained in the LLDP
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message from the device 100 can be routed to the management device 160 by the
neighboring device. Further, information contained in the LLDP message from the

device 100 indicates that connection to the management device 160 has failed.

[0028] Method 200 includes receiving configuration changes from the
management device, where the configuration changes are routed via the neighboring
device, at 240. For example, device 100 can receive configuration changes from the
management device 160, where the configuration changes are routed via the
neighboring device. Based on information contained in the LLDP message from
device 100, the management device 160 is able to determine that connection with the

device 100 has failed and also determine a location of the device 100.

[0029] Method 200 includes implementing the configuration changes at the
device and establishing connection with the management device, at 250. For
example, controller module 102 can implement the received configuration changes at
the device 100 and establish a connection with the management device. In some
examples, the method 200 of FIG. 2 includes additional steps in addition to and/or in
lieu of those depicted in FIG. 2.

[0030] FIG. 3 is a flowchart of an example method for configuring network
devices. Although execution of method 300 is described below with reference to
device 100 of FIG. 1, other suitable devices for execution of method 300 may be used.
Method 300 can be implemented in the form of executable instructions stored on a
computer-readable storage medium, such as computer-readable storage medium 420

of FIG. 4, and/or in the form of electronic circuitry.

[0031] Method 300 includes establishing a communication path with a
neighboring device based on an LLDP message, at 310. For example, device 100 can
establish a communication path with a neighboring device based on an internet
protocol (IP) address of the neighboring device included in the LL.LDP message
received from the neighboring device. In some examples, device 100 can configure
an interface (e.g., configure an unused IP address) to the IP address of the neighboring

device to establish a communication link with the neighboring device.

[0032] Method 300 includes receiving a notification from a management device
via the neighboring device prior to receiving configuration changes from the

management device, where the notification indicates an intent by the management
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device to reconfigure the device, at 320. For example, the device 100 can receive a
notification message from the management device 160 via the neighboring device,
where the notification message indicates an intent by the management device 160 to

reconfigure (i.e., send configuration changes) to the device 100.

[0033] Method 300 includes acknowledging receipt of the notification prior to
receiving the configuration changes, where the configuration changes include
minimum configurations to restore connection to the management device, at 330. For
example, the device 100 can acknowledge (i.e., accept) receipt of the notification,
prior to receiving the configuration changes from the management device 160, where
the configuration changes include minimum configurations to establish a connection

with the management device 160.

[0034] Method 300 includes connecting to the management device using the
minimum configurations, at 340. For example, the device 100 can implement the
minimum configurations to establish (or restore) connection to the management

device 160.

[0035] Method 300 also includes receiving full configurations upon execution of
verification and validation processes by the management device, at 350. For example,
once connection is established with the management device 160 using the minimum
configurations, device 100 can be required to pass verification and validation tests to
authenticate device 100, prior to the full configuration data. In some examples, the
method 300 of FIG. 3 includes additional steps in addition to and/or in lieu of those
depicted in FIG. 3.

[0036] FIG. 4 is a block diagram of a computer-readable storage medium having
instructions executable to configure a network device. Network device 400 can be
similar to device 100 of FIG. 1. Device 400 includes a processor 440 and a computer-

readable storage medium 420.

[0037] Processor 440 can be one or more central processing units (CPUs),
microprocessors, and/or other hardware devices suitable for retrieval and execution of
instructions stored in computer-readable storage medium 420. Processor 440 may
fetch, decode, and execute instructions 422, 424, and 426 to enable configuring of
device 400, as described below. As an alternative or in addition to retrieving and

executing instructions, processor 440 may include one or more electronic circuits
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comprising a number of electronic components for performing the functionality of

one or more of instructions 422, 424, and 426.

[0038] Computer-readable storage medium 420 may be any electronic, magnetic,
optical, or other physical storage device that stores executable instructions. Thus,
computer-readable storage medium 420 may be, for example, random access memory
(RAM), content addressable memory (CAM), ternary content addressable memory
(TCAM), an electrically-erasable programmable read-only memory (EEPROM), flash
memory, a storage drive, an optical disc, and the like. As described in detail below,
computer-readable storage medium 420 may be encoded with executable instructions

for enabling the configuration of device 400.

[0039] Messaging instructions 422 include instructions to listen for and receive a
link layer discovery protocol (LLLDP) message from a second network device, in
response to determining that connection with a management device is unsuccessful
after a predetermined number of attempts, and send a second LLLDP message to the
second device, where data contained in the second LLLDP message is routed to the
management device by the second device and where the data indicates that the device
is unable to connect to the management device. The instructions 422 are executable
to identify an IP address of the second device based on the LLDP message received
from the second device and establish a communication link with the second device.
Further, the second LLDP can be broadcast to a plurality of devices, including the
second device that are communicatively coupled to the device 400 and to the

management device 160.

[0040] Configuration setting instructions 424 include instructions to receive a
configuration packet from the management device via the second device. For
example, the second device can route the information contained in the second LLDP
message sent by the device 400 to the management device 160, where the information
indicates that the device is unable to connect to the management device 160. Based
on the information, the management device 160 can send a configuration packet to the

device 400 via the second device.

[0041] Connection establishing instructions 426 include instructions to restore

connection to the management device based on the configuration packet. For
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example, device 400 can receive and implement the configuration packet to restore

connection to the management device.

[0042] The techniques described above may be embodied in a computer-readable
medium for configuring a computing system to execute the method. The computer-
readable media may include, for example and without limitation, any number of the
following non-transitive mediums: magnetic storage media including disk and tape
storage media; optical storage media such as compact disk media (e.g., CD-ROM,
CD-R, etc.) and digital video disk storage media; holographic memory; nonvolatile
memory storage media including semiconductor-based memory units such as FLASH
memory, EEPROM, EPROM, ROM; ferromagnetic digital memories; volatile storage
media including registers, buffers or caches, main memory, RAM, etc.; and the
Internet, just to name a few. Other new and obvious types of computer-readable
media may be used to store the software modules discussed herein. Computing
systems may be found in many forms including but not limited to mainframes,
minicomputers, servers, workstations, personal computers, notepads, personal digital
assistants, tablets, smartphones, various wireless devices and embedded systems, just

to name a few.
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CLAIMS

What is claimed is:

1. A network device, comprising:
a controller module to:
receive a link layer discovery protocol (LLDP) message from a second
network device in response to determining that connection to a
management device has failed;
send a second LLDP message to the second device, wherein
information contained in the second LLDP message is routed to
the management device by the second device;
receive configuration changes from the management device, wherein
the configuration changes are routed by the second device; and

connect to the management device based on the configuration changes.

2. The device of claim 1, wherein the controller module is to listen for the
LLDP message from the second device after a predetermined number of unsuccessful

attempts to connect to the management device.

3. The device of claim 2, wherein the controller module is to identify an
internet protocol (IP) address of the second device based on the LLDP message and to

communicate with the second device using the IP address.

4. The device of claim 1, wherein the information contained in the second
LLDP message indicates that the device is unable to connect to the management

device.

5. The device of claim 1, wherein the controller module is to broadcast the
second LLLDP message to a plurality of second devices communicatively coupled to
the device and wherein the plurality of second devices are communicatively coupled

to the management device.

6. The device of claim 1, wherein the controller module is to implement the
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configuration changes at the device to restore connection to the management device.

7. The device of claim 1, wherein the LL.LDP messages include information
about the respective devices comprising identify, capabilities, location, and

neighboring devices.

8. A method, comprising:

determining, by a network device, that connection to a management device has
failed after a predetermined number of unsuccessful attempts;

listening for a link layer discovery protocol (LLDP) message from a plurality
of neighboring network devices communicatively coupled to the
device and to the management device;

sending a second LL.DP message to a neighboring network device of the
plurality of neighboring network devices, wherein information
contained in the second LLLDP message is routed to the management
device by the neighboring device;

receiving configuration changes from the management device, wherein the
configuration changes are routed via the neighboring device; and

implementing the configuration changes at the device and establishing

connection with the management device.

9. The method of claim 8, wherein the information in the second LLDP
message is usable by the management device to determine that the device is unable to

connect with the management device.

10. The method of claim 8, comprising establishing a communication path

with the neighboring device based on the LLDP message.
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11. The method of claim 8, comprising:

receiving a notification from the management device via the neighboring
device prior to receiving the configuration changes, wherein the
notification indicates an intent by the management device to
reconfigure the device; and

acknowledging receipt of the notification prior to receiving the configuration

changes.

12. The method of claim 8, wherein the configuration changes include
minimum configurations to restore connection to the management device, wherein the
method comprises:

connecting to the management device using the minimum configurations; and

receiving full configurations upon execution of verification and validation

processes by the management device.

13. A non-transitory computer-readable storage medium encoded with
instructions executable by a processor of a network device, the computer-readable
storage medium comprising instructions to:

listen for and receive a link layer discovery protocol (LLDP) message from a

second device, in response to determining that connection with a
management device is unsuccessful after a predetermined number of
attempts;

send a second LLDP message to the second device, wherein data contained in

the second LLDP message is routed to the management device by the
second device and wherein the data indicates that the device is unable
to connect to the management device;

receive a configuration packet from the management device via the second

device; and

restore connection to the management device based on the configuration

packet.
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14. The non-transitory computer-readable storage medium of claim 13,
comprising instructions to identify an internet protocol (IP) address of the second
device based on the LLDP message and to communicate with the second device using

the IP address.

15. The non-transitory computer-readable storage medium of claim 13,
wherein the second LLDP message is broadcast to a plurality of devices including the
second device, wherein the plurality of devices are communicatively coupled to the

management device and to the device.
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210

Determine, by a network device, that connection to a management
device has failed after a predetermined number of unsuccessful
attempis

l o 220

Listen for a link layer discovery protocol (LLDP) message from a
plurality of neighboring network devices communicatively coupled to the
device and to the management device

l T 230

Send a second LLDP message to a neighboring network device of the

plurality of neighboring network devices, where information contained in

the second LLDP message is routed to the management device by the
neighboring device

l P 240

Receive configuration changes from the management device, where the
configuration changes are routed via the neighboring device

l o 250

Implement the configuration changes at the device and establish
connection with the management device

FIG. 2
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Establish a communication path with a neighboring device based on an
LLDP message

l o 320

Receive a notification from a management device via the neighboring

device prior to receipt of configuration changes from the management

device, where the notification indicates an intent by the management
device to reconfigure a device

l - 330

Acknowledge receipt of the notification prior to receipt of the
configuration changes, where the configuration changes include
minimum configurations to restore connection to the management
device

l o 340

Connect to the management device using the minimum configurations

l o 350

Receive full configurations upon execution of verification and validation
processes by the management device

FIG. 3
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