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FIG. 2
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FIG. 3
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FIG. 6
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FIG. 8

Bit error rate

E [—6— Bob BER for joint ML
- -|==©=-=-Bob BER for RZF+ML
[ |[—— Eve BER for joint ML

;--A--EveBERfo[‘RZF-\—ML g:::::::::::;::::::; i F




US 12,040,833 B2

1
APPARATUS FOR POLARIZATION
MULTIPLEXING AND ENCODING IN
VISIBLE LIGHT COMMUNICATION
SYSTEM BASED ON GOLD NANOPARTICLE

CROSS-REFERENCE TO RELATED
APPLICATIONS

A claim for priority under 35 U.S.C. § 119 is made to
Korean Patent Application No. 10-2021-0129435 filed on
Sep. 30, 2021, in the Korean Intellectual Property Office, the
entire contents of which are hereby incorporated by refer-
ence.

BACKGROUND

Embodiments of the inventive concept described herein
relate to a method and an apparatus for polarization multi-
plexing and encoding in a visible light communication
system based on a gold nanoparticle and more particularly,
relate to a technology for polarization multiplexing and
encoding in a visible light communication system based on
a gold nanoparticle.

Sixth generation wireless communication is expected to
employ terahertz (THz) or a visible light band having a
frequency band wider than mmWave to accomplish a higher
data rate, as compared to fifth generation wireless commu-
nication such that the requirements of various applications
are required. Among them, a communication system based
on the visible light band spends lower installation costs by
employing an existing luminescent diode (LED) or an
existing light infrastructure, and increases the security of
communication due to straightness which is a physical
characteristic of visible light. Although visible light com-
munication (VLC) is mainly made based on an indoor
environment, the VL.C may be available even in a vehicle
environment, because a headlight and a rear light have been
already mounted in a vehicle to serve as transmission
terminals, and are able to communicate with a streetlight or
a traffic light through visible light.

Development has been performed regarding modulation
schemes, such as pulse width modulation (PWM), and pulse
position modulation (PPM), in addition to intensity modu-
lation (IM) of performing modulation using the intensity of
visible light. As a receiver, a non-imaging receiver using a
photodiode (PD) or an image receiver including a multiple
light diode is present. However, studies and researches have
been performed to reduce the correlation between channels
using a lens in the imaging receiver.

However, as described above for the visible light com-
munication scheme, only a dimming control scheme is
suggested, and a polarization domain scheme is not used.
Accordingly, the possibility of eavesdropping by the field of
view (FOV) of the visible light of the LED is still present.

Korean Patent Registration No. 10-1695545 discloses a
method and an apparatus for visible light communication,
capable of providing differential services to a user present in
the same space.

PRIOR ARTS
Patent Document
Korean Patent Registration No. 10-1695545
SUMMARY

Embodiments of the inventive concept disclose a method
and an apparatus for polarization multiplexing and encoding
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in a visible light communication system based on a gold
nanoparticle, and more particularly, provide a technology of
splitting visible light, which is received through a linear
polarizer, into left circular polarization light and right cir-
cular polarization light and of estimating a phase retardation
difference.

Embodiments of the inventive concept disclose a method
and an apparatus for polarization multiplexing and encoding
in a visible light communication system based on a gold
nanoparticle, in which visible light, which is analyzed in a
polarization domain, may increase a bit error rate (BER)
between a legitimate receiver and an eavesdropper through
encoding scheme based on gold nanoparticles (GNP), such
that visible light communication preventing wiretapping is
accomplished.

According to an exemplary embodiment, a method for
encoding in a receiver using a polarization characteristic in
a visible light communication system based on a gold
nanoparticle, which is performed by a computer device,
includes splitting a receive signal into left circular polariza-
tion light and right circular polarization light by allowing the
receive signal to pass through a linear polarizer and esti-
mating a phase retardation difference, and detecting a trans-
mit symbol by estimating the phase retardation difference.

In the estimating of the phase retardation difference, a
phase of a signal may be estimated from the intensity of the
signal through a single photodiode (PD), when the signal
passes through the linear polarizer.

The estimating of the phase retardation difference may
include protecting the receive signal from wiretapping by
forming a GNP substrate.

In the protecting of the receive signal from wiretapping,
when the visible light passes through the GNP, the left
circular polarization light and the right circular polarization
light of the visible light are attenuated to have mutually
different intensities, and relative phase retardation is made.

In the protecting of the receive signal from wiretapping,
the receive signal may be protected from wiretapping by
increasing the difference in bit error rate (BER) between the
legitimate receiver and the eavesdropper through the encod-
ing based on the GNP.

As the signal is encoded through the GNP substrate
included in a transmitter and transmitted, the GNP substrate
of the receiver may serve as a decoder.

According to an exemplary embodiment, an apparatus for
encoding in a receiver using a polarization characteristic in
a visible light communication system based on a GNP, may
include a phase retardation difference estimator to split a
receive signal into left circular polarization light and right
circular polarization light by allowing the receive signal to
pass through a linear polarizer, and a transmit symbol
detector to estimate a phase retardation difference, and to
detect a transmit symbol by estimating the phase retardation
difference.

The phase retardation difference estimator may estimate a
phase of a signal from the intensity of the signal through a
single photodiode (PD), when the signal passes through the
linear polarizer.

The phase retardation difference estimator may include a
GNP substrate to protect the receive signal from wiretap-
ping.

The phase retardation difference estimator may attenuate
the left circular polarization light and the right circular
polarization light of the visible light to have mutually
different intensities and make relative phase retardation,
when the visible light passes through the GNP.
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The phase retardation difference estimator may protect the
receive signal from wiretapping by increasing the difference
in bit error rate (BER) between the legitimate receiver and
the eavesdropper through the encoding based on the GNP.

As the signal is encoded through the GNP substrate
included in a transmitter and transmitted, the GNP substrate
of the receiver may serve as a decoder.

According to an exemplary embodiment, a method for
encoding in a transmitter using a polarization characteristic
in a visible light communication system based on a GNP,
which is performed by a computer device, includes polar-
ization-modulating a transmit signal by allowing the trans-
mit signal to pass through a linear polarizer, and encoding
the transmit signal, which is polarization-modulated, by
forming a GNP substrate.

BRIEF DESCRIPTION OF THE FIGURES

The above and other objects and features will become
apparent from the following description with reference to
the following figures, wherein like reference numerals refer
to like parts throughout the various figures unless otherwise
specified, and wherein:

FIG. 1 is a system block diagram of an apparatus for
polarization multiplexing and encoding in a visible light
communication system based on a GNP, according to an
embodiment of the inventive concept;

FIG. 2 is a flowchart illustrating a method for encoding in
areceiver using a polarization characteristic in a visible light
communication system based on the GNP, according to
inventive concept;

FIG. 3 is a block diagram illustrating an apparatus for
encoding in a receiver using a polarization characteristic in
a visible light communication system based on the GNP,
according to the inventive concept;

FIG. 4 is a view illustrating the arrangement of a TX LED
and the positions of Bob and Eve, according to an embodi-
ment of the inventive concept;

FIG. 5 is a graph illustrating the intensity modulation of
a BER under an environment having no GNP, according to
an embodiment of the inventive concept;

FIG. 6 is a graph illustrating the intensity modulation and
the polarization modulation of the BER under an environ-
ment having no GNP, according to an embodiment of the
inventive concept;

FIG. 7 is a graph illustrating the intensity modulation of
a BER, under the environment using a GNP, according to an
embodiment of the inventive concept; and

FIG. 8 is a view illustrating BER intensity modulation and
polarization modulation even under an environment using a
GNP, according to an embodiment of the inventive concept.

DETAILED DESCRIPTION

Hereinafter, embodiments will be described with refer-
ence to accompanying drawings. The embodiments of the
inventive concept may be modified in various forms, and the
scope of the inventive concept should not be construed to be
limited by the embodiments of the inventive concept
described in the following. In addition, the embodiments of
the inventive concept are provided to describe the inventive
concept for those skilled in the art more completely. The
shapes and the sizes of elements in accompanying drawings
will be exaggerated for more apparent description.

Embodiments of the inventive concept are to split visible
light, which is received through a linear polarizer, into left
circular polarization light and right circular polarization
light and to estimate a phase retardation difference.

According to embodiments, visible light, which is ana-
lyzed in a polarization domain, may increase a bit error rate
(BER) between a legitimate receiver and an eavesdropper

20

25

30

35

40

45

50

55

60

65

4

through encoding based on gold nanoparticles (GNP), such
that visible light communication preventing wiretapping is
accomplished.

The following description will be made regarding that a
characteristic of adjusting polarization of the GNP is utilized
to modulate a signal using a polarization domain and to
prevent wiretapping. When visible light passes through the
GNP, left circular polarization light and right circular polar-
ization light of the visible light are attenuated to have
mutually different intensities, and relative phase retardation
is made. The relevant material has been never utilized in a
visible communication field, and the studies and researches
on visible light communication using the polarizing domain
are expected to be significantly spotlighted due to the
orientation of the sixth generation communication.

First, according to the inventive concept, equations follow
the following notations.

First, o,a,A denote a scalar, a column vector, and a matrix,
respectively Zot denotes the angle of «, and afk] and Alk,,
k,] denote a k-th component of a, and (k;, k,)-th component
of A, respectively. The Euclidean norm of a is expressed as
llall. (7 denotes a transpose, and diag(-) denotes a diagonal
matrix. The Hadamard product of A and B is expressed as
AOB ¢ & (u, 6°) is a complex normal distribution having
the mean of u and the variance of ¢°, &, denote a real
number set and a complex number set, respectively,
and E {-} denotes a mean operation. In addition, 0 and 1
denote an all-zeros vector and an all-ones vector. [-] denotes
a descending operation.

FIG. 1 is a system block diagram of an apparatus for
polarization multiplexing and encoding in a visible light
communication system based on a GNP, according to an
embodiment of the inventive concept.

Referring to FIG. 1, there suggested a method for multi-
plexing and encoding based on visible light communication,
in which wiretapping is difficult, by using GNP in an indoor
environment.

The inventive concept considers a wiretapping situation
of a multiple-input multiple-output (MIMO) indoors. In the
visible light communication system, an LED and a PD are
used as a transmitter and a receiver. The LED may adjust
only the intensity of a signal, and the PD may measure only
the intensity of the received signal. N, numbers of transmit
(TX) LEDs are mounted at a transmitter 110 together with
a TX GNP substrate under an indoor visible communication
situation. Bob 120, who is a legitimate receiver, and Eve
130, who is an eavesdropper, receive signals through N,
number of receive (RX) PDs and N, . number of RX PDs.
The RX GNP substrate is present only for Bob 120.

Regarding signals radiated from an n-th LED, a trans-
former is derived from a basis vector for a left circular
polarization (LCP) and a right circular polarization (RCP)
for transformation to left-right CP domains in a Cartesian
coordinate system, and applied. In this case, the signals may
be expressed as in Equation 1 in a CP domain.

o[z A

sem=3fy 5] [5)

A symbol is modulated in a polarization domain through
a linear polarizer having the angle from O degree to 90
degrees from a horizontal axis. A signal, which is obtained
by dually modulating a symbol using an intensity according
to a conventional scheme, may be expressed in a CP domain.
The procedure may be expressed as Equation 2.

Equation 1
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1 1t -5
551 0 =N | wte R 0= 5[ T 0=,

-j/V2
ilNz

D=vnf il n D=5t el 5)=n

afe

In this case, p,, denotes an intensity symbol of an n-th
LED.

In Equation 2, approximating is possible because the
common phase retardation of

b
2

is negligibly small due to the high angular frequency of
visible light. Therefore, in consideration of the above two
polarization states, the signal radiated from the n-th LED in
the CP domain may be expressed as Equation 3.

Equation 3

In this case, s, denotes a polarization symbol and a
subscript ‘uni’ denotes a single wavelength.

White light radiated from the LED has a different signal
intensity, depending on a wavelength, which is called rela-
tive radiant power. When a signal model of Equation 3 is
expanded, a TX signal may be expressed as in Equation 4.

M Equation 4
lei 0
Pn | =1 [ 1 ]
Xy =
ﬁ My S
0 Hi
i=1

In this case, N, denotes the number obtained by dividing
a consecutive visible light spectrum by numerous discrete
wavelengths, and y, denotes the relative radiant power of the
i-th wavelength.

When the LED follows a Lambertian emission pattern, a
VLC geometric channel based on a line-of-sight (LOS) path
between an m-th PD and an n-th LED may be expressed as
in Equation 5.

Omn

_ (mzep + Ddpp .
FOvV

Equation §
b = .
2nR,,

08 "LED ..., COS By rect(

In Equation 5,

—In2

RLED = T —————
Incos®,
2

denotes the order of a Lambertian emission,

(ST

1/«/5]
1/42]
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Equation 2

1/+2
1/42]

denotes a half-power angle, A, denotes the area of the PD,
R,,, denotes the distance between an n-the LED and an m-th
PD, and 0,,,,, and 8,,,,, denote a radiation angle and an incident
angle of the LOS path between the n-th LED and the m-th
PD.

rect(x), which is a rectangular function, and indicates that
a channel value is not zero only when 6,,,,, is within the FOV
of the PD. The differences between the LCP and the RCP in
absorption rate and phase retardation, which are expressed
as the characteristic of the GNP in the CP domain for a TX
GNP present in the n-th LED, are shown as in Equation 6.

1 —ak 0 ] Equation 6

[a o
0 (1-af)eien “lo gl

In this case, o, and o, denote the absorption rates for
the LCP and the RCP, and A¢,, denotes the relative phase
retardation difference between the LCP and the RCP.

Signals incident on the same GNP have different absorp-
tion rates and phase retardation differences, depending on
the incident angle. Accordingly, it is assumed that signals
that pass through the same TX GNP but face different users
are affected by mutually different G,,, and signals that pass
through the same TX GNP and face multiple PDs of one user
are affected by the same G,,. In addition, it is assumed that
the TX GNP and the RX GNP are different types (in
concentration or structure of GNP) for each LED and each
PD. The assumption for such a GNP provides an optional
multiplexing function by increasing the correlation of Eve
communication channels (TX GNP passing channel) and
decreasing the correlation of Bob communication channels
(TX, RX and GNP passing channels).

When the TX signal of Equation 4 passes through a VLC
geometric channel of Equation 5 and a TX GNP and an RX
GNP of Equation 6 and obtains a receive signal of an m-th
PD of Bob, the receive signal of the m-th PD is expressed
as Equation 7.

Equation 7
o yL]
Bm = =
Vi
M
—L
Mo lelliﬂmn,ih&mn 0
ampzll "
- 0 D R i g
=1
[ o HlHngn]
0 pu2 sl A,



US 12,040,833 B2

7

In this case, 0., denotes the responsivity of the PD having
the unit of [Amp/Watt], p denotes a signal-to-noise ratio
(SNR), ..~ Q,,, . and AQ,,, ; denote an LCP transmit-
tance, an RCP transmittance, and a phase retardation differ-
ence of the i-th wavelength signal, which are obtained by
reflecting a characteristic of a TX GNP present in the n-th
LED and a characteristic of an RX GNP present in the m-th
PD, and ng,," and ng,~ denote noise in the LCP and the
RCP.

The receive signal the m-th PD of Eve may be expressed
as Equation 8.

M Equation 8
S Mo leiﬁf,ih&mn 0
B, i=1
YBm = Rm]=ﬂresPZ ' N
YBm n=1 A R iAg,
Zﬂiﬁn,ie] Lpn”hB,mn
i=1

A MRk

In this case, since Eve has no RX GNP, only an influence
by the TX GNP is considered, so an LCP transmittance, an
RCP transmittance, and a phase retardation difference is
expressed using o, “, @, 5, A@, ..

The receive signal of Bob and the receive signal of Eve,
which are expressed with respect to all PDs, may be

expressed as Equation 9.

Heod: 0

2 S
vE 0  Heodp|lO Pllsl |al

trespHcPx +nc

In this case, P=diag([p,NZ, . . . , pNn/\/T]), s=[sg, - . .,
sy 17, C €(B, E). When C=B, y"=[yz," . .. ar

* YBL\/BU ] b

R RT
Ys =[YL]3\,,1 ot ’_yg’NBub ] ’ HBE\I/H’ _,n]zllleB,_rgm AB [En’
n]=22:1 My Ol i LA7§ [H}; n]=2}€»‘:1 O e]RW;W’ g =
[ng, " - o ngy 1 ng =lng " ..., ng . "l

FIG. 2 is a flowchart illustrating a method for encoding in
areceiver using a polarization characteristic in a visible light
communication system based on the GNP, according to
inventive concept.

Referring to FIG. 2, according to an embodiment, in the
method for encoding in the receiver using the polarization
characteristic in the visible light communication system
based on a GNP, which is executed by a computer device, a
receive signal passes through a linear polarizer and is split
into a LCP and an RCP and a phase retardation difference is
estimated (S110), and a transmit symbol is detected by
estimating the phase retardation difference (S120).

According to the inventive concept, the method for
encoding in the receiver using the polarization characteristic
in the visible light communication system based on GNPs
will be described in more detail below while focusing on that
the visible light communication system based on the GNP
includes the apparatus for polarization multiplexing and
encoding.

FIG. 3 is a block diagram illustrating an apparatus for
encoding in a receiver using a polarization characteristic in
a visible light communication system based on the GNP,
according to the inventive concept.
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Referring to FIG. 3, an apparatus 300 for encoding in a
receiver using a polarization characteristic in a visible light
communication system based on the GNP, according to the
inventive concept may include a phase retardation difference
estimator 310 and a transmit symbol detector 320.

In S110, the phase retardation difference estimator 310
may allow a receive signal to pass through a linear polarizer,
splits the receive signal into a LCP and an RCP, and
estimates a phase retardation difference is estimated. The
phase retardation difference estimator 310 may estimate the
phase of a signal from the intensity of the signal through a
single photodiode (PD), when the signal passes through the
linear polarizer.

The phase retardation difference estimator 310 may
include a GNP substrate to protect the receive signal from
wiretapping. In this case, the phase retardation difference
estimator 310 may attenuate the intensities of the LCP and
the RCP of the visible light to mutually different sizes, when
the visible light passes through the GNP, and may cause the
relative phase retardation. The phase retardation difference
estimator 310 may increase the difference in bit error rate
(BER) between the legitimate receiver and the eavesdropper
through encoding using the GNP to protect the receive signal
from wiretapping.

In S120, the transmit symbol detector 320 may detect a
transmit symbol by estimating the phase retardation differ-
ence.

According to embodiments, as a signal is encoded
through a GNP substrate included in the transmitter and
transmitted, a GNP substrate of the receiver may serve as a
decoder.

Meanwhile, according to another embodiment, a method
for encoding in a transmitter using a polarization character-
istic in a visible light communication system based on a
GNP, which is executed by a computer device, may include
polarization-demodulating a transmit signal by allowing the
transmit signal to pass through the linear polarizer, and
encoding the transmit signal, which is polarization-demodu-
lated, through a GNP substrate.

First Embodiment: Phase Retardation Difference
Estimation

Bob may detect a transmit symbol to make communica-
tion using the characteristic of a GNP, when measuring a
phase of a receive signal in addition to recognizing infor-
mation (an absorption rate for a TX GNP and an RX GNP)
and a relative phase retardation difference. In other words, in
Equation 9, Bob has to estimate the phase of y,*.

The PD may measure only the intensity of a signal.
Accordingly, the PD allows the phase of y,* to pass through
the linear polarizer to estimate the intensity of the signal.
The linear polarizer of an angle of € in the CP domain may
be induced from the relationship between a Cartesian coor-
dinate system and the CP domain as in Equation 13.

1 9*1'28] Equation 13

1
L) = E[eﬂs 1

The receive signal of an m-th PD of Bob is

., [ Vim ] E§ ]
Bm = = A >
Vhm | | ESeem
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and the LCP component and the RCP component may be
expressed in terms of an intensity and a phase
(EB,mL=|YB,mL|’ EB,mR=|YB,mR|’ eNB’m=ZYB,mR)~

Equation 14 expresses a signal obtained, as the m-th
receive signal of Bob passes through the linear polarizer of
the angle of €,, and received, before reaching the PD, and the
intensity of the signal.

Eé,m Equation 14

1 & 213 ]
Eg,m ei'/’B,m

® 1

]=

1 e[ 1
E(Eg,m + EE, eV m))[eﬂgm ]

1
P En) = LlEn)yam = 5[

(5] + (ER,) + 2B, BE cosWsm — 26,
[t = yf Eol o) PPl

As expressed as in Equation 14, when the signal passes
through the linear polarizer, the phase Y, of the signal may
be estimated from the intensity of the signal through the PD.
In this case, ¥ ,, may be acquired through Equation 15.

Equation 15

2|5 " 2_ EL 2_ ER 2
LS W MRl

2E5 B,

Yam=

cos™'(-) does not maintain a sign due to an inverse
trigonometric function. Accordingly, the size of Yy, is
acquired from Y/ ,, obtained by setting €, to “0” and the sign
of Yy, is acquired from Y, obtained by setting €,, to

SN

Second Embodiment: Simulation Result of
Suggested VLC Security Communication

According to a second embodiment, the difference in BER
between Bob and Eve is proved through simulation under
the VLC environment using the GNB by utilizing the phase
retardation difference estimating scheme suggested in the
first embodiment. In this case, it is assumed that Bob and
Eve recognize channel state information (CSI) on H;, and
H,.

According to the inventive concept, in the simulation, the
number of TX LEDs denotes N, =4, intensity symbol
denotes positive real-valued 4-array pulse amplitude modu-
lation (PAM),

polarization symbol s, indicates {—1, 1}, and p, and s,
follow independent uniform distribution. It is assumed that
the number of PDs of Bob denotes N,,,32 4, and the number
of PDs of Eve denotes N, =4 under the environment
without the GNP, and the number of PDs of Bob denotes
Ng,,=16, and the number of PDs of Eve denotes
Ng,.=16under an environment having the GNP.

FIG. 4 is a view illustrating the arrangement of a TX LED
and the positions of Bob and Eve, according to an embodi-
ment of the inventive concept.
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The arrangement of TX LEDs and the positions of Bob
and Eve may be expressed as illustrated in FIG. 4. The PD
of Bob and the PD of Eve are arranged through a uniform
planar array (UPA) scheme while being spaced apart from
the distance of 10 cm. The TX LED is positioned at the
height of 4 m, and Bob and Eve are positioned at the height
of 1. It is assumed that the half-power angle of the LED
denotes

w.H
W

the area of the PD, the responsivity, and the FOV denote

App = 1074, gy = 0.54, and FOV = g

respectively, and noise follows

)

because the noise is divided into a real-number part, an
imaginary number part, an LCP, and an RCP,

In the BER plot of the simulation, an X axis represents an
average received SNR, which is %, of Bob, and is defined as
in Equation 16.

=0, E {|IpELPxI?}

CN(O,

Equation 16

A symbol detection scheme employs an ML (RZP+ML)
detection scheme using a joint maximum likelihood joint
(ML) detection scheme and a regularized zero-forcing
(RZF) combiner.

FIG. 5 is a graph illustrating the intensity modulation of
a BER under an environment having no GNP, according to
an embodiment of the inventive concept, and FIG. 6 is a
graph illustrating the intensity modulation and the polariza-
tion modulation of the BER under an environment having no
GNP, according to an embodiment of the inventive concept.

FIG. 5 illustrates BER plots of Bob and Eve when a
symbol is transmitted through intensity modulation under
the environment having no GNP. In addition, FIG. 6 is BER
plots of Bob and Eve when a symbol is transmitted through
intensity modulation and polarization modulation under the
environment having no GP. When the symbol is detected
through the Joint ML scheme, Bob has a BER greater than
that of Eve due to the symmetry of TX LEDs at the position
of Bob. Meanwhile, when the symbol is detected through an
RZF coupler and an ML scheme, the correlation of H is
greater than the correlation of H, Accordingly, a noise
enhancement effect is more highly applied to Eve, so the
BER of Eve is more increased. Accordingly, there is present
the case in which the BER of Eve is less than the BER of
Bob depending on the position of Eve under the environ-
ment having no GNP.

FIG. 7 is a graph illustrating the intensity modulation of
a BER, under the environment using a GNP, according to an
embodiment of the inventive concept.

FIG. 7 is a BER plot obtained when the symbol is
transmitted through the intensity modulation, in which the
phase retardation difference is estimated for Bob and Eve
through a scheme suggested in the first embodiment. When
the symbol is detected through the RZF coupler and the ML,
H, represents higher correlation due to the TX GNP pro-
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ducing the encoding effect, and [, represents lower corre-
lation due to the RX GNP serving as a decoder, so the
difference in BER between Eve and Bob is significantly
high.

In addition, even if a symbol is detected through the joint
ML detection scheme, which is the optimal sensing scheme,
for Eve, the BER of Eve may be less than the BER of Bob.

FIG. 8 is a view illustrating BER intensity modulation and
polarization modulation even under the environment using
the GNP, according to an embodiment of the inventive
concept.

Referring to FIG. 8, a symbol is transmitted through the
intensity modulation scheme and the polarization modula-
tion scheme under the VLC environment using the GNP. It
is recognized from FIG. 8 that the difference in BER
between Bob and Eve is still present, and the BER of Eve
cannot be reduced to less than the BER of Bob.

According to the first embodiment, an error is caused in
estimating a phase retardation difference due to an error of
an input value into an inverse trigonometric function. In
FIG. 7, an error shown in the first embodiment is not made,
because an intensity symbol may be detected in an LCP
domain. However, in FIG. 8, an influence is exerted by the
detection of a polarization symbol due to the relevant error,
so the BER is more increased as compared to the case in
FIG. 7. However, communication may be made with the
larger number of symbols, and an effect, in which the
polarization symbols are encoded once more due to the
phase retardation difference of the GNP, is produced to
exhibit a security enhancement effect.

As described above, embodiments of the inventive con-
cept suggest a scheme of estimating a channel and a phase
retardation difference in a polarization domain to accom-
plish security communication under a VLC environment
using a GNP substrate. According to the first embodiment,
the phase retardation difference may be estimated by allow-
ing a receive signal to pass through a linear polarizer.
According to the second embodiment, a symbol is detected
through a scheme suggested in the first embodiment such
that the difference in BER is verified through a simulation.

The apparatus described above may be implemented with
a hardware component, a software component, and/or the
combination of the hardware component and the software
component. For example, the apparatus and the component
described in embodiments may be implemented with, for
example, at least one general computer or special computer,
like another apparatus that is able to run a processor, a
controller, an arithmetic logic unit (ALU), a digital signal
processor, a micro-computer, a field programmable array
(FPA), a programmable logic unit (PLU), a micro-processor,
or an instruction. A processing unit may run an operating
system (OS) and at least one software application executed
onthe OS. In addition, the processing unit may access, store,
manipulate, process, and create data in response to the
execution of software. Although one processing device is
used for the convenience of explanation, those skilled in the
art can understand that the processing device includes a
plurality of processing elements and/or a plurality of types
of processing elements. For example, the processing appa-
ratus may include a plurality of processors or one processor,
and one controller. In addition, another processing configu-
ration, such as a parallel processor, is possible.

Software may include a computer program, a code, an
instruction, or the combination with at least one of the
components, and may configure the processing unit such
that the processing unit desirably operates, or independently
or collectively apply an instruction to the processing unit.
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Software and/or data may be permanently or temporarily
embodied in any type of machine, components, physical
equipment, virtual equipment, computer storage media or
units so as to be interpreted by the processing unit or to
provide instructions or data to the processing unit. Software
is distributed over a computer system connected to a net-
work, and may be stored or executed through a distribution
method. Software and data may be stored on at least one
computer readable recording medium.

The method according to the embodiment may be imple-
mented in a program instruction executed through various
computer units and may be stored in a computer-readable
medium. The computer-readable medium may include a
singular form or the combination of a program instruction,
a data file, or a data structure. The program instruction
recorded in the medium may be specially designed and
configured for the embodiments or well-known to a person
skilled in a computer filed and used. Examples of computer-
readable recording media include magnetic media, such as a
hard disk, a floppy disk, and a magnetic tape, optical media,
such as a CD-ROM, or a DVD, magnetic-optical media,
such as a floppy disk, and a hardware device, such as a
ROM, a RAM, a flash memory, that is specially configured
to store and execute a program instruction. Examples of a
program instruction include a machine language code, such
as those created by a compiler, as well as an advanced
language code that can be executed by a computer using an
interpreter.

As described above, embodiment of the inventive concept
may provide a method and an apparatus for polarizing
multiplexing and encoding in the visible light communica-
tion system based on a gold nanoparticle, in which the
visible light, which is received through the linear polarizer,
may be split into the left circular polarization light and the
right circular polarization light, and a phase retardation
difference may be estimated.

Embodiment of the inventive concept may provide a
method and an apparatus for polarizing multiplexing and
encoding in the visible light communication system based
on a gold nanoparticle, in which the visible light, which is
analyzed in the polarization domain, may increase a bit error
rate (BER) between the legitimate receiver and the eaves-
dropper through an encoding scheme using gold nanopar-
ticles (GNP), such that visible light communication prevent-
ing wiretapping is accomplished.

While the inventive concept has been described with
reference to exemplary embodiments, it will be apparent to
those skilled in the art that various changes and modifica-
tions may be made without departing from the spirit and
scope of the inventive concept. Therefore, it should be
understood that the above embodiments are not limiting, but
illustrative.

What is claimed is:

1. An apparatus for encoding in a receiver using a
polarization characteristic in a visible light communication
system based on a gold nanoparticle (GNP), the apparatus
comprising:

a phase retardation difference estimator comprising a
GNP and configured to split a receive signal comprising
visible light into left circular polarization light and right
circular polarization light by allowing the receive sig-
nal to pass through a linear polarizer, a left circular
polarizer and a right circular polarizer, and to encode
the receive signal; and
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a transmit symbol detector configured to detect a transmit
symbol by estimating a phase retardation difference of
the left circular polarization light and right circular
polarization light,

wherein the phase retardation difference estimator esti- 5
mates a phase of a signal from an intensity of the signal
through a number of photodiodes, when the signal
passes through a plurality of polarizers.

2. The apparatus of claim 1, wherein the phase retardation
difference estimator attenuates the left circular polarization 10
light and the right circular polarization light of the visible
light to have mutually different intensities and makes rela-
tive phase retardation, when the visible light passes through
the GNP.

3. The apparatus of claim 1, wherein the phase retardation 15
difference estimator prevents eavesdropping of the receive
signal by increasing a difference in bit error rate (BER)
between a legitimate receiver and an eavesdropper through
encoding based on the GNP.

4. The apparatus of claim 1, wherein, as a signal is 20
encoded through a GNP substrate included in a transmitter,

a GNP substrate of a receiver serves as a decoder.

5. The apparatus of claim 1, wherein the phase retardation
difference estimator comprises the GNP, two linear polariz-
ers, a left circular polarizer, and a right circular polarizer. 25
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