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(54) Title: SYSTEM AND METHOD FOR FINGERPRINTING DATASETS

Fig. 1A[3

(57) Abstract: Systems and methods for the matching of datasets, such as input audio segments, with known datasets in a database
are disclosed. In an illustrative embodiment, the use of the presently disclosed systems and methods is described in conjunction with
recognizing known network message recordings encountered during an outbound telephone call. The methodologies include creation
of a ternary fingerprint bitmap to make the comparison process more efticient. Also disclosed are automated methodologies for cre-

ating the database of known datasets from a larger collection of datasets.
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SYSTEM AND METHOD FOR FINGERPRINTING DATASETS
TECHNICAL FIELD OF THE DISCLOSED EMBODIMENTS

1] The present invention generally relates to identifying known datasets, such as audio

signals and, more particularly, to systems and methods for fingerprinting datasets.
BACKGROUND OF THE DISCLOSED EMBODIMENTS

21  The background of the present disclosure and the iltustrative embodiments disclosed
herein are described in the context of identifying known audio recordings encountered during an
outbound telephone call, for example during a call placed from a contact center. However, the
present invention has applicability to the identification of any segment of audio or an image (as
used herein, the term “image” s intended to encompass both still and moving images), regardless
of the type or source of the audio or image, and regardless of in what circumstances the audio or
image is encountered. Furthermore, the present invention also has applicability to the
identification of any scgment of data such as, for example, data obtained from any type of
sensor. Therefore, as used herein, the term “datasct” shall encompass a collection of any type of
data, whether comprising andio, image, or other type of data,

31 In a ¢lassic contact center scenario, outbound calls arc made cither automaticaily (by a
class of devices known as “automated dialers” or “autodialers™) or manually. A number of
human “agents” are available to join into calls that are determived to reach a live person at the
called end. In this way, efficiencies are obtained by not having agents involved i a cail until it
is determined that there is a live person at the called end with whom the agent may speak. The
use of automated equipment to monitor the telephone line during the outbound call is referred io

as call progress analysis (CPA). CPA is a class of algorithms that operate on audio and network
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signaling during call sctup. The goal of CPA i to determine the nature of the callee, or the
outcome of call sctup to an external network (fraditional public switched telephone network or
Voice over Internet Protocol (VolP)). Specifically, when a call or session is being established,
the caller or initiator must determine whether it was answered by a live speaker, if the linc is
busy, etc. When the caller is an automated application, such as an automated dialer or message
broadeasting systern, CPA algorithms are used to perform the classification automatically. CPA
is used to interpret so-called call-progress tones, such as ring back and busy, that arc delivered by
the telephone network to the calling entity. Traditional CPA is performed using low- and high-
pass frequency discriminators together with energy measurements over time to qualify in-band
signaling tones.

(41 Another method for classifying audio on an outbound call is known as Voice Activity
Detection (VAD), which is a class of audio processing algorithms that identify where speech is
present in an audio stream. The detected speech may originate from any source, including a live
speaker or a prerecorded message. Modern VAD algorithms use spectral analysis to distinguish
the utterance of a primary speaker from background noise.

(51 A subclass of CPA algorithms that extract speaking patterns using VAD, and detenmine
whether the patterns originate from a live speaker or a prerecorded message, 1s known as
Answering Machine Detection (AMD). By identifying calls that do not connect o a live
speaker, an accurate AMD algorithm can sigaificantly increase throughput of an automated
dialer. However, false positives from AMD lead to siient or abandoned calls, causing reverue
loss for the contact center, and negative impressions amongst the public. The quality of an AMD
algorithm is a function of the accuracy and response time, and some regions of the world

(notably the U.S. and U.K.) impose strict legal requirements ou both.
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[6] AMD is not an exact science, and the optimal approach is an open problem. To achieve
acceptable accuracy, speed, and flexibility, AMD algorithms use a combination of heuristics and
statistical modcls such as ncural networks to classify an utterance as live or pre-recorded.
Although many commercial AMD systems available on the market report high accuracy rates in
the marketing literature (¢.g., 95% or more), there is no independent auditor for these figures,
and the actual accuracy rate is typically much lower in practice {e.g., 80% or less), as reflected
by continucd widespread complaints. A gencral ban has been proposed by some consumer
advocacy groups, and some coniact centers simply cannot use AMD because of its limitations.
(73 A relatively new science of audio identification is known as Acoustic Fingerprinting, in
which a system generates a “fingerprint’” of a candidate andio stream, and compares 1t against a
database of known {ingerprints, analogous to human fingerprinting used in forensics. In this
context, a “fingerprint” is a condensed digest of an audio stream that can quickly establish
perceptual equality with other audio streams. A database of known fingerprints may associate
known fingerprints with meta-data such as “title”, “artist”, ¢tc. The past ten yoars have scen a
rapidly growing scientific and industrial interest in fingerprinting technology for audio and
images. Applications include identifying songs and advertisements, media library management,
and copyright compliance.

[8]  Various acoustic fingerprinting algorithm classes have been proposed, and the most
prevalent today are those based on either “landmarks” or “bitmaps”. Landmark-based
algorithms extract discrete features from an audio stream called “landmarks™, such as spectral
peaks, sudden changes in tone, pitch, loudness, etc. The optimal choice of landmark is an open

question guided mostly by houristics. The acoustic fingerprint is stored as a sequence of data
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structures that describe each landmark. At runtime, landmarks extracted from a candidate

audio stream are compared to a database of fingerprints based on a distance metric.

[9] Bitmap-based algorithms analyze an audio stream as a sequence of frames, and use
a filter bank to quantize each frame into a bit vector of size N, where N is typically
chosen for convenience as the number of bits in a C-style integer, e.g., N € {8, 16, 32, or
64}. A popular and well-studied example is known as the "Haitsma-Kalker algorithm",
which computes a binary bitmap using a filter that compares short-term differences in
both time and frequency. The Haitsma-Kalker Algorithm has been well-studied in the
literature. Its inventors, Jaap Haitsma and Ton Kalker, have published a report of use of
the Haitsma-Kalker Algorithm and the comparison of binary acoustic fingerprint bitmaps
to identify three (3) second recordings of songs from a database of millions of songs
(Haitsma and Kalker, "A Highly Robust Audio Fingerprinting System," Journal of New
Music Research, Vol. 32, No. 2 (2003), pp. 211-221). The complete acoustic fingerprint
is stored as a sequence of bit vectors, or a bitmap. As illustrated in FIG. 1A-C (Prior
Art), there are shown three images of an audio stream containing a message from a
telephone network saying "This number has been disconnected”. FIG 1A (Prior Art)
shows the original audio wave signal, with 1.5 seconds of audio sampled at 8000 KHz.
FIG 1B (Prior Art) shows a spectrogram of the original audio input signal, with dark
regions indicating high energy at a particular frequency. FIG. 1C (Prior Art) shows a
binary acoustic fingerprint bitmap created using the Haitsma-Kalker algorithm, with
height N=16. The height is determined by the number of bits computed at each frame,
and the width is determined by the number of frames in the audio stream. At runtime, the
bitmap computed from a candidate audio stream is compared to a database of bitmaps

based on the number of non-matching bits, also known as the Hamming distance.

CA 2866347 2019-06-14
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f10]  'The use of bitmap matching and the process of acoustic fingerprinting is a powerful
emerging tool in the science of audio recogmition; however, 1t 1s computationally mtense and
requires several seconds of sampled audio to make a match in many cascs. This delay makes it
not well suited for use in call progress analysis. Accordingly, there remains a need for faster and
more accurate systems and methods for identifving audio, both in the general case and during an

outbound call attempt.

SUMMARY OF THE DISCLOSED EMBODIMENTS

[1i]  Systemns and methods for the matching of datasets, such as input audio segments, with
known datasets in a database are disclosed. In an illustrative cmbodiment, the use of the
presently disclosed systems and methods s described in conjenction with recognizing known
network message recordings encountered during an outbound telephone call. The methodologies
include creation of a ternary fingerprint bitmap to make the comparison process more efficient.
Also disclosed are automated methodologies for creating the database of known datasets from a
farger collection of datasets.

[12]  Inone embodiment, a method for identifying a candidate audio segment from an
outbound telephone call is disclosed, the method comprising the steps of: a) creating a
speetrogram of the candidatc audio scgment; b) creating a candidate binary aceustic fingerprint
bitmap of the spectrogram; ¢} comparing the candidate binary acoustic fingerprint bitmap to at
least one known binary acoustic fingerprint bitmap of a known network message; d) if the
candidate binary acoustic fingerprint bitmap matches one of said at least one known binary
acoustic fingerprint bitmaps within a predetermined threshold, declaring the match; and ¢} if the

candidatc binary acoustic fingerprint bitmap does not match one of said at least one known
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binary acoustic fingerprint bitmaps within the predetermined threshold, using an answering
machine detection algorithm to analyze the candidate audio segment.

[13] Inanother cmbodiment, a method for identifying a candidaic audio segrment from an
cutbound telephone call is disclosed, the method comprising the steps oft a) creating a
spectrogram of the candidate audio segment; b) creating a candidate binary fingerprint bitmap of
the spectrogram; ¢) comparing the candidate binary fingerprint bitmap to at least one known
binary fingerprint bitrap of a known recording; d) if the candidate binary fingerprint bitmap
maiches one of said at least one known binary fingerprint bitmaps within a predetermined
threshold, declaring the match; and ) if the candidate binary fingerprint bitmap does not match
one of said at least onc known binary fingerprint bitmaps within the predetermined threshold,
using an alternate process to analyze the candidate audio segment.

[14]  In a further embodiment, a method for creating a ternary bitmap of a dataset is disclosed,
the method comprising the steps of: a) computing a binary fingerprint bitmap of the dataset; b)
deleting a first number of samyples from the dataset; ¢} after step (b), computing another binary
fingerprint bitmap of the dataset; d) repeating steps (b} and (¢} a plurality of times to create a
plurality of binary fingerprint bitmaps; and ¢) combining the plurality of binary fingerprint
bitmaps into a ternary bitmap, where each bit in the ternary bitmap is determined as follows: e.1)
If a bit is 0 (zcro) in a first predetermined number of the plurality of binary bitmaps, sct the bit in
the ternary bitmap to 0 (zero); €.2) If a bit is 1 (one) in a second predetermined number of the
plurality of binary bitmaps, set the bit in the ternary bitmap to 1 {one}; and e.3} Otherwise, set
the bit of the ternary bitmap to * (*Don’t Care™).

[15] In yet another embodiment, a methed for identifying a candidate dataset is disclosed, the

method comprising the steps of: a) computing a binary fingerprint bitmap of 2 known dataset ina
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known dataset database; b) deleting a first number of samples from the known dataset; ¢) after
step {b), computing another binary fingerprint bitmap of the known dataset; d) repeating steps (b
and {¢) a plurality of times to create a plurahty of binary fingerprint bitmaps; and ¢} combining
the plurality of binary fingerprint bitmaps into 3 temary bitmap, where each bit in the ternary
bitmap is determined as follows: ¢.1) If a bit is 0 in a first predetermined number of the plurality
of binary bitmaps, sct the bit in the ternary bitmap to 0; ¢.2) Ifa bit is 1 in a second
predetermined number of the plurality of binary bitmaps, sct the bit in the ternary bitmap to 1,
and e.3) Otherwise, set the bit of the ternary bitmap to * (“Don’t Care™), {) saving the ternary
bitmap into a ternary bitmap database; g) repeating steps (&) — (f) for all known datasets in the
known dataset database; h) creating a candidate datasct binary fingerprint bitmap from the
candidate dataset; and 1) comparing the candidate dataset binary fingerprint bitmap to each
ternary bitmap in the ternary bitmap database, wherein said comparison ignores the Don’t Care
bits.

[16]  In a further embodiment, a method for creating a ternary bitmap of an audio segment is
disclosed, the method comprising the steps of: a) computing a binary acoustic fingerprint bitmap
of the audio segment; b) deleting a first number of samples from the audio segment; ¢} after step
(b}, computing another binary acoustic fingerprint bitmap of the audio segment; d) repeating
steps (b) and (c) a plurality of times o create a plurality of binary acoustic fingerprint bitmaps;
and e) combining the plurality of binary acoustic fingerprint bitmaps into a ternary bitmap,
where each bit in the ternary bitmap is determined as follows: e 1} Ifabitis 0 in a first
predetermined number of the plurality of binary bitmaps, set the bit in the ternary bitmap to 0;

¢.2YIf a bitis 1 in & second predetermined number of the plurality of binary bitmaps, set the bit
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in the ternary bitmap to 1; and e.3) Otherwise, set the bit of the ternary bitmap to * ("Don’t
Care™).

[17]  Instill another cmbodiment, a method for identifying a candidate audio segment is
disclosed, the method comprising the steps of: a) computing a binary acoustic fingerprint bitmap
of a known audio segment in a known audio segment database; b) deleting a first number of
samples from the known audic segment; ¢} after step (b), computing another binary acoustic
fingerprini bitmap of the known audio segroent; &) repeating steps {b) and (¢) a plurality of times
to create a phurality of binary acoustic fingerprint bitmaps; and ¢) combining the plurality of
binary acoustic fingerprint bitmaps into a ternary bitmap, where cach bit in the ternary bitmap is
determined as follows: ¢.1) If a bit is 0 1n a first predetermined number of the plurality of binary
bitmaps, set the bit in the ternary bitmap to 0; .2) If a bit is 1 in 8 sccond predetermined number
of the plurality of binary bitmaps, set the bit in the ternary bitmap to 1; and ¢.3) Otherwise, set
the bit of the ternary bitmap to * (“Don’t Care™); f) saving the ternary bitmap into a ternary
bitmap database; ) repeating steps (1) — (f) for all known audio segments in the known audio
segment database; b} creating a candidate audio segment binary acoustic fingerprinting bitmap
from the candidate audio segment; and i) comparing the candidate audio segment binary acoustic
fingerprint bitmap to each ternary bitmap in the ternary bitmap database, wherein said
comparison ignores the Don't Care bits.

[18] In yet another embodiment, a method for creating weighted compressed representation of
a dataset is disclosed, the method comprising the steps of a) computing a compressed
representation of the dataset; b) applying a transformation to the dataset; ¢) after step (b),
computing another compressed representation of the dataset; d) repeating steps (b) and {c) a

plurality of times to create a plurality of compressed represcatations; and ¢) combining the
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plurality of compressed representations into a weighted compressed representation, where each
weight in the weighted compressed representation is computed as a function of the elements in
the plurality of compressed representations.

[19]  Gther embodiments are also disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

[20] FIGs. 1 A-C are an audio wavce, spectrogram and binary acoustic fingerprint bitmap,
respectively.

[21] FIG. 2 is a schematic flow diagram of one embodiment of a method for building an
acoustic fingerprint.

[22]  FIG. 3A is a graph of amplitude vs. time for a set of exemplary sliding windows used in
a transformation according to onc embodiment.

23] FIG. 3B is a spectrogram of an audio sample.

[24] FIG. 4 is a schematic representation of the Mel scale;

[25] ¥IG. 5is a graphical representation of the Haitsma-Katker Algorithm;

[26] FIG. 6 is a schematic flow diagram illustrating s method for creating ternary bitmaps
according to one embodiment;

[27] FIG. 7 is a schematic graphical representation of the creation of a ternary bitmap {rom a
binary bitmap according to onc cmbediment;

28] FIG. 8 is a schematic flow diagram of the creation of a hash key from a ternary bitmap
according to one embodiment;

[29] FIG. 8 is a graphical representation of the process of F1G. 7;

[30] FIG. 10 is a schematic flow diagram of a matching procedure using hash keys according

to onc embodiment; and
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[31] FIG. 11 is a schematic flow diagram of a method for extracting fingerprints for common

recordings from large audio datasets according to one embodiment.

DETAILED DESCRIPTION OF THE DISCLOSED EMBODIMENTS

[32] For the purposes of promoting an understanding of the principles of the invention,
reference will now be made to the embodiment iHustrated in the drawings, and specific language
will be used to describe the same. It will nevertheless be understood that no limitation of the
scope of the invention is intended. Alterations and modifications in the illustrated systems and
methods, and further applications of the principles of the invention as iltustrated therein, as
would normally occur to one skilled in the art to which the invention relates are contemplated,
are desired to be protected. Such alternative embodiments require certain adaptations to the
embodiments discussed herein that would be obvious to those skitled in the art.

[33] Although the various emboediments disclosed herein will be described in the context of
identifyving known recordings encountered during an outbound telephone call, for example
during a call placed from a contact center, the present invention has applicability o the
identification of any segment of audio, image, or other type of data, regardless of the type or
source of the audio, image, or other type of data, and regardless of in what circumstances the
audio, image, or other type of data is encountered. Additionally, the present invention has
applicability to the recognition of any type of datasct having two or more dimensions. The
predominant reliance on the recognition of audio recordings herein 18 simply for convenience of
description.

~

[34] Theuse of acoustic fingerprinting in a Call Progress Analysis svstam,

10
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[35] Call Progress Analysis may be improved by using a system that augments conventional

AMD with an acoustic fingerprinting system to identify specific call progress events of interest

including, but not {imited to:

[36] a. Telephone network messages (e.g., “We’re sorry”, “The number or code you have
dialed is incorrect”)

[371 b. Voicemail greetings shared by multiple subscribers {e.g., “Hello, the party you have

dialed™)

[38] ¢. Colored tones, jingles, chimes

1391 4. Ringback tones containing music or speech {e.g., “Please hold while your call is

completed”)

(401 e. Call screeners

[41] f Privacy managers (e.g., “You have reached a number that does not accept

solicitations™)

[42] g Interactive Voice Response (IVR) prompts

[43] These are collectively referred to herein as “network messages.” All such network

messages share the common trait that the same audio is used by the network in certain situations

for calls placed to multipie called parties. Therefore, a dialing program should expect to

encounter these network messages in the future, and identifying them as such will help the call

progress analysis software determine that a live speaker has not been reached. It is desired that

the call progress analysis software exhibit the following characteristics:

[44] 1. Efficient {low use of CPU and memory)

[45]

2

. Fast (low latency and delay)

[46] 3. Robust (low rate of false negatives)

11
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L

{47} . Accurate (low rate of false positives)

[48]

h

. Scalable (low lookup cost)

[49] 6. Repeatable (low leaming curve)

[50] In one embediment, during the real-time progress of an outbound call, the CPA system
processes the audio stream using both a conventional AMD algorithm and an acoustic
fingerprinting system. As the audio proceeds, the acoustic fingerprinting system identifies
whether there is a likely match in the database of acoustic fingerprints of known network
messages. If so, any output from the AMD algorithm is preempted: instead, the CPA system
reports specific cail progress events based on the matched acoustic fingerprint. For the general
case where the acoustic fingerprint system finds no matches in the database, the conventiornal
AMD algorithm is used to detect a greeting, and report the event of either a live speaker or an
answering machine. All events are interpreted by the user of the CPA system to choose an
appropriate response, such as whether to proceed or terminate the call, dispatch to an agent,
adjust the dialer plan, etc. In other embodiments, the acoustic fingerprinting system is used
without an additional CPA mechanisim.

[51] FIG. 2 schematically iliustrates one embodiment of a methed for building an acoustic
fingerprint. In order to build an acoustic fingerprint, either of a known audio segment or of a
candidatc audio scgment from 4 current telephone call, a time varying spectral representation of
the signal {referred to herein as 8 “spectrogram™} is created {as indicated at step 100) using any
desired transform, such as Discrete Fourier Transform (DFT), Discrete Cosine Transform (DCT),
wavelet transform, or even just a set of filter banks, to name just four non-limiting examples. At
cach frame, the power spectrum in frequency space 1s computed. For example, FIG. 3A

illustrates amplitede vs. time for the sliding windows used 10 a Fast Fourier Transform (FET, a
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particularly efficient algorithm to implement Discrete Fourier Transform) of an audio sample

using the following parameters:

{52}  Sample rate: 8 kHz

[53] Frame duration: 30 milliseconds
[54] Step size: 20 milliseconds

[55] Overlap: 13

[56] FFT size: 256

[S7] A sample spectrogram of an audio sample using this technique is tllustrated in FIG. 3B.
[58] Thenext step is to create a binary acoustic fingerprint bitmap, as indicated at step 102.
The power spectrogram may be used as 18, or it may be optionally transformed n order to
condense the data. Any transformation technique that will condense the data may be used. To
give just one non-limiting example, the Haitsma-Kalker Algorithm may be used, where a
scquence of frames are created and are combined to build the acoustic fingerprint bitmap. A
filter bank can be used to quantize cach frame into a bit vector of size N, where N may be chosen
for convenience as the number of bits iu a C-style integer (8, 16, 32, or 64). In one embodiment,
a Mel-scale filter bank is used to transform the power spectrum data inte Mel space with (N+1)
bands, as indicated at step 104. The Mel scale 1S a perceptual scale of pitches judged by listeners
to be equal in distance from onc another, as 1llustrated in FIG. 4.

[591 From the sequence of (N+1)-band specirums in Mel space, a sequence of N-bit binary
fingerprint frame values based on band energy differences over successive frames is computed at
step 106. In one embodiment, this is done using the Haitsma-Kalker Algorithm as follows:

1ifE(r,m)—E(n,m+ 1)~ {E'(n -1, my—-En-1m+ 1)) >0

60} Fln,m) = {0 ifE(mm)—Enm+1)~ (E(n - timy—-En—-1m+ 1}) <0

61} where: £(n, m) is the energy of frequency band m of frame n, and

13
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[62] F(n,m) is the mth bit of fingerprint frame

[63] 'This is iHlustrated schematically in F1G. 5. Thus, the acoustic fingerprintis builtup as a
vector of N-bit integers, one inteper per frame. FIG. 1C illustrates an exemplary 16-bit binary
acoustic fingerprint bitmap.

[64] For use during call progress analysis, a database is maintained that contains binary
acoustic fingerprint bitmaps for known network messages. In one embodiment, during the real-
time progress of an outbound call, the CPA system processes the audio stream using both a
conventional AMD algorithm and an acoustic fingerprinting system. As the audio proceeds, the
acoustic fingerprinting system creates binary acoustic fingerprint bitmaps of the incoming audio
and compares those bitmaps to known network message bitmaps stored in a database (step 108).
The CPA system identifies whether there 1s a match in the databasc of binary bitmaps (step 110),
mdicating that the outbound call has resulted m receipt of a known network message instead of a
live speaker (step 112). 1f s0, any output from the AMD algonithm s preempted: instead, the
CPA system reports specific call progress events based on the matched acoustic fingerprint. For
the general case where the acoustic fingerprint system finds no matches in the database, the
conventional AMD algorithm is used to detect a greeting, and report the event of either a live
speaker or an angwering machine {step 114}, All events are interpreted by the user of the CPA
system to choose an appropriate response, such as whether to proceed or terminate the call,
dispaich to an agent, adjusi the dialer plan, etc. In other embodiments, the binary acoustic
fingerprinting bitmap matching systern is used without an additional CPA mechanism.

[65]  The Haitsma-Kalker Algorithm has been well-studied in the literature. In Haitsma and
Kalker’s published report of use of the Haitsma-Kalker Algorithm and the comparison of binary

acoustic fingerprint bitmaps to identify three (3) second recordings of songs from a database of

14



CA 02866347 2014-09-04

WO 2013/148069 PCT/US2013/028788

millions of songs (Haitsma and Kalker, “A Highly Robust Audio Fingerprinting System,”
Journal of New Music Research, Vol. 32, No. 2 (2003), pp. 211-221). Their system required a
large frame size, large overlap/small step size, and large fingerprints in order to achieve good

results. The parameters they used were:

[66] Sample rate: S kHz

(671 Frame duration: 370 malliseconds
[68]  Step size: 10 milliscconds

[69] Overlap: 31732

{70} FFT size: 2048

[71] The Haitsma-Kalker algorithm computes a binary acoustic fingerprint bitmap with a
relatively low Signal-to-Noise ratio, with bits highly seuositive to noise and windowiag artifacts.
To achieve an acoustic fingerprinting system with acceptably high accuracy and low false
positive rate typically requires a relatively long segment of audio (~3 seconds) with large frame
size (370 ms) and large overlap between frames (31/32, or about 97%).

[72]  Such asystem is computationally intcusive and requires a relatively large aundio sample to
make refiable comparisons, both of which are undesirable in many audie matching scenarios.
The present inventors have observed that many bits in a binary acoustic fingerprint bitmap are
sensitive to noisc and artifacts resulting from the transform into the spectral representation
{windowing), especially where the energy of the signal is relatively small. A proposed solution
is to mask out bits of little value due to their sensitivity to noise and windowing artifacts, and
compute the crror rate of the bitmap comparisons using only the bits that are in the mask (i.c., the

bits that are not masked out).
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[73] Ternary bitmap acoustic fingerprint using mask bits to obtain high Signal-to-Noisc

Ration {(SNR]

[74] 'Toimprove the bitmap matching speed without sacrificing accuracy, one embodiment of
the present invention makes the following modification to any acoustic fingerprinting algorithm
that generates a binary bitmap. In the training stage where the database of known network
message bitmaps is created, the methodology of FIG. 6 may be implemerted. At step 200, the
binary acoustic fingerprint bitroap is created for the audio segment using the sarac process
described hereinabove with respect to FIG. 2. At step 202, in the iHustrated embodiment the first
sample is deleted from the audio segment (although other segment modification schemes may be
employed, as discussed below), and at step 204 another binary acoustic fingerprint bitmap is
created for the modified audio segment using the same process described hereinabove with
respect to FIG, 2. Steps 202-204 are repeated X times (Step 206), where X is the number of
samples in each frame used by the acoustic fingerprinting process of FIG. 2. This process will
generate X binary acoustic fingerprint bitmaps of the audio segment.

[75] The X binary acoustic fingerprint bitmaps are combined into a ternary bitmap at siep 208

as follows:

{761 = If a bit is 0 in all X binary bitmaps, set the bit in the ternary bitmap to 0
[777 = Ifa bitis | in all X binary bitmaps, set the bit in the temary bitmap to 1
(781 o Otherwise, set the bit of the ternary bitmap to * (“Don’t Care™)

[79] The “Don’t Care” bits change in the successive binary acoustic fingerprint binmaps
because they are sensitive to framing, noise, compression, and other effects that introduce signal
distortion. It will be appreciated from the above description that the “Don’t Care” bits may be

defined in other ways, such as a predetermined percentage of bit values changing across the
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bitmaps, etc. If the ternary bitmap is used for bitmap comparison (step 210) and the “Don’t
Care” bits are ignored during the comparison process, the “Don’t Care” bits mask out these
regions in frequency and time of the original binary acoustic fingerprint bitmap that introduce
signal distortion. FIG. 7 illustrates an example comparison between a binary bitmap and its
agsociated ternary bitmap. It will also be appreciated from the above description that the input
signal can be artificially degraded before computing the acoustic fingerprint by adding noise or
other artifacts commonly introduced by the communication channel in order to make the acoustic
fingerprint and mask more sensitive.

[80] At runtime, these “Don’t Care” bits are excluded from the evaluated “masked Hamming
distance” between the candidate audio stream and the database of known fingerprints. Use of the
ternary bitmap mask climinates false negatives due to framing rusalignment between the fnput
candidate audio stream and the recordings in the database. By excluding the bits most sensitive
o windowing and noise, the ternary fingerprint system is more robust than its binary counterpart,
and achieves comparable accuracy and false positive rate with much fewer bits. ¥t will be
appreciated that the above steps create many fingerprints of the same signal, with the analysis
window shifted by a fraction of the frame size, and those fingerprints are then used 1o identify
which parts of the fingerprint change. Therefore, in step 202 the analysis window may be shifted
by any fraction of the frame sizc, rather than the illustrated single-sample shift. Tt will
additionally be appreciated that the acoustic {ingerprint and ternary bitmap {mask) may be
represented in ways other than as vectors of vectors where each element is a bit with a value of
zero or one, but instead more generally as vectors of vectors where each element comprises

numeric scores and weights (and quantized into multi-bit representations).
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[81] For example, a method for creating a weighted compressed representation of a dataset
may comprise the steps of a) computing a compressed representation of the dataset; b) deleting a
first nurnber of elements from the dataset to create & modificd dataset; ¢) computing another
compressed representation of the modified dataset; d) repeating steps (b} and (¢) a plurality of
times to create a plurality of compressed representations; and ¢) combining the plurality of
compressed representations into a weighted compressed representation, where each weight in the
weighted compressed representation {s computed as a function of the elements in the plurality of
compressed representations.

[82] In seme embodiments, the compressed representation is a two-dimensional vector of first
numbers. In some embodiments, the first numbers arc each represenied with a first number of
bits, where in the first number of bits may be one bit in some embodiments, and greater than one
bit in other embodiments. In other embodiments, the weighted compressed representation is a
two-dimensional vector of second numbers. In some embodiments the second numbers are cach
represented with a second number of bits. In some embodiments, the function computes each
said weight as correlation coefficient of the clements in the plurality of compressed
representations. In some embodiments, the correlation coefficient is computed as follows:

(831 b if an element is below a first predetermined threshold in a first predetermined
number of the plurality of compressed representations, sct the correlation cocfficient to a first
value;

[84] 2 if an element is above a second predetermined threshold in a second
predetermined number of the plurality of compressed representations, set the correlation
cocfiicient to a second valuc;

851 3 othcrwise sct the correlation cocfficient to a third value.
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[86] For example, in one embodiment, the first value is +1, the second valuc is -1, and the
third value is 0 {zero). Those skilied in the art will recognize from the present disclosure that the
correlation coefficient can be any value between -1 and +1 {or any other desired nuraber range).
In the present embodiment, the values correspond to the ternary bitmap discussed herein, where a
sct bit is +1, a cleared bit is -1 and a Don’t Care bit is 0. The thresholds can be set to any desired
level. For example, the first predetermined threshold mayv be 1 {one) and the second
predetermined threshold may be 0 (zero) in one embodiment, When computing the corrclation
cocflicient In one embodiment, the first predetermined number comprises all of the plurality of
compressed representations and the second predetermined number compriscs all of the plurality
of compressed representations.

[87] The methodology of FIG. é can be compared to the Haitsma-Kalker algorithm binary
acoustic fingerprint bitmap comparison approach of FIG. 2, which computes a binary acoustic
fingerprint bitmap with a relatively low Signal-to-Noise ratio, with bits highly sensitive to noise
and windowing artifacts. To achieve a fingerprinting system with acceptably high accuracy and
jow false positive rate using thig approach typically requires a relatively long segment of audio
(~ 3 seconds) with large frame size (370 ms) and large overlap between frames (31/32, or about
97%). By comparison, the ternary acoustic fingerprint bitmap methodology disclosed herein,
such as that illustrated in FIG. 6, can obtain comparable matching accuracy and precision much
more efficiently, with a short segment of low-bandwidih audio (~0.25 seconds at 8 kHz), using a
small frame size of 30 ms and a small frame overlap of 33%. Not only does this achieve
matching in approximately 1/ 12" the amount of time, it is much less computationally intensive

and works well with low quality audio samples.
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[88] Real-time matching of acoustic fingerprints in a databasc with minimal delay using

exhaustive search

[89] Most existing acoustic fingerprinting systems arce not well adapted for real-time
applications because they require a large segment of a source audio stream to achieve a valid
match, The requirement imposes a time delay of several seconds from the beginning of the
matched segment before a matching fingerprint can be confirmed. However, to use
fingerprinting in real-time in tandem with other signal processing algorithms such as
conventional AMD, the fingerprinting system must identify whether a match is likely within a
fraction of a second. To achieve minimal delay, the present inventors propose an approach using
an optimized exhaustive search to match an audio stream in real-time against a database on the
order of thousands of fingerprints.

[90] Asshown in FIGs. § and 9, during preprocessing a collection of ternary acoustic
fingerprint bitmaps, one for cach audio object to detect, with  ternary values per frame, is
generated (step 300). For each fingorprint, the tomary bitmap 1s subdivided 1nto a plurality of
equal segments {step 302). In one embodiment, the ternary bitmap is subdivided into four equal
segments as shown in FIG. 9. From each segment, a hash key is obtained (step 304) by
extracting the ternary values from 128 / N frames of the subdivided fingerprint, for a total of 128
ternary values in cach hash key (i.c., 4 128-bit ternary hash key). It will be appreciated that the
hash key may have fewer or a greater number of values. All of the hash keys thus obtained from
the ternary acoustic fingerprint bitmaps are then aggregated into a single lookup tuble {step 306).
The selection of hash keys from various segments of the acoustic fingerprint allows a match to
be made even if the candidate audio stream is an interrupted recording and the beginning of the

recording is not received. For example, if using this methodology for identifying samples of
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musie, the person wishing to identify a song may not have (and most likely did not) start
recording a sample of the song to be 1dentificd until sometime after the song started playing. Use
of hash keys from different segrments of the acoustic fingerprint allows the system to siill make 4
match between the candidate audio stream and the acoustic fingerprints in the database.

[911 FIG. 10 illustrates one embodiment of a matching procedure that may be used at runtime
after the lookup table of hash keys has been assembled. For each new frame of the input audio
stream, 4 binary bitmap acoustic fingerprinting algorithm is used to generate a new bit vector of
length N (step 400). The bit vectors from the previous 128/ frames of the input audio stream
are combined into a 128-bit binary hash key for lookup (step 402). The current 128-bit binary
hash key of the input audio stream is compared against all of the temary hash keys in the lookup
table by computing the masked Hamming distance (step 404). On modern microprocessors, this
calculation can easily be parallelized and optimized with Single-Instruction-Multiple-Data
instructions (such as the SSE or AVX SIMD instruction set extensions to the Intel x86
microprocessor architecture) and/or the “population count” instruction. If any hash keys in the
lookup table match (step 4063 with a sufficiently low masked Hanuming distance, the audio
fingerprint corresponding to the hash key is identified as a “candidate” (step 408). The threshold
bit error rate (BER) for establishing a candidate may be based on a relatively low value of
Geandidate {C.&., 3 standard deviations, although other thresholds may be used). If the overall BER
for a candidate exceeds a relatively large value of Gaoug. (2.8., 9 standard deviations, although
other thresholds may be used) (step 410) this candidate is determined to be a match (step 412).
If no match has been determined, the process returns to step 400 where the next frame is used to

generate & new bit vector of length N. By continuing to analyze subsequent frames, the process
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15 able to resolve all candidates as a match or non-match, based upon where the masked
Hamming distance falls with respect to the thresholds.

(921  Method for extracting fingerprints for common recordings from large audio colicctions

[93]  As will be appreciated from the above description, systems and methods are provided for
matching an audic sample to a database of known audio recordings. The systerns and methods
described above are computationally efficient and are able to identify a match with an acoustic
fingerprint in a database, but & problem remains in how to efficiently idennify the audio
recordings that will be represented by acoustic fingerprints in the database. The methodology
described hereinbelow for doing so is discussed in the context of a telephonic contact center;
however, those skilled in the art will recognize from the present disclosure that the methodology
may be applied to coropiling fingerprint databases relating o any type of source audio, images,
or other types of data.

[94] A sizecable campaign from a contact center may generate thousands of digital recordings
of outbound calls each day. From this recording collection, the objective is to extract all andio
segments containing call progress events of interest, in order to assist CPA in future call
campaigns. For example, many calls in a campaign are dialed to numbers on the same network
or sub-network, which plays an identical recorded greeting for each subscriber. In the absence of
an automated data driven technique, the large volumes of data must be lisicned to by a human
subject, to identify candidate segments from which acoustic fingerprints roay be extracted. The
present inventors propose an offline process to automatically identify common acoustic
recordings in a large collection of recordings, so they may be detected in future call campaigns to
improve the accuracy of CPA. The process used for automated identification of fingerprints in

our invention is iltustrated schervatically in FIG. 11,
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[95] At step 500, the CPA system, combined with AMD and acoustic fingerprinting (if the
database already contains acoustic fingerprints for some known recordings), 15 used to classify
all audio recordings in the colicction based on events detected therein, For all audio recordings
classified as a live speaker or answering machine using conventional AMD, the endpoints of the
audio segments that do not comprise silence, background noise, or simple tones arc identified at
siep 502. For cxample, audio segments containing speaking patterns, music, nen-speech signals,
cte., are identified at step 502. At step 504, a ternary acoustic fingerprint bitmap is generated for
all identified segments using the methodology described hereinabove (it will be appreciated that
a binary acoustic fingerprint bitmap can be used instead of the ternary bitmap). These new
acoustic fingerprints are added to the acoustic fingerprint database at step 506. All of the audio
recordings in the collection are then re-processed through the CPA/AMD system osing the
newly-augmented ternary acoustic fingerprint database at step S08. At step 519, the system
identifics the augmented fingerprints that are not unique and were detected multiple times (ie., 4
recording in the collection being processed matched multiple ones of the augmented acoustic
fingerprints, indicating that these arc acoustic fingerprints of recordings that were encountered
multiple times in the collection). Any acoustic fingerprints discovered multiple times are likely
candidates for a call progress event of interest, and are therefore left in the acoustic fingerprint
database at step 512 for use in future CPA tasks. All of the other augmenicd fingerprints (i.o.,
those new acoustic fingerprints that were not detected multiple tires) are removed from the
database at step 514, since they represent unique audio segments of vocal utterances, and
therefore cannot be determined to be recorded network messages. In this way, an automated
system may be used to look through a large collection of recordings (or images or other data) and

extract therefrom fingerprints of recordings that were encountered multiple times, This
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methodology allows the acoustic fingerprint database to be built automaticaliy and continuously
updated to account for new network messages that may be brought on line by the various
tclephone companics.

[96]  As can be seen from the above description, the various embodiments allow for the
matching of input audio segments with known audio segments in a database. The audio
segments may originate from any source and contain any type of audio, such as speech, tones,
music, or any other audio that is desired to be recognized. In an illustrative embodiment, the use
of the presently disclosed systems and methods was described in conjunction with recognizing
known network message recordings encountered during an outbound telephone call. However,
those skilled in the art will recognize that the disclosed systerns and methods will find
application in recognition of any type of two- or more-dimensional dataset, such as any form of
audio, image, or other type of data.

[97] While the organization of steps, software blocks, data and data structures have been
illustrated as clearly delincated, a person skilled in the art will appreciate that the delineation
between steps, blocks and data is somewhat arbitrary. Numerous other arrangements of steps,
software blocks and data are possible.

[98]  Finally, it will be understood that the invention is not limited to the embodiments
deseribed herein which arc merely illustrative of several embodiments for carrying out the
invention, and which are susceptible to modification of form, arrangement of parts, steps, details
and order of operation. The invention, rather, is intended to encompass all such modifications

within its spirit and scope, as defined by the claims.
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Claims

1) A method for creating a ternary bitmap of a dataset, the method comprising the

steps of;

a) computing a binary fingerprint bitmap of the dataset;

wn

b) deleting a first number of samples from the dataset;
¢) after step (b), computing another binary fingerprint bitmap of the dataset;

d) repeating steps (b) and (c) a plurality of times to create a plurality of binary

fingerprint bitmaps; and

¢) combining the plurality of binary fingerprint bitmaps into a ternary bitmap,

10 where each bit in the ternary bitmap is determined as follows:

e.1) If a bit is 0 (zero) in a first predetermined number of the plurality of

binary bitmaps, set the bit in the ternary bitmap to 0 (zero);

e.2) If a bit is | (one) in a second predetermined number of the plurality of

binary bitmaps, set the bit in. the ternary bitmap to 1 (one); and
15 ¢.3) Otherwise, set the bit of the ternary bitmap to * ("Don't Care").

2) The method of claim 1, wherein said first number of samples comprises a first

sample from the dataset.

3) The method of claim 1, wherein said first predetermined number comprises all of
the plurality of binary bitmaps and said second predetermined number comprises all

20 of the plurality of binary bitmaps.

4) The method of claim 1, wherein said first predetermined number and said second

predetermined number are equal.

5) The method of claim1, wherein the dataset is artificially degraded prior to step (a).

25
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6) The method of claim 1, wherein said binary fingerprint bitmap comprises an

acoustic fingerprint bitmap.
7) The method of claim 1, wherein said dataset comprises an audio segment.

8) The method of claim 7, wherein said audio segment comprises an audio segment

5 from an outbound telephone call.
9) A method for identifying a candidate dataset, the method comprising the steps of:

a) computing a binary fingerprint bitmap of a known dataset in a known dataset

database;
b) deleting a first number of samples from the known dataset;

10 ¢) after step (b), computing another binary fingerprint bitmap of the known

dataset;

d) repeating steps (b) and (c) a plurality of times to create a plurality of binary

fingerprint bitmaps;

€) combining the plurality of binary fingerprint bitmaps into a ternary bitmap.

15 where each bit in the ternary bitmap is determined as follows,

e.1) Ifa bit is 0 in a first predetermined number of the plurality of binary

bitmaps, set the bit in the ternary bitmap to 0;

e.2) If a bit is 1 in a second predetermined number of the plurality of

binary bitmaps, set the bit in the ternary bitmap to 1; and
20 e.3) Otherwise, set the bit of the ternary bitmap to * ("Don't Care");
f) saving the ternary bitmap into a ternary bitmap database;
g) repeating steps (a) - (f) for all known datasets in the known dataset database;

h) creating a candidate dataset binary fingerprint bitmap from the candidate

dataset; and

26

CA 2866347 2019-06-14



10

15

20

i) comparing the candidate dataset binary fingerprint bitmap to each ternary
bitmap in the ternary bitmap database, wherein said comparison ignores the

Don't Care bits.

10) The method of claim 9, wherein said first number of samples comprises a first

sample from the dataset.

11) The method of claim 9, wherein said first predetermined number comprises all of
the plurality of binary bitmaps and said second predetermined number comprises all

of the plurality of binary bitmaps.

12) The method of claim 9, wherein said first predetermined number and said second

predetermined number are equal.
13) The method of claim 9, wherein the dataset is artificially degraded prior to step (a).

14) The method of claim 9, wherein said binary fingerprint bitmap and said candidate

binary fingerprint bitmap each comprise an acoustic fingerprint bitmap.
15) The method of claim 9, wherein said dataset comprises an audio segment.

16) The method of claim 15, wherein said audio segment comprises an audio segment

from an outbound telephone call.

17) A method for creating a ternary bitmap of an audio segment, the method comprising

the steps of:
a) computing a binary acoustic fingerprint bitmap of the audio segment;
b) deleting a first number of samples from the audio segment;

c) after step (b), computing another binary acoustic fingerprint bitmap of the audio

segment;

d) repeating steps (b) and (c) a plurality of times to create a plurality of binary

acoustic fingerprint bitmaps; and
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e) combining the plurality of binary acoustic fingerprint bitmaps into a ternary

bitmap, where each bit in the ternary bitmap is determined as follows:

e.1) If a bit is 0 in a first predetermined number of the plurality of binary

bitmaps, set the bit in the ternary bitmap to 0;

e.2) If a bit is 1 in a second predetermined number of the plurality of

binary bitmaps, set the bit in the ternary bitmap to 1; and
e.3) Otherwise, set the bit of the ternary bitmap to * ("Don't Care").

18) The method of claim 17, wherein said first number of samples comprises a first

sample from the audio segment.

19) The method of claim 17, wherein said first predetermined number comprises all of
the plurality of binary bitmaps and said second predetermined number comprises all

of the plurality of binary bitmaps.

20) The method of claim 17, wherein said first predetermined number and said second

predetermined number are equal.
21) The method of claim 17, wherein the dataset is artificially degraded prior to step (a).

22) The method of claim 17, wherein said audio segment comprises an audio segment

from an outbound telephone call.

23) A method for identifying a candidate audio segment, the method comprising the

steps of:

a) computing a binary acoustic fingerprint bitmap of a known audio segment in a

known audio segment database;
b) deleting a first number of samples from the known audio segment;

c) after step (b), computing another binary acoustic fingerprint bitmap of the

known audio segment;
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d) repeating steps (b) and (c) a plurality of times to create a plurality of binary

acoustic fingerprint bitmaps;

e) combining the plurality of binary acoustic fingerprint bitmaps into a ternary

bitmap, where each bit in the ternary bitmap is determined as follows:

e.1) If a bit is 0 in a first predetermined number of the plurality of binary

bitmaps, set the bit in the ternary bitmap to 0;

e.2) If a bit is 1 in a second predetermined number of the plurality of

binary bitmaps, set the bit in the ternary bitmap to 1; and
€.3) Otherwise, set the bit of the ternary bitmap to * ("Don't Care");
f) saving the ternary bitmap into a ternary bitmap database;

g) repeating steps (a) - (f) for all known audio segments in the known audio

segment database;

h) creating a candidate audio segment binary acoustic fingerprint bitmap from the

candidate audio segment; and

i) comparing the candidate audio segment binary acoustic fingerprint bitmap to
each ternary bitmap in the ternary bitmap database, wherein said comparison

ignores the Don't Care bits.

24) The method of claim 23, wherein said first number of samples comprises a first

sample from the dataset.

25) The method of claim 23, wherein said first predetermined number comprises all of
the plurality of binary bitmaps and said second predetermined number comprises all

of the plurality of binary bitmaps.

26) The method of claim 23, wherein said first predetermined number and said second

predetermined number are equal.

27) The method of claim 23, wherein the dataset is artificially degraded prior to step (a).

29
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28) The method of claim 23, wherein said audio segment comprises an audio segment

from an outbound telephone call.
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Generate a collection of ternary bitmap acoustic fingerprints
with N ternary values per frame ——300

Y
Subdivide the ternary bitmap into equal segments —"2__—~302

Y
From each segment, obtain a hash key /’"2_/304

4
Aggregate all hash keys into a single lookup table /"2_/306

Fig. 8
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Generate a new bit vector of length N for each new frame of |~ L_—400
> the input audio stream
<€

Combine the bit vectors from the previous 128/N frames of

input stream into a 128-bit binary hash key — L—402
Compare 128-bit binary hash key of input audio stream

against all ternary hash keys in database — L—404

No

Match with low o?

candidate

Match with high ¢?

406

Identify corresponding audio fingerprint as a /1/408

410

Fig. 10

Declare corresponding audio fingerprint as a match /L/412
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Use CPA/AMD to classify all audio recordings
in the dataset

—1_—-500

v

I[dentify endpoints of the audio segments
containing sounds

—1_-502

!

Generate ternary acoustic fingerprint for all
identified segments

!

Add new acoustic fingerprints
to the database

— L —506

!

Re-process all audio recordings through CPA
with augmented fingerprint database

— 508

!

Identify the augmented fingerprints that
were detected multiple times

—1_-510

!

Leave augmented fingerprints discovered
multiple times in the acoustic fingerprint
database

—1_—512

'

Remove all other augmented fingerprints
from the database

—L—514

Fig. 11
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