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1. 

FIRMWARE FOR PROTECTING DATA FROM 
SOFTWARE THREATS 

FIELD OF THE INVENTION 

The present invention relates generally to asymmetric key 
cryptography, and more particularly to firmware decryption 
for protecting data from Software threats. 

BACKGROUND OF THE INVENTION 

Interactions with computers and hence the Internet rely 
heavily on the input and output devices of a computer, namely 
the keyboard, mouse, and display. A majority of these inter 
actions are driven by the information presented to a user on 
the display. The content and source of this information is 
usually processed and taken for granted by a user, increas 
ingly leading to phishing, spoofing, and other visually-based 
attacks. These attacks are successful because the information 
displayed is what is expected to the user. As attackers become 
savvier, users may find it increasingly difficult to determine 
the integrity of visual information presented to them. Not 
only is it difficult for the user to determine the integrity of the 
presented information, but it is also becoming increasingly 
difficult for users to guarantee the integrity of computer sys 
tems. Consequently, users can have little confidence in the 
confidentiality of data, particularly when using remote inter 
networked applications such as web banking. 

Spyware is software that aids in gathering information 
about a person or organization without his or her knowledge 
and sends such information to another entity without the 
user's consent, or asserts control over a computer without 
knowledge. Spyware is typically classified into four types: 
system monitors, trojans, adware, and tracking cookies. Spy 
ware is mostly used for purposes Such as tracking and storing 
internet users’ movements on the web, and serving up pop-up 
ads to internet users. Whenever spyware is used formalicious 
purposes, its presence is typically hidden from the user and 
can be difficult to detect. Some spyware may be installed by 
the owner of a shared, corporate, or public computer inten 
tionally in order to monitor users. While the term "spyware' 
Suggests Software monitoring a user's computer usage, the 
functions of spyware can extend beyond simple monitoring. 
A commonly used method of encryption for online com 

munications is asymmetric encryption. Encryption key 
encryption is a type of asymmetric encryption where a party 
has a pair of keys. One key is a encryption key, which can be 
made freely available to the public. The other key, carefully 
guarded by the party, is a private key. A message encoded with 
a encryption key can only be decoded using the correspond 
ing private key, and vice versa. RSA (Rivest-Shamir-Adle 
man) is a commonly used asymmetrickey algorithm. In sym 
metric encryption, the sender and the recipient use the same 
key to encrypt and decrypt the message. For example, the 
Advanced Encryption Standard (AES) is a widely used sym 
metrickey algorithm. AES is a cipher with a 128 bit block size 
and it uses keys of 128, 192 or 256 bits. 

SUMMARY 

Aspects of an embodiment of the present invention dis 
close a method, computer program product, and system for 
protecting data. The method includes an electronic card 
device receiving encrypted data, the data encrypted using a 
valid encryption key. The electronic card device storing the 
encrypted data in the first memory. The electronic card device 
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2 
decrypting the encrypted data using a decryption key. The 
electronic card device storing the decrypted data in the second 
memory. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

FIG. 1 is a functional block diagram illustrating a distrib 
uted data processing environment, in accordance with an 
embodiment of the present invention. 

FIG. 2 is a flowchart depicting operational steps of a secure 
resource, executing within a server computer of the distrib 
uted data processing environment of FIG. 1, for encrypting 
data and sending encrypted data, in accordance with an 
embodiment of the present invention. 

FIG. 3 is a flowchart depicting operational steps of a 
decryption firmware, executing from within a client computer 
of the distributed data processing environment of FIG. 1, in 
accordance with an embodiment of the present invention. 

FIG. 4 depicts a block diagram of components of the server 
computer or client computer of FIG. 1, in accordance with 
one embodiment of the present invention. 

DETAILED DESCRIPTION 

Encryption-based spyware protection is used to make sen 
sitive encrypted data difficult to decipher. The data is decoded 
before it is displayed on the display. Embodiments of the 
present invention recognize encryption-based spyware pro 
tection is software based. If the spyware is installed as part of 
the operating system it may also intercept the decrypted data 
sent to the display. Embodiments of the present invention 
utilize firmware-based decryption at the display of the com 
puter. 
As will be appreciated by one skilled in the art, aspects of 

the present invention may be embodied as a system, method 
or computer program product. Accordingly, aspects of the 
present invention may take the form of an entirely hardware 
embodiment, an entirely software embodiment (including 
firmware, resident software, micro-code, etc.) or an embodi 
ment combining Software and hardware aspects that may all 
generally be referred to herein as a “circuit,” “module' or 
“system.” Furthermore, aspects of the present invention may 
take the form of a computer program product embodied in one 
or more computer-readable medium(s) having computer 
readable program code/instructions embodied thereon. 
Any combination of computer-readable media may be uti 

lized. Computer-readable media may be a computer-readable 
signal medium or a computer-readable storage medium. A 
computer-readable storage medium may be, for example, but 
not limited to, an electronic, magnetic, optical, electromag 
netic, infrared, or semiconductor system, apparatus, or 
device, or any suitable combination of the foregoing. More 
specific examples (a non-exhaustive list) of a computer-read 
able storage medium would include the following: an electri 
cal connection having one or more wires, a portable computer 
diskette, a hard disk, a random access memory (RAM), a 
read-only memory (ROM), an erasable programmable read 
only memory (EPROM or Flash memory), an optical fiber, a 
portable compact disc read-only memory (CD-ROM), an 
optical storage device, a magnetic storage device, or any 
suitable combination of the foregoing. In the context of this 
document, a computer-readable storage medium may be any 
tangible medium that can contain, or store a program for use 
by or in connection with an instruction execution system, 
apparatus, or device. 
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A computer-readable signal medium may include a propa 
gated data signal with computer-readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter-readable signal medium may be any computer-readable 
medium that is not a computer-readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 

Program code embodied on a computer-readable medium 
may be transmitted using any appropriate medium, including 
but not limited to wireless, wireline, optical fiber cable, RF, 
etc., or any suitable combination of the foregoing. 

Computer program code for carrying out operations for 
aspects of the present invention may be written in any com 
bination of one or more programming languages, including 
an object oriented programming language such as Java R, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on a user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
(LAN) or a wide area network (WAN), or the connection may 
be made to an external computer (for example, through the 
Internet using an Internet Service Provider). 

Aspects of the present invention are described below with 
reference to flowchart illustrations and/or block diagrams of 
methods, apparatus (systems) and computer program prod 
ucts according to embodiments of the invention. It will be 
understood that each block of the flowchart illustrations and/ 
or block diagrams, and combinations of blocks in the flow 
chart illustrations and/or block diagrams, can be imple 
mented by computer program instructions. These computer 
program instructions may be provided to a processor of a 
general purpose computer, special purpose computer, or other 
programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 

These computer program instructions may also be stored in 
a computer-readable medium that can direct a computer, 
other programmable data processing apparatus, or other 
devices to function in a particular manner, Such that the 
instructions stored in the computer-readable medium produce 
an article of manufacture including instructions which imple 
ment the function/act specified in the flowchart and/or block 
diagram block or blocks. 
The computer program instructions may also be loaded 

onto a computer, other programmable data processing appa 
ratus, or other devices to cause a series of operational steps to 
be performed on the computer, other programmable appara 
tus or other devices to produce a computer-implemented pro 
cess such that the instructions which execute on the computer 
or other programmable apparatus provide processes for 
implementing the functions/acts specified in the flowchart 
and/or block diagram block or blocks. 
The present invention will now be described in detail with 

reference to the Figures. FIG. 1 depicts a diagram of distrib 
uted data processing environment 10 in accordance with one 
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4 
embodiment of the present invention. FIG. 1 provides only an 
illustration of one embodiment and does not imply any limi 
tations with regard to the environments in which different 
embodiments may be implemented. 

Distributed data processing environment 10 includes client 
computer 30, connected to display 35, and server computer 
40, interconnected over network 20. Network 20 may be a 
local area network (LAN), a wide area network (WAN) such 
as the Internet, a combination of the two or any combination 
of connections and protocols that will Support communica 
tions between client computer 30 and server computer 40, in 
accordance with embodiments of the invention. Network 20 
may include wired, wireless, or fiber optic connections. Dis 
tributed data processing environment 10 may include addi 
tional server computers, client computers, or other devices 
not shown. 

Client computer 30 may be a desktop computer, a laptop 
computer, a tablet computer, a personal digital assistant 
(PDA), or a smartphone. In general, client computer 30 may 
be any electronic device or computing system capable of 
sending and receiving data, and communicating with server 
computer 40 over network 20, in accordance with embodi 
ments of the invention. 

In an exemplary embodiment, client computer 30 includes 
secure resource interface 50 and secure info client program 
60. Secure resource interface 50 operates to allow a user to 
interact with local and remote programs accessible to client 
computer 30. In one embodiment, secure resource interface 
50 provides an interactive interface and displays local and 
remote programs accessible to client computer 30 on display 
35. Secure resource interface program 50 may be, for 
example, a graphical user interface (GUI) or a web user 
interface (WUI) and can display text, documents, web 
browser windows, user options, application interfaces and 
instructions for operation. In other embodiments, secure 
resource interface program 50 may comprise one or more 
interfaces such as an operating system interface and/or appli 
cation interfaces. 
The user, using secure resource interface 50, may also 

interact with secure info client program 60. In one embodi 
ment, secure info client program 60 is a program receiving 
data from the user. For example, secure info client program 60 
can receive a userid and password from a user operating client 
computer 30, using secure resource interface 50, attempting 
to access an e-mail account on a website. In another embodi 
ment, secure info client program 60 is a program sending data 
over network 20 to a remote server. For example, the user at 
client computer 30, using secure resource interface 50, may 
enter a userid and password for a secure e-mail account at 
secure info client program 60. Secure info client program 60 
then sends the userid and password to a remote server hosting 
the e-mail account. 

Server computer 40 operates generally to host secure 
resource 130 accessible by client computer 30 over network 
20. Server computer 40 may be a management server, a web 
server, or any other electronic device or computing system 
capable of receiving and sending data. In other embodiments, 
server computer 40 may represent a server computing system 
utilizing multiple computers as a server system, such as in a 
cloud computing environment. 

In an exemplary embodiment, server computer 40 contains 
secure resource 130 and encryption key database 140. Secure 
resource 130 may be a website, a database, a data structure, or 
any computer resource or device that requires user authenti 
cation to access. In the depicted embodiment, secure resource 
130 resides on server computer 40. In other embodiments, 
secure resource 130 may reside on another server or another 
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computing device within environment 10, provided that 
secure resource 130 is accessible to secure info client pro 
gram 60 via network 20. In one embodiment, secure resource 
130 receives data, for example, a userid and password, from 
secure info client program 60. 

Encryption key database 140 is a repository that may be 
written and read by software on server computer 40 and is 
accessible to secure resource 130. In one embodiment, 
encryption key database 140 is located on computer server 40. 
In other embodiments, encryption key database 140 may be 
located on another system or another computing device 
within environment 10, provided that encryption key data 
base 140 is accessible to secure resource 130 via network 20. 
In one embodiment, encryption key database 140 is a data 
base that stores information identifying encryption keys, 
which will be described in further detail below. 

Display 35 is an electronic visual display directly con 
nected to, or included within, client computer 30. In the 
depicted embodiment, display 35 is connected to client com 
puter 35 by a display channel, for example, a high definition 
multimedia interface (HDMI) cable, which transmits data for 
display on display 35. Display 35 comprises the display 
device and circuitry. Display 35 may be a thin film transistor 
liquid crystal display (TFT-LCD) thin panel, cathode ray tube 
(CRT), or any other type of monitor capable of displaying 
data from client computer 30. 

In an exemplary embodiment, display 35 includes decryp 
tion card 80. In embodiments of the invention, decryption 
card 80 operates generally to receive encrypted data from 
secure resource 130 and decrypt the encrypted data for dis 
play on display 35 and storage on decryption card 80. In the 
depicted embodiment, decryption card 80 is an electronic 
card device that may be inserted into a slot “common inter 
face' located on display 35. Decryption card 80 may be a 
computing device capable of sending and receiving data, 
decrypting encrypted data and storing data. A slot common 
interface may be a physical or electrical specification on 
display 35 into which decryption card 80 can fit and can be 
accessed by the programs on client computer 30. For 
example, the slot common interface may be a USB port, and 
the decryption card may be similar in specification to a “Uni 
versal Serial Bus” (USB) drive. 

In one embodiment, decryption card 80 is capable of send 
ing and receiving data when it is connected to a network via a 
computing system. For example, when decryption card 80 is 
inserted into display 35, the card may send and receive data 
over network 20 via client computer 30. In the depicted 
embodiment, decryption card 80 is capable of communicat 
ing with programs operating on client computer 30 and server 
computer 40 over network 20. Decryption card 80 operates 
from within display 35 and a part of the memory stored on 
decryption card 80 cannot be accessed by software installed 
on client computer 30, and also cannot be accessed by spy 
ware and/or malware that may exist on client computer 30, 
which will be described in more detail below. 

In an exemplary embodiment, decryption card 80 includes 
encryption key 90, decryption key 100, decryption firmware 
110, and firmware memory 120. 

Encryption key 90 is one half of an asymmetric key cryp 
tography pair comprising encryption key 90 and decryption 
key 100, and may be used to encrypt data. Encrypted data may 
be any data on a computing device, particularly any data 
identifying a user or other confidential information. 

In one embodiment, when the user installs decryption card 
80, encryption key 90 may be downloaded from a manufac 
turer's website. For example, the user downloads encryption 
key 90 from the server hosting the manufacturers website 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
(not shown). In the depicted embodiment, encryption key 90 
is downloaded to decryption card 80 when decryption card 80 
is inserted. Alternatively, encryption key 90 may be down 
loaded to server computer 40 when decryption card 80 is 
installed. 

Secure resource 130 receives encryption key 90, and, using 
encryption key 90, encrypts data. In one embodiment, secure 
resource 130 sends the encrypted data over network 20 to 
secure info client program 60. 

Each decryption card is associated with a unique encryp 
tion key used to identify the decryption card. In addition, each 
encryption key is associated with one decryption card. If a 
card is lost or stolen, it can be reported and the functionality 
of the card invalidated. In one embodiment, if a user reports a 
decryption card as lost or stolen, the information identifying 
the encryption key associated with the decryption card, for 
example, the identification number, is removed from encryp 
tion key database 140 by the manufacturer responsible for 
making and distributing decryption card 80 and encryption 
key 90. When the information used to identify a encryption 
key is removed from encryption key database 140, the asso 
ciated decryption card is considered to be “black listed'. If 
secure resource 130 receives an encryption key associated 
with a black listed card, access to secure resource 130 is 
denied. 

Decryption key 100 is used for decrypting data encrypted 
by encryption key 90. Each decryption card is associated with 
one encryption key, and data encrypted by the encryption key 
can only be decrypted by its associated decryption key. For 
example, data encrypted by encryption key 90 can only be 
decrypted by decryption key 100. In one embodiment, the 
asymmetric key cryptography pair comprising encryption 
key 90 and decryption key 100 uses the Institute of Electrical 
and Electronics Engineers (IEEE) P1363 standard for public 
key cryptography, to encrypt confidential data. One skilled in 
the art will appreciate that IEEE P1363 includes specifica 
tions for traditional, lattice-based, password-based, and iden 
tity-based encryption key cryptography. In another embodi 
ment, the asymmetric key cryptography pair comprising 
encryption key 90 and decryption key 100 uses discrete loga 
rithms to encrypt confidential data. In yet another embodi 
ment, another mathematical relationship is used. 

Decryption firmware 110 operates as the control program 
for decryption card 80. In one embodiment, decryption firm 
ware 110 receives data encrypted by encryption key 90 over 
the network from secure resource 130. In another embodi 
ment, secure info client program 60 receives decrypted data 
over the network from secure resource 130 and sends the 
encrypted data to decryption firmware 110. Decryption firm 
ware 110 receives the decrypted data via the display channel 
connecting client computer 30 and display 35 from secure 
info client program 60. Decryption firmware 110 uses 
decryption key 100 to decrypt the encrypted data. In one 
embodiment, decryption firmware 110 displays the decrypted 
data on display 35. In another embodiment, decryption firm 
ware 110 sends the decrypted data to firmware memory 120 
for temporary or permanent storage. 

Firmware memory 120 is an electronic component of 
decryption card 80 that can be used to store data on a tempo 
rary or permanent basis. In an exemplary embodiment, firm 
ware memory 120 is comprised of two parts (not shown): the 
first memory, accessible by client computer 30, is dedicated to 
storing encrypted data received from secure resource 130 
before it is decrypted. The first memory offirmware memory 
120 may be accessed by Software residing on client computer 
30. The second memory, accessible only to display 35, is 
dedicated to storing data decrypted using decryption key 100. 
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The second memory of firmware memory 120 is not acces 
sible to client computer 30. In one embodiment, firmware 
memory 120 may include a software or hardware-based net 
work security system such as a firewall protecting the second 
memory. Because the second memory of firmware memory 
120 cannot be accessed by software installed on client com 
puter 30, the decrypted data stored in the second memory of 
firmware memory 120 cannot be accessed by spyware and/or 
malware threats that may exist on client computer 30. In 
another embodiment, spyware and/or malware threats that 
may exist on client computer 30 are not transmitted over the 
display channel that connects client computer 30 to display 
35. 

FIG. 2 depicts a flowchart of the steps of secure resource 
130 for encrypting data and sending encrypted data to secure 
info client program 60, in accordance with an embodiment of 
the present invention. 

Initially, a user at client computer 30 requests access to 
secure resource 130 in order to access confidential data or 
information. In one embodiment, when the user attempts to 
access secure resource 130 via secure resource interface 50, 
secure client info program 60 sends instructions to decryption 
firmware 110 to send encryption key 90 to secure resource 
130. In an alternate embodiment, the user includes encryption 
key 90 in the request for confidential data from secure 
resource 130. 

In step 200, secure resource 130 receives encryption key 
90, in addition to a request for data. In the preferred embodi 
ment, secure resource 130 receives encryption key 90 directly 
from decryption card 80 over the network. In another embodi 
ment, decryption card 80 sends encryption key 90 to secure 
info client program 60, and secure info client program sends 
encryption key to secure resource 130 over the network. 

Secure resource 130 determines if encryption key 90 is 
black listed (decision 210). In one embodiment, secure 
resource 130 accesses encryption key database 140 to deter 
mine if the identification information for encryption key 90 is 
included in encryption key database 140. If the identification 
information for encryption key 90 is included in encryption 
key database 140, secure resource 130 determines that 
decryption card 80 is not black listed and encryption key 90 is 
valid (decision 210, “No” branch). A valid encryption key is, 
for example, an encryption key with identifying information 
in encryption key database 140. Secure resource 130 encrypts 
the requested data (step 220). 

In step 220, secure resource 130 encrypts the data 
requested by the user. In one embodiment, secure resource 
130 encrypts all of the data. In another embodiment, when 
secure resource 130 determines only a portion of the data is 
confidential, secure resource 130 encrypts only the confiden 
tial portion of the data. In yet another embodiment, secure 
resource 130 includes a timestamp within the encrypted data. 
If the encrypted data includes a timestamp, decryption card 
80 may distinguish data sent in real time from recorded data. 
In one embodiment, encryption key 90 encrypts all data sent 
by secure resource 130 to secure info client program. 

In step 230, secure resource 130 sends the encrypted data to 
secure info client program 60 over the network, Such as net 
work 20 in environment 10, and processing ends. 

If the identification information for encryption key 90 is 
not included in encryption key database 140, secure resource 
130 determines decryption card 80 is black listed and encryp 
tion key 90 is not valid (decision 210, “Yes” branch). Secure 
resource 130 then rejects access to secure resource 130 (step 
235) and processing ends. 
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8 
FIG. 3 is a flowchart of the steps of decryption firmware 

110, on decryption card 80, for decrypting data encrypted by 
encryption key 90, inaccordance with one embodiment of the 
present invention. 

In step 300, decryption firmware 110 receives encrypted 
data via secure info client program 60. In one embodiment, 
after receiving the encrypted data over the network from 
secure resource 130, secure info client program 60 sends the 
encrypted data to decryption card 80, via the display channel 
connecting client computer 30 and display 35, where it is 
stored in firmware memory 120. In the preferred embodi 
ment, the encrypted data is stored in the first part offirmware 
memory 120, which is accessible to client computer 30. 

In step 310, decryption firmware 110 uses decryption key 
100 to decrypt the encrypted data. Decryption key 100 
decrypts the encrypted data. Decryption key 100 is the only 
private key capable of decrypting data encrypted by encryp 
tion key 90. If decryption key 100 is not associated with 
encryption key 90, decryption firmware 110 will not decrypt 
the data. Decryption firmware 110 stores the decrypted data 
in the second part of firmware memory 120. In one embodi 
ment, a mathematical relationship. Such as a discrete loga 
rithm, is used to decrypt the encrypted data. 

In step 320, decryption firmware 110 stores the decrypted 
data on display 35. In one embodiment, decryption firmware 
110 stores the decrypted data on the second part offirmware 
memory 120. The decrypted data is stored in the second part 
offirmware memory 120 and is only accessible to display 35. 
The second part offirmware memory 120 and the decrypted 
data are protected from any spyware and/or malware that may 
exist on client computer 30. In one embodiment, firmware 
memory 120 includes a software or hardware-based network 
security system Such as a firewall protecting the second 
memory. 

Decryption firmware 110 may also display the decrypted 
data on display 35. In one embodiment, the decrypted data is 
displayed in video form. 

FIG. 4 depicts a block diagram of components of server 
computer 40 or client computer 30, in accordance with an 
illustrative embodiment of the present invention. It should be 
appreciated that FIG. 4 provides only an illustration of one 
implementation and does not imply any limitations with 
regard to the environments in which different embodiments 
may be implemented. Many modifications to the depicted 
environment may be made. 

Client computer 30 or server computer 40 can each include 
communications fabric 402, which provides communications 
between computer processor(s) 404, memory 406, persistent 
storage 408, communications unit 410, and input/output (I/O) 
interface(s) 412. Communications fabric 402 can be imple 
mented with any architecture designed for passing data and/ 
or control information between processors (such as micro 
processors, communications and network processors, etc.), 
system memory, peripheral devices, and any other hardware 
components within a system. For example, communications 
fabric 402 can be implemented with one or more buses. 
Memory 406 and persistent storage 408 are computer 

readable storage media. In this embodiment, memory 406 
includes random access memory (RAM) 414 and cache 
memory 416. In general, memory 406 can include any Suit 
able Volatile or non-volatile computer-readable storage 
media. 

Secure resource interface program 50 and secure info cli 
ent program 60 are stored in persistent storage 408 of client 
computer 30 for execution by one or more of the respective 
computer processors 404 via one or more memories of 
memory 406 of client computer 30. Secure resource 130 and 
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encryption key database 140 are stored in persistent storage 
408 of server computer 40 for execution and/or access by one 
or more of the respective computer processors 404 of server 
computer 40 via one or more memories of memory 406 of 
server computer 40. In this embodiment, persistent storage 
408 includes a magnetic hard disk drive. Alternatively, or in 
addition to a magnetic hard disk drive, persistent storage 408 
can include a solid state hard drive, a semiconductor Storage 
device, read-only memory (ROM), erasable programmable 
read-only memory (EPROM), flash memory, or any other 
computer-readable storage media capable of storing program 
instructions or digital information. 
The media used by persistent storage 408 may also be 

removable. For example, a removable hard drive may be used 
for persistent storage 408. Other examples include optical and 
magnetic disks, thumb drives, and Smart cards inserted into a 
drive for transfer onto another computer-readable storage 
medium that is also part of persistent storage 408. 

Communications unit 410, in these examples, provides for 
communications with other servers or devices. In these 
examples, communications unit 410 includes one or more 
network interface cards. Communications unit 410 may pro 
vide communications through the use of either or both physi 
cal and wireless communications links. Secure resource inter 
face program 50 and secure info client program 60 may be 
downloaded to persistent storage 408 of client computer 30, 
respectively, through the respective communications unit 
410. Secure resource 130 and encryption key database 140 
may be downloaded to persistent storage 408 of server com 
puter 40 through communications unit 410 of server com 
puter 40. 

I/O interface(s) 412 allows for input and output of data with 
other devices that may be connected to client computer 30 or 
server computer 40. For example, I/O interface 412 may 
provide a connection to external devices 418 Such as a key 
board, keypad, a touch screen, and/or some other Suitable 
input device. External devices 418 can also include portable 
computer-readable storage media Such as, for example, 
thumb drives, portable optical or magnetic disks, and memory 
cards. Software and data used to practice embodiments of the 
present invention, e.g., secure info client program 60, can be 
stored on Such portable computer-readable storage media and 
can be loaded onto persistent storage 408 of client computer 
30, respectively, via the respective I/O interface(s) 412 of 
client computer 30. Software and data used to practice 
embodiments of the present invention, e.g., secure resource 
130, can be stored on such portable computer-readable stor 
age media and can be loaded onto persistent storage 408 of 
server computer 40 via I/O interface(s) 412 of server com 
puter 40. I/O interface(s) 412 may also connect to a display 
35. In one embodiment, I/O interface(s) 412 may connect to 
the display 35 via a display channel, such as an HDMI cable. 

Display 35 provides a mechanism to display data to a user 
and may be, for example, a computer monitor. Display 35 is 
an electronic visual display that is directly connected to client 
computer 30. Display 35 comprises the display device and 
circuitry. Display 35 may be a thin film transistor liquid 
crystal display (TFT-LCD) thin panel, cathode ray tube 
(CRT), or any other type of monitor capable of displaying 
data from client computer 30. Display 35 may contain 
decryption card 80. 
The programs described herein are identified based upon 

the application for which they are implemented in a specific 
embodiment of the invention. However, it should be appreci 
ated that any particular program nomenclature herein is used 
merely for convenience, and thus the invention should not be 
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limited to use solely in any specific application identified 
and/or implied by Such nomenclature. 
The flowchart and block diagrams in the Figures illustrate 

the architecture, functionality, and operation of possible 
implementations of systems, methods and computer program 
products according to various embodiments of the present 
invention. In this regard, each block in the flowchart or block 
diagrams may represent a module, segment, or portion of 
code, which comprises one or more executable instructions 
for implementing the specified logical function(s). It should 
also be noted that, in some alternative implementations, the 
functions noted in the block may occur out of the order noted 
in the figures. For example, two blocks shown in Succession 
may, in fact, be executed Substantially concurrently, or the 
blocks may sometimes be executed in the reverse order, 
depending upon the functionality involved. It will also be 
noted that each block of the block diagrams and/or flowchart 
illustration, and combinations of blocks in the block diagrams 
and/or flowchart illustration, can be implemented by special 
purpose hardware-based systems that perform the specified 
functions or acts, or combinations of special purpose hard 
ware and computer instructions. 
What is claimed is: 
1. A method for protecting data with an electronic card 

device containing a first memory and a second memory, con 
nected to a display device that is connected to a computer by 
a display channel, 

the method comprising the steps of 
the electronic card device receiving encrypted data, the 

encrypted data encrypted by a valid encryption key: 
the electronic card device storing the encrypted data in the 

first memory, wherein the first memory is accessible to 
the display device and the computer; 

the electronic card device decrypting the encrypted data 
using a decryption key, wherein the electronic card 
device causes the decrypted data to display on the dis 
play device; and 

the electronic card device storing the decrypted data in the 
second memory, wherein the second memory is only 
accessible to the display device. 

2. The method of claim 1, wherein a valid encryption key is 
an encryption key with an identification number included in a 
database, maintained by a manufacturer of the encryption 
key. 

3. The method of claim 1, wherein the valid encryption key 
and the decryption key are mathematically linked, the decryp 
tion key capable of decrypting data encrypted by the valid 
encryption key. 

4. The method of claim 3, wherein the encrypted data is 
encrypted by the valid encryption key on a second computer. 

5. A system for protecting data, the system comprising: 
a computer; 
a display device coupled to the computer by a display 

channel; and 
an electronic card device, containing a first memory and a 

second memory, connected to the display device; 
the electronic card device operated to: 
receive encrypted data, the data encrypted using a valid 

encryption key: 
store the encrypted data in the first memory, wherein the 

first memory is accessible to the display device and the 
computer; 

decrypt the encrypted data using a decryption key, wherein 
the electronic card device causes the decrypted data to 
display on the display device; and 

store the decrypted data in the second memory, wherein the 
second memory is only accessible to the display device. 
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6. The computer system of claim.5, wherein a valid encryp 
tion key is an encryption key with an identification number 
included in a database, the database maintained by a manu 
facturer of the encryption key. 

7. The computer system of claim 5, wherein the valid 
encryption key and the decryption key are mathematically 
linked, the decryption key capable of decrypting data 
encrypted by the valid encryption key. 

8. The computer system of claim 7, wherein the encrypted 
data is encrypted by the valid encryption key on a second 
computer. 

9. A computer program product for protecting data, the 
computer program product comprising: 

one or more computer-readable storage media and pro 
gram instructions stored on the one or more computer 
readable storage media, the program instructions com 
prising: 

program instructions to receive encrypted data, the data 
encrypted using a valid encryption key: 
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program instructions to store the encrypted data in the first 

memory, wherein the first memory is accessible to the 
display device and the computer; 

program instructions to decrypt the encrypted data using a 
decryption key, wherein the electronic card device 
causes the decrypted data to display on the display 
device; and 

program instructions to store the decrypted data in the 
second memory, wherein the second memory is only 
accessible to the display device. 

10. The computer program product of claim 9, wherein a 
valid encryption key is an encryption key with an identifica 
tion number included in a database, the database maintained 
by a manufacturer of the encryption key. 

11. The computer program product of claim 9, wherein the 
valid encryption key and the decryption key are mathemati 
cally linked, the decryption key capable of decrypting data 
encrypted by the valid encryption key. 


