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validating the first vulnerability for the first network node 
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network node of the networked system to be the next 
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testing campaign 

determining , by the penetration testing system , a second 
vulnerability of network nodes to be used for compromising 
the second network node 

selecting , by the penetration testing system , a second 
validation method for validating the second vulnerability for 
the second network node , the second validation method 
being selected from the group comprising active validation 
and passive validation , wherein the second validation 
method is different from the first validation method 
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validating the second vulnerability for the second network 
node using the second validation method 

reporting , by the penetration testing system , at least one 
security vulnerability of the networked system determined 
to exist based on results of the executing of the penetration 
testing campaign , wherein the reporting comprises at least 
one of ( i ) causing a display device to display a report 
containing information about the at least one security 
vulnerability of the networked system , ( ii ) storing the report 
containing information about the at least one security 
vulnerability of the networked system in a file and ( iii ) 
electronically transmitting the report containing 
information about the at least one security vulnerability of 
the networked system 
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A 

selecting , by the penetration testing system , a first validation 
method for validating the first vulnerability for the first 
network node , the first validation method being selected 
from a group comprising active validation and passive 
validation , wherein the selecting of the first validation 
method comprises : 

determining a first damage to the first network node 
that can be caused by validating the first vulnerability for 
the first network node by using active validation ; and 
selecting the first validation method to be a validation 

method that is associated with the first damage 

validating the first vulnerability for the first network node 
using the first validation method 

determining , by the penetration testing system , a second 
network node of the networked system to be the next 
network node to attempt to compromise in the penetration 
testing campaign 

B 
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B 

determining , by the penetration testing system , a 
second vulnerability of network nodes to be used for 
compromising the second network node 

selecting , by the penetration testing system , a second validation 
method for validating the second vulnerability for the second network 
node , the second validation method being selected from the group 
comprising active validation and passive validation , wherein the 
second validation method is different from the first validation method , 
wherein the selecting of the second validation method comprises : 

determining a second damage to the second network node that 
can be caused by validating the second vulnerability for the 
second network node by using active validation ; and 
selecting the second validation method to be a 

validation method that is associated with the second damage 
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validating the second vulnerability for the second network 
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reporting , by the penetration testing system , at least one 
security vulnerability of the networked system determined 
to exist based on results of the executing of the penetration 
testing campaign , wherein the reporting comprises at least 
one of ( i ) causing a display device to display a report 
containing information about the at least one security 
vulnerability of the networked system , ( ii ) storing the report 
containing information about the at least one security 
vulnerability of the networked system in a file and ( iii ) 
electronically transmitting the report containing 
information about the at least one security vulnerability of 
the networked system 
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campaign by the penetration testing system 

determining , by the penetration testing system , a first 
network node of the networked system to be the next 
network node to attempt to compromise in the first 
penetration testing campaign 

determining , by the penetration testing system , a first 
vulnerability of network nodes to be used for compromising 
the first network node 

selecting , by the penetration testing system , a first 
validation method for validating the first vulnerability for 
the first network node , the first validation method being 
selected from a group comprising active validation and 
passive validation 
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validating , by the penetration testing system and as part of 
the executing of the first penetration testing campaign , the 
first vulnerability for the first network node using the first 
validation method 

starting the executing of the second penetration testing 
campaign by the penetration testing system 

determining , by the penetration testing system , a second 
network node of the networked system to be the next 
network node to attempt to compromise in the second 
penetration testing campaign 
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determining , by the penetration testing system , a 
second vulnerability of network nodes to be used for 
compromising the second network node 

selecting , by the penetration testing system , a second 
validation method for validating the second 
vulnerability for the second network node , the second 
validation method being selected from the group 
comprising active validation and passive validation , 
wherein the second validation method is different 
from the first validation method 
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A 

validating , by the penetration testing system and as part of 
the executing of the second penetration testing campaign , 
the second vulnerability for the second network node using 
the second validation method 

reporting , by the penetration testing system , at least one 
ecurity vulnerability of the networked system determined 

to exist based on at least one of ( 1 ) results of the executing 
of the first penetration testing campaign , and ( 2 ) results of 
the executing of the second penetration testing campaign , 
wherein the reporting comprises at least one of ( i ) causing a 
display device to display a report containing information 
about the at least one security vulnerability of the 
networked system , ( ii ) storing the report containing 
information about the at least one security vulnerability of 
the networked system in a file and ( iii ) electronically 
transmitting the report containing information about the at 
least one security vulnerability of the networked system 
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2 
SELECTIVELY CHOOSING BETWEEN Penetration testing requires highly talented people to man 

ACTUAL - ATTACK AND the red team . Those people should be familiar with each and 
SIMULATION / EVALUATION FOR every publicly known vulnerability and attacking method 

VALIDATING A VULNERABILITY OF A and should also have a very good familiarity with network 
NETWORK NODE DURING EXECUTION OF 5 ing techniques and multiple operating systems implementa 

A PENETRATION TESTING CAMPAIGN tions . Such people are hard to find and therefore many 
organizations give up establishing their own red teams and 

CROSS - REFERENCE TO RELATED resort to hiring external expert consultants for carrying out 
APPLICATIONS that role ( or completely give up penetration testing ) . But 

10 external consultants are expensive and therefore are typi 
This patent application is a continuation of U.S. patent cally called in only for brief periods separated by long 

application Ser . No. 16 / 400,938 filed on May 1 , 2019 which intervals in which no such testing is done . This makes the 
is incorporated herein by reference in its entirety . U.S. patent penetration testing ineffective as vulnerabilities caused by 
application Ser . No. 16 / 400,938 is a continuation of Ser . No. new attacks that appear almost daily are discovered only 
16 / 186,557 filed on Nov. 11 , 2018 which is incorporated 15 months after becoming serious threats to the organization . 
herein by reference in its entirety . This patent application is Additionally , even rich organizations that can afford hir 
a continuation of PCT / IB2018 / 058849 filed on Nov. 11 , ing talented experts as in - house red teams do not achieve 
2018 which is incorporated herein by reference in its good protection . Testing for vulnerabilities of a large net 
entirety . PCT / IB2018 / 058849 and U.S. patent application work containing many types of computers , operating sys 
Ser . No. 16 / 186,557 each claim the benefit of U.S. Provi- 20 tems , network routers and other devices is both a very 
sional Patent Application No. 62 / 586,600 filed on Nov. 15 , complex and a very tedious process . The process is prone to 
2017 , which is incorporated herein by reference in its human errors of missing testing for certain threats or mis 
entirety . interpreting the damages of certain attacks . Also , because a 

manual process of full testing against all threats is quite 
BACKGROUND 25 long , the organization might again end with a too long 

discovery period after a new threat appears . 
There is currently a proliferation of organizational net Because of the above difficulties several vendors are 

worked computing systems . Every type of organization , be proposing automated penetration testing systems . Such sys 
it a commercial company , a university , a bank , a government tems automatically discover and report vulnerabilities of a 
agency or a hospital , heavily relies on one or more networks 30 networked system , potential damages that might be caused 
interconnecting multiple computing nodes . Failures of the to the networked system , and potential trajectories of attack 
networked computing system of an organization or even of that may be employed by an attacker . 
only a portion of it might cause significant damage , up to A Discussion of FIGS . 1A - 1B , 2 
completely shutting down all operations . Additionally , all A penetration testing process involves at least the follow 
data of the organization exists somewhere on its networked 35 ing main functions : ( i ) a reconnaissance function , ( ii ) an 
computing system , including all confidential data compris attack function , and ( ii ) a reporting function . The process 
ing its “ crown jewels ” such as prices , details of customers , may also include additional functions , for example a cleanup 
purchase orders , employees ' salaries , technical formulas , function that restores the tested networked system to its 
etc. Loss of such data or leaks of such data to outside original state as it was before the test . In an automated 
unauthorized entities might be disastrous for the organiza- 40 penetration testing system , at least one of the above three 
tion . functions is at least partially automated , and typically two or 
As almost all organizational networks are connected to three of them are at least partially automated . 

the Internet at least through one computing node , they are A reconnaissance function is the function within a pen 
subject to attacks by computer hackers or by hostile adver etration testing system that handles the collection of data 
saries . Quite often the newspapers are reporting incidents in 45 about the tested networked system . The collected data may 
which websites crashed , sensitive data was stolen or service include internal data of networks nodes , data about network 
to customers was denied , where the failures were the results traffic within the tested networked system , business intelli 
of hostile penetration into an organization's networked gence data of the organization owning the tested networked 
computing system . system , etc. The functionality of a prior art reconnaissance 
As a result , many organizations invest a lot of efforts and 50 function can be implemented , for example , by software 

costs in preventive means designed to protect their comput executing in a server that is not one of the network nodes of 
ing networks against potential threats . There are many the tested networked system , where the server probes the 
defensive products offered in the market claiming to provide tested networked system for the purpose of collecting data 
protection against one or more known modes of attack , and about it . 
many organizations arm themselves to the teeth with mul- 55 An attack function is the function within a penetration 
tiple products of this kind . testing system that handles the determination of whether 
However , it is difficult to tell how effective such products security vulnerabilities exist in the tested networked system 

really are in achieving their stated goals of blocking hostile based on data collected by the reconnaissance function . The 
attacks , and consequently most CISO's ( Computer Informa functionality of a prior art attack function can be imple 
tion Security Officers ) will admit ( maybe only off the 60 mented , for example , by software executing in a server that 
record ) , that they don't really know how well they can is not one of the nodes of the tested networked system , 
withstand an attack from a given adversary . The only way to where the server attempts to attack the tested networked 
really know how strong and secure a system is , is by trying system for the purpose of verifying that it can be compro 
to attack it as a real adversary would . This is known as mised . 
red - teaming or penetration testing ( pen testing , in short ) , and 65 A reporting function is the function within a penetration 
is a very common approach that is even required by regu testing system that handles the reporting of results of the 
lation in some developed countries . penetration testing system . The functionality of a prior art 
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reporting function may be implemented , for example , by ing - unit ( CPU ) ) for executing code 180 ; and ( iii ) a network 
software executing in the same server that executes the interface 150 ( e.g. a network card , or a wireless modem ) . 
functionality of the attack function , where the server reports Memory 160 may include any combination of volatile 
the findings of the attack function to an administrator or a ( e.g. RAM ) and non - volatile ( e.g. ROM , flash , disk - drive ) 
CISO of the tested networked system . memory . 

FIG . 1A ( PRIOR ART ) is a block diagram of code Code 180 may include operating - system code 
modules of a typical penetration testing system . FIG . 1B dows® , Linux® , Android® , Mac - OS® or any other code . 
( PRIOR ART ) is a related flow - chart . In one example , a penetration testing system is the com 

In FIG . 1A , code for the reconnaissance function , for the bination of ( i ) code 10 ( e.g. including reconnaissance func 
attack function , and for the reporting function are respec tion code 20 , attack function code 30 , reporting function 
tively labelled as 20 , 30 and 40 , and are each schematically code 40 , and optionally cleanup function code 50 ) ; and ( ii ) 
illustrated as part of a penetration testing system code one or more computing devices 110 which execute the code 
module ( PTSCM ) labelled as 10. The term “ code ’ is intended 10. For example , a first computing device may execute a first 
broadly and may include any combination of computer portion of code 10 and a second computing device ( e.g. in 
executable code and computer - readable data which when networked communication with the first computing device ) 
read affects the output of execution of the code . The com may execute a second portion of code 10 . 
puter - executable code may be provided as any combination A Discussion of Types of Penetration Testing Systems 
of human - readable code ( e.g. in a scripting language such as Some prior art penetration testing systems can be char 
Python ) , machine language code , assembler code and byte 20 acterized as doing an “ actual attack penetration testing ” , 
code , or in any form known in the art . Furthermore , the while other prior art penetration testing systems can be 
executable code may include any stored data ( e.g. structured characterized as doing a “ simulated penetration testing ” . 
data ) such as configuration files , XML files , and data resid A prior art actual attack penetration testing system does its 
ing in any type of database ( e.g. a relational database , an penetration testing by accessing and attempting to attack the 
object - database , etc. ) . 25 tested networked system . Such a system actually accesses 

In one example and as shown in FIG . 1B , the reconnais the tested networked system during the test and is not 
sance function ( performed in step S21 by execution of limiting itself to simulation . This may include ( i ) collecting 
reconnaissance function code 20 ) , the attack function ( per data by the reconnaissance function about the tested net 
formed in step S31 by execution of attack function code 30 ) worked system and its components by actively probing it . 
and the reporting function ( performed in step S41 by execu- 30 The probing is done by sending queries or other messages to 
tion of reporting function code 40 ) are executed in strictly one or more network nodes of the tested networked system , 
sequential order so that first the reconnaissance function is and then deducing information about the tested networked 
performed by executing code 20 thereof , then the attack system from the received responses or from network traffic 
function is performed by executing code 30 thereof , and triggered by the queries or the messages . The reconnaissance 
finally the reporting function is performed 40 by executing 35 function is fully implemented by software executing outside 
code thereof . However , the skilled artisan will appreciate the tested networked system and / or by software executing in 
that this order is just one example , and is not a requirement . one or more network nodes of the tested networked system 
For example , the attack and the reporting functions may be that analyze network traffic and network packets of the 
performed in parallel or in an interleaved way , with the tested networked system , and ( ii ) verifying that the tested 
reporting function reporting first results obtained by the 40 networked system can be compromised by actively attempt 
attack function , while the attack function is working on ing to compromise it and checking if it was indeed com 
additional results . Similarly , the reconnaissance and the promised . This implies that a side - effect of executing an 
attack functions may operate in parallel or in an interleaved actual attack penetration test might be actually compromis 
way , with the attack function detecting a vulnerability based ing the tested networked system . Typically , prior art actual 
on first data collected by the reconnaissance function , while 45 attack penetration testing systems include a function of 
the reconnaissance function is working on collecting addi cleanup and recovery at the end of the test , in which any 
tional data . compromising operation that was done during the test is 

FIG . 1A also illustrates code of an optional cleanup undone . A prior art simulated penetration testing system 
function which is labeled as 50. Also illustrated in FIG . 1B does its penetration testing by avoiding disturbance to the 
is step S51 of performing a cleanup functione.g . by 50 tested networked system and specifically by avoiding any 
executing cleanup function code 50 of FIG . 1A . risk of compromising it . This implies , among other things , 

“ A campaign of penetration testing ” is a specific run of a that whenever there is a need to verify that the tested 
specific test of a specific networked system by the penetra networked system can be compromised by an operation or a 
tion testing system . sequence of operations , the verification is done by simulat 

A penetration - testing - campaign module may comprise at 55 ing the results of that operation or sequence of operations or 
least part of reconnaissance function code 20 , attack func by otherwise evaluating them , without taking the risk of 
tion code 30 , reporting function 40 and optionally cleanup actually compromising the tested networked system . Some 
function code 50 -for example , in combination with suit prior art simulated penetration testing systems implement 
able hardware ( e.g. one or more computing device 110 and the simulation by duplicating all or parts of the hardware of 
one or more processor ( s ) 120 thereof ) for executing the 60 the tested networked system . Then when there is a need for 
code . verifying that an operation or a sequence of operations 

FIG . 2 illustrates a prior art computing device 110 which compromises the tested networked system , this is done by 
may have any form - factor including but not limited to a actually attacking the duplicated system without risking the 
laptop , a desktop , a mobile phone , a server , a tablet , or any tested system . While this implementation achieves the goal 
other form factor . The computing device 110 in FIG . 2 65 of avoiding the risk of not compromising the tested net 
includes ( i ) computer memory 160 which may store code worked system , it is highly expensive and also difficult to 
180 ; ( ii ) one or more processors 120 ( e.g. central - process accurately implement , and therefore rarely used . 
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In this disclosure , the phrase “ active method of validation ' could be compromised before reporting a penetration vul 
( or the equivalent ' active method ) is used in connection nerability . As a result , when a penetration testing system 
with validation methods using actual attack . Similarly , the determines that a given vulnerability might compromise a 
phrase ' passive method of validation ' ( or the equivalent given network node , it has to find a way of validating that 
' passive method ' ) is used in connection with validation 5 this is indeed so under current conditions . 
methods using simulation or other type of evaluation . As explained above , the common solutions adopted by 

U.S. Pat . No. 10,038,711 discloses penetration testing prior art penetration testing systems are : 
systems that employ reconnaissance agent penetration test a . Validating by actual attack testing whether the given 
ing . Such penetration testing systems are characterized by vulnerability succeeds in compromising the given node by 
using a reconnaissance agent software module installed on 10 actually attempting to compromise the node by exploiting 
some network nodes of the tested networked system , where the vulnerability , and then finding out if the attempt was 
the instances of the reconnaissance agent take part in imple successful and the node was indeed compromised . 
menting the reconnaissance function . With regard to veri b . Validating by simulation or by other evaluation 
fying that the tested networked system can be compromised testing whether the given vulnerability succeeds in compro 
by an operation or a sequence of operations , reconnaissance 15 mising the given node by either simulating the tested net 
agent penetration testing systems may use either actual worked system and attempting to compromise it by 
attack methods ( active validation ) or simulation / evaluation exploiting the vulnerability in the simulation , or by evalu 
methods ( passive validation ) . ating the success / failure of exploiting the vulnerability by 

This section is provided to reveal information believed by using pre - compiled knowledge about the vulnerability plus 
the applicant to be of possible relevance . No admission is 20 data about current conditions in the network node . In both 
necessarily intended , nor should be construed , that any of cases the validation is done without actually attempting to 
the information anywhere in this background section ( in compromise the tested networked system and thus without 
particular , that U.S. Pat . No. 10,038,711 ) constitutes prior art risking an actual compromising of the network node . 
against the present invention . Each of the above approaches has its drawbacks . The 

25 actual attack method has the severe drawback of risking 
The Problem to Solve actually compromising the tested networked system . Even 

though penetration testing systems employing this method 
Every penetration testing system operates by iteratively attempt to undo any compromising operations they per 

compromising ( physically or by simulation / evaluation ) net formed during the test , it is difficult to guarantee that full 
work nodes of the tested networked system . At any iteration 30 recovery will always be achieved . The simulation / evaluation 
during the testing process some of the nodes of the tested method has the drawback of sometimes lacking knowledge 
networked system are considered to be already compro of data that is essential for reaching a correct result . If the 
mised by the potential attacker , and the penetration testing condition for successful compromising depends on data that 
system is attempting to compromise one or more additional is internal to the target node ( for example the version of the 
network nodes ( not yet compromised ) by utilizing the 35 firmware of a storage device internal to the node ) , then the 
already - compromised nodes that are operating under the method cannot reliably validate the success of the compro 
control of the attacker's instructions . Once an additional mising by the vulnerability unless special arrangements are 
network node is found to be compromisable , it is added to done in order to obtain the required information during the 
the group of already - compromised nodes and a new iteration execution of the penetration testing campaign . 
begins . Prior art penetration testing systems are quite rigid regard 

Thus , a penetration testing system has a frequent need to ing the validation approach they employ — a given penetra 
identify a vulnerability that would compromise a given tion testing system either employs validation by actual 
network node . This identification is typically achieved by attack or validation by simulation / evaluation . This implies : 
using a pre - compiled knowledge base about known vulner a . For a given penetration testing campaign , there is no 
abilities , that depends on characteristics of the given net- 45 way of employing validation by actual attack for some 
work node . For example , the penetration testing system may potential vulnerabilities and validation by simulation / evalu 
have in its knowledge base a rule saying that a network node ation for other potential vulnerabilities . 
running the Windows 7 Operating System might be com b . For a given scenario template , there is no way of 
promised by sending it a specific network message through employing validation by actual attack for execution of some 
a specific Internet port . 50 campaigns that are based on the scenario template and 
However , knowing that a node might be compromised is employing validation by simulation / evaluation for execution 

not the same as knowing for sure it would be compromised of other campaigns that are also based on the scenario 
by the examined vulnerability under current conditions . For template . 
example , the target node may have installed on it a patch c . For a given tested networked system , there is no way of 
provided by Microsoft for making the Windows 7 Operating 55 employing validation by actual attack for execution of some 
System immune to that vulnerability . Or the administrator of penetration testing campaigns and employing validation by 
the target node may have disabled the service that is typi simulation / evaluation for execution of other penetration 
cally using the specific Internet port and therefore the node testing campaigns , even when different campaigns are based 
is currently not listening to that specific Internet port and is on different scenario templates . 
thus currently not vulnerable to anything sent to it through 60 But in many situations a user of a penetration testing 
that specific Internet port . system may want to have more flexibility . For example : 

Therefore , it is clear that without detailed knowledge a . A user may want to execute a penetration testing 
about what is going on inside the target node it is not always campaign in which some potential vulnerabilities are vali 
possible to know for sure whether a given potential vulner dated by actual attack , while other potential vulnerabilities 
ability would compromise a given network node under 65 are validated by simulation or evaluation . 
current conditions . This is a major issue for penetration As an example , the user may prefer to use validation by 
testing systems , that need to know for sure that a given node actual attack for most vulnerabilities because it provides 

40 
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better reliability for the validation conclusions , but for some passive validation methods during a single penetration test 
specific vulnerabilities would like to use validation by ing campaign , is disclosed herein . The presently - disclosed 
simulation / evaluation because the damage to the tested method comprises : a . determining a first target network node 
networked system in case an actual attack exploiting any of of the networked system to be the next network node to 
these specific vulnerabilities turns out to be successful ( e.g. 5 attempt to compromise during the single penetration testing 
a shutdown of the network node ) is unacceptable and campaign ; b . determining a first vulnerability of network 
therefore cannot be risked . nodes to be used for compromising the first target network As another example , the user may prefer to use validation node ; c . selecting a first validation method for validating the by simulation / evaluation for most vulnerabilities because it first vulnerability for the first target network node , a type of is important not to risk compromising the tested networked 10 the first validation method being selected from the type system , but for some specific vulnerabilities would like to 
use validation by actual attack because the importance of the group consisting of active validation and passive validation ; 
resources put at risk by these specific vulnerabilities ( e.g. d . validating the first vulnerability for the first target network 
password files ) is so high that the most reliable validation node using the first validation method ; e . determining a 
conclusions are desired , even at the cost of risking the second target network node of the networked system to be 
compromising of the tested networked system during the test 15 the next network node to attempt to compromise during the 
( e.g. by exporting a password file to the penetration testing single penetration testing campaign ; f . determining a second 
system , which may be under the control of the organization vulnerability of network nodes to be used for compromising 
owning the tested networked system , and thus causing no the second target network node ; g . selecting a second 
real damage when being compromised during the penetra validation method for validating the second vulnerability for 
tion test ) . 20 the second target network node , a type of the second 

b . A user may want to execute multiple penetration testing validation method being selected from the type group con 
campaigns where all campaigns are based on the same sisting of active validation and passive validation and being 
scenario template , when some of the campaigns employ different from the type of the first validation method ; h . 
validation by actual attack , while other campaigns employ validating the second vulnerability for the second target 
validation by simulation / evaluation . 25 network node using the second validation method ; and i . 
As an example , the user may prefer to use validation by reporting at least one security vulnerability of the networked 

actual attack for most of the campaigns because this pro system determined to exist based on results of the executing 
vides better reliability for the validation conclusions , but for of the single penetration testing campaign , wherein the 
some specific campaigns would like to use validation by reporting comprises performing at least one operation 
simulation / evaluation because at the time of those specific 30 selected from the group consisting of : ( A ) causing a display 
runs a flawless operation of the tested networked system is device to display a report containing information about the 
critical and no risk of the system being compromised can be at least one security vulnerability of the networked system , 
taken . ( B ) storing the report containing information about the at 
As another example , the user may prefer to use validation least one security vulnerability of the networked system in 

by simulation / evaluation for most of the campaigns because 35 a file and ( C ) electronically transmitting the report contain 
it is important not to risk compromising the tested net ing information about the at least one security vulnerability 
worked system , but for some specific campaigns would like of the networked system , wherein all of steps a - i are 
to use validation by actual attack because it is desired to get performed by the penetration testing system , and all of steps 
the most reliable validation conclusions once in a while , a - h are performed during the single penetration testing 
even at the cost of risking the compromising of the tested 40 campaign . 
networked system . In some embodiments , the first and second validation 

c . A user may want to execute some penetration testing methods are respectively selected in accordance with the 
campaigns while employing validation by actual attack , and first and second vulnerabilities . 
to execute some other penetration testing campaigns while In some embodiments , i . the selecting of the first valida 
employing validation by simulation / evaluation ( where dif- 45 tion method comprises : A. determining a first damage to the 
ferent campaigns are based on different scenario templates ) . first target network node that can be caused by validating the 
As an example , for some campaigns which are set with first vulnerability for the first target network node by using 

the goal of the attacker being exporting certain files out of active validation ; and B. selecting the type of the first 
the tested networked system , the user may accept the risk of validation method to be a type of a validation method that is 
compromising the networked system and wish to employ 50 associated with the first damage ; and ii . the selecting of the 
validation by actual attack , as the damage at risk is not second validation method comprises : A. determining a sec 
critical ( at least when the penetration testing system , which ond damage to the second target network node that can be 
is the receiver of the exported files , is under control of the caused by validating the second vulnerability for the second 
organization owning the tested networked system ) . For other target network node by using active validation ; and B. 
campaigns which are set up with the goal of the attacker 55 selecting the type of the second validation method to be a 
being damaging of certain files , the user may not agree to type of a validation method that is associated with the 
accept the risk and therefore wishes to employ validation by second damage . In some such embodiments , the determining 
simulation / evaluation . of the first damage includes determining an extent of the first 

There is thus a need for providing users of penetration damage . Also , in some such embodiments , the determining 
testing systems with greater flexibility in controlling the 60 of the first damage includes determining a likelihood of the 
method of validation of potential vulnerabilities employed first damage occurring . 
during the penetration testing process . In some embodiments , the selecting of the type of the first 

and second validation methods are performed such that the 
SUMMARY OF EMBODIMENTS identity of the first vulnerability uniquely determines the 

65 type of the first validation method , and the identity of the 
A method for penetration testing of a networked system second vulnerability uniquely determines the type of the 

by a penetration testing system , using both active and second validation method . 
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In some embodiments , steps a - i are performed in the order closed method for penetration testing comprises : a . deter 
listed . mining a first target network node of the networked system 

In some embodiments , the penetration testing system is to be the next network node to attempt to compromise ; b . 
controlled by a user interface of a computing device , and the determining a first vulnerability of network nodes to be used 
method for penetration testing of the networked system 5 for compromising the first target network node ; c . determin 
further comprises : j . receiving , by the penetration testing ing a first damage to the first target network node that can be 
system and via the user interface of the computing device , caused by validating the first vulnerability for the first target 
one or more manually - entered inputs , the one or more network node by using active validation ; d . selecting a first 
manually - entered inputs explicitly defining at least one item validation method for validating the first vulnerability for 
selected from the group consisting of ( i ) a type of a valida- 10 the first target network node , a type of the first validation 
tion method to be used for validating the first vulnerability , method being : A. selected from the type group consisting of 
and ( ii ) a type of a validation method to be used for active validation and passive validation ; and B. associated 
validating the second vulnerability . with the first damage ; e . validating the first vulnerability for 

A penetration testing system for executing penetration the first target network node using the first validation 
testing of a networked system using both active and passive 15 method ; f . determining a second target network node of the 
validation methods during a single penetration testing cam networked system to be the next network node to attempt to 
paign is disclosed herein . The presently disclosed penetra compromise ; g . determining a second vulnerability of net 
tion testing system comprises : a . a remote computing device work nodes to be used for compromising the second target 
comprising a computer memory and one or more processors , network node ; h . determining a second damage to the second 
the remote computing device in networked communication 20 target network node that can be caused by validating the 
with multiple network nodes of the networked system ; b . a second vulnerability for the second target network node by 
non - transitory computer - readable storage medium contain using active validation ; i . selecting a second validation 
ing program instructions , wherein execution of the program method for validating the second vulnerability for the sec 
instructions by the one or more processors of the remote ond target network node , a type of the second validation 
computing device performs all of the following during the 25 method being : A. selected from the type group consisting of 
single penetration testing campaign : i . determine a first active validation and passive validation ; B. associated with 
target network node of the networked system to be the next the second damage , and C. different from the type of the first 
network node to attempt to compromise during the single validation method ; j . validating the second vulnerability for 
penetration testing campaign ; ii . determine a first vulner the second target network node using the second validation 
ability of network nodes to be used for compromising the 30 method ; and k . reporting at least one security vulnerability 
first target network node ; iii . select a first validation method of the networked system determined to exist based on results 
for validating the first vulnerability for the first target of performing steps a - j , wherein the reporting comprises 
network node , a type of the first validation method being performing at least one operation selected from the group 
selected from the type group consisting of active validation consisting of : ( A ) causing a display device to display a 
and passive validation ; iv . cause a validation of the first 35 report containing information about the at least one security 
vulnerability for the first target network node using the first vulnerability of the networked system , ( B ) storing the report 
validation method ; V. determine a second target network containing information about the at least one security vul 
node of the networked system to be the next network node nerability of the networked system in a file and ( C ) elec 
to attempt to compromise during the single penetration tronically transmitting the report containing information 
testing campaign ; vi . determine a second vulnerability of 40 about the at least one security vulnerability of the networked 
network nodes to be used for compromising the second system , wherein all of steps a - k are performed by the 
target network node ; penetration testing system . 

vii . select a second validation method for validating the In some embodiments , all of steps a - j are performed 
second vulnerability for the second target network node , a during a single penetration testing campaign that is carried 
type of the second validation method being selected from the 45 out by the penetration testing system . 
type group consisting of active validation and passive vali In some embodiments , the determining of the first damage 
dation and being different from the type of the first valida includes determining an extent of the first damage . 
tion method ; and viii . cause a validation of the second In some embodiments , the determining of the first damage 
vulnerability for the second target network node using the includes determining a likelihood of the first damage occur 
second validation method ; wherein the execution of the 50 ring . 
program instructions by the one or more processors of the In some embodiments , steps a - k are performed in the 
remote computing device further performs : report at least order listed . 
one security vulnerability of the networked system deter In some embodiments , the penetration testing system is 
mined to exist based on results of executing the single controlled by a user interface of a computing device , and the 
penetration testing campaign , wherein the reporting com- 55 method for penetration testing of the networked system 
prises performing at least one operation selected from the further comprises : j . receiving , by the penetration testing 
group consisting of : ( A ) causing a display device to display system and via the user interface of the computing device , 
a report containing information about the at least one one or more manually - entered inputs , the one or more 
security vulnerability of the networked system , ( B ) storing manually - entered inputs explicitly defining at least one item 
the report containing information about the at least one 60 selected from the group consisting of ( i ) a type of a valida 
security vulnerability of the networked system in a file and tion method associated with the first damage , and ( ii ) a type 
( C ) electronically transmitting the report containing infor of a validation method associated with the second damage . 
mation about the at least one security vulnerability of the A penetration testing system for executing penetration 
networked system . testing of a networked system using both active and passive 

A method for penetration testing of a networked system 65 validation methods is disclosed herein . The presently dis 
by a penetration testing system using both active and passive closed penetration testing system comprises : a . a remote 
validation methods is disclosed herein . The presently dis computing device comprising a computer memory and one 
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or more processors , the remote computing device in net comprising performing one or more validation operations 
worked communication with multiple network nodes of the for validating vulnerabilities for network nodes of the single 
networked system ; b . a non - transitory computer - readable networked system , wherein the methods of validation used 
storage medium containing program instructions , wherein for all validation operations included in the second penetra 
execution of the program instructions by the one or more 5 tion testing campaign are passive validation methods , and c . 
processors of the remote computing device performs all of reporting , by the single penetration testing system , at least 
the following : i . determine a first target network node of the one security vulnerability of the single networked system 
networked system to be the next network node to attempt to determined to exist based on at least one member selected 
compromise ; ii . determine a first vulnerability of network from the group consisting of ( 1 ) results of the executing of 
nodes to be used for compromising the first target network 10 the first penetration testing campaign , and ( 2 ) results of the 
node ; iii . determine a first damage to the first target network executing of the second penetration testing campaign , 
node that can be caused by validating the first vulnerability wherein the reporting comprises performing at least one 
for the first target network node by using active validation ; operation selected from the group consisting of ( i ) causing 
iv . select a first validation method for validating the first a display device to display a report containing information 
vulnerability for the first target network node , a type of the 15 about the at least one security vulnerability of the single 
first validation method being : A. selected from the type networked system , ( ii ) storing the report containing infor 
group consisting of active validation and passive validation ; mation about the at least one security vulnerability of the 
and B. associated with the first damage ; V. cause a validation single networked system in a file , and ( iii ) electronically 
of the first vulnerability for the first target network node transmitting the report containing information about the at 
using the first validation method ; vi . determine a second 20 least one security vulnerability of the single networked 
target network node of the networked system to be the next system . 
network node to attempt to compromise ; vii . determine a In some embodiments , the second penetration testing 
second vulnerability of network nodes to be used for com campaign commences after the first penetration testing cam 
promising the second target network node ; viii . determine a paign has concluded . 
second damage to the second target network node that can 25 In some embodiments , the first penetration testing cam 
be caused by validating the second vulnerability for the paign commences after the second penetration testing cam 
second target network node by using active validation ; ix . paign has concluded . 
select a second validation method for validating the second In some embodiments , the second penetration testing 
vulnerability for the second target network node , a type of campaign commences after the first penetration testing cam 
the second validation method being : A. selected from the 30 paign has commenced but before the first penetration testing 
type group consisting of active validation and passive vali campaign has concluded . 
dation ; B. associated with the second damage ; and C. In some embodiments , the first and second penetration 
different from the type of the first validation method ; x . testing campaigns are performed at least partially simulta 
cause a validation of the second vulnerability for the second neously 
target network node using the second validation method ; and 35 In some embodiments , the first penetration testing cam 
xi . report at least one security vulnerability of the networked paign is based on a first scenario template , the second 
system determined to exist based on results of performing penetration testing campaign is based on a second scenario 
operations b ( i ) -b ( x ) , wherein the reporting comprises per template , and the second scenario template is different from 
forming at least one operation selected from the group the first scenario template . 
consisting of : ( A ) causing a display device to display a 40 In some such embodiments , the identity of the first 
report containing information about the at least one security scenario template uniquely determines the use of active 
vulnerability of the networked system , ( B ) storing the report validation for all validation operations included in the first 
containing information about the at least one security vul penetration testing campaign , and the identity of the second 
nerability of the networked system in a file and ( C ) elec scenario template uniquely determines the use of passive 
tronically transmitting the report containing information 45 validation for all validation operations included in the sec 
about the at least one security vulnerability of the networked ond penetration testing campaign . 
system . Also in some such embodiments , the penetration testing 

A method is disclosed herein for subjecting a single system is controlled by a user interface of a computing 
networked system to first and second penetration testing device , and the method for executing the penetration testing 
campaigns such that ( i ) both penetration testing campaigns 50 campaigns further comprises : receiving , by the penetration 
are performed by a single penetration testing system ; ( ii ) the testing system and via the user interface of the computing 
first penetration testing campaign employs only active vali device , one or more manually - entered inputs , the one or 
dation for validating vulnerabilities of network nodes of the more manually - entered inputs explicitly defining at least one 
single networked system ; and ( iii ) the second penetration of ( i ) a type of a validation method to be used for validating 
testing campaign employs only passive validation for vali- 55 all vulnerabilities in the first penetration testing campaign 
dating vulnerabilities of network nodes of the single net that is based on the first scenario template , and ( ii ) a type of 
worked system . The presently disclosed method comprises : a validation method to be used for validating all vulnerabili 
a . executing the first penetration testing campaign by the ties in the second penetration testing campaign that is based 
single penetration testing system , the executing of the first on the second scenario template . 
penetration testing campaign comprising performing one or 60 In some other such embodiments , the penetration testing 
more validation operations for validating vulnerabilities for system is controlled by a user interface of a computing 
network nodes of the single networked system , wherein the device , and the method for executing the penetration testing 
methods of validation used for all validation operations campaigns further comprises : receiving , by the penetration 
included in the first penetration testing campaign are active testing system and via the user interface of the computing 
validation methods ; b . executing the second penetration 65 device , one or more manually - entered inputs , the one or 
testing campaign by the single penetration testing system , more manually - entered inputs explicitly defining at least one 
the executing of the second penetration testing campaign of ( i ) a type of a validation method to be used for validating 
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vulnerabilities in all penetration testing campaigns that are security vulnerability of the networked system in a file , and 
based on the first scenario template , and ( ii ) a type of a ( iii ) electronically transmitting the report containing infor 
validation method to be used for validating vulnerabilities in mation about the at least one security vulnerability of the 
all penetration testing campaigns that are based on the networked system . 
second scenario template . 

In some embodiments , the first penetration testing cam BRIEF DESCRIPTION OF THE DRAWINGS 
paign and the second penetration testing campaign are both 
based on a common scenario template . FIG . 1A ( PRIOR ART ) is a block diagram of code 

In some such embodiments , the penetration testing system modules of a typical penetration testing system . FIG . 1B 
is controlled by a user interface of a computing device , and 10 ( PRIOR ART ) is a related flow - chart . 
the method for executing the penetration testing campaigns FIG . 2 ( PRIOR ART ) illustrates a prior art computing 
further comprises : receiving , by the penetration testing sys device . 
tem and via the user interface of the computing device , one FIG . 3 illustrates a timeline related to the examples of 
or more manually - entered inputs , the one or more manually FIGS . 4A - 4H . 
entered inputs explicitly defining at least one of ( i ) a type of 15 FIGS . 4A - 4H illustrate examples where network - nodes 
a validation method to be used for validating all vulnerabili are tested using passive and active methods of validation 
ties in the first penetration testing campaign that is based on during a penetration testing campaign . 
the common scenario template , and ( ii ) a type of a validation FIG . 5 ( PRIOR ART ) illustrates a prior art example of a 
method to be used for validating all vulnerabilities in the networked system that may be subjected to a penetration 
second penetration testing campaign that is based on the 20 test — the networked system comprises a plurality of network 
common scenario template . nodes . 

A penetration testing system is disclosed herein for sub FIG . 6 shows a flow - chart of a method of penetration 
jecting a networked system to first and second penetration testing of a networked system according to embodiments of 
testing campaigns such that ( i ) both penetration testing the invention . 
campaigns are performed by the penetration testing system ; 25 FIGS . 7A , 7B and 8 are illustrative graphs of expected 
( ii ) the first penetration testing campaign employs only damage and risk factors , respectively , associated with per 
active validation for validating vulnerabilities of network forming active validation at the various network nodes . 
nodes of the networked system ; and ( iii ) the second pen FIGS . 9 and 10 show flow - charts of different methods of 
etration testing campaign employs only passive validation penetration testing of a networked system according to 
for validating vulnerabilities of network nodes of the net- 30 embodiments of the invention . 
worked system . The presently disclosed penetration testing FIG . 11 shows examples of the respective timing of first 
system comprises : a . a remote computing device comprising and second penetration testing campaigns according to the 
a computer memory and one or more processors , the remote method of FIG . 10 . 
computing device in networked communication with mul FIG . 12 is a block diagram of reconnaissance agent 
tiple network nodes of the networked system ; b . a non- 35 penetration testing . 
transitory computer - readable storage medium containing FIGS . 13A - C , 14A - D , and 15A - D are flow - charts of 
program instructions , wherein execution of the program different methods of penetration testing of a networked 
instructions by the one or more processors of the remote system according to embodiments of the invention . 
computing device performs all of the following during the 
first and second penetration testing campaigns : i . execute the 40 DETAILED DESCRIPTION OF EMBODIMENTS 
first penetration testing campaign by the remote computing 
device , the executing of the first penetration testing cam This disclosure should be interpreted according to the 
paign comprising causing one or more validation operations definitions in the " Definitions Section ” at the end of the 
for validating vulnerabilities for network nodes of the net specification . In case of a contradiction between the defini 
worked system , wherein the methods of validation used for 45 tions in the “ Definitions Section ” at the end of the specifi 
all validation operations included in the first penetration cation and other sections of this disclosure , the “ Definitions 
testing campaign are active validation methods ; and ii . Section ” at the end of the specification section should 
execute the second penetration testing campaign by the prevail . 
remote computing device , the executing of the second In case of a contradiction between the “ Definitions Sec 
penetration testing campaign comprising causing one or 50 tion ” at the end of the specification and a definition or a 
more validation operations for validating vulnerabilities for description in any other document , including in another 
network nodes of the networked system , wherein the meth document incorporated in this disclosure by reference , the 
ods of validation used for all validation operations included “ Definitions Section ” at the end of the specification should 
in the second penetration testing campaign are passive prevail , even if the definition or the description in the other 
validation methods ; wherein the execution of the program 55 document is commonly accepted by a person of ordinary 
instructions by the one or more processors of the remote skill in the art . 
computing device further performs : report at least one Discussion of FIGS . 3,4A - H 
security vulnerability of the networked system determined to Embodiments of the invention relate to penetration testing 
exist based on at least one member selected from the group of networked systems , such as networked system 200 illus 
consisting of ( 1 ) results of the executing of the first pen- 60 trated in FIG . 4A . 
etration testing campaign , and ( 2 ) results of the executing of Penetration testing systems test networked systems . For 
the second penetration testing campaign , wherein the report example , the networked system 200 comprises a plurality of 
ing comprises performing at least one operation selected network nodes ( referred to simply as “ nodes ” ) in commu 
from the group consisting of ( i ) causing a display device to nication with each othere.g . see FIG . 4A . 
display a report containing information about the at least one 65 In prior art penetration testing systems , a penetration 
security vulnerability of the networked system , ( ii ) storing testing campaign performs or emulates an attack of a poten 
the report containing information about the at least one tial attacker , starting from an initial state in which no 
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network node of the tested networked system is compro 252 that reside outside the networked system 200. Comput 
mised . The attacker is assumed to start by compromising a ing device 254 resides ‘ in the cloud ' relative to the net 
first network node ( e.g. node N122 of FIG . 4B ) , then to take worked system 200 , while computing device 252 is in advantage of the already - compromised first node and com communication with the networked system 200 via a local 
promise a second network node , then to take advantage of area network ( LAN ) . 
the already - compromised first and second nodes and com Both of nodes 254 and 252 are “ networked system 
promise a third network node , and so on . external ” —i.e . outside of networked system 200. The term FIGS . 3 and 4A - 4D relate to an example of penetration “ networked system external ' is abbreviated as “ NS - exter testing of a networked system . FIG . 3 shows a timelinei.e . nal ” . the penetration test begins at a time labelled as T In the present document , a network node may be referred Subsequent points in time , during the penetration test , are 
labelled in FIG . 3 as T T2 to simply as ‘ node ’ — network node ' and ' node ’ are inter and 
T changeable . Each network node may be a different comput 

FIG . 4A shows an example networked system 200 com ing device 110 illustrated in FIG . 2 . 
prising a plurality of 25 network nodes labelled N101 , Discussion of FIG . 6 
N102 ... N124 . In the present document , a network node 15 FIG . 6 is a flowchart of a method of performing penetra 
may be referred to simply as ‘ node ’ — network node ' and tion testing by a single penetration testing system that uses 
* node ' are interchangeable . both active and passive validation methods . It shows one 

Each network node may be a different computing device method in which penetration testing using both active and 
110 ( e.g. , as shown in FIG . 2 ) . Two network nodes are passive validation methods is performed in a single penetra 
“ immediate neighbors ” of each other if and only if they have 20 tion testing campaign . The reader is referred to the definition 
a direct communication link between them that does not pass of “ penetration testing campaign ” in the Definitions Section . 
through any other network node . All of the steps are performed by a single penetration testing 

In FIG . 4A , initially — i.e . at time TBegin Pen - Test when the system , e.g. , penetration testing system 500 of FIG . 4A - H . 
penetration test begins— none of the network - nodes have yet In step S151 of FIG . 6 , a networked system , e.g. , net 
been targeted by the penetration testing system . 25 worked system 200 of FIG . 5 is subjected to a penetration 

According to the first example illustrated in FIGS . 4B - D , test using both active and passive validation methods during 
between time T. Begin Pen - Test and T , During Pen - Test network a single penetration testing campaign , and by a single 
node N122 is targeted for compromising and is validated by penetration testing system . 
passive validation , e.g. , emulation , of a vulnerability as part The right side of FIG . 6 is a flowchart of a method of 
of a penetration testing campaign — this is indicated in FIG . 30 implementing the penetration testing campaign of step S151 
4B by the “ P ” marking of node N122 . Between time according to a first embodiment . 
T ! During Pen - Test and T During Pen - Test , network node N116 is In step S101 , a penetration testing campaign is com 
targeted for compromising and is validated by active vali menced . In some cases , a penetration testing campaign is 
dation , e.g. , by an actual attack on the node by the penetra commenced automatically by the penetration testing system 
tion testing system , as indicated by the ‘ A’in node N116 in 35 based on a programmed schedule having a start time , and 
FIG . 4C . Between time T2 , and T3 either an end time or a pre - programmed duration . Alterna During Pen - Tests 
network nodes N112 , N110 and N111 are targeted for tively , a penetration testing campaign can be commenced 
compromising and are validated by either active or passive manually - i.e . by a testing operator entering a command to 
validation as indicated by the A's and P's in FIG . 4D . The begin the campaign . Besides starting time and duration ( or 
penetration testing campaign is performed by the penetration 40 ending time ) , a penetration testing campaign can have a set 
testing system 500. In this example we are assuming that all of unique characteristics based on its goals and methods . In 
the validation operations are successful and each of them a non - limiting example , a penetration testing campaign can 
results in the corresponding target node becoming compro be designed to determine whether a specific highly confi 
mised or determined to be compromisable . dential file can be reached by an attacker and exported out 

According to the second example illustrated in FIGS . 45 of the networked system . 
4E - G , the first network node N122 is validated by active In step S103 , a first target network node is selected i.e. 
validation ( as opposed to the first example where N122 is determined to be the next target node for an attempt to 
validated by passive validation ) , the second network node compromise during the single penetration campaign . Typi 
N116 is validated by passive validation , and by cally , during a penetration testing campaign the selection of 
T3 network nodes N112 , N110 and N111 are 50 the next target network node is done according to a lateral 
also validated by passive validation . According to the third movement strategy employed in the penetration testing 
example illustrated in FIG . 4H , network nodes N112 , N110 campaign . See the definition of “ lateral movement strategy ” 
and N111 are all validated by active validation . FIG . 4G is in the Definitions Section . 
an example of a penetration testing campaign that tends In one particular non - limiting example , in the first itera 
toward the use of passive validation except under certain 55 tion of the penetration testing campaign ( when no network 
circumstances where the use of active validation is deemed nodes are known to be compromisable ) step S103 is per 
preferable or necessary . FIG . 4H is an example of the formed to select a network node having a direct connection 
opposite — a penetration testing campaign that tends toward to the outside world — e.g . N101 of FIG . 5 . 
the use of active validation except under certain circum In another non - limiting example , when an iteration of the 
stances where the use of passive validation is deemed 60 penetration testing campaign is performed after some net 
preferable or necessary . work nodes are already known to be compromisable , step 

FIG . 5 illustrates one example of a networked system 200 S103 is performed to select a network node that has a direct 
that may be subjected to penetration testing . The networked connection to one of the compromisable nodes . 
system comprises a plurality of nodes — in the example of In step S105 , a potential vulnerability is selected based on 
FIG . 5 , 16 nodes are illustrated , each labeled by the letter 65 the target node . Thus , in one example , if the target node 
“ N ” followed by an integer , similar to FIGS . 4A - H . Also selected in step S103 happens to be a Windows XP® node , 
illustrated in FIG . 5 are two external computing devices 254 , then a vulnerability specific to MacOs® nodes would not be 
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selected but a vulnerability specific to any Windows® node In step S121 , the following is performed : reporting , by the 
( or to Windows XP® in particular ) may be selected . penetration testing system , at least one security vulnerability 

Validation of the vulnerability for any given target net determined to exist in the networked system by the execut 
work node can be performed either using an active ( e.g. , ing of the single penetration testing campaign , wherein the 
actual attack ) validation method or a passive ( e.g. , simulated 5 reporting comprises at least one of ( A ) causing a display 
attack ) validation method . In step S107 , a first validation device to display a report containing information about the 
method is selected for validating the first vulnerability for at least one security vulnerability of the networked system , 
the first target network node . The first validation method is ( B ) storing the report containing information about the at 
either active validation or passive validation . Examples of least one security vulnerability of the networked system in 
network nodes at which an active validation method has 10 a file and ( C ) electronically transmitting the report contain 
been chosen include Nodes N116 in FIGS . 4C - D , N110 in ing information about the at least one security vulnerability 
FIGS . 4D and 4H , N122 in FIGS . 4E - H , and N111 and N112 of the networked system . 
in FIG . 4H . Examples of network nodes at which a passive FIG . 6 will be further discussed below with reference to 
validation method has been chosen include Nodes N122 in the following non limiting examples . 
FIGS . 4B - D , N111 and N112 in FIGS . 4D and 4G , N116 in 15 First Additional Discussion of FIG . 6 , and Discussion of 
FIGS . 4F - H , and N110 in FIG . 4G . In the “ First Additional FIGS . 7A - 7B 
Discussion ” section below , several examples are provided of In some embodiments , it can be preferable to primarily 
selection of validation methods . use an active ( actual attack ) method of validation , in order 

In step S109 , the first vulnerability for the first target to determine the existence of any possible vulnerability with 
network node is validated using the first validation method 20 the highest reliability . In some embodiments it can be 
as selected in step S107 . preferable to primarily use a passive ( e.g. , emulation ) 

At some other point during the penetration testing cam method so as to avoid actually compromising network nodes 
paign , a second target network node ( e.g. other than the first during the testing . In some embodiments , the first and 
target network node ) which the penetration testing system second validation methods are respectively selected in 
will try to compromise is determined in step S111 . As 25 accordance with the first and second vulnerabilities . Even 
mentioned earlier , the selection of the target network node is when active methods are preferred , it can be that certain 
done according to a lateral movement strategy employed in vulnerabilities can be satisfactorily validated using passive 
the penetration testing campaign . A penetration testing cam methods . Conversely , even when passive methods are pre 
paign can select subsequent nodes in an order that emulates ferred , it can be that certain vulnerabilities can only be 
the progress of an attacker through the networked system 30 satisfactorily validated using active methods . 
200. For example , an attacker frequently moves on to Other , non - technical considerations may come into play 
attempt to compromise a next node which is in communi when selecting a validation method for a particular vulner 
cation with an already compromised node ( e.g. , the network ability for a particular network node , such as in the follow 
node most recently compromised ) . ing non - exhaustive illustrative examples : ( A ) The identity of 

In step S113 , a second vulnerability of network nodes , to 35 the node's user — is it someone with access to top - level 
be used for compromising the second target network node , confidential data , or someone with little or no access to 
is determined . confidential data ? Is it the company's CEO whose use of the 

In step S115 , a second validation method is selected for node cannot be interrupted by an actual attack method ? ( B ) 
validating the second vulnerability for the second target the department within which the node operates — is it a legal 
network node . The second validation method can be either 40 or financial department , which have computers storing the 
active or passive . If an active validation method was selected company's most sensitive information , or a marketing 
as the first validation method in step S107 , then the second department with critical customer data , or perhaps an engi 
validation method is selected to be a passive validation neering department with the specs and drawings of the 
method . Conversely , if a passive validation method was company's next generation of products ? Or maybe the node 
selected as the first validation method in step S107 , then the 45 belongs to the office manager , whose computer only stores 
second validation method is selected to be an active vali cleaning schedules and orders for office supplies ? 
dation method . Thus , in a single penetration testing cam It might not be reasonable to make ad hoc decisions about 
paign , by a single penetration system , both active and each and every computer in a networked system before 
passive validation methods can be selected and performed . commencing a penetration testing campaign . Similarly , it 
For example , in FIG . 4C , it can be seen that by 50 might not be reasonable to make ad hoc decisions about each 
T During Pen - Test ? an active validation method has been and every potential vulnerability included the penetration 
employed to validate a vulnerability for Node N116 , and a testing system's vulnerabilities knowledge base . However , it 
passive validation method has been used to validate a is possible to characterize vulnerabilities , with or without 
vulnerability for Node N122 . co - consideration of the corresponding network nodes , 

In step S117 , the second vulnerability for the second 55 according to a parameter corresponding to the maximum 
target network node ( the node determined in step S111 ) is damage ( financial , technical , etc. ) that would be incurred 
validated using the second validation method as selected in should a given node be compromised by a given vulnerabil 
step S115 . ity . Thus , the method of FIG . 6 can include determining an 

In step S119 , the single penetration testing campaign is extent of the damage . 
terminated , either in accordance with a programmed dura- 60 In one non - limiting example , a damage scale is estab 
tion or ending time as discussed earlier , or manually by a lished wherein 0.0 means ‘ no damage ' and 1.0 means 
user , or by achieving its goal of determining a vulnerability ‘ irreparable or irreversible damage ’ . A maximum “ allow 
ahead of the scheduled ending time . The skilled artisan will able ' damage threshold can be set . Any node and vulner 
appreciate that the penetration testing campaign can encom ability for which a successful actual attack would result in 
pass the testing / validation of more than two nodes as 65 damage above the threshold would trigger validation by 
described here , and , for example , can encompass all of the simulation / evaluation . For nodes and vulnerabilities below 
nodes in a networked system 200 . the threshold , an active method of validation may be used . 
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In an illustrative first penetration testing campaign , the system corresponds to a damage score of 0.5 and actively 
damage threshold may be set at a moderate 0.5 . However , in validating the “ ARP Spoofing ” technique against any other 
the first campaign it may be discovered that this threshold is node corresponds to a damage score of 0.4 . 
too low and nearly every single validation is performed FIG . 7A is an illustrative graph according to a non 
using a passive validation method , including some nodes 5 limiting example , summarizing data of a specific penetration 
and vulnerabilities where use of an active validation method testing campaign showing the extent of damage expected at 
is objectively ( i.e. through detailed pre- or post - analysis ) each node from using an actual - attack validation of a 
deemed necessary . In a second illustrative campaign , the respective vulnerability that is determined at each node 
damage threshold may be set at an extreme 0.9 . In this during that specific penetration testing campaign . For each 
iteration it may be discovered that this threshold is too high 10 node , at least one vulnerability is determined ( in Step S105 
as nearly every single validation is performed using an or S113 ) , and is validated ( in Step S109 or S117 ) during the 
active validation method , including some nodes and vulner execution of the specific penetration testing campaign . In the 
abilities where use of an active validation method exposes example of FIG . 7A , a damage threshold is set equal to 0.8 . 
the tested networked system to unnecessary risk of damage . In other words , if the expected extent of damage as a result 
In a third iteration , a damage threshold of 0.7 may be 15 of using an active method of validation is greater than the 
determined to be optimal for the networked system in which maximum allowable damage of the 0.8 threshold , a possibly 
the penetration testing campaign is being carried out . less reliable but presumably safer passive method of vali 

In one non - limiting implementation of the above dation is used . 
example , a look - up table may be established and made To illustrate : The leftmost data point in the FIG . 7A graph 
available to a penetration testing system for determining the 20 ( for Node N101 ) shows that a vulnerability determined ( e.g. , 
extent of expected damage from using active validation for in Step S105 of FIG . 6 ) as the one to be used for compro 
validating any given vulnerability , regardless of the identity mising Node N101 has an expected damage extent of about 
of the attacked node . Such a table may be arranged so as to 0.7 ( i.e. , on the 0.0-1.0 scale ) if validated in the penetration 
be indexed by the type of vulnerability determined ( regard testing campaign using an active validation method . Since 
less of the attacked node ) , where the table returns a damage 25 the expected extent of damage ( from using an active vali 
‘ score ' based on the type of vulnerability . Multiple vulner dation method ) is below the maximum allowable damage 
ability types may be combined into a joint entry in order to threshold of 0.8 , an active validation method can be used . 
save space , if they share a common attribute and correspond On the other hand , the vulnerability determined ( e.g. , in step 
to the same damage score ( e.g. multiple vulnerabilities that S113 ) for compromising Node N102 ( the second leftmost 
are all attempting to achieve execution of remote code in the 30 data point ) has an expected damage extent of 0.9 if validated 
attacked node , but each of them achieving the common goal using an active method of validation higher than the max . 
using a different technique ) . As explained above , the damage damage threshold of 0.8 . Thus , according to the example of 
score is a numerical representation of the expected exte FIG . 7A , a passive validation method is selected for vali 
severity of damage from using active validation for the dating the vulnerability at Node N102 . 
specific type of vulnerability . The damage score can be 35 In the example of FIG . 7A , the networked system com 
calculated or determined on any scale , linear or otherwise prises 20 network nodes overall ( numbered N101 through 
for example the 0.0 to 1.0 scale described above . Whatever N120 ) , and 6 out of the 20 nodes have expected damage over 
scale is used , it is created in such a way that a maximum the damage threshold based on the vulnerability / -ies deter 
damage threshold is established somewhere on the scale . An mined to be used for compromising the respective nodes 
example of an entry in such table is an entry that tells the 40 during the specific penetration testing campaign . A passive 
penetration testing system that any node against which the validation method is therefore selected for testing at each of 
" ARP Spoofing " technique is employed for active validation these 6 nodes , while active validation methods are used at 
corresponds to a damage score of 0.4 . the other 14 nodes . 

In another non - limiting implementation of the above Additionally or alternatively , the method of FIG . 6 can 
example , a two - dimensional look - up table may be estab- 45 include determining the likelihood of damage . FIG . 7B is an 
lished and made available to a penetration testing system for illustrative graph according to another non - limiting 
determining the extent of expected damage from using example , summarizing data of a specific penetration testing 
active validation for validating any combination of a given campaign showing the likelihood of damage occurring at 
vulnerability and a given network node . Such a table may be each node from using an actual - attack validation of a 
arranged as having multiple columns , each column corre- 50 respective vulnerability determined at each node during that 
sponding to a specific node or to a specific class of nodes and specific penetration testing campaign . For each node , at least 
containing entries for all vulnerability types . As in the above one vulnerability is determined ( in Step S105 or S113 ) , and 
one - dimensional table example , multiple vulnerability types is validated ( Step S109 or S117 ) during the execution of the 
may be combined into a joint entry in order to save space , specific penetration testing campaign . In the examp 
if they share a common attribute and correspond to the same 55 FIG . 7B , a likelihood - occurrence threshold is set equal to 
damage score . The node that is involved in the validation 0.5 — in other words , if the chance of damage occurring as a 
determines the table’s column and the vulnerability involved result of using an active method of validation translates to a 
in the validation determines the row within the column . The likelihood - occurrence score greater than 0.5 , a passive 
indexed entry in the table contains the resulting damage method of validation is used instead . A likelihood - occur 
score . An example of a row of entries in such table is a row 60 rence score can be a linear translation of probability , e.g. , 
that tells the penetration testing system that actively vali 50 % chance equals a score of 0.5 . Alternatively a likelihood 
dating the “ ARP Spoofing ” technique against the CEO's occurrence score can be calculated using a non - linear func 
computer corresponds to a damage score of 0.8 , actively tion — for example , so as to skew the scores higher or lower , 
validating the “ ARP Spoofing ” technique against any node or closer or further from the mean , etc. 
residing in the finance group corresponds to a damage score 65 To illustrate : The leftmost data point in the FIG . 7B graph 
of 0.6 , actively validating the “ ARP Spoofing ” technique ( for Node N101 ) shows that a vulnerability determined ( e.g. , 
against any other node using the Windows XP operating in Step S105 of FIG . 6 ) as the one to be used for compro 
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mising Node N101 is associated with likelihood - occurrence Discussion of FIG . 9 
score of 0.9 — i.e . , if a linear scale is used for determining the FIG . 9 is a flowchart of another method of performing 
likelihood - occurrence scores , there is a 90 % likelihood of penetration testing by a penetration testing system that uses 
damage actually occurring if the vulnerability is validated in both active and passive validation methods . It shows another 
the penetration testing campaign using an active validation 5 method in which penetration testing using both active and 
method . Since this likelihood is well above the likelihood passive validation methods is performed in a single penetra 

tion testing campaign . The reader is referred to the definition occurrence threshold of 0.5 , a passive validation method is of “ penetration testing campaign ” in the Definitions Section . used . On the other hand , the vulnerability determined ( e.g. , The steps of the method are performed by a single penetra 
in step S113 ) for compromising Node N102 ( the second tion testing system . 
leftmost data point ) is associated with a likelihood - occur In step S151 of FIG . 9 , which is the same step S151 of 
rence score of only 0.48a little lower than the likelihood FIG . 6 , a networked system , e.g. , networked system 200 of 
occurrence threshold of 0.5 . Thus , according to the example , FIG . 5 is subjected to a penetration test using both active and 
an active validation method can be used for validating the passive validation methods during a single penetration test 
vulnerability at Node N102 . ing campaign . 

In the example of FIG . 7B , the networked system com The right side of FIG . 9 is a flowchart of a method of 
implementing the penetration testing campaign of step S151 prises 20 network nodes ( numbered N101 through N120 ) , according to a second embodiment . and 5 out of the 20 nodes have damage likelihood - occur In step S201 , a penetration testing campaign is com 

rence scores under the likelihood - occurrence threshold menced , either automatically by the penetration testing 
based on the vulnerability / -ies determined to be used for 20 system based on a programmed schedule or manually by a 
compromising the various nodes during the specific pen 
etration testing campaign . An active validation method is In step S203 , a first target network node is selected i.e. 
therefore selected for testing at each of these 5 nodes , while determined to be the next target node for an attempt to 
passive validation methods are used at the other 15 nodes . compromise during the single penetration campaign . 

Second Additional Discussion of FIG . 6 , and Discussion 25 In step S205 , a first potential vulnerability is selected 
of FIG . 8 based on the target node . 

In other embodiments , potential damage to network nodes Validation of the first vulnerability in the first target 
from using an active method of validation to validate a network node can be performed either using an active ( e.g. , 
vulnerability can be assessed with more than a single actual attack ) validation method or a passive ( e.g. , simulated 
parameter as was the case in the preceding paragraphs and 30 attack ) validation method . Validation using an active method 
in FIGS . 7A and 7B . In an example , a representative damage can lead to various kinds damage including , but not 
score for a given node / vulnerability validation can be cal exhaustively , financial and / or operational damage — by actu 
culated based on both the extent and likelihood of expected ally compromising the ode , and this damage can be 
damage from employing an active validation method to assessed before selecting a validation method for the respec 
validate a vulnerability at a given network node . The rep- 35 tive vulnerability at each node . In step S207 , a first damage 
resentative damage score can be calculated individually for to the first target network node , which can be caused by 
each single validation - i.e . for each node / vulnerability pair validating the first vulnerability for the first target network 
in a specific penetration testing campaign . node by using active validation , is determined . This deter 

FIG . 8 is an illustrative graph according to a non - limiting mination of the first damage is then taken into account when 
example , wherein a risk score is a determined combination 40 selecting a first validation method . The reader is referred to 
of expected extent of damage and likelihood of damage . A the first and second additional discussions of FIG . 6 , as well 
threshold curve is plotted , under which active validation can as FIGS . 7A , 7B and 8 for examples of how assessing 
be used and above which passive validation is preferred potential damage from compromising a node ( i.e. actually 
because of the extent and / or likelihood ( as jointly repre attacking a node using an active validation method ) can be 
sented in the determined risk score ) of the expected damage 45 used in selecting the type of validation to use . Thus , in step 
from a node being compromised if a determined vulnerabil S209 , a first validation method is selected for validating the 
ity is validated using an active validation method . In FIG . 8 , first vulnerability for the first target network node . The type 
points are plotted for 20 nodes of a networked system . of the first validation method is selected from the type group 
Nodes N101 , N112 and N105 are outside ( above ) the risk consisting of active validation and passive validation , and is 
factor threshold curve and according to the example the 50 associated with the first damage , i.e. — the selection takes 
vulnerabilities at those nodes must be validated using a into account the determination , in step S207 , of the damage 
passive validation method . Nodes N102 and N117 are both that can occur when an active validation method is used for 
lying on the threshold curve . Whether they can be validated validating the first vulnerability for the first target node . 
using an active validation method depends on whether the In step S211 , the first vulnerability for the first target 
threshold in the example is defined as “ active validation 55 network node is validated using the first validation method 
method is permitted if risk factor value is no greater than as selected in step S209 . 
threshold value ' or “ active validation method is permitted if At a second point during the single penetration testing 
risk factor value is below the threshold ' . Node N119 and all campaign , a second target network node ( e.g. different from 
of the nodes represented by the unlabeled data points are the first target node ) which the penetration testing system 
within ( under ) the threshold and in accordance with this 60 will try to compromise is determined in step S213 . As 
example can be validated using an active validation method . mentioned earlier in the discussion of FIG . 6 , the selection 

It should be obvious that the threshold curve shown in of the target network node may be carried out according to 
FIG . 8 is only one way of representing a combination of a lateral movement strategy employed in the penetration 
parameters that make a risk factor for a node for a given testing campaign . 
vulnerability . Moreover , in other examples , the curve can 65 In step S215 , a second vulnerability of network nodes , to 
have a different shape , and other parameters can enter into be used for compromising the second target network node , 
the combination of parameters that make up the risk factor . is determined . 
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In step S217 , a second damage to the second target In step S301 , the first penetration testing campaign is 
network node , which can be caused by validating the second executed by the single penetration testing system . The 
vulnerability for the second target network node by using executing of the first penetration testing campaign comprises 
active validation , is determined . This determination of the performing one or more validation operations for validating 
second damage is then taken into account when selecting a 5 vulnerabilities for network nodes of the single networked 
second validation method in step S219 . system , wherein the methods of validation used for all 

In step S219 , a second validation method is selected for validation operations included in the first penetration testing 
validating the second vulnerability for the second target campaign are active validation methods . 
network node . The second validation method can be either In step S302 , the second penetration testing campaign is 
active or passive . If an active validation method was selected 10 executed by the single penetration testing system . The executing of the second penetration testing campaign com as the first validation method in step S209 , then the second prises performing one or more validation operations for validation method is selected to be a passive validation validating vulnerabilities for network nodes of the single method . Conversely , if a passive validation method was networked system , wherein the methods of validation used selected as the first validation method in step S209 , them the 15 for all validation operations included in the second penetra 
second validation method is selected to be an active vali tion testing campaign are passive validation methods . 
dation method . Thus , in a single penetration testing cam In step S305 , the following is performed : reporting , by the 
paign , and by a single penetration system , both active and penetration testing system , at least one security vulnerability 
passive validation methods can be selected and performed . determined to exist in the networked system by the execut 
In step S221 , the second vulnerability for the second target 20 ing of the first and second penetration testing campaigns , 
network node is validated using the second validation wherein the reporting comprises at least one of ( A ) causing 
method selected in step S219 . a display device to display a report containing information 

In step S223 , the single penetration testing campaign is about the at least one security vulnerability of the networked 
terminated , either in accordance with a programmed dura system , ( B ) storing the report containing information about 
tion or ending time as discussed earlier , or manually by a 25 the at least one security vulnerability of the networked 
user , or by achieving its goal of determining a vulnerability system in a file and ( C ) electronically transmitting the report 
ahead of the scheduled ending time . The skilled artisan will containing information about the at least one security vul 
appreciate that the penetration testing campaign can encom nerability of the networked system . 
pass the testing / validation of more than two nodes as The method of FIG . 10 employs a first penetration testing 
described here , and , for example , can encompass all of the 30 campaign which uses active validation methods , and a 
nodes in a networked system 200 . second penetration testing campaign which uses passive 

In step S225 , the following is performed : reporting , by the validation methods ; both campaigns are run by a single 
penetration testing system , at least one security vulnerability penetration testing system in a single networked system . The 
determined to exist in the networked system by the execut first and second penetration testing campaigns can be con 
ing of the single penetration testing campaign , wherein the 35 ducted sequentially , in parallel , overlapping , or any combi 
reporting comprises at least one of ( A ) causing a display nation thereof . 
device to display a report containing information about the FIG . 11 illustrates non - limiting examples of how the first 
at least one security vulnerability of the networked system , and second penetration testing campaigns can temporally 
( B ) storing the report containing information about the at relate to each other . Example 1 shows the second penetration 
least one security vulnerability of the networked system in 40 testing campaign commencing sequentially after the first 
a file and ( C ) electronically transmitting the report contain campaign . It should be obvious that the two campaigns can 
ing information about the at least one security vulnerability be one right after the other or , as shown , with a gap in time 
of the networked system . between the conclusion of the first campaign and the begin 

Discussion of FIGS . 10 and 11 ning of the second campaign . Example 2 illustrates the 
FIG . 10 is a flowchart of a method of performing pen- 45 possibility of overlap , where the second penetration testing 

etration testing by a penetration testing system that uses both campaign commences while the first penetration testing 
active and passive validation methods . It shows a method in campaign is still running . Example 3 shows the two cam 
which penetration testing using both active and passive paigns substantially running in parallel . The two penetration 
validation methods is performed in two penetration testing testing campaigns are shown as having unequal durations 
campaigns . The reader is referred to the definition of “ pen- 50 and staggered start times , but in other examples they may 
etration testing campaign ” in the Definitions Section . The have equal durations and / or simultaneous starting times . 
steps of the method are performed by a single penetration Example 4 is similar to Example 2 but with the second 
testing system . ( passive method ) penetration testing campaign commencing 

In step S153 of FIG . 10 , a single networked system , e.g. , first and the first campaign ( active methods ) starting while 
networked system 200 of FIG . 5 , is subjected to a penetra- 55 the second campaign is still running . 
tion test using both active and passive validation methods In any of the methods disclosed herein , the penetration 
during first and second penetration testing campaigns , and testing system 500 can be controlled by a user interface ( not 
by a single penetration testing system . According to Step shown ) of a computing device 110. Any of the methods can 
S153 , the first penetration testing campaign employs only additionally include a step ( like all other steps , performed by 
active validation for validating vulnerabilities of network 60 the penetration testing system 500 ) of receiving , via the user 
nodes of the single networked system , and the second interface of the computing device 110 , one or more manu 
penetration testing campaign employs only passive valida ally - entered inputs . In the method discussed in connection 
tion for validating vulnerabilities of network nodes of the with the flowchart of FIG . 6 , the one or more manually 
single networked system . entered inputs can explicitly define a type of a validation 

The right side of FIG . 10 is a flowchart of a method of 65 method to be used for validating the first vulnerability , 
implementing the penetration testing campaigns of step and / or a type of a validation method to be used for validating 
S153 according to an embodiment . the second vulnerability . In the method discussed in con 
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nection with the flowchart of FIG . 9 , the one or more task of separately associating a validation method with each 
manually - entered inputs can explicitly define a type of a one of the many potential vulnerabilities typically included 
validation method associated with the first damage , and / or a in a vulnerabilities knowledge base of a penetration testing 
type of a validation method associated with the second system . For example , during the execution of a given 
damage . In the method discussed in connection with the 5 penetration testing campaign , some vulnerabilities ( that 
flowchart of FIG . 10 , the first and second penetration might cause some damaging operations ) are validated by 
campaigns can both be based on a common scenario tem actual attack , while other vulnerabilities ( that might cause 
plate . In such an embodiment , the one or more manually other damaging operations ) are validated by simulation / 
entered inputs can explicitly define a type of a validation evaluation . Whenever a vulnerability has to be validated , its 
method to be used for validating all vulnerabilities in the first 10 damaging operation is determined , and the vulnerability is 
penetration testing campaign that is based on the common validated using the validation method associated with its 
scenario template , and / or a type of a validation method to be damaging operation . Examples of damaging operations 
used for validating all vulnerabilities in the second penetra caused by vulnerabilities are corrupting of a system file , 
tion testing campaign that is based on the common scenario exporting of a user file , exporting of a passwords file , 
template . 15 crashing down a network node , temporary disabling of an 
First Additional Discussion I / O device , etc. As an example , all vulnerabilities that might 

The proposed solution is a penetration testing system that cause a temporary disabling of an I / O device are validated 
provides flexible control of the method of validation of by actual attack , while all vulnerabilities that might cause 
potential vulnerabilities that is to be employed whether corruption of a user file are validated by simulation / evalu 
validation by actual attack ( active validation ) or validation 20 ation . This embodiment also addresses the first flexibility 
by simulation / evaluation ( passive validation ) . issue presented above . 

In a first embodiment , each potential vulnerability has a In a first implementation of the second embodiment , the 
validation method associated with it ( e.g. active validation user is given control over the method of validation associ 
or passive validation ) , and different potential vulnerabilities ated with each damaging operation . Each damaging opera 
may have different validation methods , even during the 25 tion has a default method of validation associated with it , but 
execution of the same penetration testing campaign . That is , the user interface of the penetration testing system provides 
during the execution of a given penetration testing cam means for the user to change the validation method currently 
paign , some vulnerabilities are validated by actual attack , associated with a damaging operation , selectively for each 
while other vulnerabilities are validated by simulation / damaging operation . The change by the user may be tem 
evaluation . For example , during the execution of a given 30 porary for only a single campaign execution , or it may be 
penetration testing campaign , a first vulnerability that takes permanent and remain in effect until explicitly changed 
advantage of a weakness in a software driver of an I / O again . 
device and might cause a temporary disabling of the output In a second implementation of the second embodiment , 
device is validated by actual attack , while a second vulner the vendor of the penetration testing system decides which 
ability that takes advantage of a weakness in Microsoft Word 35 method of validation is associated with each specific dam 
and might cause corruption of one or more user files is aging operation because it is considered to be more suitable 
validated by simulation / evaluation . This embodiment for that specific damaging operation , and the user of the 
addresses the first flexibility issue presented above . penetration testing system cannot override this decision . For 

In a first implementation of the first embodiment , the user example , the vendor may set the validation method of all 
is given control over the method of validation of each 40 vulnerabilities that might result in a crash of the target 
vulnerability . Each vulnerability in the system's knowledge network node to be validation by simulation / evaluation , 
base has a default method of validation associated with it , while setting the validation method of all vulnerabilities that 
but the user interface of the penetration testing system might result in exporting a system file to validation by actual 
provides means for the user to change the validation method attack . 
currently associated with a vulnerability , selectively for each 45 In a third embodiment , each execution of a penetration 
vulnerability . The change by the user may be temporary for testing campaign has a method of validation associated with 
only a single campaign execution , or it may be permanent it , so that all the vulnerabilities validated during the execu 
and remain in effect until explicitly changed again . tion of the campaign are validated using that campaign 

In a second implementation of the first embodiment , the associated validation method . Different campaigns may 
vendor of the penetration testing system decides which 50 have different validation methods . In some implementations , 
method of evaluation is associated with each specific vul the same scenario template may be the basis for multiple 
nerability because it is considered to be more suitable for campaigns executed at different points in time while having 
that specific vulnerability , and the user of the penetration different validation methods associated with them . This 
testing system cannot override this decision . For example , embodiment addresses the second and third flexibility issues 
the vendor may set the validation method of a first potential 55 presented above . 
vulnerability that might result in a crash of a target network In a first implementation of the third embodiment , the user 
node to be validation by simulation / evaluation , while setting is given control over the method of validation associated 
the validation method of a second potential vulnerability that with each penetration testing campaign . The user interface 
might result in exporting a certain file to validation by actual of the penetration testing system provides means for the user 
attack . 60 to select the validation method associated with either the 

In a second embodiment , vulnerabilities are handled next campaign or with all campaigns that are based on a 
according to the damaging operation resulting from their scenario template , selectively for each scenario template . 
successful exploitation . Each damaging operation has a That is , when selecting a scenario template in order to define 
method of validation associated with it , and different dam a penetration testing campaign to execute , the user is given 
aging operations may be associated with different validation 65 an option to select the validation method to be associated 
methods , even during the execution of the same penetration with that campaign , thus overriding any validation method 
testing campaign . This embodiment eliminates the tedious previously defined for that scenario template . 
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If the scenario template is created by the user of the chosen vulnerability , or ( iii ) the method of validation 
penetration testing system , then during the creation process assigned to the current penetration testing campaign , 
the user selects the validation method that is to be associated depending on the embodiment . 
with the newly - created scenario template . If the scenario e . Validating the success of the chosen vulnerability for 
template is selected from a library of scenario templates 5 the chosen target node using the selected method of 
provided by the vendor of the penetration testing system or validation . If the selected method of validation is actual 
from a library of scenario templates previously defined by a attack , then the validating includes attempting to user , then the current user may override the validation exploit the vulnerability against the chosen target node method previously associated with the scenario template ( by and then collecting data from the reconnaissance client the vendor , by another user , or by himself ) and select a new 10 
validation method to be associated with the scenario tem agent installed on the chosen target node . The collected 
plate . The user selection may be temporary and be in effect data depends on the chosen vulnerability and includes 
only for a single campaign execution , or it data of the chosen target node that is relevant for perma 
nent and stay in effect for all executions of campaigns that checking the success of compromising the chosen 
are based on the scenario template until a different selection 15 target node by the chosen vulnerability . If the selected 
is explicitly made . method of validation is simulation / evaluation , then the 

In a second implementation of the third embodiment , the validating is achieved in the remote computing device 
creator of a scenario template ( either the vendor of the of the penetration testing system , without attempting to 
penetration testing system or a user of it ) decides which exploit the vulnerability against the chosen target node . 
method of validation is associated with the currently - created 20 The validating may include collecting data from the 
scenario template , and the user of the penetration testing reconnaissance client agent installed on the chosen 
system cannot later override this decision . target node . 

In any of the above embodiments , the considerations f . If necessary , updating the state of the campaign accord 
according to which a method of validation is selected for a ing to the result of the validation . 
given vulnerability , a given damaging operation , a given 25 g . If not end of campaign , proceed to the next iteration of 
scenario template or a given campaign may be based on any the penetration testing campaign . 
type of reasoning . Specific examples are : Second Additional Discussion 

1. Based on the type of damaging operation caused to the We propose a first method ( see FIGS . 13A - 13C ) that is 
tested networked system as a result of successfully most useful for executing a penetration testing campaign for 
exploiting the vulnerability . 30 testing a networked system , wherein the executing of the 

2. Based on the probability of being successful in exploit penetration testing campaign includes validating two differ 
ing the vulnerability . ent vulnerabilities for corresponding two different network 

3. Based on the importance of the vulnerability ( for nodes of the networked system by two different validation 
example , a vulnerability that is frequently used by methods , the method for executing the penetration testing 
attackers in recent weeks vs. a vulnerability that is 35 campaign comprising : 
rarely used ) . a . starting the executing of the penetration testing cam 
4. Based on the level of reliability desired for the paign by the penetration testing system ; 

conclusion of the validation of the vulnerability . b . determining , by the penetration testing system , a first 
5. Based on the goal of the attacker of the campaign or network node of the networked system to be the next 

the scenario template . network node to attempt to compromise in the penetra 
6. Based on the time of day of executing the campaign . tion testing campaign ; 
7. Based on a weighted combination of two or more of c . determining , by the penetration testing system , a first 

the above factors . vulnerability of network nodes to be used for compro 
As an example , in a penetration testing system that mising the first network node ; 

employs local reconnaissance agents installed in network 45 d . selecting , by the penetration testing system , a first 
nodes of the tested networked system ( as shown in FIG . 12 , validation method for validating the first vulnerability 
and as disclosed in U.S. Patent application Ser . Nos . 15/681 , for the first network node , the first validation method 
782 , 15 / 874,429 , 15 / 940,376 , and 15 / 983,309 , and U.S. being selected from a group comprising active valida 
patent Ser . No. 10 / 038,711 which are all herein incorporated tion and passive validation ; 
in this application by reference in their entirety ) , using the 50 e . validating the first vulnerability for the first network 
proposed solution results in the steps of each iteration of the node using the first validation method ; 
penetration testing process being : f . determining , by the penetration testing system , a second 

a . Collecting data from the reconnaissance client agents network node of the networked system to be the next 
installed on some or all already - compromised nodes . network node to attempt to compromise in the penetra 

b . Based on the collected data ( and the vulnerabilities 55 tion testing campaign ; 
knowledge base of the penetration testing system ) , g . determining , by the penetration testing system , a sec 
choosing the network node that will be the next target ond vulnerability of network nodes to be used for 
node for compromising . compromising the second network node ; 

c . Based on the chosen target node , choosing the vulner h . selecting , by the penetration testing system , a second 
ability that is the most likely to succeed in compromis- 60 validation method for validating the second vulnerabil 
ing the chosen target node . ity for the second network node , the second validation 

d . Selecting the method of validation to be used for method being selected from the group comprising 
validating the success of the chosen vulnerability for active validation and passive validation , wherein the 
the chosen target node . The selection is based on one or second validation method is different from the first 
more of ( i ) the method of validation assigned to the 65 validation method ; 
chosen vulnerability , ( ii ) the method of validation i . validating the second vulnerability for the second net 
assigned to the damaging operation associated with the work node using the second validation method ; 

40 
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j . reporting , by the penetration testing system , at least one ity for the second network node , the second validation 
security vulnerability of the networked system deter method being selected from the group comprising 
mined to exist based on results of the executing of the active validation and passive validation , wherein the 
penetration testing campaign , wherein the reporting second validation method is different from the first 
comprises at least one of ( i ) causing a display device to 5 validation method , wherein the selecting of the second 
display a report containing information about the at validation method comprises : least one security vulnerability of the networked sys i . determining a second damage to the second network tem , ( ii ) storing the report containing information about node that can be caused by validating the second the at least one security vulnerability of the networked vulnerability for the second network node by using system in a file and ( iii ) electronically transmitting the 10 active validation ; report containing information about the at least one ii . selecting the second validation method to be a security vulnerability of the networked system . validation method that is associated with the second The identity of the first vulnerability may uniquely deter 

mine the first validation method , and the identity of the damage ; 
second vulnerability may uniquely determine the second 15 i . validating the second vulnerability for the second net 
validation method . work node using the second validation method ; 

The penetration testing system may be controlled by a j . reporting , by the penetration testing system , at least one 
user interface of a computing device , and the method for security vulnerability of the networked system deter 
executing the penetration testing campaign may further mined to exist based on results of the executing of the 
comprise : penetration testing campaign , wherein the reporting 

k . receiving , by the penetration testing system and via the comprises at least one of ( i ) causing a display device to 
user interface of the computing device , one or more display a report containing information about the at 
manually - entered inputs , the one or more manually least one security vulnerability of the networked sys 
entered inputs explicitly defining at least one of ( i ) a tem , ( ii ) storing the report containing information about 
validation method to be used for validating the first 25 the at least one security vulnerability of the networked 
vulnerability , and ( ii ) a validation method to be used for system in a file and ( iii ) electronically transmitting the 
validating the second vulnerability . report containing information about the at least one 

We also propose a second method ( see FIGS . 14A - 14D ) security vulnerability of the networked system . 
that is most useful for executing a penetration testing The identity of the first damage may uniquely determine 
campaign for testing a networked system , wherein the 30 the first validation method , and the identity of the second 
executing of the penetration testing campaign includes vali damage may uniquely determine the second validation 
dating two different vulnerabilities for corresponding two method . The penetration testing system may be controlled 
different network nodes of the networked system by two by a user interface of a computing device , and the method 
different validation methods , the method for executing the for executing the penetration testing campaign may further 
penetration testing campaign comprising : 35 comprise : 

a . starting the executing of the penetration testing cam k . receiving , by the penetration testing system and via the 
paign by the penetration testing system ; user interface of the computing device , one or more 

b . determining , by the penetration testing system , a first manually - entered inputs , the one or more manually 
network node of the networked system to be the next entered inputs explicitly defining at least one of ( i ) a 
network node to attempt to compromise in the penetra- 40 validation method associated with the first damage , and 
tion testing campaign ; ( ii ) a validation method associated with the second 

c . determining , by the penetration testing system , a first damage . 
vulnerability of network nodes to be used for compro We also propose a third method ( see FIGS . 15A - 15D ) that 
mising the first network node ; is most useful for executing penetration testing campaigns 

d . selecting , by the penetration testing system , a first 45 for testing a networked system , wherein the executing of the 
validation method for validating the first vulnerability penetration testing campaigns includes executing a first 
for the first network node , the first validation method penetration testing campaign using a first validation method 
being selected from a group comprising active valida for validating vulnerabilities of network nodes of the net 
tion and passive validation , wherein the selecting of the worked system , and executing a second penetration system 
first validation method comprises : 50 campaign for testing the networked system using a second 
i . determining a first damage to the first network node validation method for validating vulnerabilities of network 

that can be caused by validating the first vulnerabil nodes of the networked system , the second validation 
ity for the first network node by using active vali method being different from the first validation method , the 
dation ; method for executing the penetration testing campaigns 

ii . selecting the first validation method to be a valida- 55 comprising : 
tion method that is associated with the first damage ; a . starting the executing of the first penetration testing 

e . validating the first vulnerability for the first network campaign by the penetration testing system ; 
node using the first validation method ; b . determining , by the penetration testing system , a first 

f . determining , by the penetration testing system , a second network node of the networked system to be the next 
network node of the networked system to be the next 60 network node to attempt to compromise in the first 
network node to attempt to compromise in the penetra penetration testing campaign ; 
tion testing campaign ; c . determining , by the penetration testing system , a first 

g . determining , by the penetration testing system , a sec vulnerability of network nodes to be used for compro 
ond vulnerability of network nodes to be used for mising the first network node ; 
compromising the second network node ; d . selecting , by the penetration testing system , a first 

h . selecting , by the penetration testing system , a second validation method for validating the first vulnerability 
validation method for validating the second vulnerabil for the first network node , the first validation method 
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being selected from a group comprising active valida scenario template , and ( ii ) a validation method to be used for 
tion and passive validation ; validating vulnerabilities in all penetration testing cam 

e . validating , by the penetration testing system and as part paigns that are based on the second scenario template . 
of the executing of the first penetration testing cam In a second case , the first penetration testing campaign 
paign , the first vulnerability for the first network node 5 and the second penetration testing campaign may be both 
using the first validation method ; based on a common scenario template . 

f . starting the executing of the second penetration testing In that second case , the penetration testing system may be 
campaign by the penetration testing system ; controlled by a user interface of a computing device , and the 

g . determining , by the penetration testing system , a sec method for executing the penetration testing campaigns may 
ond network node of the networked system to be the 10 further comprise : 
next network node to attempt to compromise in the 1. receiving , by the penetration testing system and via the 
second penetration testing campaign ; user interface of the computing device , one or more 

h . determining , by the penetration testing system , a sec manually - entered inputs , the one or more manually 
ond vulnerability of network nodes to be used for entered inputs explicitly defining a validation method 
compromising the second network node ; to be used for validating vulnerabilities in a penetration 

i . selecting , by the penetration testing system , a second testing campaign that is based on the common scenario 
validation method for validating the second vulnerabil template . 
ity for the second network node , the second validation Also in that second case , the one or more manually 
method being selected from the group comprising entered inputs may explicitly define a validation method to 
active validation and passive validation , wherein the 20 be used for validating vulnerabilities in all penetration 
second validation method is different from the first testing campaigns that are based on the common scenario 
validation method ; template . 

j . validating , by the penetration testing system and as part 
of the executing of the second penetration testing Definitions 
campaign , the second vulnerability for the second 25 
network node using the second validation method ; This disclosure should be interpreted according to the 

k . reporting , by the penetration testing system , at least one definitions below . 
security vulnerability of the networked system deter In case of a contradiction between the definitions in this 
mined to exist based on at least one of ( 1 ) results of the Definitions section and other sections of this disclosure , this 
executing of the first penetration testing campaign , and 30 section should prevail . 
( 2 ) results of the executing of the second penetration In case of a contradiction between the definitions in this 
testing campaign , wherein the reporting comprises at section and a definition or a description in any other docu 
least one of ( i ) causing a display device to display a ment , including in another document incorporated in this 
report containing information about the at least one disclosure by reference , this section should prevail , even if 
security vulnerability of the networked system , ( ii ) 35 the definition or the description in the other document is 
storing the report containing information about the at commonly accepted by a person of ordinary skill in the art . 
least one security vulnerability of the networked system 1. " computing device " —Any device having a processing 
in a file and ( iii ) electronically transmitting the report unit into which it is possible to install code that can be 
containing information about the at least one security executed by the processing unit . The installation of the 
vulnerability of the networked system . code may be possible even while the device is operative 

In a first case , the first penetration testing campaign may in the field or it may be possible only in the factory . 
be based on a first scenario template , the second penetration 2. “ peripheral device ” —Any device , whether a comput 
testing campaign may be based on a second scenario tem ing device or not , that provides input or output services 
plate , and the second scenario template may be different to at least one other device that is a computing device . 
from the first scenario template . Examples of peripheral devices are printers , plotters , 

In that first case , the identity of the first scenario template scanners , environmental sensors , smart - home control 
may uniquely determine the first validation method , and the lers , digital cameras , speakers and display screens . A 
identity of the second scenario template may uniquely peripheral device may be directly connected to a single 
determine the second validation method . computing device or may be connected to a commu 

Also in that first case , the penetration testing system may 50 nication system through which it can communicate 
be controlled by a user interface of a computing device , and with one or more computing devices . A storage device 
the method for executing the penetration testing campaigns that is ( i ) not included in or directly connected to a 
may further comprise : single computing device , and ( ii ) accessible by multiple 

1. receiving , by the penetration testing system and via the computing devices , is a peripheral device . 
user interface of the computing device , one or more 55 3. “ network " or " computing network ” -A collection of 
manually - entered inputs , the one or more manually computing devices and peripheral devices which are all 
entered inputs explicitly defining at least one of ( i ) a connected to common communication means that 
validation method to be used for validating vulnerabili allow direct communication between any two of the 
ties in a penetration testing campaign that is based on devices without requiring passing the communicated 
the first scenario template , and ( ii ) a validation method 60 data through a third device . The network includes both 
to be used for validating vulnerabilities in a penetration the connected devices and the communication means . 
testing campaign that is based on the second scenario A network may be wired or wireless or partially wired 
template . and partially wireless . 

Also in that first case , the one or more manually - entered 4. “ networked system ” or “ networked computing sys 
inputs may explicitly define at least one of ( i ) a validation 65 tem ” _One or more networks that are interconnected 
method to be used for validating vulnerabilities in all so that communication is possible between any two 
penetration testing campaigns that are based on the first devices of the one or more networks , even if they do not 
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belong to the same network . The connection between a bug in a software module in the networked system , a 
different networks of the networked system may be human error while operating the networked system , and 
achieved through dedicated computing devices , and / or the like . 
through computing devices that belong to multiple A weakness that allows an attacker to compromise a 
networks of the networked system and also have other 5 networked system only conditionally , depending on 
functionality in addition to connecting between net current conditions in the networked system , is still a 
works . The networked system includes the one or more vulnerability of the networked system , but may also networks , any connecting computing devices and also be referred to as a " potential vulnerability of the peripheral devices accessible by any computing device networked system ” . For example , if a network node of the networked system . Note that a single network is 10 of the networked system has a potential vulnerability a networked system having only one network , and then that vulnerability can be said to be a vulner therefore a network is a special case of a networked ability of the networked system , and can also be said system . 

5. “ module ” -A portion of a system that implements a to be a potential vulnerability of the networked 
specific task . A module may be composed of hardware , 15 system . 
software or any combination of both . For example , in 9. " validating a vulnerability " or " validating a potential 
a module composed of both hardware and software , the vulnerability ” ( for a given network node or for a given 
hardware may include a portion of a computing device , networked system ) —Verifying that the vulnerability 
a single computing device or multiple computing compromises the given network node or the given 
devices , and the software may include software code 20 networked system under the conditions currently exist 
executed by the portion of the computing device , by the ing in the given network node or the given networked 
single computing device or by the multiple computing system . 
devices . A computing device associated with a module The validation of the vulnerability may be achieved by 
may include one or more processors and computer actively attempting to compromise the given net 
readable storage medium ( non - transitory , transitory or 25 work node or the given networked system and then 
a combination of both ) for storing instructions or for checking if the compromising attempt was success 
executing instructions by the one or more processors . ful . Such validation is referred to as " active valida 

6. “ network node of a networked system ” or “ node of a tion ” . 
networked system " -Any computing device or periph Alternatively , the validation of the vulnerability may be 
eral device that belongs to the networked system . achieved by simulating the exploitation of the vul 

7. “ security vulnerability of a network node ” or “ vulner nerability or by otherwise evaluating the results of 
ability of a network node ” -A weakness which allows such exploitation without actively attempting to 
an attacker to compromise the network node . A vul compromise the given network node or the given 
nerability of a network node may be caused by one or networked system . Such validation is referred to as 
more of a flawed configuration of a component of the 35 " passive validation ” . Note that just assuming that a 
network node , a flawed setting of a software module in vulnerability will succeed in compromising a given 
the network node , a bug in a software module in the network node or a given networked system under 
network node , a human error while operating the net current conditions without executing either active 
work node , having trust in an already - compromised validation or passive validation , is not considered as 
other network node , and the like . validating the vulnerability . 
A weakness that allows an attacker to compromise a 10. “ vulnerability management ” -A cyclical practice of 
network node only conditionally , depending on cur identifying , classifying , remediating , and mitigating 
rent conditions in the network node or in the net vulnerabilities of network nodes in a networked sys 
worked system in which the network node resides , is tem . 
still a vulnerability of the network node , but may also 45 11. “ penetration testing ” or “ pen testing ” ( in some refer 
be referred to as a " potential vulnerability of the ences also known as “ red team assessment ” or “ red 
network node ” . For example , a vulnerability that team testing ” , but other references those terms 
compromises any network node running the Win referring to a red team have a different meaning than 
dows 7 Operating System , but only if the network " penetration testing ” ) - A process in which a net 
node receives messages through a certain Internet 50 worked system is evaluated in order to determine if it 
port , can be said to be a vulnerability of any Win can be compromised by an attacker by utilizing one or 
dows 7 network node , and can also be said to be a more security vulnerabilities of the networked system . 
potential vulnerability of any such node . Note that in If it is determined that the networked system can be 
this example the potential vulnerability may fail in compromised , then the one or more security vulner 
compromising the node either because the certain 55 abilities of the networked system are identified and 
port is not open ( a condition in the node ) or because reported . 
a firewall is blocking messages from reaching the Unlike a vulnerability management process which 
certain port in the node ( a condition of the networked operates at the level of isolated vulnerabilities of 
system ) . individual network nodes , a penetration test may 

8. “ security vulnerability of a networked system ” or 60 operate at a higher level which considers vulnerabili 
“ vulnerability of a networked system ” —A weakness ties of multiple network nodes that might be jointly 
which allows an attacker to compromise the networked used by an attacker to compromise the networked 
system . A vulnerability of a networked system may be system . 
caused by one or more of a vulnerability of a network A penetration testing process involves at least the 
node of the networked system , a flawed configuration 65 following functions : ( i ) a reconnaissance function , 
of a component of the networked system , a flawed ( ii ) an attack function , and ( iii ) a reporting function . 
setting of a software module in the networked system , It should be noted that the above functions do not 
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necessarily operate sequentially according to the network node can be changed in a way that com 
above order , but may operate in parallel or in an promises the tested networked system , the verifica 
interleaved mode . tion is done by simulating the effects of the change 

Unless otherwise explicitly specified , a reference to or by otherwise evaluating them without ever actu 
penetration testing should be understood as referring 5 ally compromising the tested networked system . 
to automated penetration testing . 16. “ reporting function ” —The function in a penetration 12. “ automated penetration testing ” —Penetration testing testing process that handles reporting of results of the 

in which at least one of the reconnaissance function , the penetration testing . The reporting comprises at least 
attack function and the reporting function is at least one of ( i ) causing a display device to display a report partially automated . including information about the results of the penetra 13. “ penetration testing system ” —A system capable of 
performing penetration testing , regardless if composed tion testing , ( ii ) recording a report including informa 

tion about the results of the penetration testing in a file , of hardware , software or combination of both . 
14. " reconnaissance function ” or “ recon function ” —The and ( iii ) electronically transmitting a report including 

function in a penetration testing process that handles 15 information about the results of the penetration testing . 
collection of data about the tested networked system . The functionality of a reporting function may be imple 
The collected data may include internal data of one or mented by software executing in a remote computing 
more network nodes of the tested networked system . device , for example in the computing device imple 
Additionally , the collected data may include data about menting the attack function of the penetration test 
communication means of the tested networked system 20 ing . 
and about peripheral devices of the tested networked 17. “ recovery function ” or “ clean - up function ” —The 
system . The collected data may also include data that is function in a penetration testing process that handles 
only indirectly related to the tested networked system , cleaning - up after a ation test . The recovery 
for example business intelligence data about the orga includes undoing any operation done during the pen 
nization owning the tested networked system , collected 25 etration testing process that results in compromising the 
in order to use it for assessing importance of resources tested networked system . 
of the networked system . The functionality of a recovery function may be imple 
The functionality of a reconnaissance function may be mented by any combination of ( i ) software executing implemented by any combination of ( i ) software in a remote computing device , for example in the executing in a remote computing device , where the 30 computing device implementing the attack function remote computing device may probe the tested net of the penetration testing , ( ii ) an attack agent soft worked system for the purpose of collecting data 
about ( ii ) hardware and / or software simulating or ware module executing in one or more network 

nodes of the tested networked system . duplicating the tested networked system , ( iii ) a 
reconnaissance agent software module executing in 35 18. “ a campaign of penetration testing " or " penetration 
one or more network nodes of the tested networked testing campaign ” or just “ campaign ” —A specific run 
system . of a specific test of a specific networked system by the 

15. " attack function ” —The function in a penetration penetration testing system . 
testing process that handles determination of whether An execution of a campaign must end by one of the 
one or more security vulnerabilities exist in the tested 40 following : ( i ) determining by the penetration testing 
networked system . The determination is based on data system that the goal of the attacker was reached by 
collected by the reconnaissance function of the pen the campaign , ( ii ) determining by the penetration 
etration testing . The attack function generates data testing system that the goal of the attacker cannot be 
about each of the identified security vulnerabilities , if reached by the campaign , ( iii ) if the campaign is 
any . assigned a time limit , exceeding the time limit by the 
The functionality of an attack function may be imple campaign , and ( iv ) manually terminating the cam 
mented by any combination of ( i ) software executing paign by a user of the penetration testing system . 
in a remote computing device , where the remote 19. “ results of a penetration testing campaign ” —Any 
computing device may attack the tested networked output generated by the penetration testing campaign . 
system for the purpose of verifying that it can be 50 This includes , among other things , data about any 
compromised , ( ii ) hardware and / or software simu security vulnerability of the networked system tested 
lating or duplicating the tested networked system , by the penetration testing campaign that is detected by 
( iii ) an attack agent software module executing in the campaign . It should be noted that in this context the 
one or more network nodes of the tested networked word “ results ” is used in its plural form regardless of 
system . the amount of output data generated by the penetration 

The methods used by an attack function may include testing campaign , including when the output consists of 
executing a real attack on the tested networked data about a single security vulnerability . 
system by attempting to change at least one setting , 20. “ information item of a campaign ” —A variable data 
mode or state of a network node or of a hardware or item that a penetration testing system must know its 
software component of a network node , in order to 60 value before executing the campaign . Note that a data 
verify that the tested networked system may be item must be able to have different values at different 
compromised . In such case , the attempt may result in campaigns in order to be considered an information 
actually compromising the tested networked system . item of the campaign . If a data item always has the 
Alternatively , the methods used by an attack function same value for all campaigns , it is not an information 
may be such that whenever there is a need to verify 65 item of the campaign , even if it must be known and is 
whether a setting , a mode or a state of a network being used by the penetration testing system when 
node or of a hardware or software component of a executing the campaign . 
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An information item of a campaign is either a primary without providing the penetration testing system with 
information item of the campaign or a secondary full specifications of the campaign . A value of an 
information item of the campaign . information item included in the specifications of a 

A type of an attacker and a goal of an attacker are campaign may be manually selected by a user or may 
examples of information items of a campaign . 5 be automatically determined by the penetration testing 
Another example of an information item of a cam system . In the latter case , the automatic determination 
paign that is more complex than the previous two by the system may depend on one or more values 
simple examples is a subset of the network nodes of selected by the user for one or more information items 
the networked system that is assumed to be already of the campaign , or it may be independent of any 
compromised at the time of beginning the penetra- 10 selection by the user . For example , the selection of the 
tion testing campaign , with the subset defined either capabilities of the attacker may automatically be deter 
by an explicit selection of network nodes or by a mined by the system based on the user - selected type of 
Boolean condition each node of the subset has to the attacker , and the lateral movement strategy of the 
satisfy . attacker may be automatically determined by the sys 

A value of an information item may be composed either 15 tem independently of any user selection . 
of a simple value or of both a main value and one or 24. " pre - defined scenario " , " pre - defined test scenario " , 
more auxiliary values . If a specific main value of an “ scenario template ” or “ template scenario ” —A sce 
information item requires one or more auxiliary nario that exists in storage accessible to a penetration 
values that complete the full characterization of the testing system before the time a campaign is started , 
value , then the combination of the main value and 20 and can be selected by a user of the penetration testing 
the one or more auxiliary values together is consid system for defining a campaign of penetration testing . 
ered to be the value assigned to the information item . A pre - defined scenario may be created and provided by 
For example , for a “ goal of the attacker ” information the provider of the penetration testing system and 
item , after a user selects a main value of “ exporting may be part of a library of multiple pre - defined 
a specific file from whatever node having a copy of 25 scenarios . Alternatively , a pre - defined scenario may 
it ” , the user still has to provide a file name as an be created by the user of the penetration testing 
auxiliary value in order for the goal information item system using a scenario editor provided by the 
to be fully characterized . In this case the combina provider of the penetration testing system . 
tion of “ exporting a specific file from whatever node A penetration testing system may require that a cam 
having a copy of it ” and the specific file name is 30 paign of penetration testing that is based on a pre 
considered to be the value of the " goal of the defined scenario must have all its values of informa 
attacker ” information item . tion items taken from the pre - defined scenario , with 

21. “ primary information item of a campaign ” -An infor no exceptions . Alternatively , a penetration testing 
mation item of the campaign which is completely system may allow a user to select a pre - defined 
independent of previously selected values of other 35 scenario and then override and change one or more 
information items of the campaign . In other words , the values of information items of a campaign that is 
options available to a user for selecting the value of a based on the pre - defined scenario . 
primary information item of the campaign are not 25. " attacker ” or “ threat actor " -An entity , whether a 
dependent on any value previously selected for any single person , a group of persons or an organization , 
another information item of the campaign . For 40 that might conduct an attack against a networked 
example , the options available to the user for selecting system by penetrating it for uncovering its security 
a goal of the attacker are independent of values previ vulnerabilities and / or for compromising it . 
ously selected for any other information item of the 26. “ a type of an attacker ” —A classification of the 
campaign , and therefore the goal of the attacker is a attacker that indicates its main incentive in conducting 
primary information item of the campaign . attacks of networked systems . Typical values for a type 

22. “ secondary information item of a campaign ” —An of an attacker are state - sponsored , opportunistic cyber 
information item of the campaign which depends on at criminal , organized cyber criminal and insider . 
least one previously selected value of another informa An attacker can have only a single type . 
tion item of the campaign . In other words , the options 27. “ a capability of an attacker ” —A tool in the toolbox of 
available to a user for selecting the value of a secondary 50 the attacker . A capability describes a specific action that 
information item of the campaign depend on at least the attacker can perform . Examples of capabilities are 
one value previously selected for another information copying a local file of a network node and exporting it 
item of the campaign . For example , the options avail to the attacker out of the networked system and 
able to the user for selecting a capability of an attacker remotely collecting database information from an SQL 
may depend on the previously selected value of the 55 server of the networked system . In some systems , 
type of the attacker . For a first type of attacker the selecting a type of an attacker causes a corresponding 
available capabilities to select from may be a first group default selection of capabilities for that type of attacker , 
of capabilities , while for a second type of attacker the but the user may have an option to override the default 
available capabilities to select from may be a second selection and add or delete capabilities . 
group of capabilities , different from the first group . 60 An attacker can have one or multiple capabilities . 
Therefore , a capability of the attacker is a secondary 28. “ a goal of an attacker ” —What the attacker of a 
information item of the campaign . campaign is trying to achieve when attacking a targeted 

23. “ specifications of a campaign ” or “ scenario ” —A networked system . In other words , what is the criterion 
collection of values assigned to all information items of according to which the attacker will judge whether the 
the campaign . As having a value for each information 65 attack was a success or a failure and / or to what extent 
item of a campaign is essential for running it , a cam was it a success or a failure . Selecting a type of an 
paign of a penetration testing system cannot be run attacker may cause a default selection of a goal for that 
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attacker , but the user may have an option to override the node on this path to be the next node to try to 
default selection . An attacker can have one or multiple compromise . Note that if the shortest path has a 
goals . length of one ( which happens when the specific node 

29. " a lateral movement strategy of an attacker ” —A is an immediate neighbor of an already compromised 
decision logic applied by the attacker of a campaign for 5 node ) , then the next node to try to compromise is the 
selecting the next network node to try to compromise . specific node containing the desired resource . 
During a penetration testing campaign , the attacker is Another example of a lateral movement strategy is a 
assumed to make progress by an iterative process in strategy that gives priority to network nodes satis 
which in each iteration he selects the next node to fying a specific condition , for example nodes that are 
attack , based on the group of network nodes he already 10 known to have a specific weakness , such as running 
controls ( i.e. that are already compromised ) . If the the Windows XP operating system . In such case the 
attack on the selected node is successful , that node is next node to try to compromise is a node that satisfies 
added to the group of nodes that are already compro the condition and is also an immediate neighbor of 
mised , and another iteration starts . If the attempt to an already compromised node ( if such node exists ) . 
compromise the selected node fails , another node is 15 Selecting a type of an attacker may cause a default 
selected , either according to some other rule or ran selection of a lateral movement strategy for that 
domly . attacker , but the user may have an option to override 
It should be noted that all types of penetration testing the default selection . 

systems , whether using simulated penetration test An attacker can only have a single lateral movement 
ing , actual attack penetration testing or some other 20 strategy . 
form of penetration testing , must use a lateral move 30. “ penetration testing by simulation ” or “ simulated 
ment strategy . In the case of a penetration testing penetration testing ” —Penetration testing in which ( i ) 
system that actually attacks the tested networked the functionality of the reconnaissance function is fully 
system , the lateral movement strategy selects the implemented by software executing by a remote com 
path of attack actually taken through the networked 25 puting device and / or by hardware and / or software 
system . In the case of a penetration testing system simulating or duplicating the tested networked system , 
that simulates or evaluates the results of attacking the where the remote computing device may probe the 
tested networked system , the lateral movement strat tested networked system for the purpose of collecting 
egy selects the path of attack taken in the simulation data about it , as long as this is done without risking 
or the evaluation through the networked system . 30 compromising the tested networked system , and ( ii ) the 
Therefore in the above explanation , the term " attack " methods used by the attack function are such that 
should be understood to mean " actual attack or whenever there is a need to verify whether a setting , a 
simulated attack ” , the term “ already controls ” should mode or a state of a network node or of a hardware or 
be understood to mean “ already controls or already software component of a network node can be changed 
determined to be able to control ” , the term “ already 35 in a way that compromises the tested networked sys 
compromised ” should be understood to mean tem , the verification is done by simulating the effects of 
" already compromised or already determined to be the change or by otherwise evaluating them without 
compromisable ” , etc. risking compromising the tested networked system . 

A simple example of a lateral movement strategy is a 31. “ penetration testing by actual attack ” or “ actual attack 
" depth first ” strategy . In such strategy , the next 40 penetration testing " or " penetration testing by actual 
network node to try to compromise is an immediate exploit ” or “ actual exploit penetration testing ” —Pen 
neighbor of the last network node that was compro etration testing in which ( i ) the functionality of the 
mised that is not yet compromised ( provided such reconnaissance function is fully implemented by ( A ) 
neighbor node exists ) . Two network nodes are software executing in a remote computing device , 
“ immediate neighbors ” of each other if and only if 45 where the remote computing device may probe the 
they have a direct communication link between them tested networked system for the purpose of collecting 
that does not pass through any other network node . data about it even if this risks compromising the tested 

Another simple example is a “ breadth search ” strategy . networked system , and / or by ( B ) software executing in 
In such strategy , the next network node to try to one or more network nodes of the tested networked 
compromise is a network node whose distance from 50 system that analyzes network traffic and network pack 
the first node compromised by the campaign is the ets of the tested networked system for collecting data 
smallest possible . The distance between two network about it , and ( ii ) the methods used by the attack 
nodes is the number of network nodes along the function include executing a real attack on the tested 
shortest path between them , plus one . A path is an networked system by attempting to change at least one 
ordered list of network nodes in which each pair of 55 setting , mode or state of a network node or of a 
adjacent nodes in the list is a pair of immediate hardware or software component of a network node in 
neighbors . Thus , the distance between two immedi order to verify that the tested networked system may be 
ate neighbors is one . compromised , such that the attempt may result in 

An example of a more advanced lateral movement compromising the tested networked system . 
strategy is a strategy that is applicable when a goal 60 32. " penetration testing by reconnaissance agents ” or 
of the attacker is related to a resource of the net “ reconnaissance agent penetration testing ” —Penetra 
worked system that resides in a specific network tion testing in which ( i ) the functionality of the recon 
node . In such case the next network node to try to naissance function is at least partially implemented by 
compromise may be selected by determining the a reconnaissance agent software module installed and 
shortest path in the networked system leading from 65 executed in each one of multiple network nodes of the 
an already compromised node to the specific node tested networked system , where the data collected by at 
containing the desired resource , and picking the first least one instance of the reconnaissance agent software 
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module includes internal data of the network node in ule ” —A software module that implements the full 
which it is installed , and the data collected by at least functionality of a penetration testing system , except for 
one instance of the reconnaissance agent software the functionality implemented by ( i ) reconnaissance 
module is at least partially collected during the pen agents , ( ii ) attack agents , and ( iii ) hardware and / or 
etration testing process , and ( ii ) the methods used by 5 software simulating or duplicating the tested networked 
the attack function are such that whenever there is a system , if such components are used in the implemen 
need to verify whether a setting , a mode or a state of a tation of the penetration testing system . The penetration 
network node or of a hardware or software component testing software module may be installed and executed 
of a network node can be changed in a way that on a single computing device or comprise multiple 
compromises the tested networked system , this is done 10 software components that reside on multiple computing 
by simulating the effects of the change or by otherwise devices . For example , a first component of the penetra 
evaluating them without risking compromising the tion testing software module may implement part or all 
tested networked system . of the reconnaissance function and be installed and 

33. “ reconnaissance client agent ” , “ reconnaissance agent ” executed on a first computing device , a second com 
or “ recon agent ” —A software module that can be 15 ponent of the penetration testing software module may 
installed on a network node and can be executed by a implement part or all of the attack function and be 
processor of that network node for partially or fully installed and executed on a second computing device , 
implementing the reconnaissance function of a penetra and a third component of the penetration testing soft 
tion test . A reconnaissance agent must be capable , when ware module may implement the reporting function and 
executed by a processor of the network node in which 20 be installed and executed on a third computing device . 
it is installed , of collecting data at least about some of 36. “ internal data of a network node " — Data related to the 
the events occurring in the network node . Such events network node that is only directly accessible to code 
may be internal events of the network node or messages executing by a processor of the network node and is 
sent out of the network node or received by the network only accessible to any code executing outside of the 
node . A reconnaissance agent may be capable of col- 25 network node by receiving it from code executing by a 
lecting data about all types of internal events of its processor of the network node . Examples of internal 
hosting network node . Additionally , it may be capable data of a network node are data about internal events of 
of collecting other types of data of its hosting network the network node , data about internal conditions of the 
node . A reconnaissance agent may additionally be network node , and internal factual data of the network 
capable of collecting data about other network nodes or 30 node . 
about other components of a networked system con 37. " internal event of / in a network node ” —An event 
taining the hosting network node . A reconnaissance occurring in the network node whose occurrence is 
agent may be persistently installed on a network node , only directly detectable by code executing by a pro 
where “ persistently ” means that once installed on a cessor of the network node . Examples of an internal 
network node the reconnaissance agent survives a 35 event of a network node are an insertion of a USB drive 
reboot of the network node . Alternatively , a reconnais into a port of the network node , and a removal of a USB 
sance agent may be non - persistently installed on a drive from a port of the network node . An internal event 
network node , where “ non - persistently ” means that the may be a free event or a non - free event . 
reconnaissance agent does not survive a reboot of the It should be noted that the term “ an event of X ” refers 
network node and consequently should be installed 40 to any occurrence of an event of the type X and not 
again on the network node for a new penetration test in to a specific occurrence of it . For referring to a 
which the network node takes part , if the network node specific occurrence of an event of type X one should 
was rebooted since the previous penetration test in explicitly say " an occurrence of event of X ” . Thus , 
which it took part . a software module which looks for detecting inser 

34. " attack client agent ” or " attack agent ” —A software 45 tions of a USB drive into a port is “ detecting an event 
module that can be installed on a network node and can of USB drive insertion ” , while after that module had 
be executed by a processor of that network node for detected such event it may report “ an occurrence of 
partially or fully implementing the attack function of a an event of USB drive insertion ” . 
penetration test . Typically , an attack agent is installed 38. “ internal condition of / in a network node " —A Boolean 
by an actual attack penetration testing system in a 50 condition related to the network node which can only 
network node that it had succeeded to compromise be directly tested by code executing by a processor of 
during a penetration test . Once installed on such net the network node . Examples of an internal condition of 
work node , the attack agent may be used as a tool for a network node are whether the local disk of the 
compromising other network nodes in the same net terminal node is more than 98 % full or not , and whether 
worked system . In such case , the attack agent may 55 a USB drive is currently inserted in a port of the 
include code that when executed by a processor of the network node . 
compromised network node compromises another net 39. “ internal factual data of / in a network node ” or “ inter 
work node that is adjacent to it in the networked nal facts of a network node ” -Facts related the 
system , possibly taking advantage of the high level of network node which can only be directly found by code 
trust it may have from the point of view of the adjacent 60 executing by a processor of the network node . 
network node . Another type of an attack agent may Examples of factual data of a network node are the 
include code that when executed by a processor of a version of the firmware of a solid - state drive installed 
network node determines whether that network node in the network node , the hardware version of a proces 
would be compromised if a given operation is per sor of the network node , and the amount of free space 
formed . in a local disk of the network node . 

35. “ penetration testing software module ” or “ remote 40. “ resource of a networked system ” —A file in a net 
computing device penetration testing software mod work node of the networked system , a folder in a 
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network node of the networked system , credentials of dropping , in which the attacker makes independent 
a user of the networked system , a peripheral device of connections with the victims and relays messages 
a network node of the networked system , or a periph between them to make them believe they are commu 
eral device directly attached to a network of the net nicating directly with each other , when in fact the entire 
worked system . communication session is controlled by the attacker . 

41. “ compromising a network node ” _Successfully caus The attacker must be able to intercept all relevant 
ing execution of an operation in the network node that messages passing between the two victims and inject 
is not allowed for the entity requesting the operation by 
the rules defined by an administrator of the network 45. “ session - hijacking attack ” a cyber - attack where a 
node , or successfully causing execution of code in a 10 valid communication session between two network 
software module of the network node that was not nodes in a networked system is used by an attacker to 
predicted by the vendor of the software module . gain unauthorized access to information or services in 
Examples for compromising a network node are read the networked computer system . 
ing a file without having read permission for it , modi 46. " compromising a networked system " - Compromis 
fying a file without having write permission for it , 15 ing at least one network node of the networked system 
deleting a file without having delete permission for it , or successfully causing execution of an operation in the 
exporting a file out of the network node without having networked system that is not allowed for the entity 
permission to do so , getting an access right higher than requesting the operation by the rules defined by an 
the one originally assigned without having permission administrator of the networked system . Examples for 
to get it , getting a priority higher than the one originally 20 operations in the networked system that may not be 
assigned without having permission to get it , changing allowed are exporting a file out of the networked 
a configuration of a firewall network node such that it system without having permission to do so , sending a 
allows access to other network nodes that were previ file to a network printer without having permission to 
ously hidden behind the firewall without having per do so , and copying a file from one network node to 
mission to do it , and causing execution of software 25 another network node without having permission to do 
code by utilizing a buffer overflow . As shown by the 
firewall example , the effects of compromising a certain 47. “ compromising a software application ” —Success 
network node are not necessarily limited to that certain fully causing the software application to execute an 
network node . In addition , executing successful ARP operation that is not allowed for the entity requesting 
spoofing , denial - of - service , man - in - the - middle or ses- 30 the operation by the rules defined by an administrator 
sion - hijacking attacks against a network node are also of the network node on which the software application 
considered compromising that network node , even if is installed or by a vendor of the software application , 
not satisfying any of the conditions listed above in this or successfully causing the execution of code in the 
definition . software application that was not predicted by the 

42. " ARP spoofing " a technique for compromising a 35 vendor of the software application . Examples for com 
target network node in which an attacker sends a false promising a software application are changing a con 
Address Resolution Protocol ( ARP ) reply message to figuration file controlling the operation of the software 
the target network node . The aim is to associate an application without having permission for doing so , 
attacker's MAC address ( either a MAC address of the and activating a privileged function of the software 
node sending the false ARP reply message or a MAC 40 application without having permission for doing so . In 
address of another node controlled by the attacker ) with addition , causing the software application to execute a 
the IP address of another host , such as the default macro without checking rights of the macro code to do 
gateway , causing any traffic sent by the target node and what it is attempting to do is also considered compro 
meant for that IP address to be sent to the attacker mising that software application , even if not satisfying 
instead . ARP spoofing may allow an attacker to inter- 45 any of the conditions listed above in this definition . 
cept data frames on a network , modify the traffic , or 48. “ administrator of a network node " —Any person that 
stop all traffic to a certain node . Often the attack is used is authorized , among other things , to define or change 
as an opening for other attacks , such as denial - of at least one rule controlling at least one of an access 
service , man - in - the - middle , session - hijacking right , a permission , a priority and a configuration in the 
attacks . network node . 

43. “ denial - of - service attack ” a cyber - attack where an 49. " administrator of a networked system ” —Any person 
attacker seeks to make a service provided by a network that is authorized , among other things , to define or 
node to other network nodes unavailable to its intended change at least one rule controlling at least one of an 
users either temporarily or indefinitely . The denial - of access right , a permission , a priority and a configura 
service attack may be accomplished by flooding the 55 tion in the networked system . Note that an administra 
node providing the targeted service with superfluous tor of a networked system may also be an administrator 
requests in an attempt to overload it and prevent some of one or more of the network nodes of the networked 
or all legitimate requests from being fulfilled . Alterna system . 
tively , the denial - of - service attack may be accom 50. “ remote computing device ” or “ penetration testing 
plished by causing some or all of the legitimate 60 remote computing device ” ( with respect to a given 
requests addressed to the targeted service to not reach networked system ) A computing device that executes 
their destination . software implementing part or all of the penetration 

44. " man - in - the - middle attack ” a cyber - attack where an testing software module that is used for testing the 
attacker secretly relays and possibly alters the commu given networked system . 
nication between two network nodes who believe they 65 A remote computing device may be ( i ) outside of the 
are directly communicating with each other . One given networked system , or ( ii ) inside the given 
example of man - in - the - middle attacks is active eaves networked system . In other words , a remote com 
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puting device is not necessarily physically remote selection of specific one or more attacker capabilities 
from the given networked system . It is called by selecting a specific goal of an attacker , accom 
“ remote ” to indicate its functionality is logically panied by a deduction by a computing device con 
separate from the functionality of the given net cluding that the specific one or more attacker capa 
worked system . bilities must be selected because they are essential A remote computing device may ( i ) be a dedicated for the attacker to succeed in meeting the specific 
computing device that is dedicated only to doing goal . 
penetration testing , or ( ii ) also implement other 54. “ automatically selecting ” _Selecting , by a computing functionality not directly related to penetration test device , of one option out of multiple options , without ing . receiving from a human user an explicit selection of the A remote computing device is not limited to be a single 
physical device with a single processing unit . It may selected option . It should be noted that the selecting of 
be implemented by multiple separate physical an option is an automatic selecting even if the com 
devices packaged in separate packages that may be puting device is basing the selection on one or more 
located at different locations . Each of the separate 15 explicit selections by the user , as long as the selected 
physical devices may include one or multiple pro option itself is not explicitly selected by the user . It 
cessing units . should also be noted that receiving from a user of an 

A remote computing device may be ( i ) a physical approval for a recommendation which is otherwise 
computing device , or ( ii ) a virtual machine running automatically selected without giving the user an abil 
inside a physical computing device on top of a 20 ity to override the recommendation does not make the 
hosting operating system . selection a non - automatic selection . 

51. “ damaging a file ” —Changing the file in a way that the An example of an automatic selection is a selection by 
file cannot be recovered to its original form without a computing device of one or more attacker capa 
having extra information . Examples of specific ways of bilities by ( a ) receiving from a user an explicit 
damaging a file are ( i ) deleting the file , ( ii ) removing 25 selection of a specific scenario of a penetration 
the first 100 bytes of the file , ( iii ) changing the order of testing system from a pre - defined library of sce 
bytes in the file ( without removing any of them ) , ( iv ) narios , ( b ) determining by the computing device that 
encrypting the file using a secret key , etc. the specific scenario includes an attacker having the 
Note that changing the access rights of a file is not one or more capabilities , and ( c ) deducing by the 

considered damaging the file . computing device that the user wants to select the 
52. “ damaging a network node ” —Carrying out an opera one or more attacker capabilities . 

tion related to the network node that is not allowed by An example of a selection that is not an automatic 
the owner of the network node and that causes a change selection is a selection of a value for an information 
of state in the network node or in some resource related item by ( a ) calculating by a computing device of a 
to the network node . recommended value for the information item , ( b ) 
Examples of operations damaging a network node are : displaying the recommendation to a user , and ( c ) 

( i ) damaging a file residing in the network node , ( ii ) receiving from the user an explicit approval to use 
exporting a file ( or a portion of it ) residing in the the recommended value of the information item , 
network node out of the network node , ( iii ) shutting provided that the approving user has an option of 
down the network node , ( iv ) shutting down or dis- 40 rejecting the recommendation and selecting a differ 
abling a service provided by the network node , or ( v ) ent value for the information item . 
closing or disabling a software application executing 55. “ defensive application ” -A software application 
in the network node . whose task is to defend the network node in which it is 

53. “ explicitly selecting ” —Directly and clearly selecting , installed against potential attackers . A defensive appli 
by a human user , of one option out of multiple options 45 cation may be a passive defensive application , in which 
available to the human user , leaving no room for doubt case it only detects and reports penetration attempts 
and not relying on making deductions by a computing into its hosting network node but does not attempt to 
device . defend against the detected attacks . Alternatively , a 
Examples of explicit selections are ( i ) selection of a defensive application may be an active defensive appli 

specific type of an attacker from a drop - down list of 50 cation , in which case it not only detects penetration 
types , ( ii ) selection of specific one or more attacker attempts into its hosting network node but also attempts 
capabilities by marking one or more check boxes in to defend its hosting node against the detected attacks 
a group of multiple check boxes corresponding to by activating at least one counter - measure . 
multiple attacker capabilities , and ( iii ) reception for 56. " user interface ” —A man - machine interface that does 
viewing by a user of a recommendation automati- 55 at least one of ( i ) providing information to a user , and 
cally computed by a computing device for a value of ( ii ) receiving input from the user . Towards this end , any 
an information item and actively approving by the user interface includes at least one of ( i ) an input device 
user of the recommendation for using the value , ( e.g. touch - screen , mouse , keyboard , joystick , camera ) 
provided that the approving user has an option of for receiving input from the user , and ( ii ) an output 
rejecting the recommendation and selecting a differ- 60 device ( e.g. display screen such as a touch - screen , 
ent value for the information item . speaker ) for providing information to the user . A user 

Examples of selections that are not explicit selections interface typically also includes executable user - inter 
are ( i ) selection of specific one or more attacker face code for at least one of ( i ) causing the output 
capabilities by selecting a specific scenario of a device to provide information to the user ( e.g. to 
penetration testing system from a pre - defined library 65 display text associated with radio - buttons or with a 
of scenarios , where the specific scenario includes an check list , or text of a drop - down list ) and ( ii ) process 
attacker having the one or more capabilities , and ( ii ) ing user - input received via the input device . 
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In different examples , the executable code may be only if at least one of the two input conditions is 
compiled - code ( e.g. in assembly or machine - lan satisfied . In other words , if condition C = condition A or 
guage ) , interpreted byte - code ( e.g. Java byte - code ) , condition B , then condition C is not satisfied when both 
or browser - executed code ( e.g. JavaScript code ) that condition A and condition B are not satisfied , but is 
may be sent to a client device from a remote server 5 satisfied in each of the following cases : ( i ) condition A 
and then executed by the client device . is satisfied and condition B is not satisfied , ( ii ) condi 

57. " user interface of a computing device ” -A user inter tion A is not satisfied and condition B is satisfied , and 
face that is functionally attached to the computing ( iii ) both condition A and condition B are satisfied . 
device and serves the computing device for interacting 63. " one of A and B ” —If A and B are specific items , then 
with the user . “ one of A and B ” is equivalent to “ only A or only B , but 
An input device of a user interface of a computing not both ” . For example , " one of John and Mary ” is 

device may share a common housing with the com equivalent to " only John or only Mary , but not both 
puting device ( e.g. a touch - screen of a tablet ) , or may John and Mary ” . If A and B are categories , then “ one 
be physically separate from the computing device of A and B ” is equivalent to “ only one of A or only one 
and be in communication with it , either through a 15 of B , but not both one of A and one of B ” . For example , 
physical port ( e.g. a USB port ) or wirelessly ( e.g. a “ one of a dog and a cat ” is equivalent to " only one dog 
wireless mouse ) . or only one cat , but not both one dog and one cat ” . 

An output device of a user interface of a computing Similarly , if A and B are specific items , then “ at least 
device may share a common housing with the com one of A and B ” is equivalent to " only A or only B , or 
puting device ( e.g. a touch - screen of a tablet ) , or may 20 both A and B ” . For example , " at least one of John and 
be physically separate from the computing device Mary " is equivalent to " only John or only Mary , or both 
and be in communication with it , either through a John and Mary ” . If A and B are categories , then “ at 
physical port ( e.g. an HDMI port ) or wirelessly . least one of A and B ” is equivalent to “ only at least one 

User - interface code of a user interface of a computing of A or only at least one of B , or both at least one of A 
device is stored in a memory accessible to the 25 and at least one of B ” . For example , " at least one of a 
computing device and is executed by one or more dog and a cat ” is equivalent to " only at least one dog or 
processors of the computing device . In one example only at least one cat , or both at least one dog and at least 
related to web - based user interfaces , at least some of one cat ” . 
this code may be received from a remote server and Note that in “ one of dogs and cats ” , “ dogs ” and “ cats ” 
then locally executed by the computing device which 30 are not categories but specific groups ( i.e. specific 
functions as a client . In another example related to items ) . Therefore , “ one of dogs and cats ” is equiva 
locally - implemented user interfaces , all of the user lent to " only dogs or only cats , but not both dogs and 
interface code is pre - loaded onto the computing cats ” . Similarly , “ at least one of dogs and cats ” is 
device . equivalent to " only dogs or only cats , or both dogs 

58. " setting a campaign to be based on a pre - defined 35 and cats ” . 
scenario ” —Selecting the values of the information If A , B and C are specific items , then “ one of A , B and 
items of the campaign at least partially according to the C ” is equivalent to " only A or only B or only C , but 
corresponding values of the information items of the not a combination of two or three members of the 
pre - defined scenario . The setting includes assigning to group consisting of : A , B and C ” , and “ at least one 
every information item of the campaign the value of the 40 of A , B and C ” is equivalent to “ only A or only B or 
corresponding information item of the pre - defined sce only C , or any combination of two or three members 
nario . Optionally , after the assigning , the setting may of the group consisting of : A , B and C ” . 
further include manually overriding and changing one If A , B and C are categories , then “ one of A , B and C ” 
or more of the assigned values of the information items is equivalent to " only one of A or only one of B or 
of the campaign . only one of C , but not a combination of two or three 

59. " random selection ” —A selection that depends on a members of the group consisting of : one of A , one of 
random or pseudo - random factor . Different possible B and one of C ” , and “ at least one of A , B and C ” is 
outcomes in a random selection do not necessarily have equivalent to " only at least one of A or only at least 
the same probabilities of being selected . one of B or only at least one of C , or any combination 

60. “ subset / subgroup of a given set / group ” or “ sub - set 50 of two or three members of the group consisting of : 
sub - group of a given set / group ” —A set / group that one of A , one of B and one of C ” . 
satisfies the condition that that every member of it is If the list following the “ one of ” or the “ at least one of ” 
also a member of the given set / group . Unless otherwise contains more than three members , then the previous 
stated , a subset / subgroup may be empty and contain no definitions are again applicable , with the appropriate 
members at all . Unless otherwise stated , a subset / 55 modifications that extrapolate the above logic . 
subgroup of a given set / group may contain all the Note that “ one or more of ” is equivalent to “ at least one 
members of the given set / group and be equal to the of ” , and the two terms are synonyms . 
given set / group . 

61. “ proper subset / subgroup of a given set / group ” or CONCLUDING COMMENT 
" proper sub - set / sub - group of a given set / group ” —A 60 
subset / subgroup of the given set / group that is not equal All references cited herein are incorporated by reference 
to the given set / group . In other words , there is at least in their entirety . Citation of a reference does not constitute 
one member of the given set / group that is not a member an admission that the reference is prior art . 
of the subset / subgroup . It is further noted that any of the embodiments described 

62. “ or ” -A logical operator combining two Boolean 65 above may further include receiving , sending or storing 
input conditions into a Boolean compound condition , instructions and / or data that implement the operations 
such that the compound condition is satisfied if and described above in conjunction with the figures upon a 

45 



US 10,645,113 B2 
49 50 

computer readable medium . Generally speaking , a computer 3. The method of claim 1 , wherein the first penetration 
readable medium ( e.g. non - transitory medium ) may include testing campaign commences after the second penetration 
storage media or memory media such as magnetic or flash or testing campaign has concluded . 
optical media , e.g. disk or CD - ROM , volatile or non - volatile 4. The method of claim 1 , wherein the first and second 
media such as RAM , ROM , etc. 5 penetration testing campaigns are performed at least par 

Having thus described the foregoing exemplary embodi tially simultaneously . 
ments it will be apparent to those skilled in the art that 5. The method of claim 1 , wherein the penetration testing 
various equivalents , alterations , modifications , and improve system is controlled by a user interface of a computing 
ments thereof are possible without departing from the scope device , and the method for executing the penetration testing 
and spirit of the claims as hereafter recited . In particular , 10 campaigns further comprises : receiving , by the penetration 

testing system and via the user interface of the computing different embodiments may include combinations of fea device , one or more manually - entered inputs , the one or tures other than those described herein . Accordingly , the more manually entered inputs explicitly defining at least one claims are not limited to the foregoing discussion . of ( i ) a type of a validation method to be used for validating 
15 all vulnerabilities in the first penetration testing campaign 

What is claimed is : that is based on the common scenario template , and ( ii ) a 
1. A method for subjecting a single networked system to type of a validation method to be used for validating all 

first and second penetration testing campaigns such that ( i ) vulnerabilities in the second penetration testing campaign 
both penetration testing campaigns are performed by a that is based on the common scenario template . 
single penetration testing system ; ( ii ) the first penetration 20 6. A penetration testing system for subjecting a networked 
testing campaign employs only active validation for vali system to first and second penetration testing campaigns 
dating vulnerabilities of network nodes of the single net such that ( i ) both penetration testing campaigns are per 
worked system ; and ( iii ) the second penetration testing formed by the penetration testing system ; ( ii ) the first 
campaign employs only passive validation for validating penetration testing campaign employs only active validation 
vulnerabilities of network nodes of the single networked 25 for validating vulnerabilities of network nodes of the net 
system , the method comprising : worked system ; and ( iii ) the second penetration testing 

a . executing the first penetration testing campaign by the campaign employs only passive validation for validating 
single penetration testing system , the executing of the vulnerabilities of network nodes of the networked system , 
first penetration testing campaign comprising perform the penetration testing system comprising : 
ing one or more validation operations for validating 30 a . a remote computing device comprising a computer 
vulnerabilities for network nodes of the single net memory and one or more processors , the remote com 
worked system , wherein the methods of validation used puting device in networked communication with mul 
for all validation operations included in the first pen tiple network nodes of the networked system ; 
etration testing campaign are active validation meth b . a non - transitory computer - readable storage medium 
ods ; containing program instructions , wherein execution of 

b . executing the second penetration testing campaign by the program instructions by the one or more processors 
the single penetration testing system , the executing of of the remote computing device performs all of the 
the second penetration testing campaign comprising following : 
performing one or more validation operations for vali i . executing the first penetration testing campaign by 
dating vulnerabilities for network nodes of the single 40 the remote computing device , the executing of the 
networked system , wherein the methods of validation first penetration testing campaign comprising caus 
used for all validation operations included in the second ing one or more validation operations for validating 
penetration testing campaign are passive validation vulnerabilities for network nodes of the networked 
methods , and system , wherein the methods of validation used for 

c . reporting , by the single penetration testing system , at 45 all validation operations included in the first pen 
least one security vulnerability of the single networked etration testing campaign are active validation meth 
system determined to exist based on at least one ods ; 
member selected from the group consisting of ( 1 ) ii . executing the second penetration testing campaign 
results of the executing of the first penetration testing by the remote computing device , the executing of the 
campaign , and ( 2 ) results of the executing of the second 50 second penetration testing campaign comprising 
penetration testing campaign , wherein the reporting causing one or more validation operations for vali 
comprises performing at least one operation selected dating vulnerabilities for network nodes of the net 
from the group consisting of ( i ) causing a display worked system , wherein the methods of validation 
device to display a report containing information about used for all validation operations included in the 
the at least one security vulnerability of the single 55 second penetration testing campaign are passive 
networked system , ( ii ) storing the report containing validation methods ; and 
information about the at least one security vulnerability iii . reporting at least one security vulnerability of the 
of the single networked system in a file , and ( iii ) networked system determined to exist based on at 
electronically transmitting the report containing infor least one member selected from the group consisting 
mation about the at least one security vulnerability of 60 of ( 1 ) results of the executing of the first penetration 
the single networked system , wherein the first penetra testing campaign , and ( 2 ) results of the executing of 
tion testing campaign and the second penetration test the second penetration testing campaign , wherein the 
ing campaign are both based on a common scenario reporting comprises performing at least one opera 
template . tion selected from the group consisting of ( i ) causing 

2. The method of claim 1 , wherein the second penetration 65 a display device to display a report containing infor 
testing campaign commences after the first penetration test mation about the at least one security vulnerability of 
ing campaign has concluded . the networked system , ( ii ) storing the report contain 
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ing information about the at least one security vul processors of the remote computing device causes the first 
nerability of the networked system in a file , and ( iii ) and second penetration testing campaigns to be performed at 
electronically transmitting the report containing least partially simultaneously . 
information about the at least one security vulner 
ability of the networked system , wherein the first 10. The penetration testing system of claim 6 , wherein the 
penetration testing campaign and the second pen penetration testing system is controlled by a user interface , 
etration testing campaign are both based on a com and the execution of the program instructions by the one or 
mon scenario template . more processors of the remote computing device further 

7. The penetration testing system of claim 6 , wherein the performs : receiving , by the penetration testing system and 
execution of the program instructions by the one or more via the user interface , one or more manually entered inputs , 
processors of the remote computing device causes the sec the one or more manually - entered inputs explicitly defining 
ond penetration testing campaign to commence after the first at least one of ( i ) a type of a validation method to be used penetration testing campaign had concluded . for validating all vulnerabilities in the first penetration 8. The penetration testing system of claim 6 , wherein the 
execution of the program instructions by the one or more testing campaign that is based on the common scenario 
processors of the remote computing device causes the first 15 template , and ( ii ) a type of a validation method to be used 
penetration testing campaign to commence after the second for validating all vulnerabilities in the second penetration 
penetration testing campaign had concluded . testing campaign that is based on the common scenario 

9. The penetration testing system of claim 6 , wherein the template . 
execution of the program instructions by the one or more 
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