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1
METHODS AND SYSTEMS FOR
BIOMETRIC-BASED USER
AUTHENTICATION BY VOICE

BACKGROUND

Electronic devices, for example smartphones and tablet
computers, have become widely adopted in society for both
personal and business use. However, the use of these devices
to communicate sensitive or confidential data requires,
among other things, strong front/end-user authentication
procedures and/or protocols to protect the sensitive or con-
fidential data, the devices themselves, and the integrity of
networks carrying such data.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings are incorporated herein and
form a part of the specification.

FIG. 1 is a block diagram of a device featuring user
authentication, according to an exemplary embodiment.

FIG. 2 is a flowchart illustrating a process of determining
user access, according to an exemplary embodiment.

FIG. 3 is a flowchart illustrating a process for authenti-
cating a user, according to an exemplary embodiment.

FIG. 4 is a flowchart illustrating a process for determining
if an audio signal is from a live source or from a playback
device, according to an exemplary embodiment.

FIG. 5 illustrates exemplary graphs of a power spectrum
of an audio signal, according to an exemplary embodiment.

FIG. 6 illustrates exemplary graphs of a power spectrum
of an audio signal, according to an exemplary embodiment.

FIG. 7 is a flowchart illustrating a process for determining
if an audio signal is from a live source or from a playback
device, according to an exemplary embodiment.

FIG. 8 is a flowchart illustrating a process for isolating
frames of an audio signal according to an exemplary
embodiment.

FIG. 9 illustrates exemplary graphs of an amplitude
spectrum of an audio signal, according to an exemplary
embodiment.

FIG. 10 is an example computer system useful for imple-
menting various embodiments.

In the drawings, like reference numbers generally indicate
identical or similar elements. Additionally, generally, the
left-most digit(s) of a reference number identifies the draw-
ing in which the reference number first appears.

DETAILED DESCRIPTION

Provided herein are system, method and/or computer
program product embodiments, and/or combinations and
sub-combinations thereof, for authentication of users of
electronic devices such as, for example and not as limitation,
mobile phones, smartphones, personal digital assistants,
laptop computers, tablet computers, and/or any electronic
device in which user authentication is necessary or desirable.

The following Detailed Description refers to accompany-
ing drawings to illustrate various exemplary embodiments.
References in the Detailed Description to “one exemplary
embodiment,” “an exemplary embodiment,” “an example
exemplary embodiment,” etc., indicate that the exemplary
embodiment described may include a particular feature,
structure, or characteristic, but every exemplary embodi-
ment may not necessarily include the particular feature,
structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same exemplary embodiment.
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Further, when a particular feature, structure, or characteristic
is described in connection with an exemplary embodiment,
it is within the knowledge of those skilled in the relevant
art(s) to affect such feature, structure, or characteristic in
connection with other exemplary embodiments whether or
not explicitly described.

For purposes of this discussion, the term “module” shall
be understood to include one of software, firmware, or
hardware (such as one or more circuits, microchips, proces-
sors, or devices, or any combination thereof), and any
combination thereof. In addition, it will be understood that
each module can include one, or more than one, component
within an actual device, and each component that forms a
part of the described module can function either coopera-
tively or independently of any other component forming a
part of the module. Conversely, multiple modules described
herein can represent a single component within an actual
device. Further, components within a module can be in a
single device or distributed among multiple devices in a
wired or wireless manner.

Conventionally, user authentication procedures include
asking a front/end-user to type an alphanumeric password on
a physical or touch-screen keyboard, or to draw a pattern on
a touchscreen display. Such procedures, however, can be
vulnerable to theft or obtained through coercion. For
example, a password could be stolen and used to access a
password-protected device.

Other user authentication procedures are based on bio-
metric markers, and may include recognition of markers
such as a user’s fingerprint or voice. In the case of voice, a
device may include a voice verification system from a
commercial product that recognizes one or both of the
frequency/tone of the user’s voice and the text of the
message spoken (such as a spoken password) to authenticate
a user. Therefore, devices that use biometric markers for user
authentication could provide strong security. However, a
user’s voice may be obtained and recorded through, for
example, coercion, and played back to the corresponding
device to obtain access.

FIG. 1 illustrates a device 100 featuring user authentica-
tion via voice verification according to an exemplary
embodiment. Device 100 may be embodied in, for example
and not as limitation, a mobile phone, smartphone, personal
digital assistant, laptop computer, tablet computer, or any
electronic device in which user authentication is necessary
or desirable. Device 100 includes a user interface 110, a
recording system 115, a processor module 120, a memory
module 125, and a communication interface 130.

User interface 110 may include a keypad/display combi-
nation, a touchscreen display that provides keypad and
display functionality, or a communication interface such as,
for example and not as limitation, Bluetooth, which allows
remote control of the device via short range wireless com-
munication, without departing from the scope of the present
disclosure.

Processor module 120 may include one or more proces-
sors and or circuits, including a digital signal processor, a
voice-verification processor, or a general purpose processor,
configured to execute instructions and/or code designed to
process audio signals received through the recording system
115, to calculate a power spectrum and/or an amplitude
spectrum of the received audio signals, and to analyze the
audio signals to determine if the audio signal originated
from a user (e.g, from a live audio source) or from a
playback device (e.g, a playback audio source).

Memory module 125 includes a storage device for storing
data, including computer programs and/or other instructions
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and/or user data, and may be accessed by processor 120 to
retrieve such data and perform functions described in the
present disclosure. Memory module 125 may include a main
or primary memory, such as random access memory (RAM),
including one or more levels of cache.

As will be explained in further detail below with respect
to various exemplary embodiments, in operation, a user
seeking access to device 100, or to particular functions or
sub-systems therein, enables a user authentication function
within device 100 and speaks into the recording system 115.
The user may speak any word or phrase or may speak a
particular word or phrase that has been previously enrolled
through some administrative witness/verification. Device
100 generates an audio signal corresponding to the user’s
spoken word or phrase and processes the audio signal to
determine if the user is authorized to access device 100 or
particular functions or sub-systems therein. Device 100 may
determine, among other things, if the received audio is from
a live audio source or from a playback device, and may grant
access to the device and/or particular functions or sub-
systems if it is determined that the received audio is from a
live audio source and matches the enrollment voice profile.

FIG. 2 is a flowchart illustrating a process 200 of deter-
mining user access, according to an exemplary embodiment.
Process 200 may be, for example, implemented within
device 100 of FIG. 1, as a voice biometric system for
authenticating users of the device 100. The authentication of
users may occur at an initial access attempt to the device 100
in general by a user, on a specific activity basis selected by
the user for enhanced protection by active (activity-based)
authentication (such as an access attempt to a particular
application stored on device 100), at timed intervals
throughout a user’s interaction with the device 100 for
continuous (time-based) authentication (for example as
defined by the user or a system administrator), or any
combination of the above.

At step 205, device 100 may receive a voice verification
attempt, for example received as sound through the record-
ing system 115 of'a device. The sound may be received from
a user attempting to access the device 100, some particular
function of device 100, or some combination thereof. In an
embodiment, this received sound may be converted to an
audio signal for processing.

At step 210, device 100 may perform an audio analysis of
the audio signal to determine whether the user should be
authenticated for the desired user and/or purpose. This
analysis may be performed, for example, by processor
module 120. In an embodiment, this voice verification
attempt constitutes a first audio analysis to determine
whether it is from a live source or a playback of a recording
and then voice verification that is text-dependent. This text
dependency may be in the form of checking that the sound
received through the recording system 115 matches a pre-
determined voice password. The text dependency may addi-
tionally require that the voice, as well as the spoken voice
password, have a 1-to-1 correspondence with the pre-deter-
mined, and previously enrolled, voice password.

The results of the audio analysis may include a confidence
level of the analysis, e.g. high confidence, medium confi-
dence, and low confidence that the audio signal is from a live
source or a playback device. These levels of confidence are
by way of example only. As will be recognized by those
skilled in the relevant art(s), more or fewer levels of confi-
dence may be used. In an embodiment, the levels of confi-
dence are generated with respect to whether the audio signal
represents a live source or a playback device. The levels of
confidence may additionally reflect the computed confi-
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4

dence by the commercial voice verification system that the
spoken content of the audio signal matches the pre-deter-
mined voice password. These results may be combined into
a composite level of confidence for both the likelihood of the
source being a live source and the match to the pre-
determined voice password. Alternatively, there may be a
separate level of confidence output for each individually. For
purposes of simplicity, the following discussion will
describe the process 200 with respect to a level of confidence
associated with the likelihood of the audio signal being from
a live source.

As will be discussed in more detail below with respect to
the remaining figures, the audio analysis may utilize a
computed power spectrum of the audio signal, a computed
amplitude spectrum of the audio signal, or some combina-
tion of the two, to determine whether the audio signal was
generated from a live source (e.g., a user physically speaking
directly into the recording system 115 of a device) or from
a playback device (e.g., a device playing back recorded
sound when held close to the recording system 115).

At step 215, the processor module 120 determines
whether the audio signal is from a live source or a playback
of a recording, based on the results of the audio analysis at
step 210. At step 215, the processor module 120 also
analyzes the level of confidence and takes a specific action
depending on the level. If the processor module 120 deter-
mines that the audio signal is from a playback device with
high confidence, the process 200 proceeds directly to step
255 to engage a security countermeasure or a set of security
countermeasures. The security countermeasure may be any
one or more of at least denying access to the device 100 (or,
where verification was required for only an application or set
of applications, then denial for that application only), col-
lecting biometric data from the illicit attempt(s), and shut-
ting down the entire system of the device 100. If the
processor module 120 determines that the audio signal is
possibly from a playback device (e.g., with medium confi-
dence), the process proceeds to step 235 as will be discussed
in more detail below. If the processor module 120 deter-
mines that the audio signal is not from a playback device but
rather a live source with high confidence, then the process
200 proceeds to step 220.

At step 220, the processor module 120 performs voice
verification using a commercial engine. If there is match
found at step 225 between the live audio signal with the
pre-enrolled voice profile, for example a match with a
system or user-specified confidence threshold, the process
200 proceeds to step 230 and grants the requested access. If
a verification match is not found at step 225 between the live
audio signal and the pre-enrolled voice profile, or a match is
found that is below the system or user-specified confidence
threshold, the process 200 proceeds to step 255 and engages
a security countermeasure or a set of security countermea-
sures.

Returning to step 215, if the processor module 120
determines that the level of confidence is medium that the
audio signal is from a playback device (or that the level of
confidence is medium that the audio signal is from a live
source), then the process 200 instead proceeds to step 235 to
prompt the user for another authentication input.

At step 235, device 100 may receive a second voice
verification input. This received sound may be converted to
a second audio signal for processing. At step 240, the
processor module 120 may again perform an audio analysis
on the audio signal from the second voice input to determine
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the likelihood that the source is a live source or from a
playback device, as discussed above with respect to step
215.

At step 240, the processor module 120 also analyzes the
level of confidence generated from the second audio signal
analysis at step 235 to determine whether it is, e.g., high,
medium, or low. If the processor module 120 determines that
the level of confidence is high that the second audio signal
is not from a playback device but rather a live source with
high confidence, then the process 200 proceeds to step 220,
discussed above.

If, at step 240, the processor module 120 determines that
the level of confidence is high or medium that the audio
signal from the second voice input is from a playback
source, then the process 200 proceeds to step 255. At step
255, the processor module 120 initiates a security counter-
measure or a set of security countermeasures to protect the
device 100 from unauthorized access, for example as dis-
cussed above.

Returning again to step 240, if the processor module 120
determines that the level of confidence is low that the audio
signal from the second voice input is from a playback
device, then the process 200 proceeds to step 245 to perform
audio analysis and additional speaker identification. This
speaker identification may include both the collection of a
voice input (such as a voice print via recording system 115,
for example) that is text independent as well as voice
responses of one or more text-dependent security questions.
In an embodiment, an authorized user for the device 100
may have previously set up the one or more security
questions with answers using voice input.

At step 245, the processor module 120 analyzes the
collected voice input as well as the responses to the text-
dependent security questions. In an embodiment, the pro-
cessor module 120 first compares characteristics of the
collected voice input with a stored voice profile for the
authorized user for the device 100. The stored voice profile
may be stored locally, for example in the memory module
125 of the device 100. Alternatively, the stored voice print
may be remote from the device 100 in a voice print database
on a network. The voice responses to the security questions
are compared to the pre-determined answers. In an embodi-
ment, correct responses to the security questions may result
in enrollment of an otherwise unidentified user. Alterna-
tively, correct answers to the security questions will not
result in an access grant when the voice input does not match
the stored voice profile. As part of the analysis at step 245,
the processor module 120 generates positive or negative
results for use at step 250.

At step 250, if the processor module 120 determines that
matches are found for both the voice input, such as a speaker
identification, and the voice responses to the security ques-
tions, then the process 200 proceeds to step 220. In an
embodiment, the match is determined at step 250 based on
a positive result generated by the processor module 120 at
step 245. Otherwise, the processor module 120 will proceed
to step 255 where the processor module 120 initiates a
security countermeasure or a set of security countermeasures
to protect the device 100 from unauthorized access, for
example as discussed above.

FIG. 3 is a flowchart of a process 300 for user authenti-
cation through voice analysis according to an exemplary
embodiment. In an embodiment, process 300 illustrates an
embodiment of step 210 of process 200. Alternatively,
process 300 may be a process used independently of process
200. At step 305 an electronic device, such as device 100
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illustrated in FIG. 1, generates an audio signal from sound
received through the recording system 115.

At step 310, processor module 120 processes the audio
signal and computes at least one of a power spectrum and an
amplitude spectrum of the audio signal, as will be discussed
in more detail below with respect to the remaining figures.

At step 315, processor module 120 compares the com-
puted power spectrum and/or amplitude spectrum of the
audio signal to criteria. The criteria may include a charac-
teristic of a spectrum of a live audio signal (e.g., from a live
audio source instead of from a playback device) along at
least one frequency range of the spectrum, such as, for
example and not as limitation, the slope of the spectrum
along at least one frequency range, the average peak or
peaks of the spectrum along the at least one frequency range,
and a comparison of peak values of the spectrum along one
of the at least one frequency range with peak values along
another of the at least one frequency range. The criteria may
be stored in memory module 125 and retrieved by processor
module 120 for the comparison.

At step 320, processor module 120 determines if the
computed spectrum of the audio signal meets the criteria to
qualify as a live audio signal. If the computed spectrum
meets the criteria, the user is authenticated (step 325) and the
process ends. If, on the other hand, the computed spectrum
does not meet the criteria, the user is not authenticated (step
330) and the process ends.

FIG. 4 is a flowchart of a process 400 for determining if
an audio signal is from a live source or from a playback
device according to an exemplary embodiment. In particu-
lar, process 400 illustrates determining if the audio signal is
from a live audio source based on a power spectrum of the
audio signal.

At step 405, an audio signal generated based on a user’s
spoken word or phrase is pre-processed relative to a previ-
ously recorded baseline audio signal, which has been stored,
for example, in the memory module 125. In an embodiment,
the pre-processing may be performed by the processor
module 120. The pre-process may include aligning the
generated audio signal with the baseline audio signal. For
example and not as limitation, such alignment may be
implemented using the “alignsignals™ function of the MAT-
LAB computing program (“MATLAB”). The pre-process
may further include eliminating excess content on one or
both signals such as, for example and not as limitation,
periods of silence or background noise.

The pre-process may further include normalizing the
generated audio signal and the baseline audio signal to 0 dB
Full Scale (dBFS). In an embodiment, such normalizations
may be implemented via MATLAB using the equations:

z,31]=z,[n)/max(abs(z,[#]))

X,y[1]=x,[n]/max(abs(x,[1]))

Where z,[n] is the preprocessed baseline audio signal before
normalization, X,[n] is the preprocessed generated audio
signal before normalization, z,,[n] is the preprocessed and
normalized baseline audio signal and x,,,[n] is the prepro-
cessed and normalized generated audio signal.

At step 410, the power spectra for the generated audio
signal and baseline audio signal are calculated. For example,
a Power Spectral Density (PSD) estimate may be calculated
on x,,{n] using Welch’s method to result in a power
spectrum for the generated audio signal. In an embodiment,
the PSD estimate uses a Fast Fourier Transform (FFT) to
calculate the estimate. The FFT length may be of size 512
using a sample rate of 8 kHz, a Hamming window, and a
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50% overlap. This PSD estimate may be obtained by using
the “pwelch” function of MATLAB. Those skilled in the
relevant art(s) will recognize that the power spectrum of
these signals may be calculated using other methods and/or
parameters without departing from the scope of the disclo-
sure.

At step 415, the power spectra of both audio signals are
grouped based on various frequency ranges, and each group
is subjected to a median filter. As just one example, a first
group may include frequencies from 25 Hz to 300 Hz, a
second group may include frequencies from 80 Hz to 400
Hz, and a third group may include frequencies from 1.1 kHz
to 2.4 kHz. These ranges are approximate, and those skilled
in the relevant art(s) will recognize that the groups may
include other frequencies, and/or more or less groups may be
used, without departing from the scope of the disclosure.
The median filter may be implemented using the “medfiltl”
function of MATL.AB, using an order of 5 for the first group
and an order of 3 for the second and third groups. The
median filter may be implemented in other ways, and/or
using other parameters, without departing from the scope of
the disclosure as will be recognized by those skilled in the
relevant art(s).

At step 420, the groups are further processed to calculate
markers that will be compared to the criteria for determining
if the generated and baseline audio signals are from a live
audio source or from a playback device. Calculation of the
markers includes calculating the slope of the power spec-
trum of the generated audio signal and the baseline audio
signal within the first group of frequencies, for example by
the processor module 120. The processor module 120 also
locates the peaks of the second and third groups for the
power spectrum of the generated audio signal and the
baseline audio signal. In an embodiment, the peaks may be
found with an implementation of the “findpeaks” function of
MATLAB, using a minimum peak distance of 2 and a
number of peaks set at 15. The peaks may be found using
other function(s) and/or using other parameters, as will be
recognized by those skilled in the relevant art(s).

The calculation further includes calculating the mean of
the peaks found for the second and third groups for the
power spectra. The processor module 120 may then find a
difference between the mean of the peaks by subtracting the
mean of the peaks of the third group from the mean of the
peaks of the second group for the power spectra of the
baseline and generated audio signals. The resulting differ-
ences may be compared to the criteria.

In an embodiment, the criteria may include several dif-
ferent thresholds for different aspects of the computed
values above, as will be discussed in more detail with
respect to steps 425 and 430.

In an embodiment, several values may be computed and
derived from the power spectra of the baseline and generated
audio signals in step 420 and used in the determination at
steps 425 and 430. These values may include d,,, d,;, and
d;;. For example, a result of the difference between the
mean of the peaks for the baseline audio signal may be
designated as d, ;. Further, a power corresponding to the first
frequency bin in the first group may be subtracted from a
maximum power corresponding to the first group and be
designated as d,;. Also, a power corresponding to the first
frequency bin in the first group may be subtracted from a
power corresponding to the last frequency bin in the first
group and be designated as d;;. As will be recognized by
those skilled in the relevant art(s), more or fewer values may
alternatively be computed.
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The values d,;, d,;, and d;; may be compared against
respective thresholds D, ., D,,...», and D, .5, which may
have default corresponding values of 9 dB, 2 dB, and 0 dB.
As will be recognized, other values may be set in place of
these default threshold values. If any one or more of the
values d,;, d,;, and d;; are less than their respective
thresholds, it is likely that the baseline audio signal is from
a playback source. If each of the values d,;, d,,, and d;; are
greater than the respective thresholds, then it is likely that
the baseline audio signal is from a live audio source.

The result of this determination influences how other
values are computed. For example, when all the values d,;,
d,;, and d,; are greater than their respective thresholds, a
predetermined threshold D, 1,0, May be computed as
DthreslnewM:dlL/DmiaVactori where DmiaVactor may have a
default value of 1.5. If any one or more of the values d,,,
d,;, and d;; are less than their respective thresholds, how-
ever, then D, 1,000 Dprest/ Dmiagacior- The predetermined
threshold D,;,,. . 1,.0mar 18 the one that is compared against the
difference between the mean peaks of the third group and the
second group of the power spectrum of the generated audio
signals as discussed above.

At step 425, the processor module 120 determines
whether the baseline audio signal is from a live audio source
or playback device. The processor module 120 may make
the determination on the basis of one or both of two
tests—the first being whether the slope of the first group has
an increasing trend and the second being whether the
difference between mean peaks of the third and second
groups is greater than a predetermined threshold. First, if the
slope of the power spectrum of the baseline audio signal for
the first group is positive or greater than a specified threshold
(for example increasing proportional to the frequency from
a beginning peak to a maximum peak), the baseline audio
signal is likely to be from a live audio source. Furthermore,
if the difference between the mean peaks of the third group
and the second group of the power spectrum is higher than
a predetermined threshold, the baseline audio signal is likely
to be from a live audio source. In such embodiments, the
processor module 120 may use the results of these additional
calculations to determine whether the generated audio signal
is likely from a live audio source or from a playback audio
source or device in combination with the same two tests
when process 425 proceeds to step 430.

At step 430, the processor module 120 determines if the
generated audio signal is from a live audio source or from a
playback audio source. In an embodiment, the processor
module 120 may make the determination on the basis of one
or both of the two tests—the first being whether the slope of
the first group has an increasing trend and the second being
whether the difference between mean peaks of the third and
second groups is greater than a predetermined threshold.
First, if the slope of the power spectrum of the generated
audio signal for the first group is positive or greater than a
specified threshold (for example increasing proportional to
the frequency from a beginning peak to a maximum peak),
the generated audio signal is likely to be from a live audio
source. Furthermore, if the difference between the mean
peaks of the third group and the second group of the power
spectrum is higher than a predetermined threshold, the
generated audio signal is likely to be from a live audio
source. The criteria may additionally include thresholds
calculated from and for the baseline audio signal.

The above steps of FIG. 4 have been organized for sake
of simplicity of discussion. As will be recognized by those
skilled in the relevant art(s), some of the steps may be
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performed concurrently with each other and parts of several
of the steps may alternatively be performed as separate
steps.

FIG. 5 illustrates graphs of power spectra for three groups
of frequencies of a baseline audio signal according to an
exemplary embodiment. Graph 505 shows the power spec-
trum of the first group of a baseline audio signal, for example
the baseline audio signal discussed above with respect to
FIG. 4, graph 510 shows the power spectrum of the second
group of the baseline audio signal, and graph 515 shows the
power spectrum of the third group of the baseline audio
signal.

Graph 505 shows that the slope of the power spectrum of
the first group has an increasing trend. Further, the difference
between the low and high peaks is higher than a predeter-
mined threshold (here, 2 dB). Because this satisfies both
conditions, it is likely that the baseline audio signal is from
a live audio source.

FIG. 5 also shows that the average peak of the power
spectrum of the second group is higher than that of the
power spectrum of the third group by 16 dB, which is higher
than the predetermined threshold (for example the calculated
value for D,;,,,..,). In the example of FIG. 5, the average peak
of the second group is approximately —48 dB and the
average peak of the third group is approximately —64 dB. A
difference of the two average peaks is greater than D, ;.
Based on the condition of this marker in FIG. 5, it is likely
that the baseline audio signal is from a live audio source.
These two markers, together, increase the level of confi-
dence that the baseline audio signal is from a live source,
although either one alone may contribute to a level of
confidence.

FIG. 6 illustrates graphs of the power spectrum of a
baseline audio signal corresponding to three groups of
frequencies according to an exemplary embodiment. Graph
605 shows the power spectrum of a baseline audio signal
corresponding to the first group of frequencies, for example
the baseline audio signal discussed in FIG. 4, graph 610
shows the power spectrum of a baseline audio signal cor-
responding to the second group of frequencies, and graph
615 shows the power spectrum of a baseline audio signal
corresponding to the third group of frequencies.

Graph 605 shows that the slope of the power spectrum
corresponding to the first group of frequencies has a decreas-
ing trend. Further, the difference between the low and high
peaks is lower than a predetermined threshold (here, 2 dB).
Because this does not satisfy either of the conditions, it is
likely that the baseline audio signal is from a playback audio
source.

FIG. 6 also shows that the average peak of the power
spectrum corresponding to the second group of frequencies
is higher than that of the power spectrum corresponding to
the third group of frequencies by 1 dB, which is lower than
the predetermined threshold (for example the calculated
value for D,;,,.c1,ewar)- 10 the example of FIG. 6, the average
peak of the second group is approximately —-48 dB and the
average peak of the third group is approximately —49 dB. A
difference of the two average peaks is less than D, .
Based on the condition of this marker in FIG. 6, it is likely
that the baseline audio signal is from a playback audio
source.

In addition or as an alternative to the use of power spectra
to determine whether an audio signal is from a live or
playback source, amplitude spectra may be used.

FIG. 7 is a flowchart of a process 700 for determining if
an audio signal is from a live source or from a playback
device according to an exemplary embodiment. In particu-
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lar, process 700 illustrates determining if the audio signal is
from a live audio source based on an amplitude spectrum of
the audio signal.

At step 705, an audio signal generated based on a user’s
spoken word or phrase is pre-processed. In an embodiment,
this includes extracting the first 80% of the generated audio
signal. As will be recognized by those skilled in the relevant
art(s), a larger or smaller percentage may also be used.
Pre-processing of the generated audio signal may also
include normalization, for example represented by the equa-
tion:

X,y[1]=x,[n]/max(abs(x,[1]))

where x,,{n] is the preprocessed and normalized generated
audio signal and x,[n] is the preprocessed generated audio
signal before normalization.

At step 710, the individual segments of audio signal
X,y[n] are analyzed to isolate those frames that likely
contain actual signal activity. For purposes of discussion,
frames herein are composed of individual segments contain-
ing discrete values of the generated audio signal, for
example as sampled by an analog-to-digital converter.

FIG. 8 illustrates an exemplary process 800 for isolating
frames of an audio signal, specifically the preprocessed and
normalized audio signal. In an embodiment, process 800
illustrates an embodiment of step 710 of process 700. At step
805, a new frame starts. At step 810, a discrete value from
the preprocessed and normalized audio signal is extracted.
At step 815, the processor module 120 determines whether
this value represents an amplitude greater than a predeter-
mined noise floor, such as a default noise floor value of =22
dBFS. As will be recognized, other values besides this
default value may be used for the noise floor. If the ampli-
tude is less than the noise floor, then the process 800
proceeds to step 830, where the discrete value is marked for
exclusion from analysis. If the amplitude is greater, then the
process 800 proceeds to step 820.

At step 820, the discrete value is included in the current
frame. At step 825, the processor module 120 determines
whether the current discrete value is the last discrete value
in the preprocessed and normalized audio signal frame. If
the last discrete value has been obtained, then process 825
proceeds to step 840. If there are more discrete values left in
the signal, then process 825 returns to step 810 with the next
discrete value.

Returning to step 830, the discrete value is marked for
exclusion. At step 835, the processor module 120 determines
whether the number of consecutive marked discrete values
is greater than a predetermined threshold number of con-
secutive marked discrete values, T,. As just one example,
the predetermined threshold length for consecutive marked
values could be 30 values, though other amounts are pos-
sible as will be recognized by those skilled in the relevant
art(s). If the number of consecutive marked discrete values
is less than the predetermined length threshold, then the
process 835 proceeds to step 825 to check if the last discrete
value has been obtained. Otherwise, process 835 proceeds to
step 840.

At step 840, the current frame is complete and the marked
discrete values are excluded from analysis. At step 845, the
processor module 120 determines whether the completed
frame has a minimum number of discrete values, denoted as
the minimum frame length, T, In an embodiment, the
processor module 120 compares the number of discrete
values in the completed frame with the minimum frame
length T, If the number of discrete values does not exceed
the minimum, then the frame is filtered out at step 855 and
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not kept for later analysis. If the number of discrete values
exceeds the minimum frame length T, then the processor
module 120 keeps the frame for analysis at step 850.

At step 860, the processor module 120 determines
whether the current discrete value is the last discrete value
in the preprocessed and normalized generated audio signal
frame. If the current discrete value is the last, then the
process 800 ends. If there are additional discrete values
beyond the frame, then the process 800 returns to step 805
and continues until the last discrete value is obtained,
thereby resulting in a frame set corresponding to the remain-
ing audio signal.

Returning to process 700 in FIG. 7, at step 715 the
remaining frames are transformed to the frequency domain,
for example performed by the processor module 120. In an
embodiment, the frames remaining after step 710 are trans-
formed by using an FFT. The FFT may be of size 512 using
a Taylor window, performed on each frame that was not
filtered out at step 710. Those skilled in the relevant art(s)
will recognize that the FFT may be calculated using other
methods and/or parameters without departing from the scope
of the disclosure.

At step 720, amplitude spectra are extracted from the
frequency domain audio signal on a frame-by-frame basis
(for those frames that were not filtered out). In an embodi-
ment, the amplitude spectrum of the audio signal corre-
sponding to a frame may be grouped based on various
frequency ranges. For example, a first group may include
frequencies from 30 Hz to 85 Hz, a second group may
include frequencies from 100 Hz to 270 Hz, and a third
group may include frequencies from 2.4 kHz to 2.6 kHz.
These ranges are approximate, and those skilled in the
relevant art(s) will recognize that the groups may include
other frequencies, and/or more or less groups may be used,
without departing from the scope of the disclosure.

In addition, at step 720 the highest amplitudes from each

range are calculated and stored. In an embodiment, the three
highest amplitudes from each range are taken—three from
the first group, three from the second group, and three from
the third group. These values may be represented, for
example, in matrices—the first group being A ;=[A,;;,
Ay, A 5], the second group being A, =[A; |, A;,, Al
and the third group being A, ~[A,/1, Ayp, Ayl The dif-
ference in highest amplitudes may be taken, for example the
first group from the second group, and the second group
from the third group. Following the above example, this may
be characterized as d; ,=A;-A ; and d,,;=A,~A;. Once
the difference has been taken, an inner scalar product is
taken of the resulting d; ; and d, ;. The result of the inner
scalar product is in turn divided by the number of highest
amplitudes to determine a mean, d,,,,.; in this example, that
would be 3 highest amplitudes.
The resulting mean d,,,_,, is used at step 725 to determine
if the generated audio signal is from a live audio source or
from a playback audio source. This determination may be
performed separately for each frame that was not filtered out
at step 710. In an embodiment, the processor module 120
compares d,,,, with an amplitude threshold value T,,,,, for
example -10 by default. As will be recognized by those
skilled in the relevant art(s), other values may be set in place
of this default threshold value. If d,,,,,, is greater than the
amplitude threshold value T,,,,.., the instant frame is likely
to be from a playback audio source. If d,,__,, is less than or
equal to the amplitude threshold value T,,,.., the instant
frame is likely to be from a live audio source.

The comparison at step 725 is repeated for each frame that
was not filtered out at step 710. If the processor module 120
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determines that more than half of the compared frames are
likely from a playback audio source, then the processor
module 120 concludes that the generated audio signal is
likely to be from a playback audio source. Otherwise, the
processor module 120 concludes that the generated audio
signal is likely from a live audio source.

FIG. 9 illustrates graphs of the amplitude spectrum of a
specific frame of a generated audio signal for three groups
of frequencies according to an exemplary embodiment.
Graph 905 shows the amplitude spectrum corresponding to
the first group of frequencies for a given frame of a gener-
ated audio signal, for example the generated audio signal
discussed above with respect to FIGS. 7 and 8. Graph 910
shows the amplitude spectrum corresponding to the second
group of frequencies for the frame. Graph 915 shows the
amplitude spectrum corresponding to the third group of
frequencies for the frame. FIG. 9 shows that the computed
mean of the three highest amplitudes from each group is
greater than a predetermined threshold, such as the ampli-
tude threshold value T, discussed in FIG. 7 above. Based
on this result in FIG. 9, it is likely that the frame is from a
playback audio source. This process is then repeated for the
rest of the frames that were not filtered out, as discussed
above with respect to step 725 of FIG. 7.

Example Computer System

The exemplary embodiments above have been described
as being embodied in electronic devices such as mobile
phones, smartphones, personal digital assistants, laptop
computers, tablet computers, and/or any electronic device in
which user authentication is necessary or desirable. Some of
these embodiments can be implemented, for example, using
one or more well-known computer systems, such as com-
puter system 1000 shown in FIG. 10. Computer system 1000
can be any well-known computer capable of performing the
functions described herein, such as computers available
from International Business Machines, Apple, Sun, HP, Dell,
Sony, Toshiba, etc.

Computer system 1000 includes one or more processors
(also called central processing units, or CPUs), such as a
processor 1004. Processor 1004 is connected to a commu-
nication infrastructure or bus 1006.

One or more processors 1004 may each be a graphics
processing unit (GPU), a digital signal processor (DSP), or
any processor that is designed to rapidly process mathemati-
cally intensive applications on electronic devices. The one or
more processors 1004 may have a highly parallel structure
that is efficient for parallel processing of large blocks of data,
such as mathematically intensive data common to computer
graphics applications, images and videos, and digital signal
processing.

Computer system 1000 also includes user input/output
device(s) 1003, such as monitors, keyboards, pointing
devices, etc., which communicate with communication
infrastructure 1006 through user input/output interface(s)
1002.

Computer system 1000 also includes a main or primary
memory 1008, such as random access memory (RAM).
Main memory 1008 may include one or more levels of
cache. Main memory 1008 has stored therein control logic
(i.e., computer software) and/or data.

In an optional embodiment, computer system 1000 may
also include one or more secondary storage devices or
memory 1010. Secondary memory 1010 may include, for
example, a hard disk drive 1012 and/or a removable storage
device or drive 1014. Removable storage drive 1014 may be
a floppy disk drive, a magnetic tape drive, a compact disk
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drive, an optical storage device, tape backup device, and/or
any other storage device/drive.

Removable storage drive 1014 may interact with a remov-
able storage unit 1018. Removable storage unit 1018
includes a computer usable or readable storage device
having stored thereon computer software (control logic)
and/or data. Removable storage unit 1018 may be a floppy
disk, magnetic tape, compact disk, DVD, optical storage
disk, and/any other computer data storage device. Remov-
able storage drive 1014 reads from and/or writes to remov-
able storage unit 1018 in a well-known manner.

Secondary memory 1010 may include other means,
instrumentalities or other approaches for allowing computer
programs and/or other instructions and/or data to be
accessed by computer system 1000. Such means, instrumen-
talities or other approaches may include, for example, a
removable storage unit 1022 and an interface 1020.
Examples of the removable storage unit 1022 and the
interface 1020 may include a program cartridge and car-
tridge interface (such as that found in video game devices),
a removable memory chip (such as an EPROM or PROM)
and associated socket, a memory stick and USB port, a
memory card and associated memory card slot, and/or any
other removable storage unit and associated interface. As
shown in FIG. 10, secondary storage devices or memory
1010, as well as removable storage units 1018 and 1022 are
optional and may not be included in certain embodiments.

Computer system 1000 may further include a communi-
cation or network interface 1024. Communication interface
1024 enables computer system 1000 to communicate and
interact with any combination of remote devices, remote
networks, remote entities, etc. (individually and collectively
referenced by reference number 1028). For example, com-
munication interface 1024 may allow computer system 1000
to communicate with remote devices 1028 over communi-
cations path 1026, which may be wired and/or wireless, and
which may include any combination of LANs, WANs, the
Internet, etc. Control logic and/or data may be transmitted to
and from computer system 1000 via communication path
1026.

In an embodiment, a tangible apparatus or article of
manufacture comprising a tangible computer useable or
readable medium having control logic (software) stored
thereon is also referred to herein as a computer program
product or program storage device. This includes, but is not
limited to, computer system 1000, main memory 1008,
secondary memory 1010, and removable storage units 1018
and 1022, as well as tangible articles of manufacture
embodying any combination of the foregoing. Such control
logic, when executed by one or more data processing
devices (such as computer system 1000), causes such data
processing devices to operate as described herein.

Based on the descriptions contained in this disclosure, it
will be apparent to persons skilled in the relevant art(s) how
to make and use the invention using data processing devices,
computer systems and/or computer architectures other than
that shown in FIG. 10. In particular, embodiments may
operate with software, hardware, and/or operating system
implementations other than those described herein.

CONCLUSION

It is to be appreciated that the Detailed Description
section, and not the Summary and Abstract sections (if any),
is intended to be used to interpret the claims. The Summary
and Abstract sections (if any) may set forth one or more but
not all exemplary embodiments of the invention as contem-
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plated by the inventor(s), and thus, are not intended to limit
the invention or the appended claims in any way.
While the invention has been described herein with ref-
erence to exemplary embodiments for exemplary fields and
applications, it should be understood that the invention is not
limited thereto. Other embodiments and modifications
thereto are possible, and are within the scope and spirit of the
invention. For example, and without limiting the generality
of this paragraph, embodiments are not limited to the
software, hardware, firmware, and/or entities illustrated in
the figures and/or described herein. Further, embodiments
(whether or not explicitly described herein) have significant
utility to fields and applications beyond the examples
described herein.
Embodiments have been described herein with the aid of
functional building blocks illustrating the implementation of
specified functions and relationships thereof. The boundar-
ies of these functional building blocks have been arbitrarily
defined herein for the convenience of the description. Alter-
nate boundaries can be defined as long as the specified
functions and relationships (or equivalents thereof) are
appropriately performed. Also, alternative embodiments
may perform functional blocks, steps, operations, methods,
etc. using orderings different than those described herein.
References herein to “one embodiment,” “an embodi-
ment,” “an example embodiment,” or similar phrases, indi-
cate that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment
may not necessarily include the particular feature, structure,
or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular
feature, structure, or characteristic is described in connection
with an embodiment, it would be within the knowledge of
persons skilled in the relevant art(s) to incorporate such
feature, structure, or characteristic into other embodiments
whether or not explicitly mentioned or described herein.
The breadth and scope of the invention should not be
limited by any of the above-described exemplary embodi-
ments, but should be defined only in accordance with the
following claims and their equivalents.
What is claimed is:
1. A computer implemented method for authenticating a
user, comprising:
comparing, by a hardware processor of an authentication
device, a power spectrum within a frequency range of
a first input audio signal to a criterion;

determining, by the hardware processor, a first audio
determination indicating whether the first input audio
signal is one of a live audio signal or a playback audio
signal based on the comparison; and

determining a first confidence score based on the first

audio determination, wherein the first confidence score
indicates a confidence level as to whether the input
audio signal represents the first audio determination,
wherein

if the first confidence score indicates with high confidence

that the first input audio signal is the live audio signal,
then performing a text-based voice authentication of
the live audio signal for determining access to a device
comprising the hardware processor,

if the first confidence score indicates with high confidence

that the first input audio signal is the playback audio
signal, then employing one or more security counter-
measures, and

if the first confidence score indicates a medium confi-

dence that the first input audio signal is either the
playback audio signal or the live audio signal, then
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prompting a user to provide a second audio signal for

further analysis, wherein the further analysis com-

prises:

determining a second audio determination indicating
whether a second audio signal is one of the live audio
signal or the playback audio signal; and

determining a second confidence score based on the
second audio determination, wherein

if the second confidence score indicates with high
confidence that the second audio signal is the live
audio signal, then performing the text-based voice
authentication for determining access to the device
comprising the hardware processor; and

if the second confidence score indicates medium con-
fidence or high confidence that the second audio
signal is the playback audio signal, then employing
the one or more security countermeasures.

2. The method of claim 1, the comparing comprising:

comparing an orientation of a slope of the power spectrum

within the frequency range to the criterion, wherein the
criterion comprises an orientation of a slope of a power
spectrum within the frequency range of the live audio
signal.

3. The method of claim 2, the determining further com-
prising:

determining that the first input audio signal is the live

audio signal if the orientation of the slope meets the
criterion.

4. The method of claim 3, wherein the frequency range is
of frequencies lower than 300 Hz.

5. The method of claim 3, wherein the frequency range is
from 25 Hz to 300 Hz.

6. The method of claim 1, further comprising: if the
text-based voice authentication determines that the first
input audio signal is the live audio signal and includes an
audio password matching a user enrollment audio signal,
unlocking the device comprising the hardware processor.

7. The method of claim 1, wherein the one or more
security countermeasures comprise locking the device com-
prising the hardware processor after the first confidence
score and the second confidence score has been determined.

8. The method of claim 1, wherein the first confidence
score is based on both an audio confidence score associated
with a confidence as to whether the first input audio signal
is one of the live audio signal or the playback audio signal,
and a password confidence score as to whether a received
password of the first input audio signal matches a previously
stored voice password.

9. A system for authenticating a user, comprising:

a memory; and

at least one processor coupled to the memory and
configured to:
compare a power spectrum within a frequency range of
first input audio signal to a criterion;
determine a first audio determination indicating
whether the first input audio signal is one of a live
audio signal or a playback audio signal based on the
comparison; and
determine a first confidence score based on the first
audio determination, wherein the first confidence
score indicates a confidence level as to whether the
input audio signal represents the first audio determi-
nation, wherein:
if the first confidence score indicates with high
confidence that the first input audio signal is the
live audio signal, the at least one processor is
further configured to perform a text-based voice
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authentication of the live audio signal for deter-

mining access to a device comprising the at least

one processor,

if the first confidence score indicates with high

confidence that the first input audio signal is the

playback audio signal, the at least one processor is

further configured to employ one or more security

countermeasures,

if the first confidence score indicates with medium
confidence that the first input audio signal is either
the playback audio signal or the live audio signal,
the at least one processor is further configured to
prompt a user to provide a second audio signal for
further analysis, wherein the further analysis com-
prises the at least one processor being configured
to:
determine a second audio determination indicating
whether a second audio signal is one of the live
audio signal or the playback audio signal; and
determine a second confidence score based on the
second audio determination, wherein:
if the second confidence score indicates with high
confidence that the second audio signal is the
live audio signal, the at least one processor is
further configured to perform the text-based
voice authentication for determining access to
the device comprising the at least one proces-
sor; and
if the second confidence score indicates medium
confidence or high confidence that the second
audio signal is the playback audio signal, the at
least one processor is further configured to
employ the one or more security countermea-
sures.
10. The system of claim 9, wherein the at least one
processor is further configured to:
compare a difference between a first average peak of a
first frequency range of the power spectrum and a
second average peak of a second frequency range of the
power spectrum to a first criterion of the criteria,

wherein the first criterion comprises a difference between
an average peak corresponding to the power spectrum
for the first frequency range of the input audio signal
and an average peak corresponding to the power spec-
trum for the second frequency range of the input audio
signal, according to different thresholds.

11. The system of claim 10, wherein, to determine the first
audio determination, the at least one processor is configured
to:

determine that the first input audio signal is the live audio

signal if the difference between the first average peak
and the second average peak in the input audio signal
is larger than the first criterion.

12. The system of claim 11, wherein the first frequency
range corresponding to the power spectrum is from 80 Hz to
400 Hz and the second frequency range corresponding to the
power spectrum is from 1.1 kHz to 2.4 kHz.

13. The system of claim 10, wherein, to compare, the at
least one processor is further configured to:

compare an orientation of a slope of the power spectrum

within a third frequency range to a second criterion of
the criteria, wherein the second criterion comprises an
orientation of the slope of the power spectrum within
the frequency range of the live audio signal correspond-
ing to the third frequency range.
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14. The system of claim 13, wherein, to determine the first
audio determination, the at least one processor is further
configured to:
determine that the first input audio signal is the live audio
signal if the difference between the first average peak
and the second average peak in the first input audio
signal is larger than the first criterion of the criteria and
the orientation of the slope of the power spectrum of the
first input audio signal corresponding to the third
frequency range meets the second criteria.
15. The system of claim 14, wherein the third frequency
range is from 25 Hz to 300 Hz.
16. A method, comprising:
comparing, by a hardware processor of an authentication
device, an amplitude spectrum within a frequency
range of first input audio signal to a criterion;

determining, by the hardware processor, a first audio
determination indicating whether the first input audio
signal is one of a live audio signal or a playback audio
signal based on the comparison; and

determining a first confidence score based on the first

audio determination, wherein the first confidence score
indicates a confidence level as to whether the input
audio signal represents the first audio determination,
wherein:

if the first confidence score indicates with high confidence

that the first input audio signal is the live audio signal,
then performing a text-based voice authentication of
the live audio signal for determining access to a device
comprising the hardware processor,

if the first confidence score indicates with high confidence

that the first input audio signal is the playback audio
signal, then employing one or more security counter-
measures, and

if the first confidence score indicates with medium con-

fidence that the first input audio signal is either the
playback audio signal or the live audio signal, then
prompting a user to provide a second audio signal for
further analysis, wherein the further analysis com-
prises:
determining a second audio determination indicating
whether a second audio signal is one of the live audio
signal or the playback audio signal; and
determining a second confidence score based on the
second audio determination, wherein:
if the second confidence score indicates with high
confidence that the second audio signal is the live
audio signal, then performing the text-based voice
authentication for determining access to the
device comprising the hardware processor; and
if the second confidence score indicates with
medium confidence or high confidence that the
second audio signal is the playback audio signal,
then employing the one or more security counter-
measures.

17. The method of claim 16, the comparing comprising:

grouping the amplitude spectrum into a first group having

a first frequency range, a second group having a second
frequency range, and a third group having a third
frequency range, wherein the third frequency range is
greater than the second frequency range and the second
frequency range is greater than the first frequency
range;

determining a number of highest amplitudes in the first

group, highest amplitudes in the second group, and
highest amplitudes in the third group;
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computing a first difference between the highest ampli-
tudes of the second group and the highest amplitudes of
the first group and a second difference between the
highest amplitudes of the third group and the highest
amplitudes of the second group;
determining a mean of the first and second differences;
and
determining that the first input audio signal is the play-
back audio signal when the mean is greater than a
predetermined threshold that comprises the criterion.
18. The method of claim 17, the determining the mean
comprising:
taking an inner scalar product of the first and second
differences; and
dividing the inner scalar product by a selected number of
highest amplitudes.
19. The method of claim 16, further comprising:
extracting a first portion of the first input audio signal, the
first portion comprising a portion of the first input audio
signal; and
filtering out non-essential audio segments within the first
portion failing to meet a minimum amplitude require-
ment and a specific length requirement to produce a
remaining frame set.
20. The method of claim 19, further comprising:
calculating the amplitude spectrum of each frame from
among the remaining frame set to derive computed
mean values; and
determining that the first input audio signal is the play-
back audio signal when the computed mean values for
a predetermined percentage of frames from the remain-
ing frame set are each found to be greater than a
predetermined threshold comprising the criterion based
on the comparing.
21. The method of claim 16, further comprising:
analyzing the first input audio signal in a frequency
domain.
22. The method of claim 16, further comprising:
repeating the comparing and determining at pre-specified
time intervals for continuous (time-based) authentica-
tion.
23. The method of claim 16, further comprising:
performing the comparing and determining when a pre-
viously specified application stored in a memory of the
device comprising the hardware processor is sought to
be launched for active (activity-based) authentication.
24. The method of claim 1, wherein one of the one or
more security countermeasures comprises collecting bio-
metric data.
25. A system, comprising:
a memory; and
at least one processor coupled to the memory and con-
figured to:
compare an orientation of a slope of a power spectrum
within a frequency range of an input audio signal to
a criterion, wherein the criterion comprises an ori-
entation of a slope of a power spectrum within the
frequency range of the input audio signal;
determine an audio determination as to whether the
input audio signal is one of a live audio signal or a
playback audio signal based on the comparison; and
determine a confidence score corresponding to the
audio determination, wherein the confidence score
indicates a confidence level as to whether the input
audio signal represents the audio determination,
wherein:
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if the confidence score indicates with high confi-
dence that the input audio signal is the live audio
signal if the orientation of the slope meets the
criterion, the at least one processor is further
configured to perform a text-based voice authen- 5
tication of the live audio signal for determining
access to a device comprising the processor,

if the confidence score indicates with high confi-
dence that the input audio signal is the playback
audio signal, the at least one processor is further 10
configured to employ one or more security coun-
termeasures, and

if the confidence score indicates with medium con-
fidence that the input audio signal is either the
playback audio signal or the live audio signal, the 15
at least one processor is further configured to
prompt a user to provide a second audio signal for
further analysis.
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