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MEMORY DEVICE REDUNDANCY

BACKGROUND

[0001] Computing devices are often provided with a re-boot disc to allow the user to restore

or recover the operating system for the computing device in the event of a failure. Re-boot or

recovery may also be desired if the computing device is being scrubbed for re-sale or other

transfer. Typically, a re-boot disc, such as a CD-ROM or a DVD-ROM, is provided with the

device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] For a more complete understanding of various examples, reference is now made to

the following descriptions taken in connection with the accompanying drawings in which:

[0003] Figure 1A is a perspective view of an example universal serial bus (USB) key;

[0004] Figure IB is a perspective view of the example USB key of Figure 1A with

removable memory cards;

[0005] Figure 2 schematically illustrates an example USB key;

[0006] Figure 3 schematically illustrates an example system using an example USB key;

[0007] Figure 4 schematically illustrates another example USB key; and

[0008] Figure 5 illustrates an example method for using an example device to obtain boot-up

information for a computing device.

DETAILED DESCRIPTION

[0009] Various examples described below provide for an apparatus, such as a USB key,

which can interface with a computing device, such as a server, through a USB interface. The

apparatus is provided with multiple memory devices, such as removable SD cards, which can

provide redundancy for stored information, such as boot-up information for the server.

[0010] Referring now to Figures 1A and IB, perspective views of an example apparatus are

illustrated. In various examples, the apparatus 100 includes a housing 110 and a physical

interface 120 for connecting the apparatus to a computing device, such as a server, desktop

computer, laptop, tablet or other computing device. In the illustrated example, the apparatus 100



is a USB key, and the physical interface 120 is a USB interface. The USB interface may be used

to provide a standardized connection with a multitude of computing devices available to users.

Of course, those skilled in the art will appreciate that any of a variety of types of interfaces may

be used and are contemplated within the scope of the present disclosure.

[0011] The apparatus 100 is provided with a plurality of memory devices, such as the first

memory device 130 and the second memory device 140. The memory devices allow for storage

of, for example, data or other types of information. In various examples, the first and second

memory devices 130, 140 are removable from the apparatus 100. In this regard, the memory

devices 130, 140 may be removed and replaced.

[0012] The memory devices 130, 140 may be any of a variety of types of storage devices. In

one example, the memory devices 130, 140 are secure digital (SD) memory cards. The amount

of storage available on such memory devices 130, 140 may vary and may be selected for needs

of a particular application.

[0013] In one example, the memory devices 130, 140 are provided with the apparatus 100

(e.g., a USB key) to a user along with the computing device (e.g., a server). The memory

devices 130, 140 may have stored thereon boot-up information that may be used, for example, to

restore the computing device to factory settings. The use of multiple memory devices 130, 140

may allow for redundancy in the boot-up information provided to the user. For example, the

memory devices 130, 140 may include the boot-up information with redundancy at a particular

RAID ("Redundant Array of Independent Disks") level, either the RAID 0 level or the RAID 1

level.

[0014] RAID 0 redundancy refers to storage of information in two storage devices with data

split evenly across the two storage devices. In this regard, the stored information may be split as

striped sets. RAID 0 may be used, for example, when a single storage device is insufficient to

accommodate the entire boot-up information. While RAID 0 does not provide true redundancy

of data, storing the information using RAID 0 redundancy across the two storage devices may

provide improved performance in accessing the stored information.

[0015] RAID 1 redundancy refers to providing an exact copy of the data on the two storage

devices. Thus, the entirety of the boot-up information is provided on each storage device 130,

140.



[0016] Referring now to Figure 2, an example USB key is schematically illustrated. The

USB key 200 is provided with circuitry 205 to facilitate operation of the USB key 200. In the

illustrated example, the circuitry 205 includes a processor 210 to control various components of

the USB key 200. In some examples, the processor 210 may be an application-specific

integrated circuit (ASIC) or other such component. The processor 210 allows a computing

device (not shown) to use a physical interface (e.g., the USB interface 220) to access memory

card slots 230, 240 and any memory cards that may be inserted into the slots 230, 240.

[0017] The circuitry205 may also include an internal storage device, such as a flash memory

250. The flash memory 250 may be used to store any type of information, such as data stored by

a user, for example.

[0018] Those skilled in the art will appreciate that the circuitry 205 may include additional

components. For example, the circuitry 205 may include power regulators to provide and control

power to the various components. In this regard, the USB key 200 may obtain power from the

computing device through the physical USB interface 220 and provide power to, for example,

the processor 210 and other components.

[0019] Referring now to Figure 3, an example system using the USB key 200 of Figure 2 is

schematically illustrated. In various examples, as described above, the USB key may be used to

provide boot-up information to a computing device, such as a server 300. As illustrated in

Figure 3, the server 300 may be connected to the USB key 200 through a physical interface, such

as the USB interface 220. The USB key 200 may be provided with memory cards, such as SD

memory cards 130, 140, inserted into the memory card slots 230, 240, respectively. As noted

above, in various examples, the SD memory cards 130, 140 may be provided with boot-up

information for the server 300. As further noted above, the boot-up information may be

provided on the SD memory cards 130, 140 with redundancy, such as RAID 0 or RAID 1

redundancy. The server may access the boot-up information to restore or recover factory settings

for the operating system, for example.

[0020] In various examples, the server 300 may first access the first memory card (e.g., SD

memory card 130) to obtain the boot-up information. If the server 300 is unable to obtain the

boot-up information from the first memory card 130, the boot-up information may be obtained

from the second memory card 140. For example, the server 300 may be unable to obtain the

boot-up information from the first memory card 130 if the first memory card 130 has become



corrupted or the boot-up information on the first memory card 130 has become otherwise

inaccessible. The server 300 may then access the second memory card 140 to obtain the boot-up

information.

[0021] In some examples, the server 300 may be provided with software to automatically

switch to the second memory card 140 upon determining that the boot-up information cannot be

obtained from the first memory card 130. In other examples, user interaction may be required to

switch from the first memory card 130 to the second memory card. In still other examples, the

USB key may be provided with functionality to achieve automatic use of the redundancy of the

boot-up information. For example, Figure 4 illustrates an example USB key 400 with such

functionality.

[0022] The example USB key 400 of Figure 4 is similar to the example USB key 200

described above with reference to Figures 2 and 3 and includes a processor 410, a USB interface

420 and memory card slots 430, 440. In addition, the example USB key 400 is provided with a

redundancy module 460 which may be executed by the processor 410. The redundancy module

460 may be provided within the processor 410 or may be stored in the flash memory 450 for

execution by the processor 410. The redundancy module 460 may cause the processor 410 to

determine if the boot-up information requested by a computing device (e.g., the server 300 of

Figure 3) cannot be obtained from the first memory card (not shown in Figure 4) inserted into the

first memory card slot 430. In this case, the redundancy module 460 may cause the processor to,

without either user input or any instruction from the computing device, access the redundant

boot-up information from a second memory card (not shown in Figure 4) inserted into the second

memory card slot 440.

[0023] Referring now to Figure 5, an example method is illustrated for using an example

USB key to obtain boot-up information for a computing device. The example method 500 may

be executed by the computing device or the USB key (e.g., the redundancy module 460 of Figure

4) or a combination of the computing device and the USB key, for example.

[0024] The example method 500 may initiated with the connection of the USB key with the

computing device or upon execution of a re-boot or recover procedure launched by the user.

Upon initiation of the example method 500, the first memory device of a plurality of memory

devices on the USB key may be accessed (block 510). A determination may be made as to

whether the boot-up information was obtained from the first memory device (block 520). In one



example, this determination may include detecting that the first memory device was not

accessible or that the boot-up information from the first memory device was corrupted.

[0025] If the boot-up information is obtained from the first memory device, the method

proceeds to block 540. On the other hand, if the boot-up information is not obtained from the

first memory device, then the method proceeds to access the second memory device to obtain the

boot-up information (block 530). As noted above, resorting to access of the second device may

be initiated by a redundancy module in the USB key (e.g., the redundancy module 460 of Figure

4) or may be initiated by the boot-up or recovery procedure of the computing device.

[0026] At block 540, the boot-up information may be obtained for the computing device

from either the first memory device or the second memory device. The boot-up or recovery

procedure of the computing device may then be executed.

[0027] In the various example described herein, USB keys are shown with two memory

devices. In other examples, USB keys may be provided with more than two memory devices.

While two memory devices may provide redundancy at either the RAID 0 or RAID 1 levels

described above, higher levels of redundancy (e.g., RAID 2 to RAID 6) may be achieved with

additional memory devices.

[0028] Thus, in various examples of the present disclosure, a device or apparatus may be

provided with multiple memory devices and an interface to allow a computing device to access

the multiple memory devices. The multiple memory devices may be used to store information

with redundancy to provide improved reliability.

[0029] The various examples set forth herein are described in terms of example block

diagrams, flow charts and other illustrations. Those skilled in the art will appreciate that the

illustrated examples and their various alternatives can be implemented without confinement to

the illustrated examples. For example, block diagrams and their accompanying description

should not be construed as mandating a particular architecture or configuration.



WHAT IS CLAIMED IS

1. An apparatus, comprising:

an interface to communicate with a computing device;

a first memory device;

a second memory device, wherein the second memory device provides redundancy for

the first memory device; and

circuitry to provide access to the first memory device and the second memory device

through the interface.

2 . The apparatus of claim 1, wherein the interface is a universal serial bus (USB) interface.

3 . The apparatus of claim 1, wherein the first memory device and the second memory

device are removable from the apparatus.

4 . The apparatus of claim 3, wherein the first memory device and the second memory

device are secure digital (SD) memory cards.

5 . The apparatus of claim 1, wherein the redundancy is either RAID 0 redundancy or RAID

1 redundancy.

6 . The apparatus of claim 1, wherein the first memory device and the second memory

device include boot-up information for the computing device.

7 . A device, comprising:

a universal serial bus (USB) interface to communicate with a computing device;

a first memory card slot to removably receive a first memory card therein;

a second memory card slot to removably receive a second memory card therein; and

a processor to provide access to the first memory card slot and the second memory card

slot through the USB interface.



8. The device of claim 7, wherein the first memory card in the first memory card slot and

the second memory card in the second memory card slot provide redundancy.

9 . The device of claim 8, wherein the redundancy is either RAID 0 redundancy or RAID 1

redundancy.

10. The device of claim 7, wherein the first memory card slot and the second memory card

slot are to removably receive secure digital (SD) memory cards therein.

11. The device of claim 7, further comprising:

a first memory card removably inserted in the first memory card slot; and

a second memory card removably inserted in the second memory card slot,

wherein the first memory card and the second memory card include boot-up information

for the computing device.

12. A method, comprising:

accessing a first memory device of a plurality of memory devices on an apparatus, the

apparatus being in communication with a computing device through a physical interface;

determining that the first memory device is corrupted;

accessing a second memory device of the plurality of memory devices on the apparatus,

the second memory device providing redundancy of the first memory device; and

obtaining boot-up information from the second memory device for the computing device.

13. The method of claim 12, wherein the physical interface is a universal serial bus (USB)

interface.

14. The method of claim 12, wherein the first memory device and the second memory device

are removable from the apparatus.

15. The apparatus of claim 14, wherein the first memory device and the second memory

device are secure digital (SD) memory cards.
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