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A manufacturing system is disclosed herein. The manufacturing system includes one or more stations,
a monitoring platform, and a control module. Each station of the one or more stations is configured to perform
at least one step in a multi-step manufacturing process for a component. The monitoring platform is
configured to monitor progression of the component throughout the multi-step manufacturing process. The
control module is configured to detect a cyberattack to the manufacturing system. The control module is
configured to perform operations. The operations include receiving control values for a first station of the
one or more stations. The operations further include determining that there is a cyberattack based on the

control values for the first station using one or more machine learning algorithms. The operations further
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include generating an alert to cease processing of the component. In some embodiments, the operations

further include correcting errors caused by the cyberattack.
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MANUFACTURING SYSTEM AND COMPUTER-IMPLEMENTED
METHOD FOR DETERMINING CYBERATTACK AND GENERATING
ALERT
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A manufacturing system is disclosed herein. The manufacturing
system includes one or more stations, a monitoring platform, and a control
module. Each station of the one or more stations is configured to perform
at least one step in a multi-step manufacturing process for a component.
The monitoring platform is configured to monitor progression of the

component throughout the multi-step manufacturing process. The control
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module is configured to detect a cyberattack to the manufacturing system.

The control module is configured to perform operations. The operations

include receiving control values for a first station of the one or more

stations.

The operations further include determining that there is a

cyberattack based on the control values for the first station using one or

more machine learning algorithms.

The operations further include

generating an alert to cease processing of the component. In some

embodiments, the operations further include correcting errors caused by

the cyberattack.
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