29781 Al

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
26 April 2001 (26.04.2001)

00 O

(10) International Publication Number

WO 01/29781 Al

(51) International Patent Classification: GO07B 17/04

(21) International Application Number: PCT/US99/24204

(22) International Filing Date: 15 October 1999 (15.10.1999)

(25) Filing Language: English

(26) Publication Language: English

(71) Applicant (for all designated States except US): ASCOM
HASLER MAILING SYSTEMS, INC. [US/US]; 19 For-
est Parkway, P.O. Box 858, Shelton, CT 06484-0904 (US).

(72) Inventors; and
(75) Inventors/Applicants (for US only): SIMCIK, Mark, E.
[US/US]; 141 Park Avenue, Bloomfield, CT 06002 (US).

CROWE, Allen, A. [US/US]; 76 Klein Drive, Prospect,
CT 06712 (US).

(74) Agent: YIP, Alex, L.; Londa and Traub LLP, 20 Exchange
Place, 37th floor, New York, NY 10005 (US).

(81) Designated States (national): CA, US.

(84) Designated States (regional): European patent (AT, BE,
CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU, MC,
NL, PT, SE).

Published:
—  With international search report.

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: TECHNIQUE FOR EFFECTIVELY GENERATING POSTAGE INDICIA USING A POSTAL SECURITY DEVICE

10 207 | SRAM

o 230 — ASCENDING RECISTER
235 {DESCENDING REGISTER

KEY
237 {BUFFER

XEY
239°kyrreR

COUNIE|

233

/ 220
CRYPTOGRAPHIC ENGINE

22547 CRYPTO PROCESSOR

227 PROCESSING UNIT

2291 MEMORY

M 25 ASCENDING
L I L suB-RecisTer [~ 242
COMMUNICATIONS MULTIPLEX

|~ MAIN PROCESSOR }——i — DESCENDING
INTERFACE 1061 SCLADING 1245

FLASH MEMORY

}~ 9

SUB-L0G 245

225-2v1cm>10 PROCESSOR |

225—N-'1 CRYPTO PROCESSOR |

(57) Abstract: In a franking system (100), a postal security device (PSD) (110) is used to account for postage dispensation, and
=~ generate digital signatures (738) for inclusion in postage indicia to authenticate the postage indicia. In accordance with the invention,

the PSD (110) includes multiple crypto processors (225-1, 225-2,

... 225-N) which participate in franking transactions and generate

the digital signatures (738) in a multiplex manner. Each crypto processor (225-1, 225-2, ... 225-N) verifies the accounting of postage

dispensation leading to and including the transactions in which the crypto processor (225-1, 225-2,

... 225-N) participates. In ad-

dition, the crypto processors (225-1, 225-2, ... 225-N) re-create transaction records and store them therein in a distributed manner

(745).



10

15

20

25

30

WO 01/29781 PCT/US99/24204

-1-

Description

TECHNIQUE FOR EFFECTIVELY GENERATING
POSTAGE INDICTIA USING A POSTAL SECURITY DEVICE

Technical Field

The invention relates to franking systems and
methods, and more particularly to a system and method in
which a postal security device (PSD) is used to generate

postage indicia.

Background of the Invention

Stemming from the proliferation of use of
personal computers (PCs), software has been made
commercially available for installation in a PC to frank
or print a postage indicium, serving as proof of postage,
on an envelope or a label using a conventional printer
connected to the PC. 1In addition, because of the
increasing popularity of the Internet, services have been
provided to download postage funds through the Internet
to a postal security device (PSD) which may be connected
to the PC and is used to account for postage
dispensation.

To allow printing of postage indicia using a
conventional printer, which is typically unsecured, a
postal authority, e.g., the United States Postal Service
(USPS), promulgated specifications for the PSD to secure
the accounting of the postage dispensation, and for the
postage indicia to detect possible fraud. For example,
these specifications include the "Information-Based
Indicia Program (IBIP) Performance Criteria for
Information-Based Indicia and Security Architecture for
Open IBI Postage Evidencing Systems," dated June 25,
1999; and "Information-Based Indicia Program (IBIP)
Performance Criteria for Information-Based Indicia and
Security Architecture for Closed IBI Postage Metering
Systems," January 12, 1999, respectively.

According to such specifications, a postage
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indicium includes not only a human readable portion
including text such as the date of mailing and amount of
postage, but also a machine readable portion in the form
of a two-dimensional barcode. The machine readable
portion contains information concerning, e.g., the
mailing date, the postage amount, an identification (ID)
of the PSD being used, a mail class, a software ID, etc.
To detect possible fraud, such information is
cryptographically signed, resulting in a digital
signature, also included in the machine readable portion,
for authenticating the postage indicium.

In general, a PSD has a secure housing, and
within the secure housing are accounting registers and a
cryptographic engine. These accounting registers
typically include an ascending register and a descending
register. As is well known, the ascending register is
used to keep track of the amount of postage dispensed.
On the other hand, the descending register is used to
keep track of the postage fund amount available for
postage dispensation. The cryptographic engine generates
the aforementioned digital signature resulting from
signing the machine readable information to authenticate
the postage indicium, in accordance with a well known
public key algorithm. One such public key algorithm may
be the Digital Signature Algorithm (DSA) described, e.g.,
in "Digital Signature Standard (DSS)," FIPS PUB 186, May

19, 1994. The engine also carries out cryptographic
authentication and signing for communications with an
external device such as a remote computer system
maintained by a postage franking machine manufacturer or
of the postal authority. For example, such
communications may be used to set up and maintain the
PSD, and to replenish the postage fund by adjusting the

value of the descending register in the PSD.

Summary of the Invention

In accordance with the invention, multiple
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crypto processors are used in a PSD to participate in
franking transactions in a multiplexed manner to dispense
postage. Among other things, these crypto processors
generate digital signatures for inclusion in postage
indicia to authenticate the same. For example, where a
digital signature contains a first signature value r
independent of any input to the PSD, and a second
gignature value s dependent on certain inputs to the PSD
in accordance with the DSA, the number of crypto
processors used is determined based on a first duration
for computing the signature value r and a second duration
for computing the signature value s.

In an illustrative embodiment, a main processor
in the PSD generates accounting data concerning postage
dispensation for all of the franking transactions, and
creates and stores records of the transactions. Such
accounting data includes, e.g., ascending and descending
register values. In accordance with an aspect of the
invention, as each crypto processor takes turns
participating in the franking transactions, the crypto
processor independently generates accounting data
concerning postage dispensation for the transactions
associated with the crypto processor. Advantageously,
the independently generated accounting data is used to
verify the corresponding accounting data generated by the
main processor. When such corresponding accounting data
is verified, the crypto processor creates and stores
records of the franking transactions associated
therewith. As a result, the crypto processors jointly
re-create the records of all of the franking
transactions, and store the created records in a

distributed manner.

Brief Description of the Drawing

Further objects, features and advantages of the
invention will become apparent from the following

detailed description taken in conjunction with the
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accompanying drawing, in which:

Fig. 1 is a block diagram of a franking system
in accordance with the invention for conducting franking
transactions to generate postage indicia;

Fig. 2 1is a block diagram of a postal security
device (PSD) used in the franking system of Fig. 1;

Fig. 3 illustrates a format of a franking
transaction record stored in the PSD of Fig. 2;

Fig. 4 is a table associating each franking
transaction with a respective one of crypto processors in
the PSD participating in the franking transaction;

Fig. 5 is a format of an ensemble of
information prepared by a processor in the PSD;

Fig. 6 illustrates a process for verifying a
temporary ascending register value based on certain
information in the ensemble of Fig. 5; and

Figs. 7A and 7B jointly illustrate a process
for generating a postage indicium using the system of
Fig. 1.

Detailed Description

Fig. 1 illustrates franking system 100
embodying the principles of the invention for generating
postage indicia. 1In this particular illustrative
embodiment, system 100 is configured as an "open system,”
where computer 105 may be a conventional personal
computer (PC) serving as a host device, and where postal
security device (PSD) 110, printer 115 for franking or
printing postage indicia, and modem 120 are peripherals
to computer 105. Alternatively, computer 105 may be a
workstation or any other general purpose computing
machine. In addition, modem 120 in this instance is
shown as an external modem, it will be appreciated that
any internal modem or network interface card (NIC) within
computer 105 may be used, instead.

Fig. 2 illustrates PSD 110 in accordance with

the invention. PSD 110 may be secured by well known
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hardware protection means and other tamper resistance
methodologies. As shown in Fig. 2, PSD 110 comprises
main processor 203, static random-access memory (SRAM)
207, a non-volatile memory, e.g., flash memory 209,
communications interface 211 for interfacing with
computer 105, multiplex logic 215, and cryptographic
engine 220. In this instance, SRAM 207 stores an
ascending register value in ascending register 230, a
descending register value in descending register 235, a
first pair of public key and private key in key buffer
237, a second pair of public key and private key in key
buffer 239, transaction log 241 for recording past
franking transactions, counter 233 and other
administrative information.

As is well known, ascending register 230 is
used to keep track of the amount of postage dispensed.
On the other hand, descending register 235 is used to
keep track of the postage fund amount available for
postage dispensation. When the descending register value
decreases over time below a predetermined limit, system
100 can no longer dispense postage until descending
register 235 is reset. Such a reset may be achieved by
way of electronic funds transfer, in accordance with a
well known telemeter setting (TMS) technique, via a
communication connection (e.g., a dial-up connection or
an Internet connection) established by modem 120 to a
remote computer system handling TMS transactions.

Because the contents of SRAM 207 need to be
refreshed from time to time, SRAM 207 is required to be
powered by a battery (not shown) in PSD 110. For fear
that the battery power should be unexpectedly out, the
ascending and descending register values, and the
transaction log are redundantly stored in flash memory
209 whose contents, unlike those of SRAM 207, need not be
refreshed. Flash memory 209 also contains program
instructions for processor 203 to orchestrate the

operation of PSD 110. This operation includes generation
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of digital signatures for inclusion in postage indicia to
be franked or printed by printer 115 on envelopes, or
labels for application onto mailpieces. The digital
signatures are used to authenticate the respective
postage indicia.

For example, in accordance with the USPS
"Information-Based Indicia Program (IBIP) Performance
Criteria for Information-Based Indicia and Security
Architecture for Closed IBI Postage Metering Systems, "
January 12, 1999, a postage indicium includes not only a
human readable portion containing text such as the date
of mailing and amount of postage, but also a machine
readable portion in the form of a two-dimensional
barcode. The machine readable portion contains postal
data elements including, e.g., the mailing date, the
postage amount, the ascending and descending register
values, an identification (ID) of the PSD being used, a
mail class and a software ID, and a digital signature
resulting from digitally signing such postal data
elements.

The generation of the digital signature and
subsequent verification thereof require use of the public
key and private key pair in buffer 237, in accordance
with a well known public key algorithm. 1In a
conventional manner, the pair of keys are generated
mathematically. In this particular illustrative
embodiment, the public key algorithm used is the Digital
Signature Algorithm (DSA) described, e.g., in "Digital
Signature Standard (DSS)," FIPS PUB 186, May 19, 1994.

Cryptographic engine 220 described below uses the private
key in buffer 237 to sign the aforementioned postal data
elements. The resulting digital signature, which is
distinct for each postage indicium, is included in the
machine readable portion thereof.

Unlike the public key which may be made
available to the public in the postage indicium, the

corresponding private key needs to be securely stored in
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PSD 110. Otherwise, using the private key which is
illegally obtained by, say, tampering with PSD 110, a
perpetrator may fraudulently generate postage indicia
without accounting for the postage expended. Thus, to
prevent fraud, for example, any tampering with PSD 110
may cause the power of the battery therein to be cut off,
thereby "zeroizing" or clearing the contents of SRAM 207,
including any private key therein.

Similarly, the public and private key pair in
key buffer 239, different from the key pair in buffer
237, 1s used for authenticating communications with the
aforementioned remote computer system to set up and
maintain PSD 110, and to replenish the postage fund
therein in a manner described before.

In accordance with the invention, cryptographic
engine 220 includes N crypto processors, denoted 225-1
through 225-N, where N is an integer determined optimally
in a manner to be described. In this illustrative
embodiment, each crypto processor is structurally
identical. For example, similar to every other crypto
processor, crypto processor 225-1 comprises, inter alia,
processing unit 227 and memory 229. In order to fully
appreciate the operation of engine 220 involving crypto
processors 225-1 through 225-N in generating digital
signatures, the make-up of a digital signature will now
be described.

In this instance, a digital signature is
composed of a first signature value r which is 20 bytes
long, and a second signature value s which is also 20
bytes long. In accordance with the DSA, the generation
of the signature value r involves generation of a random
(or pseudo-random) integer k in each franking
transaction. The value r is a function of the integer k
and certain given DSA parameters, and independent of the
aforementioned postal data elements to be signed.
However, the generation of the signature value s involves

applying a secure hash algorithm (SHA) onto the postal
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data elements to be signed. One such SHA is described in

"Secure Hash Standard," FIPS PUB 180-1, April 17, 1998.

Specifically, the signature value s, dependent on the
values of the postal data elements to be signed, may be

expressed as follows:

s = (k' (SHA(M) + xr))mod q |, (1)

where "k'" represents the multiplicative inverse of the
random integer k; "M" represents the postal data elements
to be signed onto which the SHA is applied; "x"
represents the value of the aforementioned private key
stored in key buffer 237; "r" represents the
aforementioned first signature value; and "mod g"
represents a standard modulus operation having a base g,
which is one of the given DSA parameters. It should be
noted at this point that the time required to calculate r
(Tr) is much longer than that required to calculate s
(Ts) .

Since the first signature value r is
independent of the values of the postal data elements to
be signed, i.e., M in expression (1), in accordance with
an aspect of the invention, engine 220 has crypto
processors 225-1 through 225-N each pre-calculate r even
before receiving the actual postal data elements to be
signed in a franking transaction. When the actual postal
data elements are received by engine 220, any crypto
processor having an available pre-calculated r can be
used to calculate s in accordance with expression (1),
thereby generating the digital signature. Thus, with the
pre-calculated r, the time that the cryptoc processor
takes to generate the digital signature virtually equals
the time required to generate the second signature value
g, i.e., Ts, which is relatively short.

To increase the digital signature generation
efficiency, multiplex logic 215 of conventional design is

employed to feed sets of postal data elements from main
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processor 203, corresponding to a sequence of franking
transactions, to crypto processors 225-1 through 225-N in
a multiplexed manner for them to take turns generating
digital signatures. It should be noted that the maximum
multiplex rate by multiplex logic 215, or the maximum
rate of generation of the digital signatures, in this
instance is 1/Ts assuming that pre-calculated r’s are
used. It can be shown that the minimum number of crypto
processors (N in this instance) needed can be determined
using the following equation so that when multiplex logic
215 distributes a set of postal data elements to be
signed, at least one of the crypto processors in engine
220 is available with a pre-calculated r to generate the

corresponding s, and thus the corresponding digital

signature:
N = Tr/Ts i1f Tr/Ts = a whole number (2)
|Tr/Ts| + 1 if Tr/Ts # a whole number '

where |e] represents a standard floor function which
takes the value of only the integer portion of the
argument "e" expressed as a decimal; and Tr and Ts
represent the times required to calculate r and s,
respectively, as mentioned before.

To keep track of the franking transactions
handled by PSD 110, main processor 203 maintains counter
233 in SRAM 207, which counts in an ascending order
starting from zero. Processor 203 causes counter 233 to
increase itg count by one each time to account for a new
franking transaction. Thus, the current count, denoted
TID, is used to identify the franking transaction being
conducted. Main processor 203 also maintains transaction
log 241 which records past franking transactions. Fig. 3
illustrates the format of each transaction record in log
241. 1In this instance, each transaction is identified by
a TID in field 301 of the record. Field 305 contains the
ascending register value as a result of the transaction.
Field 307 contains the descending register value as a

result of the transaction.
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As mentioned before, crypto processors 205-1
through 205-N generate digital signatures for a sequence
of franking transactions in a multiplexed manner.
Specifically, crypto processor 205-n, where 1 = n < N, is
assigned by multiplex logic 215 to generate digital
signatures for the transactions having TIDs = n, N + n,
2N +n, ..., KN + n, ..., where k is an integer greater
than or equal to zero. Fig. 4 illustrates a schedule
associating each TID in column 403 identifying a franking
transaction with a respective value of n in column 405
identifying one of the crypto processors which generates
the digital signature for that transaction.

In accordance with another aspect of the
invention, each crypto processor is used not only to
generate the digital signature for each franking
transaction associated therewith, but also to verify the
accounting of the ascending and descending register
values leading to the transaction, and to record the
transaction in a log when the accounting is verified. To
that end, each crypto processor includes an ascending
sub-register, a descending sub-register and a sub-log in
its memory. For example, crypto processor 225-1 includes
ascending sub-register 242, descending sub-register 243,
and sub-log 245 in memory 229.

When PSD 110 is initially put in service, the
value stored in the ascending sub-register of each crypto
processor 1s set to equal that stored in ascending
register 230, hereinafter referred to as the "initial
ascending register wvalue." Similarly, the wvalue stored
in the descending sub-register of each crypto processor
is set to equal that stored in descending register 235,
hereinafter referred to as the "initial descending
register value." When the first franking transaction is
conducted to dispense first postage, main processor 203
causes counter 233 to increase its count from zero to
one, thereby identifying the first franking transaction

with TID = 1. In addition, main processor 203 polls the
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current values of ascending register 230 and descending
register 235, respectively. Main processor 203 then
deducts the first postage value from the current
descending register value (which is the initial
descending register value in this instance), and adds the
first postage value to the current ascending register
value (which is the initial ascending register value in
this instance). The resulting ascending and descending
register values are temporarily stored in a first buffer
(not shown) and a second buffer (not shown) in SRAM 207,
which are referred to as the "temporary ascending
register value" and "temporary descending register
value," respectively. Main processor 203 thereafter
transmits to engine 220, through multiplex logic 215, a
first ensemble of information including (a) the TID
identifying the current transaction (in this instance TID
= 1), (b) the first postage value, (c) the temporary
ascending register value, (d) the temporary descending
register value, and (e) a first set of postal data
elements which need to be signed by one of the crypto
processors in engine 220 to generate a digital signature.
Multiplex logic 215 is programmed to route the
first ensemble having TID = 1 to crypto processor 225-1,
in accordance with the schedule of Fig. 4. The
communication channel between crypto procegsor 225-1 and
main processor 203 is maintained by multiplex logic 215
until a second ensemble having a different TID is routed
thereby. After receiving the first ensemble including
the aforementioned items (a) through (e), unit 227
independently computes the ascending and descending
register values as a result of the franking transaction
being conducted based on the postage value in item (b),
and the current wvalues in ascending sub-register 242 and
descending sub-register 243, which in this instance are
the initial ascending and descending register values,
respectively. Specifically, unit 227 computes the

ascending register value by adding the postage value in
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item (b) to the value in ascending sub-register 242, and
the descending register value by deducting the postage
value in item (b) from the value in descending sub-
register 243. Unit 227 then compares the independently
computed ascending and descending register values with
the received temporary ascending register value in item
(c) and temporary descending register value in item (d),
respectively. If the computed and temporary ascending
register values do not match, and/or the computed and
temporary descending register values do not match, unit
227 generates and transmits an exceptional signal to main
processor 203. In response, the latter may (i) re-
conduct the current transaction, or (ii) may cause an
error mesgsage to be displayed on computer 105, and
franking system 100 to be inoperative until it is
satisfactorily audited and re-started by authorized
personnel. Otherwise, if the computed and temporary
ascending register values match, and the computed and
temporary descending register values match, unit 227
overwrites ascending sub-register 242 with the computed
ascending register value, and descending sub-register 243
with the computed descending register value. 1In
addition, unit 227 posts the current franking transaction
by creating a record in sub-log 245 which corresponds to
TID = 1 and includes therein the computed ascending and
descending register values in the format of Fig. 3. Unit
227 then generates the digital signature for the franking
transaction by signing the postal data elements in item
(e) in a manner described above. Unit 227 transmits the
digital signature to main processor 203 for inclusion in
a postage indicium. In response, processor 203, among
other things, overwrites ascending register 230 with the
temporary ascending register value in the first buffer,
and descending register 235 with the temporary descending
register value in the second buffer. In addition,
processor 203 posts the transaction by creating a record

in log 241 which corresponds to TID = 1 and includes
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therein the updated values of ascending register 230 and
descending register 235 in the format of Fig. 3. Thus,
at the end of the first transaction, ascending sub-
register 242 of crypto processor 225-1 contains the same
ascending register value as ascending register 230;
descending sub-register 243 contains the same descending
register value as descending register 235; and sub-log
245 includes the same record corresponding to TID = 1 as
log 241.

In addition, the wvalues in ascending register
230 and descending register 235 and the newly created
record in log 241 are redundantly stored by main
processor 203 in flash memory 209.

Continuing the above example, in conducting the
second franking transaction, identified by TID = 2, to
dispense second postage, malin processor 203 similarly
generates temporary ascending and descending register
values based on the second postage value. In this
instance, the temporary ascending register value equals
the current value of ascending register 230 plus the
second postage value; and the temporary descending
register value equals the current value of descending
register 235, less the second postage value. These
temporary values are to be verified by crypto processor
225-2 associated with the second transaction before the
gsecond transaction is posted. To that end, main
processor 203 creates a second ensemble for transmission
to crypto processor 225-2 through multiplex logic 215.
This second ensemble contains information including (a)
the TID identifying the current transaction (in this
instance TID = 2), (b) the second postage value, plus the
first postage value, (c¢) the temporary ascending register
value, (d) the temporary descending register value, and
(e) a second set of postal data elements need to be
signed to generate a second digital signature. Thus, the
first and second ensembles contain similar information

except item (b) therein. Item (b) in the second ensemble
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includes not only the current, second postage value, but
also the past, first postage value. This stems from the
fact that crypto processor 225-2, like every other crypto
processor in engine 220, is periodically engaged to
conduct franking transactions. In this instance, the
ascending sub-register and descending sub-register of
crypto processor 225-2 stand at the initial ascending
register value and initial descending register value,
respectively, which correspond to TID = 0. With the
past, first postage value, the ascending and descending
sub-registers can "catch up" with the current values in
ascending register 230 and descending register 235
corresponding to TID = 1. To that end, crypto processor
225-2 adds the first postage value to the value in the
ascending sub-register thereof and deducts the first
postage value from the value in the descending sub-
register thereof. The second postage value is further
added to the ascending sub-register value, and deducted
from the descending sub-register value to verify the
validity of the temporary ascending register wvalue in
item (c¢) and that of the temporary descending register
value in item (d) of the second ensemble, which
correspond to TID = 2. If the temporary values are
valid, i.e., the resulting ascending sub-register value
equal to the temporary ascending register value and the
resulting descending sub-register value equal to the
temporary descending register value, the accounting
leading up to and including the current transaction is
verified. 1In that case, crypto processor 225-2 similarly
posts the current transaction by creating a record in its
sub-log corresponding to TID = 2 in the format of Fig. 3,
digitally signs the postal data elements in item (e), and
transmits the resulting digital signature to main
processor 203 for inclusion in a postage indicium. In
response, processor 203, among other things, overwrites
ascending register 230 with the temporary ascending

register value, and descending register 235 with the
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temporary descending register value. In addition,
processor 203 posts the transaction by creating a record
in log 241 corresponding to TID = 2 in the format of Fig.
3. Thus, at the end of the second transaction, the
ascending sub-register in crypto processor 225-2 contains
the same ascending register value as ascending register
230; the descending sub-register in crypto processor 225-
2 contains the same descending register value as
descending register 235; and the sub-log in crypto
processor 225-2 includes the same record corresponding to
TID = 2 as log 241.

Similarly, crypto processors 225-3 through 225-
N are pericdically engaged to conduct franking
transactions. As a result, the sub-log in crypto
processor 225-n, 1 = n s N, contains transaction records
corresponding to TID =n, n + N, ..., n + kN, .... That
is, crypto processor 225-1 includes in its sub-log
transaction records corresponding to TID = 1, N+1, 2N+1,

.; Crypto processor 225-2 includes in its sub-log
transaction records corresponding to TID = 2, N+2, 2N+2,

.; and so on and so forth. 1In other words, the
transaction records in log 241 corresponding to all of
the transactions are re-created by, and stored in, crypto
processors 225-1 through 225-N in a distributed manner.
Advantageously, the sub-logs of crypto processors 225-1
through 225-N can be jointly used to verify the records
in log 241 to detect any tampering therewith.

Because of the periodic engagement of each
crypto processor, in order for the ascending sub-register
and descending sub-register of the crypto processor to
"catch up" with the current values of ascending register
230 and descending register 235, in general, item (b) of
the ensemble transmitted to the crypto processor needs to
include not only the postage value in the current
transaction, say, with TID = p, but the postage values in
the last p - 1 transactions if p < N, or the postage

values in the last N - 1 transactions if p = N.
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Fig. 5 illustrates generic ensemble 500
generated by main processor 203 for transmission to a
crypto processor. As shown in Fig. 5, field 503 of
ensemble 500 includes the TID identifying the current
franking transaction, i.e., item (a) described above.
Field 505 includes the respective postage values in the
current and selected past transactions, i.e., item (b)
just described, which are arranged in chronological order
in the field. Field 507 includes the temporary ascending
register value to be verified, i.e., item (c) described
above. Field 509 includes the temporary descending
register value to be verified, i.e., item (d) described
above. Field 511 includes a set of postal data elements
to be signed to generate a digital signature, i.e., item
(e) described above.

As mentioned before, a reset of descending
register 235 occurs when postage funds are replenished in
PSD 110, thereby increasing the value in descending
register 235. A reset of ascending register 230 occurs
when the ascending register value reaches a predetermined
maximum value, thereby re-starting ascending register 230
at a predetermined reset value, e.g., zero. Thus, in
order to completely "catch up" with the current ascending
and descending register values, the ascending sub-
register and descending sub-register of each crypto
processor need to take into account any reset of
ascending register 230 and descending register 235,
respectively. To that end, field 513 includes the
TID, ese: identifying the franking transaction immediately
before a reset of ascending registexr 230 occurs. For
example, when ascending register 230 1is reset between
transactions TID = 2250 and TID = 2251, TID, yeeec = 2250.
To ensure that the TID, ,.. 1s relevant, TID, ,... has to be
greater than or equal to the current TID - N, or else

TID is set to zero.

a_reset

In addition, main processor 203 determines

TIDy yecer identifying the franking transaction immediately
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before any reset of descending register 235. If current
TID > TIDg yeqee 2 current TID - N, main processor 203
provides in field 515 of ensemble 500 an increased
postage amount resulting from the reset of descending
register 235, referred to as the "descending register
reset amount." The default wvalue for field 515 is zero.
Thus, with ensemble 500, to verify the
temporary ascending register value in field 507, a crypto
processor receiving the ensemble needs to determine
whether TID, ;e in field 513 is equal to 0, as indicated
at step 603 in Fig. 6. If TID, . # 0, the crypto
processor sums the ascending register reset value and
only those postage values in field 505 which correspond
to TIDs > TID, ;e:, @s indicated at step 606. Otherwise,
if TID

value in field 503 to the current value in its ascending

aresec = 0, the crypto processor adds each postage
sub-register, as indicated at step 612. The resulting
value at step 606 or 612 is compared with the temporary
agscending register value to verify the latter, as
indicated at step 609.

Referring back to Fig. 5, to verify the
temporary descending register value in field 509, the
crypto processor adds the descending register reset
amount in field 515 to, and subtracts each postage value
in field 505 from, the current value in its descending
sub-register. The resulting value is then compared with
the temporary descending register value.

Field 517 of ensemble 500 includes cyclic
redundancy check (CRC) bits, resulting from performing
well known binary block CRC coding on the contents of
fields 503, 505, 507, 509, 511, 513 and 515, for
detecting any error in the ensemble occasioned during its
transmigsion to the crypto processor.

In operation, when a user at computer 105
conducts a franking operation to print a postage
indicium, the user is prompted to enter mailing

information concerning the destination zip code, weight,



10

15

20

25

30

35

WO 01/29781 PCT/US99/24204

-18-

mail class (or rate category), any special services,
etc., of a mailpiece to be mailed, as indicated at step
705 in Fig. 7A. Assuming in this instance that a rate
module is pre-installed in computer 105 which provides
postage rate information, computer 105 at step 708
calculates the required postage value for mailing the
mailpiece. At step 711, computer 105 sends the data
concerning the current mail class and postage value to
PSD 110. 1In response, main processor 203 in PSD 110 at
step 714 computes a temporary ascending register value
and a temporary descending register value based on the
current postage value in a manner described above. At
step 717, main processor 203 generates an ensemble of
information similar to ensemble 500 whose format and
contents are described above. At step 720, main
processor 203 transmits the ensemble to one of the crypto
processors, say, crypto processor 225-1, under the
control of multiplex logic 215.

Based on the CRC bits in field 617 of the
received ensemble, processing unit 227 at step 723 in
crypto processor 225-1 determines whether the received
ensemble is error free. TIf it is determined that the
received ensemble is erroneous, unit 227 at step 726
returns a negative acknowledgement to main processor 203
for re-transmission of the ensemble. Otherwise, unit 227
at step 729 verifies the temporary ascending register
value and the temporary descending register value by
comparing them with the register values independently
computed by unit 227 in a manner described above. If the
temporary register values cannot be verified, unit 227 in
this instance causes an error message to be displayed on
computer 105, and franking system 100 to be inoperative
until it is satisfactorily audited and re-started by
authorized personnel, as indicated at step 732.

Otherwise, if the temporary ascending and
descending register values are verified, unit 227 at step

735 updates the values in ascending sub-register 242 and
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descending sub-register 243, and posts the current
franking transaction in sub-log 245 in a manner described
above. 1In addition, unit 227 at step 738 in Fig. 7B
signs the postal data elements in field 511 of the
received ensemble, resulting in a digital signature for
inclusion in the postage indicium to be generated. This
digital signature is transmitted to main processor 203,
as indicated at step 742. After receiving the digital
signature, main processor 203 at step 745 updates the
values in ascending register 203 and descending register
235, and posts the current transaction in log 241 in a
manner described above. At step 748, main processor 203
passes the received digital signature on to computer 105
through communications interface 211. The latter at step
752 prepares a print image of a postage indicium
representing the required postal information and digital
signature. Alternatively, main processor 203 itself may
create the print image of the postage indicium and pass
it on to computer 105. In any event, computer 105
transmits the print image to printer 115 at step 755 for
it to print the postage indicium on a label or an
envelope fed thereto.

The foregoing merely illustrates the principles
of the invention. It will thus be appreciated that those
skilled in the art will be able to devise numerous other
arrangements which embody the principles of the invention
and are thus within its spirit and scope.

For example, in the disclosed embodiment, the
DSA of the DSS is illustratively used for authenticating
postal data in a postage indicium, another well-known
data authentication algorithm such as the RSA or Elliptic
Curve algorithm may be used, instead.

In addition, in the disclosed embodiment,
franking system 100 is configured as an open system. It
will be appreciated that the franking system may be
configured as a closed system in the form of a postage

meter including therein a dedicated printer.
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Finally, PSD 110 is disclosed herein in a form
in which various functions are performed by discrete
functional blocks. However, any one or more of these
functions could equally well be embodied in an
arrangement in which the functions of any one or more of
those blocks or indeed, all of the functions thereof, are
realized, for example, by one or more appropriately

programmed processors.
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Claims

1. Apparatus for conducting a plurality of
transactions to dispense postage, the apparatus
comprising:

5 a memory for storing accounting data concerning
postage dispensation, the accounting data varying with
the transactions; and

a plurality of processors, each processor being
associated with a different subset of the transactions,

10 each processor verifying the accounting data for at least
the transactions in the subset associated with the

processor.

2. The apparatus of claim 1 wherein the accounting
data includes an amount of a fund available for the

15 postage dispensation.

3. The apparatus of claim 1 wherein the accounting
data includes a cumulative amount of the postage

dispensation.

4. The apparatus of claim 1 wherein the accounting

20 data includes indices for identifying the transactions.

5. The apparatus of claim 1 wherein the memory

includes a non-volatile memory.

6. The apparatus of claim 1 wherein each processor
also stores records concerning the transactions in the

25 subset associated with the processor.

7. Apparatus for generating a code for
authenticating a postage indicium representing a
plurality of data elements, the apparatus comprising:

an interface for receiving at least one of the data

30 elements;
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a number of processors; and

a mechanism for selecting one of the processors to
generate the code by performing a plurality of
computations, a first one of the computations being
independent of the at least one of the data elements, a
second one of the computations being dependent on the at
least one of the data elements, the number of processors
being a function of a first duration for performing the
first one of the computations and a second duration for

performing the second one of the computations.

8. The apparatus of claim 7 wherein the number of
processors is a function of a ratio of the first duration

to the second duration.

9. The apparatus of claim 7 wherein each one of

the processors is selected periodically.

10. The apparatus of claim 7 wherein the first one
of the computations includes generation of a random

number.

11. The apparatus of claim 7 wherein the first one
of the computations includes a computation based on a

value of the random number.

12. The apparatus of claim 7 wherein the second one
of the computations includes a computation based on a
value of a private key in accordance with a cryptographic

algorithm.

13. The apparatus of claim 7 wherein the code

includes a digital signature.

14. The apparatus of claim 13 wherein the first one
of the computations includes a computation of a signature

value r in accordance with a digital signature algorithm (DSA).
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15. The apparatus of claim 14 wherein the second
one of the computations includes a computation of a

signature value s in accordance with the DSA.

16. Apparatus for conducting a sequence of
transactions for generating postage indicia, each postage
indicium containing a plurality of data elements, the
apparatus comprising:

an interface for receiving a postage value in a
transaction;

a first processor for generating an ensemble of
information containing data derived from at least the
postage value;

a plurality of second processors; and

a mechanism for providing the ensemble to a selected
one of the second processors, the selected second

processor generating at least one of the data elements.

17. The apparatus of claim 16 wherein the data is
also derived from postage values in selected transactions

prior to the transaction.

18. The apparatus of claim 17 wherein the number of
selected transactions is a function of the number of

second processors.

19. The apparatus of claim 16 wherein the ensemble
of information also contains an index identifying the

transaction.

20. The apparatus of claim 16 wherein the ensemble
of information also contains second data concerning an
increased amount of a fund available for postage

dispensation.

21. The apparatus of claim 16 wherein the at least

one of the data elements includes a code for
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authenticating the postage indicium.

22. The apparatus of claim 21 wherein the code

includes a digital signature.

23. The apparatus of claim 22 wherein the ensemble
of information also contains a subset of the data
elements, the digital signature being derived from the

subset of the data elements.

24. A method for use in an apparatus for conducting
a plurality of transactions to dispense postage, the
apparatus including a plurality of processors, each
processor being associated with a different subset of the
transactions, the method comprising:

storing accounting data concerning postage
dispensation, the accounting data varying with the
transactions; and

verifying by each processor the accounting data for
at least the transactions in the subset associated with

the processor.

25. The method of claim 24 wherein the accounting
data includes an amount of a fund available for the

postage dispensation.

26. The method of claim 24 wherein the accounting
data includes a cumulative amount of the postage

dispensation.

27. The method of claim 24 wherein the accounting

data includes indices for identifying the transactions.

28. The method of claim 24 further comprising
storing by each processor records concerning the

transactions in the subset associated with the processor.
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29. A method for use in an apparatus for generating
a code for authenticating a postage indicium representing
a plurality of data elements, the apparatus including a
number of processors, the method comprising:

receiving at least one of the data elements; and

selecting one of the processors to generate the code
by performing a plurality of computations, a first one of
the computations being independent of the at least one of
the data elements, a second one of the computations being
dependent on the at least one of the data elements, the
number of processors being a function of a first duration
for performing the first one of the computations and a
second duration for performing the second one of the

computations.

30. The method of claim 29 wherein the number of
processors is a function of a ratio of the first duration

to the second duration.

31. The method of claim 29 wherein each one of the

processors is selected periodically.

32. The method of claim 29 wherein the first one of

the computations includes generation of a random number.

33. The method of claim 29 wherein the first one of
the computations includes a computation based on a value

of the random number.

34. The method of claim 29 wherein the second one
of the computations includes a computation based on a
value of a private key in accordance with a cryptographic

algorithm.

35. The method of claim 29 wherein the code

includes a digital signature.
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36. The method of claim 35 wherein the first one of
the computations includes a computation of a signature

value r in accordance with a DSA.

37. The method of claim 36 wherein the second one
of the computations includes a computation of a signature

value s in accordance with the DSA.

38. A method for use in an apparatus for conducting
a sequence of transactions for generating postage
indicia, each postage indicium containing a plurality of
data elements, the apparatus including a first processor
and a plurality of second processors, the method
comprising:

receiving a postage value in a transaction;

generating by the first processor an ensemble of
information containing data derived from at least the
postage value; and

providing the ensemble to a selected one of the
second processors, the selected second processor

generating at least one of the data elements.

39. The method of claim 38 wherein the data is also
derived from postage values in selected transactions

prior to the transaction.

40. The method of claim 39 wherein the number of
selected transactions is a function of the number of

second processors.

41. The method of claim 38 wherein the ensemble of
information also contains an index identifying the

transaction.

42. The method of claim 38 wherein the ensemble of
information also contains second data concerning an

increased amount of a fund available for postage
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dispensation.

43. The method of claim 38 wherein the at least one
of the data elements includes a code for authenticating

the postage indicium.

44, The method of claim 43 wherein the code

includes a digital signature.

45. The method of claim 44 wherein the ensemble of
information also contains a subset of the data elements,

the digital signature being derived from the subset of
the data elements.
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