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RESOURCE ACCESS CONTROL USING A VALIDATION TOKEN

This invention relates to the field of data processing systems. More particularly, this
invention relates to control of access by a user to a resource controlled by a resource server using a

validation token issued by a validation server.

It is known to provide data processing systems in which a resource, such as data, is held by a
resource server and access to that data is controlled via validation tokens issued by a validation
server. A user will contact and authenticate themselves with the validation server and if this
authentication is successful then the user will be issued with a validation token. The validation
token can then be sent by the user to a resource server together with a request to access a resource
managed by that resource server. The resource server will then contact the validation server to
check that the validation token is authentic, and, if the validation token is authentic, then the

resource server will provide access to the resource as requested by the user.

Viewed from one aspect the present invention provides a method of controlling access by a
user to a resource controlled by a resource server, said method comprising the steps of:

receiving at a validation server a validation request from said user;

if said validation request meets one or more validation criteria, then issuing to said user a
validation token;

receiving at said resource server a resource request and said validation token from said user
seeking to access said resource;

determining at said resource server if said resource request satisfies a policy and

(1) if said resource request satisfies said policy, then permitting said user to access said

resource without confirming validity of said validation token with said validation server; and

(i1) if said resource request does not satisfy said policy, then confirming validity of said

validation token with said validation server before permitting said user to access said

resource.

The present technique serves to reduce the amount of communications traffic concentrating
on the validation server as if the policy is satisfied, then the validation token may be accepted and

the access permitted without the step of confirming the validity of the token with the validation
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SErver.

The validation token may itself be subject to a validity check performed by the resource
server without reference to the validation server. As an example, the validation token may be
digitally signed by the validation server and the resource server may check that the validation token
it is being presented with is appropriately digitally signed. Such a check may be performed by the

resource server itself without needing to communicate/confirm with the validation server.

The policy which the received resource request may or may not satisfy can be established in
a number of different ways. In some embodiments the policy is specified by policy data within the
validation token itself. In other embodiments, the policy data may be held by the resource server.

Combinations of these options are also be possible.

In some embodiments the resource server provides access to a plurality of resources. These
plurality of resources may have different levels of security/sensitivity associated with them.
Accordingly, in some embodiments the policy may specify a first set of the plurality of resources to
which access can be provided without confirming the validity of the validation token and a second
set of the plurality of resources to which access can be provided after confirming validity of the
validation token with the validation server. Thus, low sensitivity/security resources may form the
first set and high sensitivity/security resources may form part of the second set. As examples, the
first set of resources may comprise resources that do not change data held by the resource server
and the second set of resources may comprise resources that do change data held by the resource
server. Thus, read access can be provided more readily (i.e. without need to confirm the validity of
the validation token with the validation server) than write access. In some embodiments the first set
of resources may be exclusively (only) resources that do not change data held by the resource server
and the second set of resources may exclusively (only) comprise resources that do change data held

by the resource server.

It will be appreciated that the policy which controls whether or not the validity of the
validation token is confirmed can have a wide variety of different forms. In some embodiments, the
validation token includes a timestamp indicating when that validation token was issued by the

validation server. In this context, a policy may control the resource server to confirm validity of the
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validation token with the validation server before permitting access to the resource if the timestamp
indicates that the duration since the validity token was issued by the validation server is greater than
a threshold duration. Thus, relatively freshly issued validation tokens may be accepted without
requiring confirmation with the validation server, whereas older validation tokens will require their

validity to be checked before the access they are seeking to validate is permitted.

In some embodiments the validation token may include usage account data indicating a
threshold number of times that the validation token can be used to validate access to the resource
without confirmation from the validation server. The policy then controls the resource server to
confirm validity of the validation token with the validation server before permitting the user to
access the resource if the validation token alone has already been used to validate access to the
resource the threshold number of times. Thus, a validation token may be permitted to self-validate
a resource request up to a threshold number of times before the validation token will require

checking with the validation server.

It will be appreciated that the complexity of the policy applied by the server can vary and
combinations of the above factors (i.e. timestamp, usage, count etc.) as well as other factors may all
form part of the policy applied and used to control whether or not a validation token is required to
have its validity confirmed with the validation server before the associated resource request is

permitted.

In some embodiments, the validation server sends token blacklist data to the resource server
specifying validation tokens that have been issued to users and that should no longer be used to
validate accesses. The resource server checks the validation token accompanying a resource request
against the token blacklist data to determine whether or not the validation token is permitted to
validate the resource request. Thus, the validation server can effectively override a policy applied
by a resource server that would allow a validation token to validate a resource request without
confirming validity with the validation token by blacklisting that validation token. Such an override
mechanism may be used, for example, in the case of tokens that had been issued to a user where it
is known that the user should no longer be permitted access (e.g. an ex employee) and yet the
normal policies would permit the validation tokens already issued to that user to authorize resource

requests without requiring a check back to the validation server. The token blacklist data provides a
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security backstop to the relaxation of the requirement to check the validity of all validation tokens

with the validation server every time they are presented at a resource server.

It will be appreciated that the policy may be set by algorithms and parameters entirely held
within the resource server itself. However, in some embodiments, the validation token includes a
data structure (e.g. XML) readable by the resource server and specifying one or more parameters
used by the resource server in determining whether or not the policy is satisfied. Such parameters
embedded within the validation token, may include timestamp data, usage count data, authorization

level data etc.

While it is possible that the user, the resource server and the validation server could be co-
located, the present techniques may be applied when the validation server and the resource server
are located in different locations and linked via a telecommunications link. The use of the policy at
the resource server to determine whether or not a check needs to be made as to the validity of a
received validation token with the validation server may serve to reduce the telecommunications
traffic requirement on the telecommunications link and accordingly ease the communication

overhead.

While the above has discussed the system as a whole, it will be appreciated that the form
and operation of the various components of the system also represent additional inventions in their
own right. It will further be realized that different portions of the overall system may be located in
different parts of the world, e.g. the user making the resource access request, the validation server

and the resource server may all be in different countries and connected via telecommunications

links.

Viewed from another aspect the present invention provides a method of controlling access
by a user to a resource controlled by a resource server using a validation token issued by a
validation server, said method comprising the steps of

receiving at said resource server a resource request and said validation token from said user
seeking to access said resource; and

determining at said resource server if said resource request satisfies a policy and

(1) if said resource request satisfies said policy, then permitting said user to access said



10

15

20

25

30

resource without confirming validity of said validation token with said validation token; and
(i1) if said resource request does not satisfy said policy, then confirming validity of said
validation token with said validation server before permitting said user to access said

resource.

Viewed from another aspect the present invention a method of controlling access by a user
to a resource controlled by a resource server, said resource server determining whether or not to
confirm validity with a validation server of a validation token accompanying a resource request in
dependency upon a policy, said method comprising the steps of

receiving at a validation server a validation request from said user; and

if said validation request meets one or more validation criteria, then issuing to said user a
validation token,

wherein said validation token issued by said validation server includes a data structure
readable by said resource server and specifying one or more parameters used by said resource

server in determining whether or not said policy is satisfied.

Viewed from another aspect the present invention a data processing system having a
resource server for providing a resource to a user and a validation server, wherein

said resource server is configured to receive a validation request from said user and, if said
validation request meets one or more validation criteria, then to issue to said user a validation token;
and

said resource server is configured to receive a resource request and said validation token
from said user seeking to access said resource, to determine if said resource request satisfies a
policy, and

(1) if said resource request satisfies said policy, then to permit said user to access said

resource without confirming validity of said validation token with said validation server; and

(i1) if said resource request does not satisfy said policy, then to confirm validity of said

validation token with said validation server before permitting said user to access said

resource.

Viewed from another aspect the present invention a resource server for providing access by

a user to a resource using a validation token issued by a validation server, said resource server
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comprising:
a receiver configured to receive a resource request and said validation token from said user
seeking to access said resource; and
a validation controller configured to determine if said resource request satisfies a policy and
(1) if said resource request satisfies said policy, then to permit said user to access said
resource without confirming validity of said validation token with said validation server; and
(i1) if said resource request does not satisfy said policy, then to confirm validity of said
validation token with said validation server before permitting said user to access said

resource.

Viewed from another aspect the present invention a validation server for controlling access
by a user to a resource controlled by a resource server, said resource server determining whether or
not to confirm validity with said validation server of a validation token accompanying a resource
request in dependency upon a policy, said validation server comprising:

a receiver configured to receive a validation request from said user; and

a token issuing unit configured to issue said user a validation token if said validation request
meets one or more validation criteria,

wherein said validation token issued by said validation server includes a data structure
readable by said resource server and specifying one or more parameters used by said resource

server in determining whether or not said policy is satisfied.

Viewed from another aspect the present invention a data processing system having resource
server means for providing a resource to a user and validation server means for providing a
validation token, wherein

said resource server means is adapted to receive a validation request from said user and, if
said validation request meets one or more validation criteria, then to issue to said user said
validation token; and

said resource server means is adapted to receive a resource request and said validation token
from said user seeking to access said resource, to determine if said resource request satisfies a
policy, and

(1) if said resource request satisfies said policy, then to permit said user to access said

resource without confirming validity of said validation token with said validation server
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means; and
(i1) if said resource request does not satisfy said policy, then to confirm validity of said
validation token with said validation server means before permitting said user to access said

resource.

Viewed from another aspect the present invention a resource server for providing access by
a user to a resource using a validation token issued by a validation server, said resource server
comprising:

receiving means for receiving a resource request and said validation token from said user
seeking to access said resource; and

validation means for determining if said resource request satisfies a policy and

(1) if said resource request satisfies said policy, then permitting said user to access said

resource without confirming validity of said validation token with said validation token; and

(i1) if said resource request does not satisfy said policy, then confirming validity of said

validation token with said validation server before permitting said user to access said

resource.

Viewed from another aspect the present invention a validation server for controlling access
by a user to a resource controlled by a resource server, said resource server determining whether or
not to confirm validity with said validation server of a validation token accompanying a resource
request in dependency upon a policy, said validation server comprising:

receiving means for receiving a validation request from said user; and

token issuing means for issuing said user a validation token if said validation request meets
one or more validation criteria,

wherein said validation token issued by said validation server includes a data structure
readable by said resource server and specifying one or more parameters used by said resource

server in determining whether or not said policy is satisfied.

Embodiments of the invention will now be described, by way of example only, with
reference to the accompanying drawings in which:
Figure 1 schematically illustrates a data processing system including a validation server,

multiple resource servers and a user device operated by a user and all linked via a
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telecommunications link;

Figure 2 schematically illustrates communication and processing flow in making validation
token requests and resource requests within the system of Figure 1;

Figure 3 is a flow diagram schematically illustrating token issue by a validation server;

Figure 4 is a flow diagram schematically illustrating request handling by a resource server;
and

Figure 5 is a diagram schematically illustrating server hardware which may be used to

provide one or more of the validation server and resource server used with the present techniques.

Figure 1 schematically illustrates a data processing system 2 including a validation server 4,
multiple resource servers 6, 8 and a user device 10 (such as a wearable computing device, a mobile
telephone, a laptop, computer etc) operated for example, by a user 12 all linked via a
telecommunications link 14, such as the internet. The validation server 4 and the resource serves 0,
8 each include respective receivers 16, 18, 20 for receiving communications from the
telecommunications link 14. The receivers 16, 18, 20 may also serve to transmit responses back to
other elements within the data processing system 2 via the telecommunications link 14 (or separate

transmitters may be provided).

The validation server 4 includes a token issuing unit 22 which is configured to issue a
validation token to a user if a validation request received from a user 12 meets predetermined
validation requirements. As an example, the user 12 may provide a username and password as part
of the validation request sent to the validation server 4 and the token issuing unit 22 may compare
this username and password with corresponding data held within the validation server. If the
received username and password match the data already held within the validation server 4, then a
validation token (e.g. a signed and encrypted block of XML data) from the validation server 4 may

be issued back to the user 12 (and stored on their user device 10) using the token issuing unit 22.

This validation token issued by the token issuing unit 22 may include a data structure
readable by the resource servers 6, 8, specifying one or more parameters used by the resource
servers in determining whether or not a policy which those resource servers will apply is or is not
satisfied. The parameters represented within the data structure of the validation token may include,

for example, parameters such as a timestamp indicating the time at which the validation token was
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issued, a use count indicating how many times the validation token may be used before its validity
needs to be checked, an authorization level associated with the username and password which has
been checked etc. The data structure embedded within the validation token may for example be in
the form of an XML data structure. This data structure may be encrypted and then the validation

token digitally signed in a manner so as to protect it from unauthorized alteration.

The resource servers 6, 8 each include a respective validation controller 24, 26, which
operate upon resource requests received at their respective resource servers 6, 8. These validation
controllers 24, 26 serve to respond to a resource request received from a user device 10 via the
telecommunication link 14 by evaluating/applying a policy to determine whether or not a validation
token accompanying that resource request should or should not have its validity confirmed with the
validation server 4 before the access request is permitted. The policy applied by the validation
controller 24, 26 can take a wide variety of different forms. The policy may be based upon data and
parameters stored within the resource server 6, 8 itself, may be based upon parameters read from

the validation token received, from data retriever from elsewhere or a combination of the above.

Examples of the policies which may be applied include comparing a timestamp embedded
within the validation token with a current time to determine whether or not the duration since that
validation token was issued is greater than a threshold duration. If the duration since issue is
greater than the threshold duration then the validation token is subject to its validity being
confirmed by the validation server 4 prior to the resource access request being permitted.
Conversely, if the duration since the validation token was issued is less than the threshold duration,
then the validation token may be taken to authorize the access request without requiring its validity

to be confirmed by the validation server 4.

Another example of the policy applied by the validation controller 24, 26, either in
combination with the timestamp or independently of the timestamp is one based upon a usage
count. The validation token may include usage count data indicating a threshold number of times
that the validation token can be used to validate access at a particular resource server 6, 8. The
validation controller 24, 26 can compare this usage count data with a count data for that validation
token which is maintained within the resource server 6, 8 to determine whether or not the usage

count has yet exceeded a threshold number of times. If the usage count has not yet exceeded the
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threshold number of times, then the validation token may for example, be used to validate the
resource access request without a requirement for its validity to be confirmed by the validation
server 4. Conversely, if the usage count indicates that the validation token has already been used to
access the resource the threshold number of times, then the validity of the validation token must be
confirmed by the validation server 4 before the resource access request is permitted at the resource
server 0, 8. It will be appreciated that the count of the uses of a validation token may be held within
the source server 6, 8 or may be embedded within the validation token itself and updated by the

resource server 6, 8 each time it is used.

A further example of a policy which may be applied is one in which the resource server
provides access to a plurality of resources and divides these into a first set of the plurality of
resources to which access can be provided without confirming validity of the validation token with
the validation server and a second set of the plurality of resources to which access can be provided
after confirming the validity of the validation token with the validation server. Thus, the second set
of resources are the more securely protected set of resources. In some examples, the first set may
comprise resources that do not change data held within the resource server 6, 8 and the second set
may comprise resources that do change data held by the resource server 6, 8. Thus, write access is
more security controlled than read access. In some further examples, the first set may comprise
only (i.e. exclusively) resources that do not change data held within the resource server 6, 8 and the
second set may comprise only (i.e. exclusively) resources that do change data held by the resource

server 0, 8.

A further feature of the data processing system 2 illustrated in Figure 1 is that the validation
server 4 may send token blacklist data via the telecommunications link 14 to the resource server 0,
8. This token blacklist data specifies validation tokens that have been issued by the validation
server 4 to user devices 10/users 12 that should no longer be used to validate accesses. Thus, even
if the policies normally applied by the resource servers 6 and the validation tokens accompanying
resource access requests would permit access, this access may be overridden by the token blacklist
data that specifies that particular validation tokens should no longer be honored. As an example, if
a validation token is issued to a particular user and then that user is known to lose their authorized
status (e.g. leaves the organization involved), then it would be appropriate to inform the resource

servers 6, 8, via the token blacklist data that validation tokens issued to that user 12 should no
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longer be considered valid. Thus, even if a received validation token and the policy would indicate
that the validation token can be used to authorize a resource access request without requiring the
validation token to have its validity confirmed by the validation server, this permission may be
overridden by the token blacklist data. The number of validation tokens likely to require their
validity to be overridden in this way is relatively small and accordingly the token blacklist data
provides an efficient way of managing security without requiring every use of a validation token to
have the validity of that validation confirmed by the validation server 4, particularly given the

communication and processing overheads associated with such confirmations.

The validation tokens issued by the token issuing unit 22 may be digitally signed by the
validation server. The validation controller 24, 26 within the resource server 6, 8 may check that
the validation token is correctly digitally signed as part of validating the resource request.
Checking the digital signal in this way may be performed as an additional preliminary validity
check prior to then applying the policy or policies discussed above to determine whether or not the

validity of the validation token should be confirmed with the validation server 4.

Figure 2 schematically illustrates communication between the user device 10, the validation
server 4 and the resource server 6, 8 as well as processing operations performed by these entities.
The token issue processing is initiated by a validation request 28 sent from the user device 10 to the
validation server 4. This validation request may include security details such as a username and a
password of the user 12. The validation server 4 then applies validation criteria at step 30 to
determine whether or not the validation request should be granted. If the validation criteria are met
(e.g. a username and password match), then a validation token 32 is returned to the user device at
step 32. This validation token may be digitally signed by the validation server 4 and may include
policy data and parameter data such as discussed above for controlling when and if that validation
token requires its validity to be confirmed by the validation server 4 when it is presented to a

resource server 6, 8.

At step 34 a user device 10 sends a resource request accompanied by the validation token to
a resource server 6, 8. At step 36 the resource server then applies the policy using its validation
controller 24, 26 to determine whether or not that policy is satisfied. If the policy is satisfied, then

the access requested at step 34 is permitted without requiring any communication with the
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validation server 4 and the access result is returned at step 38.

Finally in Figure 2 there is illustrated the communication and processing which occurs when
the policy applied by the resource server 6, 8 is not satisfied. At step 40 a resource request together
with a validation token is sent from a user device 10 to a resource server 6, 8. At step 42 the
resource server 6, 8 using its validation controller 24, 26 applies the policy specified by the data
held within the resource server 6, 8, the data within the validation token received or a combination
of the above, and determines that the policy is not satisfied. Step 44 then sends a request for
confirmation of validity from the resource server 6, 8 to the validation server 4. At step 46 the
resource server 4 confirms the validity of the validation token and sends back a message at step 48
to the resource server 6, 8 that the token is valid. Step 50 corresponds to the resource server 6, 8
examining the message sent back from the validation server 4 and determining that it indicates that
the validation token is valid. This step is then followed by step 52 at which the access originally
requested at step 40 is permitted, e.g. the requested data access is allowed whether this be a read, a

write or some other access or use of a resource.

Figure 3 is a flow diagram schematically illustrating processing performed by the validation
server 4 when issuing tokens. At step 54 a validation request is received from a user device 10/user
12. Step 56 then determines whether or not the username and password which accompanied that
validation request is valid. If the username and password is valid, then processing proceeds to step
58 where the validation server 4 looks up policy parameters to be associated with that user and the
token to be issued. The policy parameters may vary depending upon the authorization level of the
user concerned and may vary depending upon the nature of the token being issued. At step 60 the
policy parameters are embedded within the token to be issued, such as within an XML data
structure within the token. Step 62 then encrypts the token and digitally signs the token before step
64 sends the token back to the user device 10/user 12.

Figure 4 schematically illustrates request handling performed by the resource server 6, 8. At
step 66 processing waits until a resource request and validation token are received. Step 68
determines whether or not the validation token is correctly digitally signed. If the validation token
is not correctly digitally signed, then the request is rejected. If the validation token is correctly

signed, then step 70 serves to decrypt the token and extract the policy parameters therefrom.
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Step 72 determines whether or not the token which has been decrypted 70 is one which
appears upon a blacklist as specified by the token blacklist data of tokens for which the validity has
been revoked by the validation server 4. If the token does appear on the blacklist, then the resource
request is rejected and processing terminates. If the token does not appear on the blacklist, then
processing proceeds to apply the policy for determining whether or not a validation check with the

validity server 4 should or should not be performed.

Step 74 determines whether or not timestamp data embedded within the token indicates that
the age of the token is greater than a threshold age. If the timestamp data does indicate that the age
is greater than a threshold age, then processing proceeds to step 75 where a validity confirmation
request is sent to the validation server 4. Step 76 then waits for a response to be received from the
validation server 4. When the response is received, then step 78 determines whether or not the
response indicates that the token is valid. If the token is indicated as valid, then processing
proceeds to step 80 where the resource request access received at step 66 is permitted. If the
determination at step 78 is that the token is not valid, then the token is rejected and the processing

terminates.

If the test at step 74 indicated that the threshold age of the validation token has not yet been
exceeded, then processing proceeds to step 82 where a determination is made as to whether or not
that validation token has already been used greater than a threshold number of times. This
threshold number of times and the number of uses may be data which is embedded within the
validation token itself and/or held by the resource server 6, 8. If the token has already been used
greater than a threshold number of times, then processing proceeds to step 75. If the token has been

used less than the threshold number of times, then processing proceeds to step 84.

Step 84 serves to determine whether or not the resource request satisfies any other aspects of
the policy to be applied. This policy may, for example, specify that if the request is one within a
first set of a plurality of possible requests, then it should be permitted without requiring validation
of the validation token (i.e. the policy is satisfied) or conversely that the request is one falling
within a second set which always requires the validation token to be validated with the validation

server 4 (i.e. the policy is failed). If the policy is failed, then processing proceeds to step 75 where
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validation of the validation token is requested from the validation server 4. Conversely, if the
policy is satisfied at step 84 then processing proceeds to step 80 where the resource request is
permitted and the user is given access to the resources of the resource server 6, 8 which they

requested.

Figure 5 schematically illustrates a hardware configuration which may be used by the
servers 4, 6, 8 in Figure 1. These servers may include a central processing unit 86, a memory 88, a
network interface 90, resource storage 92 and input/output devices 94 all connected via a bus 96.
As will be familiar to those in this technical field, the memory 88 may include computer programs
which are executed by the central processing unit 86 and control the server 4, 6, 8 to perform the
operations discussed above. Software executed by the central processing unit 86 may perform, for
example, one or more of the functions of the token issuing unit 22 and/or the validation controller
24, 26. The network interface 90 may serve to receive communications from the
telecommunications link 14 and to transmit communications via the telecommunications link 14.
The resource storage 92 may store, for example, a database of information to which a user 12 via a

user device 10 may be seeking to gain access (such as, for example, read access or write access).
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CLAIMS

1. A method of controlling access by a user to a resource controlled by a resource server, said
method comprising the steps of:

receiving at a validation server a validation request from said user;

if said validation request meets one or more validation criteria, then issuing to said user a
validation token;

receiving at said resource server a resource request and said validation token from said user
seeking to access said resource;

determining at said resource server if said resource request satisfies a policy and

(1) if said resource request satisfies said policy, then permitting said user to access said

resource without confirming validity of said validation token with said validation server; and

(i1) if said resource request does not satisfy said policy, then confirming validity of said

validation token with said validation server before permitting said user to access said

resource.

2. A method as claimed in claim 1, wherein upon receipt of said validation token, said resource

server itself performs a validity check upon said validation token.

3. A method as claimed in any one of claims 1 and 2, wherein said policy is specified by one
of:
(1) policy data within said validation token; and

(i1) policy data held by said resource server.

4. A method as claimed in any one of claims 1, 2 and 3, wherein said resource server provides
access to a plurality of resources and said policy specifies:
(1) a first set of said plurality of resources to which access can be provided without
confirming validity of said validation token with said validation server; and
(i) a second set of said plurality of resources to which access can be provided after

confirming validity of said validation token with said validation server.
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5. A method as claimed in claim 4, wherein said first set comprises resources that do not
change data held by said resource server and said second set comprises resources that do change

data held by said resource server.

6. A method as claimed in any one of the preceding claims, wherein said validation token
includes a timestamp indicating when said validation token was issued by said validation server and
said policy controls said resource server to confirm validity of said validation token with said
validation server before permitting said user to access said resource if said timestamp indicates that
a duration since said validation token was issued by said validation server is greater than a threshold

duration.

7. A method as claimed in any one of the preceding claims, wherein said validation token
includes usage count data indicating threshold number of times said validation token can be used to
validate access to said resource without confirmation from said validation server and said policy
controls said resource server to confirm validity of said validation token with said validation server
before permitting said user to access said resource if validation token has already been used to

validate access to said resource said threshold number of times.

8. A method as claimed in any one of the preceding claims, wherein said validation server
sends token blacklist data to said resource server specifying validation tokens that have been issued
and that should no longer be used to validate accesses and said resource server checks said
validation token accompanying said resource request against said blacklist data to determine

whether or not said validation token is permitted to validate said resource request.

9. A method as claimed in any one of the preceding claims, wherein said validation token is
digitally signed by said validation server and said resource server checks that said validation token

is correctly digitally signed as part of validating said resource request.

10. A method as claimed in any one of the preceding claims, wherein said validation token
includes a data structure readable by said resource server and specifying one or more parameters

used by said resource server in determining whether or not said policy is satisfied.
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11. A method as claimed in any one of the preceding claims, wherein said validation server and

said resource server are located in different locations and linked via a telecommunications link.

12. A method of controlling access by a user to a resource controlled by a resource server using
a validation token issued by a validation server, said method comprising the steps of
receiving at said resource server a resource request and said validation token from said user
seeking to access said resource; and
determining at said resource server if said resource request satisfies a policy and
(1) if said resource request satisfies said policy, then permitting said user to access said
resource without confirming validity of said validation token with said validation token; and
(i1) if said resource request does not satisfy said policy, then confirming validity of said
validation token with said validation server before permitting said user to access said

resource.

13. A method of controlling access by a user to a resource controlled by a resource server, said
resource server determining whether or not to confirm validity with a validation server of a
validation token accompanying a resource request in dependency upon a policy, said method
comprising the steps of:

receiving at a validation server a validation request from said user; and

if said validation request meets one or more validation criteria, then issuing to said user a
validation token,

wherein said validation token issued by said validation server includes a data structure
readable by said resource server and specifying one or more parameters used by said resource

server in determining whether or not said policy is satisfied.

14. A data processing system having a resource server for providing a resource to a user and a
validation server, wherein

said resource server is configured to receive a validation request from said user and, if said
validation request meets one or more validation criteria, then to issue to said user a validation token;
and

said resource server is configured to receive a resource request and said validation token

from said user seeking to access said resource, to determine if said resource request satisfies a
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policy, and
(1) if said resource request satisfies said policy, then to permit said user to access said
resource without confirming validity of said validation token with said validation server; and
(i1) if said resource request does not satisfy said policy, then to confirm validity of said
validation token with said validation server before permitting said user to access said

resource.

15.  Aresource server for providing access by a user to a resource using a validation token issued
by a validation server, said resource server comprising:
a receiver configured to receive a resource request and said validation token from said user
seeking to access said resource; and
a validation controller configured to determine if said resource request satisfies a policy and
(1) if said resource request satisfies said policy, then to permit said user to access said
resource without confirming validity of said validation token with said validation server; and
(ii) if said resource request does not satisfy said policy, then to confirm validity of said
validation token with said validation server before permitting said user to access said

resource.

16. A validation server for controlling access by a user to a resource controlled by a resource
server, said resource server determining whether or not to confirm validity with said validation
server of a validation token accompanying a resource request in dependency upon a policy, said
validation server comprising:

a receiver configured to receive a validation request from said user; and

a token issuing unit configured to issue said user a validation token if said validation request
meets one or more validation criteria,

wherein said validation token issued by said validation server includes a data structure
readable by said resource server and specifying one or more parameters used by said resource

server in determining whether or not said policy is satisfied.

17. A data processing system having resource server means for providing a resource to a user
and validation server means for providing a validation token, wherein

said resource server means is adapted to receive a validation request from said user and, if
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said validation request meets one or more validation criteria, then to issue to said user said
validation token; and
said resource server means is adapted to receive a resource request and said validation token
from said user seeking to access said resource, to determine if said resource request satisfies a
policy, and
(1) if said resource request satisfies said policy, then to permit said user to access said
resource without confirming validity of said validation token with said validation server
means; and
(i1) if said resource request does not satisfy said policy, then to confirm validity of said
validation token with said validation server means before permitting said user to access said

resource.

18.  Aresource server for providing access by a user to a resource using a validation token issued
by a validation server, said resource server comprising:
receiving means for receiving a resource request and said validation token from said user
seeking to access said resource; and
validation means for determining if said resource request satisfies a policy and
(1) if said resource request satisfies said policy, then permitting said user to access said
resource without confirming validity of said validation token with said validation token; and
(1) if said resource request does not satisfy said policy, then confirming validity of said
validation token with said validation server before permitting said user to access said

resource.

19. A validation server for controlling access by a user to a resource controlled by a resource
server, said resource server determining whether or not to confirm validity with said validation
server of a validation token accompanying a resource request in dependency upon a policy, said
validation server comprising:

receiving means for receiving a validation request from said user; and

token issuing means for issuing said user a validation token if said validation request meets
one or more validation criteria,

wherein said validation token issued by said validation server includes a data structure

readable by said resource server and specifying one or more parameters used by said resource
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server in determining whether or not said policy is satisfied.

20. A method of controlling access by a user to a resource substantially as hereinbefore

described with reference to the accompanying drawings.

21. A data processing system for controlling access by a user to a resource substantially as

hereinbefore described with reference to the accompanying drawings.

22. A resource server for controlling access by a user to a resource substantially as hereinbefore

described with reference to the accompanying drawings.

23. A validation server for controlling access by a user to a resource substantially as

hereinbefore described with reference to the accompanying drawings.
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