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METHOD , APPARATUS , AND COMPUTER In some embodiments , the memory including the program 
PROGRAM PRODUCT FOR INITIATING code is further configured to , with the processor , cause the 
AND EXECUTING A GROUP BASED apparatus to fetch the currently unavailable group - based 

COMMUNICATION BROWSER SESSION communication object set from a group - based communica 
AND RENDERING A GROUP BASED 5 tion repository . 
COMMUNICATION INTERFACE In some embodiments , the memory including the program 

code is further configured to , with the processor , cause the 
BACKGROUND apparatus to : store the fetched group - based communication 

object set available in the group - based communication 
Various messaging systems may support communication 10 browser cache to a group - based communication store ; store 

and collaboration among users across an enterprise . Appli- the fetched group - based application asset set to the group 
cant has identified a number of deficiencies and problems based communication store ; and store the fetched group 
associated with collaborative communication environments . based communication object set not available in the group 
Through applied effort , ingenuity , and innovation , many of based communication browser cache to the group - based 
these identified problems have been solved by developing 15 communication store . 
solutions that are included in embodiments of the present In some embodiments , the memory including the program 
disclosure , many examples of which are described in detail code is further configured to , with the processor , cause the 
herein . apparatus to selectively store one or more group - based 

communication objects and one or more group - based com 
BRIEF SUMMARY 20 munication objects not available in the group - based com 

munication browser cache previously stored to the group 
In general , embodiments of the present invention pro- based communication store to the group - based 

vided herein include methods , apparatus , and computer communication browser cache based on a pre - defined 
program products for executing a group - based communica- group - based communication browser cache retention policy . 
tion browser session . In some embodiments , the memory including the program 

In some embodiments of the present disclosure , an appa- code is further configured to , with the processor , cause the 
ratus may be provided for initiating a group - based commu- apparatus to : receive a request to render an additional 
nication browser session the apparatus comprising at least group - based communication object ; determine whether the 
one processor and at least one non - transitory memory additional group - based communication object is available in 
including program code , the at least one non - transitory 30 the group - based communication store ; in circumstances 
memory and the program code configured to , with the where the additional group - based communication object is 
processor , cause the apparatus to receive a group - based available in the group - based communication store , fetch the 
communication browser session initiation request ; deter- additional group - based communication object from the 
mine whether the apparatus is connected to an Internet ; in group - based communication store ; in circumstances where 
circumstances where the apparatus is determined to be 35 the additional group - based communication object is not 
connected to the Internet , determine whether a group - based available in the group - based communication store , deter 
communication service cache is available ; in circumstances mine whether the additional group - based communication 
where the group - based communication service cache is object is available in the group - based communication 
available , fetch a group - based application asset set from the browser cache ; in circumstances where the additional group 
group - based communication service cache ; determine 40 based communication object is available in the group - based 
whether a group - based communication browser cache is communication browser cache , fetch the additional group 
available ; in circumstances where the group - based commu- based communication object from the group - based commu 
nication browser cache is available , fetch a group - based nication browser cache ; and in circumstances where the 
communication object set from the group - based communi- additional group - based communication object is not avail 
cation browser cache based on a group - based communica- 45 able in the group - based communication browser cache , fetch 
tion browser cache hydration policy ; and render a group- the additional group - based communication object from the 
based communication interface using at least the fetched group - based communication repository . 
group - based application asset set and the fetched group- In some embodiments , the memory including the program 
based communication object set . code is further configured to , with the processor , cause the 

In some embodiments , the memory including the program 50 apparatus to : in circumstances where the additional group 
code is further configured to , with the processor , cause the based communication object is not available in the group 
apparatus to : in circumstances where the apparatus is not based communication store , store the additional group - based 
connected to the Internet , determine whether the group- communication object to the group - based communication 
based communication service cache is available ; and in store after fetching the additional group - based communica 
circumstances where the group - based communication ser- 55 tion object . 
vice cache is available , fetch the group - based application In some embodiments , the memory including the program 
asset set from the group - based communication service code is further configured to , with the processor , cause the 
cache . apparatus to : receive a version indicator of one or more 

In some embodiments , the memory including the program group - based communication objects locally stored from a 
code is further configured to , with the processor , cause the 60 group - based communication server ; compare a version indi 
apparatus to : in circumstances where the group - based com- cator previously stored in a local storage to the version 
munication service cache is not available , render an error indicator received ; determine that the version indicator 
message . previously stored in a local storage and the version indicator 

In some embodiments , the rendering further uses a place- received do not indicate the same version ; delete the one or 
holder object set rendered in place of a group - based com- 65 more group - based communication objects locally stored ; 
munication object set not available in the group - based fetch the one or more group - based communication objects 
communication browser cache . from a group - based communication repository associated 
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with the group - based communication server ; determine that based communication store ; in circumstances where the 
group - based communication browser session does not have additional group - based communication object is available in 
a window focus ; re - render the group - based communication the group - based communication store , fetching the addi 
interface using at least the fetched one or more group - based tional group - based communication object from the group 
communication objects . 5 based communication store ; in circumstances where the 

In another example embodiment , a method may be pro- additional group - based communication object is not avail 
vided for initiating a group - based communication browser able in the group - based communication store , determining session in a group - based communication system comprising whether the additional group - based communication object is a group - based communication server , a client device , and a available in the group - based communication browser cache ; plurality of group - based communication channels . The 10 in circumstances where the additional group - based commu method may include receiving a group - based communica 
tion browser session initiation request . The method may nication object is available in the group - based communica 

tion browser cache , fetching the additional group - based further include determining whether the apparatus is con 
nected to an Internet ; in circumstances where the apparatus communication object from the group - based communication 
is determined to be connected to the Internet , determining 15 browser cache ; and in circumstances where the additional 
whether a group - based communication service cache is group - based communication object is not available in the 
available ; and in circumstances where the group - based com group - based communication browser cache , fetching the 
munication service cache is available , fetching a group additional group - based communication object from the 
based application asset set from the group - based communi- group - based communication repository . 
cation service cache . The method may include determining 20 In some embodiments , the method further includes in 
whether a group - based communication browser cache is circumstances where the additional group - based communi 
available ; in circumstances where the group - based commu- cation object is not available in the group - based communi 
nication browser cache is available , fetching a group - based cation store , storing the additional group - based communi 
communication object set from the group - based communi- cation object to the group - based communication store after 
cation browser cache based on a group - based communica- 25 fetching the additional group - based communication object . 
tion browser cache hydration policy ; and rendering a group- In some embodiments , the method further includes 
based communication interface using at least the fetched receiving a version indicator of one or more group - based 
group - based application asset set and the fetched group- communication objects locally stored from a group - based 
based communication object asset . communication server ; comparing a version indicator pre 

In some embodiments , the method further includes in 30 viously stored in a local storage to the version indicator 
circumstances where the apparatus is not connected to the received ; determining that the version indicator previously 
Internet , determining whether the group - based communica- stored in a local storage and the version indicator received 
tion service cache is available ; and in circumstances where do not indicate the same version ; deleting the one or more 
the group - based communication service cache is available , group - based communication objects locally stored ; fetching 
fetching the group - based application asset set from the 35 the one or more group - based communication objects from a 
group - based communication service cache . group - based communication repository associated with the 

In some embodiments , the method further includes in group - based communication server ; determining that group 
circumstances where the group - based communication ser- based communication browser session does not have a 
vice cache is not available , render an error message . window focus ; and re - rendering the group - based communi 

In some embodiments , the rendering further uses a place- 40 cation interface using at least the fetched one or more 
holder object set rendered in place of a group - based com- group - based communication objects . 
munication object set not available in the group - based 
communication browser cache . BRIEF DESCRIPTION OF THE DRAWINGS 

In some embodiments , the method further includes fetch 
ing the currently unavailable group - based communication 45 Having thus described the disclosure in general terms , 
object set from a group - based communication repository . reference will now be made to the accompanying drawings , 

In some embodiments , the method further includes stor- which are not necessarily drawn to scale , and wherein : 
ing the fetched group - based communication object set avail- FIG . 1 shows an example computing system 100 within 
able in the group - based communication browser cache to a which embodiments of the present invention may operate . 
group - based communication store ; storing the fetched 50 FIGS . 2A and 2B show exemplary apparatuses for imple 
group - based application asset set to the group - based com- menting embodiments of the present invention . 
munication store ; and storing the fetched group - based com- FIG . 3 shows a flow chart of an example method 3000 , 
munication object set not available in the group - based which is an overview for initiating a group - based commu 
communication browser cache to the group - based commu- nication browser session . 
nication store . FIG . 4 shows a flowchart of an example method 4000 for 

In some embodiments , the method further includes selec- initiating a group - based communication browser session 
tively storing one or more group - based communication when the client device is offline . 
object set and one or more group - based communication FIG . 5 shows a flowchart of an example method 5000 for 
object set not available in the group - based communication rendering currently unavailable group - based communica 
browser cache previously stored to the group - based com- 60 tion objects in a group - based communication interface in a 
munication store to the group - based communication group - based communication browser session . 
browser cache based on a pre - defined group - based commu- FIG . 6 shows a flowchart of an example method 6000 for 
nication browser cache retention policy . checking version of group - based application assets in a 

In some embodiments , the method further includes group - based communication browser session . 
receiving a request to render an additional group - based 65 FIG . 7 shows a flowchart of an example method 7000 for 
communication object ; determining whether the additional fetching additional group - based communication objects in a 
group - based communication object is available in the group- group - based communication browser session . 

55 a 
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FIG . 8 shows a flowchart of an example method 8000 for The term “ group - based communication channel ” refers to 
updating a group - based communication object . a virtual communications environment or feed that is con 
FIG . 9 shows a block diagram illustrating structure of an figured to display messaging communications posted by 

example memory 211 of a client device . channel members ( e.g. , validated users accessing the envi 
FIG . 10 shows a diagram illustrating performance metrics 5 ronment using client devices ) that are viewable only to the 

collected related to initiating a group - based communication members of the group . The format of the group - based 
browser session . communication channel may appear differently to different 

members of the group - based communication channel ; how 
DETAILED DESCRIPTION OF VARIOUS ever , the content of the group - based communication channel 

EMBODIMENTS 10 ( i.e. , messaging communications ) will be displayed to each 
member of the group - based communication channel . For 

Various embodiments of the present disclosure will now instance , a common group - based messaging communication 
be described more fully hereinafter with reference to the set will be displayed to each member of the respective 
accompanying drawings , in which some , but not all embodi group - based communication channel such that the content of 
ments of the disclosure are shown . Indeed , the disclosure 15 the group - based communication channel ( i.e. , messaging 

communications ) will not vary per member of the group may be embodied in many different forms and should not be based communication channel . construed as limited to the embodiments set forth herein ; The term " user " should be understood to refer to an 
rather , these embodiments are provided so that this disclo individual , group of individuals , business , organization , and 
sure will satisfy applicable legal requirements . The term 20 the like ; the users referred to herein are accessing a group 
“ or ” is used herein in both the alternative and conjunctive based communication or messaging system using client 
sense , unless otherwise indicated . The terms “ illustrative ” devices . Each user of the group - based communication sys 
and “ exemplary ” are used to be examples with no indication tem is associated with at least one group identifier . Each 
of quality level . Like numbers refer to like elements group identifier is a unique number . For example , in one 
throughout . 25 embodiment , the group identifier may be stored as a 64 bit 

unsigned integer and represented externally ( outside of 
Definitions memory ) as a base - 34 encoded string . 

The terms " user profile , " " user account , " and " user 
As used herein , the terms " data , " " content , " " digital account details ” refer to information associated with a user , 

content , ” “ digital content object , ” “ information , ” and similar 30 including , for example , a user identifier , one or more group 
terms may be used interchangeably to refer to data capable based communication channel identifiers associated with 
of being transmitted , received , and / or stored in accordance group - based communication channels that the user has been 
with embodiments of the present invention . Thus , use of any granted access to , one or more group identifiers for groups 
such terms should not be taken to limit the spirit and scope with which the user is associated , an indication as to whether 
of embodiments of the present invention . Further , where a 35 the user is an owner of any group - based communication 
computing device is described herein to receive data from channels , an indication as to whether the user has any 
another computing device , it will be appreciated that the data group - based communication channel restrictions , a plurality 
may be received directly from another computing device or of messages , a plurality of emojis , a plurality of conversa 
may be received indirectly via one or more intermediary tions , a plurality of conversation topics , an avatar , an email 
computing devices , such as , for example , one or more 40 address , a real name ( e.g. , John Doe ) , a username ( e.g. , 
servers , relays , routers , network access points , base stations , jdoe ) , a password , a real name , a time zone , a status , and the 
hosts , and / or the like , sometimes referred to herein as a like . The user account details can include a subset designa 
“ network . ” Similarly , where a computing device is described tion of user credentials , such as , for example , login infor 
herein to send data to another computing device , it will be mation for the user including the user's username and 
appreciated that the data may be sent directly to another 45 password . 
computing device or may be sent indirectly via one or more The terms “ group - based communication channel identi 
intermediary computing devices , such as , for example , one fier " or " channel identifier ” refer to one or more items of 
or more servers , relays , routers , network access points , base data by which a group - based communication channel may 
stations , hosts , and / or the like . be identified . For example , a group - based communication 

The term " client device ” refers to computer hardware 50 channel identifier may comprise ASCII ( " American Stan 
and / or software that is configured to access a service made dard Code for Information Interchange ” ) text , a pointer , a 
available by a server . The server is often ( but not always ) on memory address , and the like . 
another computer system , in which case the client device The terms “ group identifier ” or “ team identifier ” refer to 
accesses the service by way of a network . Client devices one or more items of data by which a group within a 
may include , without limitation , smart phones , tablet com- 55 group - based communication system may be identified . For 
puters , laptop computers , wearables , personal computers , example , a group identifier may comprise ASCII text , a 
enterprise computers , and the like . pointer , a memory address , and the like . 

“ Group - based ” is used herein to refer to a system , chan- As used herein , the terms “ messaging communication " 
nel , message , or virtual environment that has security suf- and “ message ” refer to any electronically generated digital 
ficient such that it is accessible only to a defined group of 60 content object provided by a user using a client device and 

The group may be defined by common access cre- that is configured for display within a group - based commu 
dentials such as those of an organization or commercial nication channel . Message communications may include any 
enterprise . Access may further be facilitated by a validated text , image , video , audio or combination thereof provided by 
request to join or an invitation to join transmitted by one a user ( using a client device ) . For instance , the user may 
group member user to another non - member user . Group 65 provide a messaging communication that includes text as 
identifiers ( defined below ) are used to associate data , infor- well as an image and a video within the messaging com 
mation , messages , etc. , with specific groups . munication as message contents . In such a case , the text , 

users . 
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image , and video would comprise the messaging commu- validated / authenticated ) the private group - based communi 
nication or digital content object . Each message sent or cation channel may view content of the private group - based 
posted to a group - based communication channel of the communication channel . 
group - based communication system includes metadata com- The term “ group - based communication repository ” refers 
prising the following : a sending user identifier , a message 5 to a location outside the client device where data is stored , 
identifier , message contents , a group identifier , and a group- accessed , modified and otherwise maintained by the group 
based communication channel identifier . Each of the fore based communication system . The stored data includes 
going identifiers may comprise ASCII text , a pointer , a information that facilitates the operation of the group - based 
memory address , and the like . communication system . The group - based communication A “ sending user identifier ” is associated with a collection 10 repository may be embodied as a data storage device or messages that are sent by a particular user ( i.e. , a client devices , as a separate database server or servers , or as a device associated with the particular user ) . These messages 
may be analyzed to determine context regarding the user combination of data storage devices and separate database 
( e.g. , the user's expertise or interest in a topic may be servers . Further , in some embodiments , the group - based 
determined based on the frequency of mention of the topic 15 communication repository may be embodied as a distributed 
or key words associated with the topic within such mes repository such that some of the stored data is stored 
sages ) . centrally in a location within the group - based communica 

Group - based communication system users are organized tion system and other data stored in a single remote location 
into organization groups ( e.g. , employees of each company or a plurality of remote locations . Alternatively , in some 
may be a separate organization group ) and each organization 20 embodiments , the group - based communication repository 
group may have one or more group - based communication may be distributed over a plurality of remote storage loca 
channels ( explained below ) to which users may be assigned tions only . 
or which the users may join ( e.g. , group - based communi- As used herein , the term “ third party application ” refers to 
cation channels may represent departments , geographic a software program , platform , or service that is accessible to 
locations such as offices , product lines , user interests , topics , 25 or accessible through , or configured to perform functions 
issues , and / or the like ) . A group identifier may be used to within the group - based communication system . The third 
facilitate access control for a message ( e.g. , access to the party application may be integrated in a group workspace 
message , such as having the message return as part of search ( i.e. , a group - based communication interface ) within a 
results in response to a search query , may be restricted to group - based communication system via an app user . For 
those users having the group identifier associated with their 30 example , a third party application may be a Software as a 
user profile ) . The group identifier may be used to determine Service ( " SaaS " ) product or an Application ( “ App " ) product 
context for the message ( e.g. , a description of the group , that is provided by a third party application provider and 
such as the name of an organization and / or a brief descrip- which is stored and maintained by a third party application 
tion of the organization , may be associated with the group provider . In such an example , a client device accessing the 
identifier ) . 35 group - based communication system may access the SaaS or 

Group - based communication system users may join App product via a group - based communication interface that 
group - based communication channels . Some group - based a user of the client device is associated with . 
communication channels may be globally accessible to those As used herein , the term “ third party application pro 
users having a particular organizational group identifier vider ” refers to a provider of a third party application by way 
associated with their user profile ( i.e. , users who are mem- 40 of a remote networked device , such as a server or processing 
bers of the organization ) . Access to some group - based device , maintained by a third party individual , company , or 
communication channels may be restricted to members of organization . A client device in a group - based communica 
specified groups , whereby the group - based communication tion system may access a third party application provided by 
channels are accessible to those users having a particular the third party application provider to execute functions , 
group identifier associated with their user profile . The group- 45 flows , or actions . In some embodiments , the functions , 
based communication channel identifier may be used to flows , or actions produce an effect ( e.g. , an output , change , 
facilitate access control for a message ( e.g. , access to the data modification , etc. ) within the group - based communica 
message , such as having the message return as part of search tion system such as , for example , by manipulating data 
results in response to a search query , may be restricted to within the group - based communication system or posting 
those users having the group - based communication channel 50 messages within the group - based communication system , or 
identifier associated with their user profile , or who have the executing some other action such as providing content to the 
ability to join the group - based communication channel ) . The group - based communication system for rendering in a 
group - based communication channel identifier may be used group - based communication interface . In other embodi 
to determine context for the message ( e.g. , a description of ments , the functions , flows , or actions take effect within the 
the group - based communication channel , such as a descrip- 55 third party application provider to produce an effect within 
tion of a project discussed in the group - based communica- the third party application provider . In yet other embodi 
tion channel , may be associated with the group - based com- ments , the functions , flows , or actions produce effects within 
munication channel identifier ) . various combinations of the group - based communication 

The term “ private group - based communication channel ” system , the third party application provider , and other serv 
refers to a group - based communication channel with 60 ers or systems . 
restricted access such that it is not generally accessible As used herein , the term “ third party application provider 
and / or searchable by other members of the group - based identifier ” refers to one or more items of data by which a 
communication system . For example , only those users or third party application provider that provides a third party 
administrators who have knowledge of and permission to application in a group - based communication system may be 
access ( e.g. , a group - based communication channel identi- 65 identified . For example a third party application provider 
fier for the private group - based communication channel is identifier may comprise ASCII text , a pointer , a memory 
associated with their user profile after the user has been address , and the like . 
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As used herein , the term “ third party application identi- facilitate user interaction with a group - based communica 
fier ” refers to one or more items of data by which a third tions system . Each group - based communication interface is 
party application within a group - based communication sys- accessible and viewable to a select group of users ( i.e. , users 
tem may be identified . For example , a third party resource that are associated with a selected group identifier ) , such as 
identifier may comprise ASCII text , a pointer , a memory 5 a group of employees of a business or organization ( e.g. , the 
address , and the like . Slack Corp. interface would be accessible and viewable to 
As used herein , the term “ group - based communication the Slack employees however the ACME Corporation 

object ” refers to a collection of data and instructions that group - based communication interface would not be acces 
represent an item or resource of the group - based communi- sible and viewable to Slack employees ) . The group - based 
cation system . Each group - based communication object has 10 communication interface includes a plurality of group - based 
an object identifier that uniquely identifies a particular communication channels ( e.g. , a marketing channel , sales 
group - based communication object in the group - based com- channel , accounting channel , etc. ) . 
munication system and an object type , which describes the As used herein , the term “ workspace ” refers to a group of 
category of objects to which the group - based communica- users and a group - based communication object set all of 
tion object belongs . In some embodiments , users may per- 15 which are associated with a common group identifier . Thus , 
form actions via a group - based communication interface that users sharing a group identifier also share group - based 
create or modify group - based communication objects . communication objects . In other words , users sharing a 
Example group - based communication objects include common group identifier with a group - based communica 
group - based communication channels , user profile identifi- tion object set may access those group - based communica 
ers , indications of user profiles ( such as pointers with 20 tion objects to perform actions on those objects , such as 
reference to user profiles ) , files created and maintained in the viewing messages , posting messages , opening files , and the 
group - based communication system , files linked like . However , in some embodiments of a workspace , some 
uploaded to the group - based communication system , user group - based communication objects require that a group 
accounts , emojis posted in a group - based communication member have specific credentials or adequate permissions 
channel , emojis available in a group - based communication 25 before the group - based communication object becomes 
channel , other group - based application assets , other group- accessible to the group member . As an example , private 
based media assets , and the like . In some embodiments , group - based communication channels are not generally 
metadata , such as a version indicator , may be associated accessible to all group members ; instead , the private group 
with each group - based communication object . based communication channels are accessible to only a 
As used herein , the term “ group specific group - based 30 subset of group members . Similarly , certain files and other 

communication object ” refers to a collection of group spe- group - based communication objects , such as user accounts , 
cific data and instructions that represent group specific items are accessible to only a subset of the group members . 
or resources of the group - based communication system . As used the term " group - based communication 
Each group specific group - based communication object has browser session ” refers to an information interchange ses 
an object identifier that uniquely identifies a particular group 35 sion between a web browser installed on a client device and 
specific group - based communication object in the group- one or more data storage storing group - based communica 
based communication system and an object type , which tion objects . A group - based communication browser session 
describes the category of objects to which the group specific is associated with a webpage in the web browser . The data 
group - based communication object belongs . In storage storing group - based communication objects includes 
embodiments , users may perform actions via a group - based 40 a group - based communication repository communicating 
communication interface that create or modify group spe- with a client device via a server in the group - based com 
cific group - based communication objects . Example group munication system . The data storage storing group - based 
specific group - based communication objects include group- communication objects may include a local cache stored in 
based communication channels definition data , group iden- a persistent local storage space of the client device , such as 
tifiers , indications of user profiles ( such as pointers with 45 a group - based communication cache in the form of a group 
reference to user profiles ) , files created and maintained in the based communication browser cache and / or a group - based 
group - based communication system , files linked communication service cache . In addition , a web browser 
uploaded to the group - based communication system , emojis installed on a client device may also communicate with a 
posted in a group - based communication channel , and the local storage engine stored in a memory of the client device , 
like . 50 such as a group - based communication store , during a group 
As used herein , the term “ group - based application asset ” based communication browser session . A group - based com 

refers to a collection of non - group specific group - based munication browser session may support a web application , 
communication objects . Group - based application asset can such as a JavaScript application . A group - based communi 
be used to render non - group specific components of a cation browser session may be associated with one , or 
group - based communication interface . Example group- 55 multiple , group - based communication interfaces . 
based application assets include webpage templates , web As used herein , the term “ group - based communication 
application script bundles , and non - group specific image service session ” refers to a script capable of executing by a 
assets . web browser installed on a client device supporting a 
As used herein , the term " group - based media asset ” refers browser session but separate from any webpage associated 

to a collection of image , document , and message data that 60 with a group - based communication browser session . A 
are designated as media assets . Example group - based media group - based communication service session may include a 
assets may include image thumbnails for rendering group- data storage ( group - based communication service cache 
based communication interfaces ( e.g. , interface layout defined below ) that supports a group - based communication 
related images and third party image icons ) , user avatars , browser session . A group - based communication service ses 
custom emojis , and e - mail contents . 65 sion may be configured to automatically fetch group - based 

The term " group - based communication interface ” refers application assets . In some embodiments , the group - based 
to a virtual communications environment configured to communication service session may be configured to fetch 
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the group - based application assets on a periodic or triggered As used herein , the term " expiration policy ” refers to a 
based basis . The group - based communication service ses- rule set that define the conditions for deleting and types of 
sion may also be configured to automatically update itself data to be deleted under different conditions for a group 
periodically based communication cache . 
As used herein , the term " group - based communication 5 As used herein , the term “ placeholder object ” refers to an 

store ” refers to a collection of data in a storage space in a object configured to being rendered in place of one or more 
non - persistent data storage of the client device storing group - based communication objects when the one or more 
group - based communication objects associated with a group - based communication objects are not available . A 
group - based communication browser session . A group placeholder object may be rendered in a group - based com 

10 munication browser session until the one or more group based communication store may be associated with a web 
application supported by a group - based communication based communication objects the placeholder object ren 
browser session . In some example embodiments , the group dered in place of become available . 

As used herein , the term " window focus ” refers to an based communication store may be implemented using indicator associated with a user interface window running on Redux provided via Massachusetts Institute of Technology 15 a client device that indicates that the interface is currently license , in particular , a Redux store library in Redux . viewable , active , or otherwise engageable via the display of As used herein , the term “ group - based communication the client device . For example , if the client device currently browser cache ” refers to a collection of data in a storage displays a window rendering a group - based communication 
space in a persistent data storage of the client device storing interface on the foreground , the window rendering a group 
group - based communication objects associated with one or 20 based communication interface on the foreground has win 
more group - based communication browser sessions . One dow focus . If the client device does not currently display the 
group - based communication browser cache may be associ- currently running window rendering a group - based commu 
ated with multiple workspaces . Data stored in a group - based nication interface , such as an instance where the currently 
communication browser cache may be copied from a group- running window rendering a group - based communication 
based communication store based on browser cache reten- 25 interface is demoted to the background , the window render 
tion policy . Data stored in a group - based communication ing a group - based communication interface does not have 
browser cache may be received from a group - based com- window focus . 
munication repository . In some example embodiments , the 
group - based communication browser cache may be imple Overview 
mented using Redux persist . In some embodiments using 30 
Redux persist , the group - based communication browser Various embodiments of the present invention generally 
cache may include an authentication storage separate from relate to a method and apparatus for initiating and executing 
Redux persist that is configured to store one or more of : an a group - based communication browser session on a client 
authentication API token , a user ID for active view in the last device . Traditionally , a client device has to be connected to 
group - based communication browser session , an indication 35 the Internet in order to initiate a group - based communication 
of locale ( i.e. , a language setting ) associated with the group- browser session rendering a group - based communication 
based communication browser session . interface . A client device fetches data necessary to render the 
As used herein , the term “ group - based communication group - based communication interface from a group - based 

service cache ” refers to a collection of data in a storage communication repository associated with a server in a 
space in a persistent data storage of the client device storing 40 group - based communication system , then renders the group 
group - based communication objects associated with one or based communication interface based on the data fetched . 
more group - based communication service sessions . One Therefore , delays caused by network traffic are introduced in 
group - based communication service cache may be associ- the process of receiving a group - based communication 
ated with multiple workspaces . Data stored in group - based browser session initiation request and when rendering a 
communication service cache may be copied from a group- 45 group - based communication browser session . In addition , a 
based communication store based on service cache retention client device cannot initiate a group - based communication 
policy . In some example embodiments , the group - based browser session or render a group - based communication 
communication cache may be implemented using off - the- interface if the client device is not connected to the Internet , 
shelf libraries such as Redux persist . i.e. , not connected to the group - based communication sys 
As used herein , the term “ retention policy ” refers to a rule 50 tem . 

set that define the conditions for retaining or evicting data On a separate note , traditionally , a group - based commu 
and types of data to be retained or evicted under different nication browser session is tied to a specific workspace . If a 
conditions while copying data from one or more group- client device is rendering multiple group - based communi 
based communication stores to a group - based communica- cation interfaces tied to multiple workspaces , the client 
tion cache , such as a group - based communication browser 55 device has to simultaneously run multiple group - based com 
cache or a group - based communication service cache . Sepa- munication browser sessions . The multiple group - based 
rate retention policies may be used for group - based com- communication browser sessions may separately load iden 
munication browser caches and group - based communication tical resources , such as non - group - specific group - based 
service caches . application assets supporting the interface . Therefore , 
As used herein , the term “ hydration policy ” refers to a 60 executing multiple group - based communication browser 

rule set that define the conditions for fetching data and types sessions simultaneously and independently results in wasted 
of data to be fetched under different conditions when a client computing resources , such as storage space , network usage , 
device is fetching data from a group - based communication and computing power . 
cache or a group - based communication repository . Separate As a result of the inventions disclosed herein , a group 
hydration policies may be used for group - based communi- 65 based communication browser session can start without a 
cation browser caches , group - based communication service connection to the Internet and without being delayed 
caches , and group - based communication repository . because of network traffic ; moreover , a group - based com 
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munication browser session can simultaneously support such as the Internet , a private network , such as an intranet , 
multiple group - based communication interfaces associated or combinations thereof , and may utilize a variety of net 
with multiple workspaces . working protocols now available or later developed includ 

The group - based communication browser session , may ing , but not limited to TCP / IP based networking protocols . 
start up by fetching group - based application assets stored in 5 For instance , the networking protocol may be customized to 
a local group - based communication service cache stored on suit the needs of the group - based communication system . In 
a client device . In this manner , because there is no need to some embodiments , the protocol is a custom protocol of 
communicate with a server in the group - based communica- JSON ( JavaScript Object Notation ) objects sent via a Web 
tion system during startup of the group - based communica- socket channel . In some embodiments , the protocol is JSON 
tion browser session , the startup time for a group - based 10 over RPC ( “ remote procedure call ) , JSON over REST 
communication browser session is not limited by network ( “ Representational State Transfer ” ) / HTTP ( “ HyperText 
traffic anymore and can render a group - based communica- Transfer Protocol ” ) , and the like . 
tion interface almost instantly . The group - based communi- The group - based communication server 106 may be 
cation browser session can render group - based communica- embodied as a computer or computers as known in the art . 
tion objects currently unavailable using placeholder objects 15 The group - based communication server 106 may provide for 
during start up , and fetch the unavailable object from a receiving of electronic data from various sources , including 
server in a group - based communication system later . but not necessarily limited to the client devices 101A - 101N . 
Moreover , the group - based application assets may be For example , the group - based communication server 106 

common assets not unique to a workspace . Therefore , a may be operable to receive and post or transmit group - based 
group - based communication browser session may support 20 messaging communications provided by the client devices 
multiple workspaces without fetching the same asset set for 101A - 101N . 
multiple times . The group - based communication repository 107 may be 

us , the various embodiments disclosed provide for a embodied as a data storage device such as a Network 
more efficient group - based communication browser session Attached Storage ( NAS ) device or devices , or as a separate 
that can start without the Internet and without being delayed 25 database server or servers . The group - based communication 
because of network traffic ; moreover , a group - based com- repository 107 includes information accessed and stored by 
munication browser session can simultaneously support the group - based communication server 106 to facilitate the 
multiple group - based communication interfaces associated operations of the group - based communication system 105 . 
with multiple workspaces . Thus , the solutions provided in For example , the group - based communication repository 
this disclosure may be employed to obtain a more efficient 30 107 may include , without limitation , a plurality of messag 
and improved group - based communication system . ing communications organized among a plurality of group 

based communication channels , and / or the like . 
Example System Architecture The client devices 101A - 101N may be any computing 

device as defined above . Electronic data received by the 
Methods , apparatuses , and computer program products of 35 group - based communication server 106 from the client 

the present invention may be embodied by any of a variety devices 101A - 101N may be provided in various forms and 
of devices . For example , the method , apparatus , and com- via various methods . For example , the client devices 101A 
puter program product of an example embodiment may 101N may include desktop computers , laptop computers , 
embodied by a networked device ( e.g. , an enterprise plat- smartphones , netbooks , tablet computers , wearables , and the 
form ) , such as a server or other network entity , configured to 40 like . 
communicate with one or more devices , such as one or more In embodiments where a client device 101A - 101N is a 
client devices . Additionally or alternatively , the computing mobile device , such as a smartphone or tablet , the client 
device may include fixed computing devices , such as a device 101A - 101N may execute an “ app ” to interact with 
personal computer or a computer workstation . Still further , the group - based communication system 105. Such apps are 
example embodiments may be embodied by any of a variety 45 typically designed to execute on mobile devices , such as 
of mobile devices , such as a portable digital assistant ( PDA ) , tablets or smartphones . For example , an app may be pro 
mobile telephone , smartphone , laptop computer , tablet com- vided that executes on mobile device operating systems such 
puter , wearable , or any combination of the aforementioned as iOS® , Android® , or Windows® . These platforms typi 
devices . cally provide frameworks that allow apps to communicate 
FIG . 1 illustrates an example computing system 100 50 with one another and with particular hardware and software 

within which embodiments of the present invention may components of mobile devices . For example , the mobile 
operate . Users may access a group - based communication operating systems named above each provide frameworks 
system 105 via a communications network 104 using client for interacting with location services circuitry , wired and 
devices 101A - 101N . The group - based communication sys- wireless network interfaces , user contacts , and other appli 
tem 105 may comprise a group - based communication server 55 cations . Communication with hardware and software mod 
106 in communication with at least one group - based com- ules executing outside of the app is typically provided via 
munication repository 107 . application programming interfaces ( APIs ) provided by the 

Communications network 104 may include any wired or mobile device operating system . 
wireless communication network including , for example , a Alternatively , the client device 101A - 101N may interact 
wired or wireless local area network ( LAN ) , personal area 60 with the group - based communication system 105 via a web 
network ( PAN ) , metropolitan area network ( MAN ) , wide browser . As yet another example , the client device 101A 
area network ( WAN ) , or the like , as well as any hardware , 101N may include various hardware or firmware designed to 
software and / or firmware required to implement it ( such as , interface with the group - based communication system 105 . 
e.g. , network routers , etc. ) . For example , communications In some embodiments of an exemplary group - based com 
network 104 may include a cellular telephone , an 802.11 , 65 munication system 105 , a message or messaging communi 
802.16 , 802.20 , and / or WiMax network . Further , the com- cation may be sent from a client device 101A - 101N to a 
munications network 104 may include a public network , group - based communication system 105. In various imple 
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mentations , the message may be sent to the group - based identifier , a group - based communication channel identifier , 
communication system 105 over communications network message contents ( e.g. , text , emojis , images , links ) , attach 
104 directly by a client device 101A - 101N , the message may ments ( e.g. , files ) , message hierarchy data ( e.g. , the message 
be sent to the group - based communication system 105 via an 
intermediary such as a message server , and / or the like . For 5 and / or the like . In one embodiment , the client device 101A 

may be a reply to another message ) , third party metadata , 
example , the client device 101A - 101N may be a desktop , a 
laptop , a tablet , a smartphone , and / or the like that is execut 101N may provide the following example message , substan 
ing a client application ( e.g. , a group - based communication tially in the form of a ( Secure ) Hypertext Transfer Protocol 
app ) . In one implementation , the message may include data ( " HTTP ( S ) " ) POST message including eXtensible Markup 
such as a message identifier , sending user identifier , a group Language ( “ XML " ) formatted data , as provided below : 

POST /authrequest.php HTTP / 1.1 
Host : www.server.com 
Content - Type : Application / XML 
Content - Length : 667 
< ? XML version = " 1.0 " encoding = " UTF - 8 " ? > 
< auth_request > 
< timestamp > 2020-12-31 23:59:59 < / timestamp > 
< user_accounts details > 
< user_account_credentials > 
< user_name > ID_user_1 < / user_name > 
< password > abc123 < / password 
// OPTIONAL < cookie > cookieID < / cookie > 
// OPTIONAL < digital_cert_link > www.mydigitalcertificate.com/ 

John DoeDaDoe Doe@gmail.com/mycertifcate.de < / digital_cert_link > 
// OPTIONAL < digital_certificate > _DATA _ < / digital_certificate > 

< / user_account_credentials > 
< / user accounts details > 
< client_details > // iOS Client with App and Webkit 

I / it should be noted that although several client details 
1 / sections are provided to show example variants of client 
l / sources , further messages will include only on to save 
// space 

< client_IP > 10.0.0.123 < / client_IP > 
< user_agent_string > Mozilla / 5.0 ( iPhone ; CPU iPhone OS 7_1_1 like Mac OS X ) 

AppleWebKit / 537.51.2 ( KHTML , like Gecko ) Version 7.0 Mobile / 11D201 
Safari / 9537.53 < / user_agent_string > 

< client_product_type > iPhone6,1 < / client_product_type > 
< client_serial_number > DNXXX1X1XXXX < / client_serial_number > 
< client_UDID > 3XXXXXXXXXXXXXXXXXXXXXXXXD < / client_UDID > 
< client_OS > iOS < / client_OS > 
< client_OS_version > 7.1.1 < / client_OS_version > 
< client_app_type > app with webkit < / client_app_type > 
< app_installed_flag > true < / app_installed_flag > 
< app_name > nickname.app < / app_name > 
< app_version > 1.0 < / app_version > 
< app_webkit_name > Mobile Safari < / client_webkit_name > 
< client_version > 537.51.2 < / client_version > 

< / client_details > 
< client_details > I / OS Client with Webbrowser 
< client_IP > 10.0.0.123 < / client_IP > 
< user_agent_string > Mozilla / 5.0 ( iPhone ; CPU iPhone OS 7_1_1 like Mac OS X ) 

AppleWebkit / 537.51.2 ( KHTML , like Gecko ) Version / 7.0 Mobile / 110201 
Safari / 9537.53 < / user_agent_string > 

< client_product_type > iPhone6,1 < / client_product_type > 
< client_serial_number > DNXXX1X1XXXX < / client_serial_number > 
< client_UDID > 3XXXXXXXXXXXXXXXXXXXXXXXXD < / client_UDID > 
< client_OS > iOS < / client_OS > 
< client_OS_version > 7.1.1 < / client_OS_version > 
< client_app_type > web browser < / client_app_type > 
< client_name > Mobile Safari < / client_name > 
< client_version > 9537.53 < / client_version > 

< / client_details > 
< client_details > // Android Client with Webbrowser 
< client_IP > 10.0.0.123 < / client_IP > 
< user_agent_string > Mozilla / 5.0 ( Linux ; U ; Android 4.0.4 ; en - us ; Nexus S Build / IMM76D ) 

AppleWebkit / 534.30 ( KHTML , like Gecko ) Version / 4.0 Mobile Safari / 534.30 < / user_agent_string > 
< client_product_type > Nexus S < / client_product_type > 
< client_serial_number > YXXXXXXXXZ < / client_serial_number > 
< client_UDID > FXXXXXXXXX - XXXX - XXXX - XXXX 

XXXXXXXXXXXXX < / client_UDID > 
< client_OS > Android < / client_OS > 
< client_OS_version > 4.0.4 < / client_OS_version > 
< client_app_type > web browser < / client_app_type > 
< client_name > Mobile Safari < / client_name > 
< client_version > 534.30 < / client_version > 

< / client_details > 
< client_details > // Mac Desktop with Webbrowser 
< client_IP > 10.0.0.123 < / client_IP > 
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-continued 
< user_agent_string > Mozilla / 5.0 ( Macintosh ; Intel Mac OS X 10_9_3 ) 

AppleWeb Kit / 537.75.14 ( KHTML , like Gecko ) Version 7.0.3 Safari / 537.75.14 < / user_agent_string > 
< client_product_type > MacPro5,1 < / client_product_type > 
< client_serial_number > YXXXXXXXXZ < / client_serial_number > 
< client_UDID > FXXXXXXXXX - XXXX - XXXX - XXXX 

XXXXXXXXXXXXX < / client_UDID > 
< client_OS > Mac OS X < / client_OS > 
< client_OS_version > 10.9.3 < / client_OS_version > 
< client_app_type > web browser < / client_app_type > 
< client_name > Mobile Safari < / client_name > 
< client_version > 537.75.14 < / client_version > 

< / client_details > 
< message > 
< message_identifier > ID_message_10 < / message_identifier > 
< team_identifier > ID_team_1 < / team_identifier > 
< channel_identifier > ID_channel_1 < / channel_identifier > 

< contents > That is an interesting invention . I have attached a copy our patent 
policy . < / contents > 
< attachments > patent_policy.pdf < / attachments > 
< / message > 

< / auth_request > 

25 

30 

The group - based communication system 105 comprises at message , and / or the like . In one implementation , data 
least one group - based communication server 106 that may regarding responses to the message by other users may be 
create a storage message based upon the received message included with the message , and the message may be parsed 
to facilitate message indexing and storage in a group - based ( e.g. , using PHP commands ) to determine the responses . In 
communication repository 107. In one implementation , the another implementation , data regarding responses to the 
storage message may include data such as a message iden- message may be retrieved from a database . For example , 
tifier , a group identifier , a group - based communication chan- data regarding responses to the message may be retrieved 
nel identifier , a sending user identifier , topics , responses , via a MySQL database command similar to the following : 
message contents , attachments , message hierarchy data , SELECT messageResponses 
third party metadata , conversation primitive data , and / or the FROM MSM_Message 
like . For example , the group - based communication server WHERE messageID = ID_message_10 . 
106 may provide the following example storage message , For example , data regarding responses to the message 
substantially in the form of a HTTP ( S ) POST message 35 may be used to determine context for the message ( e.g. , a 
including XML - formatted data , as provided below : social score for the message from the perspective of some 

In embodiments , a group identifier as defined above may user ) . In another example , data regarding responses to the 
be associated with the message . message may be analyzed to determine context regarding the 

In embodiments , a group - based communication channel user ( e.g. , the user's expertise in a topic may be determined 
identifier as defined above may be associated with the 40 based on the responses to the user's message regarding the 
message . topic ) . 

In embodiments , a sending user identifier as defined In embodiments , attachments may be included with the 
above may be associated with the message . In one imple- message . If there are attachments , files may be associated 
mentation , the message may be parsed ( e.g. , using PHP — i.e . with the message . In one implementation , the message may 
the script language derived from Personal Home Page 45 be parsed ( e.g. , using PHP commands ) to determine file 
Tools — commands ) to determine a sending user identifier of names of the attachments . For example , file contents may be 
the user who sent the message . analyzed to determine context for the message ( e.g. , a patent 

In embodiments , topics may be associated with the mes- policy document may indicate that the message is associated 
sage . In one implementation , the message contents may be with the topic " patents " ) . 
parsed ( e.g. , using PHP commands ) to determine topics 50 In embodiments , third party metadata may be associated 
discussed in the message . For example , hashtags in the with the message . For example , third party metadata may 
message may indicate topics associated with the message . In provide additional context regarding the message or the user 
another example , the message may be analyzed ( e.g. , by that is specific to a company , group , group - based commu 
itself , with other messages in a conversation primitive ) or nication channel , and / or the like . In one implementation , the 
parsed using a machine learning technique , such as topic 55 message may be parsed ( e.g. , using PHP commands ) to 
modeling , to determine topics associated with the message . determine third party metadata . For example , third party 

In embodiments , data indicating responses may be asso- metadata may indicate whether the user who sent the mes 
ciated with the message . For example , responses to the sage is an authorized representative of the group - based 
message by other users may include reactions ( e.g. , selection communication channel ( e.g. , an authorized representative 
of an emoji associated with the message , selection of a 60 may be authorized by the company to respond to questions 
“ like ” button associated with the message ) , clicking on a in the group - based communication channel ) . 
hyperlink embedded in the message , replying to the message In embodiments , a conversation primitive may be asso 
( e.g. , posting a message to the group - based communication ciated with the message . In one implementation , a conver 
channel in response to the message ) , downloading a file sation primitive is an element used to analyze , index , store , 
associated with the message , sharing the message from one 65 and / or the like messages . For example , the message may be 
group - based communication channel to another group - based analyzed by itself , and may form its own conversation 
communication channel , pinning the message , starring the primitive . In another example , the message may be analyzed 
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along with other messages that make up a conversation , and 200A may provide or supplement the functionality of par 
the messages that make up the conversation may form a ticular circuitry . For example , the processor 202 may pro 
conversation primitive . In one implementation , the conver- vide processing functionality , the memory 201 may provide 
sation primitive may be determined as the message , a storage functionality , the communications circuitry 205 may 
specified number ( e.g. , two ) of preceding messages and a 5 provide network interface functionality , and the like . 
specified number ( e.g. , two ) of following messages . In In some embodiments , the processor 202 ( and / or co 
another implementation , the conversation primitive may be processor or any other processing circuitry assisting or 
determined based on analysis of topics discussed in the otherwise associated with the processor ) may be in commu 
message and other messages ( e.g. , in the channel ) and / or nication with the memory 201 via a bus for passing infor 
proximity ( e.g. , message send order proximity , message 10 mation among components of the apparatus . The memory 
send time proximity ) of these messages . 201 may be non - transitory and may include , for example , 

In embodiments , various metadata , determined as one or more volatile and / or non - volatile memories . In other 
described above , and / or the contents of the message may be words , for example , the memory may be an electronic 
used to index the message ( e.g. , using the conversation storage device ( e.g. , a computer readable storage medium ) . 
primitive ) to facilitate various facets of searching ( i.e. , 15 The memory 201 may be configured to store information , 
search queries that return results from group - based commu- data , content , applications , instructions , or the like , for 
nication repository 107 ) . In one implementation , a storage enabling the apparatus 200A to carry out various functions 
message may be sent from group - based communication in accordance with example embodiments of the present 
server 106 to facilitate indexing in group - based communi disclosure . 
cation repository 107. In another implementation , metadata 20 The processor 202 may be embodied in a number of 
associated with the message may be determined and the different ways and may , for example , include one or more 
message may be indexed in group - based communication processing devices configured to perform independently . 
repository 107. In one embo ent , the message may be Additionally or alternatively , the processor may include one 
indexed such that a company's or a group's messages are or more processors configured in tandem via a bus to enable a 
indexed separately ( e.g. , in a separate index associated with 25 independent execution of instructions , pipelining , and / or 
the group and / or company that is not shared with other multithreading . The use of the term “ processing circuitry ” 
groups and / or companies ) . In one implementation , messages may be understood to include a single core processor , a 
may be indexed at a separate distributed repository ( e.g. , to multi - core processor , multiple processors internal to the 
facilitate data isolation for security purposes ) . apparatus , and / or remote or “ cloud ” processors . 

If there are attachments associated with the message , file 30 In an example embodiment , the processor 202 may be 
contents of the associated files may be used to index such configured to execute instructions stored in the memory 201 
files in group - based communication repository 107 to facili or otherwise accessible to the processor . Alternatively , or 
tate searching . In one embodiment , the files may be indexed additionally , the processor may be configured to execute 
such that a company's or a group's files are indexed at a hard - coded functionality . As such , whether configured by 
separate distributed repository . 35 hardware or software methods , or by a combination thereof , 

the processor may represent an entity ( e.g. , physically 
Example Apparatus for Implementing Embodiments embodied in circuitry ) capable of performing operations 

of the Present Disclosure according to an embodiment of the present disclosure while 
configured accordingly . Alternatively , as another example , 

The group - based communication server 106 may be 40 when the processor is embodied as an executor of software 
embodied by one or more computing systems , such as instructions , the instructions may specifically configure the 
apparatus 200A shown in FIG . 2A . The apparatus 200A may processor to perform the algorithms and / or operations 
include a processor 202 , a memory 201 , input / output cir- described herein when the instructions are executed . 
cuitry 203 , communications circuitry 205 , group - based In some embodiments , the apparatus 200A may include 
communication repository 107 and group - based communi- 45 input / output circuitry 203 that may , in turn , be in commu 
cation circuitry 204. The apparatus 200A may be configured nication with processor 202 to provide output to the user 
to execute the operations described herein . Although the and , in some embodiments , to receive an indication of a user 
components are described with respect to functional limita- input . The input / output circuitry 203 may comprise 
tions , it should be understood that the particular implemen- interface and may include a display and may comprise a web 
tations necessarily include the use of particular hardware . It 50 user interface , a mobile application , a client device , a kiosk , 
should also be understood that certain of the components or the like . In some embodiments , the input / output circuitry 
described herein may include similar or common hardware . 203 may also include a keyboard , a mouse , a joystick , a 
For example , two sets of circuitry may both leverage use of touch screen , touch areas , soft keys , a microphone , a 
the same processor , network interface , storage medium , or speaker , or other input / output mechanisms . The processor 
the like to perform their associated functions , such that 55 and / or user interface circuitry comprising the processor may 
duplicate hardware is not required for each set of circuitry . be configured to control one or more functions of one or 
The use of the term “ circuitry ” as used herein with respect more user interface elements through computer program 
to components of the apparatus should therefore be under- instructions ( e.g. , software and / or firmware ) stored on a 
stood to include particular hardware configured to perform memory accessible to the processor ( e.g. , memory 201 , 
the functions associated with the particular circuitry as 60 and / or the like ) . 
described herein . The communications circuitry 205 may be any means 

The term “ circuitry ” should be understood broadly to such as a device or circuitry embodied in either hardware or 
include hardware and , in some embodiments , software for a combination of hardware and software that is configured to 
configuring the hardware . For example , in some embodi- receive and / or transmit data from / to a network and / or any 
ments , “ circuitry ” may include processing circuitry , storage 65 other device , circuitry , or module in communication with the 
media , network interfaces , input / output devices , and the apparatus 200A . In this regard , the communications circuitry 
like . In some embodiments , other elements of the apparatus 205 may include , for example , a network interface for 

user 
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enabling communications with a wired or wireless commu- The memory 211 may include a non - volatile computer 
nication network . For example , the communications cir- readable storage medium as a persistent storage such as a 
cuitry 205 may include one or more network interface cards , floppy disk , flexible disk , hard disk , solid - state storage 
antennae , buses , switches , routers , modems , and supporting ( SSS ) ( e.g. , a solid state drive ( SSD ) , solid state card ( SSC ) , 
hardware and / or software , or any other device suitable for 5 solid state module ( SSM ) ) , enterprise flash drive , magnetic 
enabling communications via a network . Additionally or tape , or any other non - transitory magnetic medium , and / or 
alternatively , the communication interface may include the the like . A non - volatile computer - readable storage medium 
circuitry for interacting with the antenna ( s ) to cause trans- may also include a punch card , paper tape , optical mark 
mission of signals via the antenna ( s ) or to handle receipt of sheet ( or any other physical medium with patterns of holes 
signals received via the antenna ( s ) . or other optically recognizable indicia ) , compact disc read 
The group - based communication circuitry 204 includes only memory ( CD - ROM ) , compact disc - rewritable ( CD 

hardware configured to support a group - based communica- RW ) , digital versatile disc ( DVD ) , Blu - ray disc ( BD ) , any 
tion system . The group - based communication circuitry 204 other non - transitory optical medium , and / or the like . Such a 
may utilize processing circuitry , such as the processor 202 , non - volatile computer - readable storage medium may also 
to perform these actions . The group - based communication include read - only memory ( ROM ) , programmable read - only 
circuitry 204 may send and / or receive data from group- memory ( PROM ) , erasable programmable read - only 
based communication repository 107. In some implementa- memory ( EPROM ) , electrically erasable programmable 
tions , the sent and / or received data may be of enterprise- read - only memory ( EEPROM ) , flash memory ( e.g. , Serial , 
based digital content objects organized among a plurality of 20 NAND , NOR , and / or the like ) , multimedia memory cards 
group - based communication channels . It should also be ( MMC ) , secure digital ( SD ) memory cards , SmartMedia 
appreciated that , in some embodiments , the group - based cards , CompactFlash ( CF ) cards , Memory Sticks , and / or the 
communication circuitry 204 may include a separate pro- like . Further , a non - volatile computer - readable storage 
cessor , specially configured field programmable gate array medium may also include conductive - bridging random 
( FPGA ) , or application specific interface circuit ( ASIC ) . 25 access memory ( CBRAM ) , phase - change random access 
The client device 101 may be embodied by one or more memory ( PRAM ) , ferroelectric random - access memory ( Fe 

computing systems , such as apparatus 200B shown in FIG . RAM ) , non - volatile random - access memory ( NVRAM ) , 
2B . The apparatus 200B may include a processor 212 , a magnetoresistive random - access memory ( MRAM ) , resis 
memory 211 , input / output circuitry 213 , communications tive random - access memory ( RRAM ) , Silicon - Oxide - Ni 
circuitry 215 , and persistent storage 214. The apparatus 30 tride - Oxide - Silicon memory ( SONOS ) , floating junction 
200B may be configured to execute the operations described gate random access memory ( FJG RAM ) , Millipede 
herein . Although the components are described with respect memory , racetrack memory , and / or the like . 
to functional lin ns , it should be understood that the The memory 211 may also include a volatile computer 
particular implementations necessarily include the use of readable storage medium as a non - persistent storage such as 
particular hardware . It should also be understood that certain 35 a include random access memory ( RAM ) , dynamic random 
of the components described herein may include similar or access memory ( DRAM ) , static random access memory 
common hardware . For example , two sets of circuitry may ( SRAM ) , fast page mode dynamic random access memory 
both leverage use of the same processor , network interface , ( FPM DRAM ) , extended data - out dynamic random access 
storage medium , or the like to perform their associated memory ( EDO DRAM ) , synchronous dynamic random 
functions , such that duplicate hardware is not required for 40 access memory ( SDRAM ) , double information / data rate 
each set of circuitry . The use of the term “ circuitry ” as used synchronous dynamic random access memory ( DDR 
herein with respect to components of the apparatus should SDRAM ) , double information / data rate type two synchro 
therefore be understood to include particular hardware con- nous dynamic random access memory ( DDR2 SDRAM ) , 
figured to perform the functions associated with the particu- double information / data rate type three synchronous 
lar circuitry as described herein . 45 dynamic random access memory ( DDR3 SDRAM ) , Rambus 

The term “ circuitry ” should be understood broadly to dynamic random access memory ( RDRAM ) , Twin Transis 
include hardware and , in some embodiments , software for tor RAM ( TTRAM ) , Thyristor RAM ( T - RAM ) , Zero - ca 
configuring the hardware . For example , in some embodi- pacitor ( Z - RAM ) , Rambus in - line memory module 
ments , “ circuitry " may include processing circuitry , storage ( RIMM ) , dual in - line memory module ( DIMM ) , single 
media , network interfaces , input / output devices , and the 50 in - line memory module ( SIMM ) , video random access 
like . In some embodiments , other elements of the apparatus memory ( VRAM ) , cache memory ( including various lev 
200B may provide or supplement the functionality of par- els ) , flash memory , register memory , and / or the like . It will 
ticular circuitry . For example , the processor 212 may pro- be appreciated that where embodiments are described to use 
vide processing functionality , the memory 211 may provide a computer - readable storage medium , other types of com 
storage functionality , the communications circuitry 215 may 55 puter - readable storage media may be substituted for or used 
provide network interface functionality , and the like . in addition to the computer - readable storage media 

In some embodiments , the processor 212 ( and / or co- described above . 
processor or any other processing circuitry assisting or The processor 212 may be embodied in a number of 
otherwise associated with the processor ) may be in commu and may , for example , include one or more 
nication with the memory 211 via a bus for passing infor- 60 processing devices configured to perform independently . 
mation among components of the apparatus . In other words , Additionally or alternatively , the processor may include one 
for example , the memory may be an electronic storage or more processors configured in tandem via a bus to enable 
device ( e.g. , a computer readable storage medium ) . The independent execution of instructions , pipelining , and / or 
memory 211 may be configured to store information , data , multithreading . The use of the term “ processing circuitry " 
content , applications , instructions , or the like , for enabling 65 may be understood to include a single core processor , a 
the apparatus 200B to carry out various functions in accor- multi - core processor , multiple processors internal to the 
dance with example embodiments of the present disclosure . apparatus , and / or remote or “ cloud ” processors . 

different ways 
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In an example embodiment , the processor 212 may be nication browser session in client device 101. Method 3000 
configured to execute instructions stored in the memory 211 is meant to show a high level example , while some of the 
or otherwise accessible to the processor . Alternatively , or other process flows discussed in relation to later figures 
additionally , the processor may be configured to execute show more detailed examples . 
hard - coded functionality . As such , whether configured by 5 At 3100 , the client device 101 is configured to receive a 
hardware or software methods , or by a combination thereof , group - based communication browser session initiation the processor may represent an entity ( e.g. , physically request . The group - based communication browser session embodied in circuitry ) capable of performing operations initiation request may be a user input requesting a group according to an embodiment of the present disclosure while based communication browser session transmitted via I / O configured accordingly . Alternatively , as another example , 10 circuitry 213. The user input requesting to initiate a group when the processor is embodied as an executor of software 
instructions , the instructions may specifically configure the based communication browser session may take the form of 
processor to perform the algorithms and / or operations inputting a uniform resource locator ( URL ) address into a 
described herein when the instructions are executed . browser installed on the client device 101 and requesting to 

In some embodiments , the apparatus 200B may include access the URL . In some embodiments , the URL address is 
input / output circuitry 213 that may , in turn , be in commu- 15 associated with a specific work space , such as yourteam 
nication with processor 212 to provide output to the user .slack.com / messages . In some alternative embodiments , the 
and , in some embodiments , to receive an indication of a user URL address is not associated with a specific workspace . 
input . The input / output circuitry 213 may comprise a user At 3200 , the client device 101 is configured to determine 
interface and may include a display and may comprise a web whether the client device is connected to the Internet and 
user interface , a mobile application , a client device , a kiosk , 20 connected to a server in the group - based communication 
or the like . In some embodiments , the input / output circuitry system , such as server 106. The client device 101 may be 
213 may also include a keyboard , a mouse , a joystick , a connected to the Internet via communication circuitry 215 . 
touch screen , touch areas , soft keys , a microphone , a The client device 101 may determine whether the client 
speaker , or other input / output mechanisms . The processor device is connected to the Internet and connected to a server 
and / or user interface circuitry comprising the processor may 25 106 in the group - based communication system by checking 
be configured to control one or more functions of one or a connection status data reflecting Internet connection avail more user interface elements through computer program able on the client device . The client device 101 may also instructions ( e.g. , software and / or firmware ) stored on a double check whether the client device is connected to the memory accessible to the processor ( e.g. , memory 211 , Internet and connected to a server 106 in the group - based and / or the like ) . 

The communications circuitry 215 may be any means 30 communication system by sending a token to a server in the 
such as a device or circuitry embodied in either hardware or group - based communication system and check if a token is 
a combination of hardware and software that is configured to sent back . The client device 101 may also request API token 
receive and / or transmit data from / to a network and / or any from the server 106 upon determining that an API token is 
other device , circuitry , or module in communication with the not available on the client device 101. In some embodi 
apparatus 200B . In this regard , the communications circuitry 35 ments , the API token may be a token associated with the 
215 may include , for example , a network interface for client device and configured to be only readable by a server 
enabling communications with a wired or wireless commu- in the group - based communication system , such as server 
nication network . For example , the communications cir- 106 
cuitry 215 may include one or more network interface cards , If the client device 101 is determined to be connected to 
antennae , buses , switches , routers , modems , and supporting 40 the Internet , the client device 101 is configured to proceed 
hardware and / or software , or any other device suitable for to 3300 and determine whether a group - based communica 
enabling communications via a network . Additionally or tion service cache is available . If the client device 101 is not 
alternatively , the communication interface may include the determined to be connected to the Internet , the client device 
circuitry for interacting with the antenna ( s ) to cause trans- is configured to initiate offline workflow 3205. Offline 
mission of signals via the antenna ( s ) or to handle receipt of 45 workflow 3205 is described in more detail in conjunction 
signals received via the antenna ( s ) . with FIG . 4 . As described above and as will be appreciated based on At 3300 , the client device 101 is configured to determine this disclosure , embodiments of the present disclosure may whether a group - based communication service cache is be configured as methods , mobile devices , backend network 
devices , and the like . Accordingly , embodiments may com available . Group - based communication service cache is a 
prise various means including entirely of hardware or any 50 storage space in a persistent data storage of the client device 
combination of software and hardware . Furthermore , 101 storing group - based communication objects associated 
embodiments may take the form of a computer program with one or more group - based communication service ses 
product on at least one non - transitory computer - readable sions . One group - based communication service cache may 
storage medium having computer - readable program instruc - be associated with multiple workspaces . Data stored in 
tions ( e.g. , computer software ) embodied in the storage 55 group - based communication service cache may be previ 
medium . Similarly , embodiments may take the form of a ously copied from a group - based communication store based 
computer program code stored on at least one non - transitory on service cache retention policy . Data stored in group - based 
computer - readable storage medium . Any suitable computer- communication service cache may also be directly copied in 
readable storage medium may be utilized including non- the past from a group - based communication repository 107 . 
transitory hard disks , CD - ROMs , flash memory , optical 60 In some example embodiments , the group - based communi 
storage devices , or magnetic storage devices . cation cache may be implemented using Service Worker 

provided via the World Wide Web Consortium . 
Initiating a Group - Based Communication Browser If the client device 101 determines that a group - based 

Session communication service cache is available , the client device 
65 101 may proceed to 3400. If the client device 101 deter 

FIG . 3 shows a flow chart of an example method 3000 , mines that a group - based communication service cache is 
which is an overview for initiating a group - based commu- not available , the client device 101 may proceed to 3305 . 
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At 3305 , the client device 101 is configured to fetch a to 3700 and render a group - based communication interface 
group - based application asset set from the group - based using the previously fetched asset set and object set . 
communication repository 107. Group - based application In some embodiments , at every instance where the client 
asset is a collection of non - group specific group - based device 101 is requesting data from the server 106 , the client 
communication objects . Group - based application asset can 5 device 101 will send a token for the server 106 to check the 
be used to render non - group specific components of a credential of the client device 101. In some embodiments , 
group - based communication interface . Example group the token is a cookie dependent API token . The cookie based application assets include webpage templates , web dependent API token will only be accepted as valid by the application script bundles , and non - group specific image server 106 if it is sent alongside a valid authentication assets . cookie . Metadata regarding the authentication cookie may In some embodiments , the group - based application assets 
include a static HTML ( Hypertext Markup Language ) that be stored as a bundle with the cookie dependent API token 

by the server 106 and the cookie dependent API token will contains a small amount of inlined JavaScript . The static 
HTML be configured to initiate additional data fetches be accepted as valid on if the cookie dependent API token is may 
in the future upon user request or automatically and loads a 15 received with the authentication cookie associated with the 
web application script from a content delivery network . In cookie dependent API token . 
some embodiments , the static HTML also include a feature In some embodiments , the authentication cookie may be 
flag set associated with other group - based communication stored on the client device 101 and access to the authenti 
objects . Additionally or alternatively , a feature flag set may cation cookie may be restricted , such as restricted from web 
be requested later at 3705. In some embodiments , the feature 20 application scripts like JavaScripts . In some embodiments , 
flags may be associated with specific group - based commu- the token is an API token stored locally in the client device 
nication user profile , work space , or the like . 101 in an authentication storage in the group - based com 

In some embodiments , the client device 101 may fetch the munication browser cache . 
group - based application asset set from a group - based com- After 3307 , the client device 101 may proceed to 3700 
munication repository by sending a request to receive the 25 and render a group - based communication interface using the 
group - based application asset set to a server 106 associated previously fetched assets and objects . In some embodiments , 
with the group - based communication repository in a group- the client device 101 is also configured to , in addition to 
based communication system 105. Upon receiving such a fetching the group - based application assets , make an API 
request , the server 106 may proceed to send the group - based ( application platform interface ) call to the group - based 
application asset set to client device 101 via the Internet . 30 communication server 106 . 
Once the client device 101 receives the group - based appli- A module associated with the group - based communica 
cation asset set from the server 106 in the group - based tion browser session and , such as a React component in 
communication system 105 , for example via I / O circuitry Redux , may dispatch a message requesting group - based 
213 , the client device 101 may proceed to 3307 and store the communication objects , are provided below : 
fetched group - based application asset set in the group - based 35 
communication service cache . In some embodiments , the 
client device 101 may also store the fetched group - based class MessageSendButton extends React.Component { 
application asset set in a group - based communication store onClick ( ) { 

sendMessage ( this.props.message Text , or a group - based communication browser cache . this.props.activeChannel ) 
A group - based communication browser cache is a collec- 40 dispatch ( action ) .then ( ( ) = > { 

tion of data in a storage space of the client device in a this.setState ( { 
persistent data storage , such as a persistent data storage as isSending : false , 

message Text : " , part of memory 211 , storing group - based communication } ) ; objects associated with one or more group - based commu 
nication browser sessions . One group - based communication 45 } 
browser cache may be associated with multiple workspaces . } 
Data stored in a group - based communication browser cache 
may be copied from a group - based communication store The message may be intercepted by another module 
based on a browser cache retention policy . Data stored in a associated with the group - based communication browser 
group - based communication browser cache may be previ- 50 session , such as a socket manager Middleware in Redux , to 
ously received from a group - based communication reposi send the message to the group - based communication server 
tory . The browser cache retention policy may define retain- 106. An example implementation is provided below : 
ing a defined number of user profiles , a defined number of 
group - based channels , a defined number of group - based 
messages , a defined number of files and / or metadata asso- 55 const socketManagerMiddleware = store = > next = > ( action ) = > { 
ciated with the files , and the like . In some example embodi store.getState ( ) ; 

const teamId = getTeamId ( state ) ; ments , the group - based communication browser cache may switch ( action.type ) { be implemented using Redux persist . case sendMessage.getType ( ) : { 
Group - based communication store is a storage space in a return socketManagers [ teamId ] .send ( action.payload ) ; 

non - persistent data storage of the client device storing 60 } 
} group - based communication objects associated with a 

group - based communication browser session . A group 
based communication store may be associated with a web The Middleware looks up the socket manager instance for 
application supported by a group - based communication a team ID associated with a group that the action was 
browser session . In some example embodiments , the group- 65 dispatched on and passes the payload through , returning the 
based communication store may be implemented using a a token indicating that socket manager's send action for the 
Redux store . After 3507 , the client device 101 may proceed React component to use . 

const action = 

a 

} ) ; 

const state = 

a 
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At 3400 , the client device 101 is configured to fetch a Group - based communication browser cache retention poli 
group - based application asset set from the group - based cies may include policies defining group - based communi 
communication service cache . The scope of the group - based cation objects to be ignored while storing group - based 
application asset set fetched may be dependent on a pre- communication objects to a group - based communication 
defined group - based communication service cache hydra- 5 cache . 
tion policy . For example , the group - based communication Group - based communication browser cache retention 
service cache hydration policy may define that all group- policies may also include policies defining group - based 
based application assets related to rendering of a group- communication objects to be retained while storing group 
based communication interface will be fetched at 3400. In based communication objects to a group - based communi 
some embodiments , at 3400 , the client device 101 is also 10 cation cache . In some embodiments , example group - based 
configured to fetch a group - based media asset set from the communication objects to be retained include a defined 
group - based communication service cache . Group - based number of users , group - based communication objects defin 
media asset is a collection of image , document , and message ing a defined number of channels , a defined number of 
data that are designated as media assets . Example group- group - based messages , a defined number of files , and the 
based media asset may include image thumbnails for ren- 15 like . In some embodiments , group - based communication 
dering group - based communication interfaces ( e.g. , inter- browser cache retention policies will define group - based 
face layout related images and third party image icons ) , user communication objects to be retained based on type of 
avatars , custom emojis , and e - mail contents . elements on the group - based communication interface that 

At 3500 , the client device 101 is configured to determine the group - based communication objects are associated with . 
whether a group - based communication browser cache is 20 For example , separate retention policies may be defined for 
available . If the client device 101 determines that a group- group - based communication objects associated with render 
based communication browser cache is available , the client ing of a group - based communication channel , a group - based 
device 101 may proceed to 3600. If the client device 101 communication user , and the like . 
determines that a group - based communication browser At 3600 , upon determining that a group - based commu 
cache is not available , the client device 101 may proceed to 25 nication browser cache is available , the client device 101 is 
3505 . configured to fetch a group - based communication object set 

At 3505 , upon determining that a group - based commu- from the group - based communication browser cache and 
nication browser cache is not available , the client device 101 store the fetched object set to a group - based communication 
is configured to fetch a group - based communication object store . The client device 101 may fetch the group - based 
set from the group - based communication repository 107. 30 communication object set from the group - based communi 
The client device 101 may fetch the group - based commu- cation browser cache based on a group - based communica 
nication object set from the group - based communication tion browser cache hydration policy . 
repository 107 based on a group - based communication The group - based communication browser cache hydra 
repository hydration policy . The group - based communica- tion policy is a rule set that define the conditions for fetching 
tion repository hydration policy is a rule set that define the 35 data and types of data to be fetched under different condi 
conditions for fetching data and types of data to be fetched tions when the client device is fetching data from a group 
under different conditions when the client device is fetching based communication browser cache . Example group - based 
data from group - based communication repository . communication objects fetched may include a defined num 
Example group - based communication objects fetched may ber of user profiles , a defined number of group - based 
include a defined number of user profiles , a defined number 40 channels , a defined number of group - based messages , a 
of group - based channels , a defined number of group - based defined number of files and / or metadata associated with the 
messages , a defined number of files , and the like . The files , and the like . The defined number may be defined on a 
defined number may be defined on a per workspace basis . In per workspace basis . In some embodiments , hydration poli 
some embodiments , hydration policies may prioritize group- cies may prioritize group - based communication objects 
based communication objects most recently utilized by 45 most recently utilized by another client device associated 
another client device associated with the same user profile with the same user profile that client device 101 is associated 
that client device 101 is associated . Metadata indicating with . Metadata indicating utilization related to a specific 
utilization related to a specific user profile of the group- user profile of the group - based communication objects may 
based communication objects may be stored on the group- be stored on the group - based communication browser cache . 
based communication repository 107. In some embodi- 50 In some embodiments , group - based communication browser 
ments , group - based communication repository hydration cache hydration policy may also indicate that non - group 
policy may also indicate that non - group - based message data based message data will be hydrated at 3600 while group 
will be hydrated at 3505 while group - based messages may based messages may be hydrated after 3705 . 
be hydrated after 3705 . At 3700 , the client device 101 is configured to render a 

At 3507 , upon fetching the group - based communication 55 group - based communication interface using all of the pre 
object set from a group - based communication repository viously fetched assets and objects . In some embodiments , 
107 , the client device 101 may be configured to store the after rendering the group - based communication interface , 
fetched object set in a group - based communication store . the client device 101 will proceed to 3705 and continues 

In some embodiments , the client device 101 may also communication with a server , such as the server 106 in the 
store the fetched object set in a group - based communication 60 group - based communication system 105. The client device 
browser cache under a group - based communication browser 101 may fetch additional group - based communication 
cache retention policy . Group - based communication objects and application assets . 
browser cache retention policy is a rule set that define the In some embodiments , the client device 101 is also 
conditions for retaining or evicting data and types of data to configured to , at 3705 , make an API ( application platform 
be retained or evicted under different conditions while 65 interface ) call to the group - based communication server 
copying data from one or more group - based communication 106. In some embodiments , the API call may include a 
stores to a group - based communication browser cache . users.count API call that requests metadata group - based 
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communication objects associated with group - based com- 4200 , the client device 101 is also configured to fetch a 
munication user profiles , such as a list of unread group- group - based media asset set from the group - based commu 
based messages , a frequency or number of instances where nication service cache . 
the username of a selected user appears in the group - based After fetching the group - based application asset set , at 
communication messages , and other metadata associated 5 4300 , the client device 101 is configured to determine 
with the workspace . In some embodiments , the API call may whether a group - based communication browser cache is 
also include a conversations.view API call that requests available . If a group - based communication browser cache is 
which requests group - based communication objects associ- not available , the client device 101 is configured to proceed 
ated with group - based messages may be initiated . In some to render a group - based communication interface using the 
embodiments , the data requested in the API calls may be 10 previously fetched application asset set and media asset set 
utilized to render a flexpane in a group - based communica- at 4305. In this regard , the group - based communication 
tion interface . interface rendered will include a framework of a group 
A module associated with the group - based communica based communication interface but may render an object set 

tion browser session , such as a React component , may unavailable in the framework using a placeholder object set . 
dispatch a message requesting group - based communication 15 In some embodiments , the group - based communication 
objects , are provided below : interface may further include a message indicating that the 

client device 101 must be connected to the Internet to render 
additional group - based communication objects . Placeholder 

class MessageSendButton extends React.Component { object is an object configured to being rendered in place of 
onClick ( ) { 20 one or more group - based communication objects when the const action = sendMessage ( this.props.message Text , one or more group - based communication objects are not this.props.activeChannel ) 
dispatch ( action ) .then ( ( ) = > { available . A placeholder object may be rendered in a group 
this.setState ( { based communication browser session until the one or more 
isSending : false , group - based communication objects the placeholder object message Text : " , 25 rendered in place of become available , such as by establish } ) ; 

} ) ; ing a communication with server 106 and fetching the 
} group - based communication objects . 

} If a group - based communication browser cache is avail 
able , at 4400 , the client device 101 is configured to fetch a 

The message may be intercepted by another module 30 group - based communication object set from the group 
associated with the group - based communication browser based communication browser cache and store the fetched 
session , such as a socket manager Middleware in Redux , to object set to a group - based communication store . After 
send the message to the group - based communication server fetching the group - based communication object set , at 4500 , 
106. An example implementation is provided below : the client device 101 is configured to render a group - based 

35 communication interface using the previously fetched asset 
set and object set . In this regard the group - based commu 

const socketManagerMiddleware = store = > next = > ( action ) = > { nication interface rendered will include a framework of a 
store.getState ( ) ; group - based communication interface and a number of other getTeamId ( state ) ; 

switch ( action.type ) { group - based communication objects , such as user profiles , 
case sendMessage.getType ( ) : { 40 group - based channels , group - based messages , and the like . 
return socketManagers [ teamId ] .send ( action.payload ) ; 

} Unknown Objects 

= 

const state = 
const teamId = 

a 

FIG . 5 shows a flowchart of an example method 5000 for 
The middleware looks up the socket manager instance for 45 rendering currently unavailable group - based communica 

a team ID associated with a group that the action was tion objects in a group - based communication interface in a 
dispatched on and passes the payload through , returning the group - based communication browser session . For example , 
a token indicating that socket manager's send action for the during the course of a group - based communication browser a 
React component to use . session , a user operating a client device 101 may request to 

Additional workflow related to 3705 will be described in 50 view one or more group - based communication objects not 
more detail in conjunction with FIG . 5 , FIG . 6 , and FIG . 7 . currently available in the group - based communication 

browser session , such as one or more additional group - based 
Offline Workflow messages , a file , and the like . Upon receiving such a request , 

the client device 101 is configured to , at 5100 , determine 
FIG . 4 shows a flowchart of an example method 4000 for 55 whether the group - based communication object set to be 

initiating a group - based communication browser session . rendered based on the user request are already fetched in the 
The example method 4000 may be continued from 3205 in previous steps . In another example , the client device 101 
FIG . 3 upon determining that the client device 101 is offline . may render a group - based communication interface in 
At 4100 , the client device 101 is configured to determine accordance with a defined framework and some defined 
whether a group - based communication service cache is 60 group - based communication objects in the defined frame 
available . At 4105 , if a group - based communication service work may not be rendered in 3700 . 
cache is not available , the client device 101 may proceed to Upon detecting that the group - based communication 
render an error message . object set is already fetched , the client device 101 is con 
At 4200 , if a group - based communication service cache is figured to , at 5105 , render the previously fetched group 

available , the client device 101 is configured to fetch a 65 based communication objects requested . For example , a 
group - based application asset set from the group - based client device 101 may already fetched a number of messages 
communication service cache . In some embodiments , at and files from a group - based communication service cache 
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or group - based communication browser cache . In some in FIG . 6 is described with regard to group - based application 
embodiments , even though the messages and files are not assets , similar techniques may be applied to other group 
rendered at the initial stage ( e.g. , 3700 ) , the fetched mes- based application objects . 
sages and files are stored in a non - persistent storage of client At 6100 , the client device 101 is configured to determine 
device 101 and could be rendered by client device 101 5 whether the client device is connected to a group - based 
without checking a group - based communication cache upon communication server 106 , e.g. , via the Internet . Upon 
receiving such a request . determining that the client device 101 is connected to the 
Upon detecting that the group - based communication group - based communication server 106 , the client device 

object set is not already fetched , the client device 101 is 101 is configured to , at 6200 , to communicate with the 
configured to , at 5200 , render the group - based communica- 10 group - based communication server 106 by sending a token indicating a request to check group - based application assets tion object set using placeholder object set . Placeholder version . In some embodiments , the token may comprise a objects are objects configured to being rendered in place of version indicator indicating the version of application assets one or more group - based communication objects when the on the client device 101. Alternatively , the token may be sent one or more group - based communication objects are not 15 without such a version indicator . In some embodiments , the available . A placeholder object may be rendered in a group version indicator may be stored as metadata associated with 
based communication browser session until the one or more the group - based application assets . In some embodiments , group - based communication objects the placeholder object the version indicator is a timestamp metadata . 
rendered in place of become available . Upon receiving the request to check application assets 

In some embodiments , the client device 101 may deter- 20 version , the server 106 may send a version indicator of the 
mine whether an object needs to be rendered in place of the most recent version of group - based application assets stored 
placeholder object . If the client device 101 determined that in the group - based communication repository 107 to the 

bject needs to be rendered in place of the placeholder client device 101. After the client device 101 receives the 
object ( i.e. , an error case ) , the client device 101 may stop version indicator of the most recent version of group - based 
rendering the placeholder object . If the client device 101 25 application assets from the server 106 , the client device is 
determined that an object needs to be rendered in place of configured to compare , at 6300 , the received version indi 
the placeholder object , the client device 101 may proceed to cator to the version indicator of the previously fetched 
5300 . group - based application assets . The version indicator may 

At 5300 , the client device 101 is configured to fetch the be a version indicator for group - based application assets as 
30 a whole or version indicators for different sub - sets of the group - based communication object set previously requested group - based application assets . from the group - based communication repository 107. The 

client device 101 may be configured to fetch the group At 6400 , the client device 101 is configured to determine 
whether the version indicator previously stored on the client based communication object set previously requested from device and the version indicator received from the server the group - based communication repository 107 by commu 35 106 indicate the same version of group - based application nicating with server 106 in the group - based communication assets . If the indicator previously stored on the client device system 105. Upon receiving such a request , the server 106 and the version indicator received from the server indicate may send the group - based communication object set to the same version of the group - based application assets , the client device 101. In some embodiments , the client device group - based application assets previously fetched and ren 

101 makes such a request in the form of API calls . In some 40 dered by client device 101 is up to date . Therefore , the client 
embodiments , instead of directly fetching the group - based device will not need to update the previously fetched group 
communication objects from the group - based communica- based application assets . 
tion repository 107 , the client device 101 may attempt to If indicator previously stored on the client device and the 
fetch the group - based communication object set from local version indicator received from the server do not indicate the 
group - base communication caches first , such as group - based 45 same version of the group - based application assets , the 
communication browser cache and group - based communi- group - based application assets previously fetched and ren 
cation browser cache , as described in conjunction with FIG . dered by client device 101 is not up to date . Thereafter , the 
7 . client device is configured to , at 6500 , to delete the group 

At 5400 , the client device 101 is configured to store the based application assets stored in the group - based commu 
fetched group - based communication object set in the group- 50 nication service cache . 
based communication browser cache . At 5500 , the client In some embodiments , instead of deleting the entire set of 
device 101 is configured to render the previously fetched group - based application assets stored in the group - based 
group - based communication object set in the place of the communication service cache , the client device 101 may 
placeholder object set . In some embodiments , the client selectively delete a subset of group - based application assets 
device 101 is also configured to store the fetched group- 55 that are not the same version as the group - based application 
based communication object set in the group - based com- assets stored in the group - based communication repository 
munication browser cache . 107. For example , the group - based application assets stored 

on the group - based communication repository 107 may be a 
Min - Version Bump version dated 2018 May 5. Group - based application assets 

60 on the client device may include HTML templates version 
FIG . 6 shows a flowchart of an example method 6000 for dated 2018 May 5 and web application scripts version dated 

checking version of group - based application assets in a 2018 Mar. 7. As such , the client device will delete the web 
group - based communication browser session . The process application scripts but not the HTML templates . 
of checking version of group - based application assets and After deleting group - based application assets from the 
updating group - based application assets may be referred to 65 group - based communication service cache , the client device 
as a Min - Version bump . In some embodiments , the method 101 is configured to , at 6600 , fetch group - based application 
6000 may be part of or after 3705. Although the operations assets from the group - based communication repository 107 
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and store the fetched group - based application assets in If the additional group - based communication object is not 
group - based communication service cache . Therefore , the available in the group - based communication browser cache , 
client device 101 replaces the group - based application assets the client device is configured to , at 7400 , fetch the addi 
stored in the service cache with group - based application tional group - based communication object from the group 
assets fetched from the group - based communication reposi- 5 based communication repository 107. At 7500 , the client 
tory 107. The group - based application assets can be used to device is configured to store the fetched additional group 
initiate a group - based communication browser session in the based communication object in the group - based communi 
future . In some embodiments , the group - based application cation browser cache and the group - based communication 
assets is “ one reload behind ” , which means that the group- store and render the additional group - based communication 
based application assets stored in the group - based commu- object . 
nication service cache is up to date to the date that the client 
device lastly start the group - based communication browser Automatically Updating Objects 
session . 
At optional operation 6700 , the client device 101 is FIG . 8 shows a flowchart of an example method 8000 for 

configured to re - render the group - based communication updating a group - based communication object . In some 
interface using the application assets fetched from the embodiments , the method 8000 may be part of or after 3705 . 
group - based communication repository 107. In some At 8100 , the client device 101 is configured to determine 
embodiments , instead of immediately re - rendering the whether one or more group - based communication objects 
group - based communication interface , the client device 101 20 currently rendered or otherwise stored on the client device 
will determine the type of group - based application assets 101 , such as one or more group - based communication 
replaced beforehand . If the type of group - based application objects stored in the group - based communication store or 
assets replaced is critical , such as webpage mplates or browser cache , are stale . 
web application script bundles , the client device 101 will In some embodiments , the client device 101 may prelimi 
re - render the group - based communication interface . 25 narily screen whether one or more group - based communi 

In some embodiments , operations 8300 , 8305 and 8400 cation objects stored are potentially stale by checking an 
described in conjunction with FIG . 8 may be used to perform indication of when the group - based communication objects 
optional operation 6700 . is fetched , such as a timestamp , a connection count indicat 

ing total number of connections to group - based communi 
Fetching Additional Objects 30 cation system 105 made before initiating a session associ 

ated with fetching the group - based communication object , 
FIG . 7 shows a flowchart of an example method 7000 for or the like . Once a group - based communication object is 

fetching additional group - based communication objects in a determined to be potentially stale , the client device 101 may 
group - based communication browser session for a client determine whether the group - based communication object is 
device 101. In some embodiments , the operations described 35 stale by querying a server in the group - based communica 
in conjunction with FIG . 7 can be used to replace operation tion system 105 , such as server 107 , of a version indicator 
5300 and 5400 described in conjunction with FIG . 5. In of the group - based communication object . In some embodi 
some embodiments , method 7000 can replace other opera- ments , operation 8100 may replace operation 7100 in FIG . 
tions related to fetching additional group - based communi- 7 . 
cation objects , such as operation 8200 described in conjunc- 40 If the client device 101 determines that one or more 
tion with FIG . 8 . group - based communication objects stored on the client 

At 7100 , the client device 101 is configured to receive a device 101 are stale , the client device 101 is configured to , 
request to render an additional group - based communication at operation 8200 , fetch the one or more group - based 
object . In some embodiments , operation 7100 can be communication objects that are stale from the group - based 
replaced by other operations which results in generation an 45 communication repository 107 . 
indication that fetching of an additional object is required , After the client device 101 fetch the one or more group 
such as operation 8100 . based communication objects that are stale , the client device 
At 7200 , the client device 101 is configured to determine 101 is configured to , at operation 8300 , determine if the 

whether the additional group - based communication object is group - based communication browser session has window 
available in the group - based communication store . If the 50 focus . In some embodiments , the client device 101 may be 
additional group - based communication object is available in configured to perform operation 8300 under other defined 

group - based communication store , the client device 101 conditions separate from operation 8200 , such as periodi 
is configured to , at 7205 , fetch the additional group - based cally . Window focus is a data structure on a client device that 
communication object from the group - based communication indicates if a particular currently running window is cur 
store and render the additional group - based communication 55 rently viewable , active , or otherwise engageable via the 
object . display of the client device . For example , if the client device 

If the additional group - based communication object is not currently displays a window rendering a group - based com 
available in the group - based communication store , the client munication interface on the foreground , the window render 
device 101 is configured to , at 7300 , determine whether the ing a group - based communication interface on the fore 
additional group - based communication object is available in 60 ground has window focus . If the client device does not 
the group - based communication browser cache . If the addi- currently display the currently running window rendering a 
tional group - based communication object is available in the group - based communication interface , such as an instance 
group - based communication browser cache , the client where the currently running window rendering a group 
device is configured to , at 7305 , fetch the additional group- based communication interface is in the background , the 
based communication object from the group - based commu- 65 window rendering a group - based communication interface 
nication browser cache and render the additional group- does not have window focus . In some embodiments , a 
based communication object . window rendering the group - based communication interface 
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is determined to have window focus only if the window is of a group - based message and rendering acknowledgement 
the foremost window rendered on the display of the client of message sent , time between initiating the process of 
device . persisting group - based communication objects to a group 

If the client device 101 determines that the group - based based communication browser cache , time to load group 
communication browser session does not have window 5 based communication objects browser cache to group - based 
focus , the client device 101 is configured to , at operation communication store , non - persistent storage usage for dif 
8400 , reload the group - based communication browser ses ferent subset of group - based application assets and group 
sion to re - render the group - based communication . based communication objects , persistent storage usage for 

If the client device 101 determines that the group - based group - based communication service cache and group - based 
communication browser session does have window focus , 10 communication browser cache , and the like . 
the client device 101 is configured to , at operation 8305 , set In some embodiments , the client device 101 is also 
a reload flag which indicate that the client device 101 will configured to collect performance metrics tied to specific 
reload and re - render the group - based communication inter metrics in each sub modules of the group - based communi 
face as soon as the group - based communication interface cation browser session . In some embodiments , performance 
loses window focus . 15 metrics collected will also be associated with whether the 

group - based communication browser session was rendering 
Memory Structure a group - based communication interface with group - based 

application assets stored in a group - based communication 
FIG . 9 shows a block diagram illustrating structure of an service cache , whether the client device was connected to 

example memory 211 of a client device . Memory 211 20 the Internet , or other situations . 
comprises persistent storage 902 and non - persistent storage FIG . 10 shows a diagram illustrating example perfor 
904. In some embodiments , group - based communication mance metrics collected related to initiating a group - based 
service 910 and group - based communication browser cache communication browser session . A cold boot refers to the 
920 reside on persistent storage 902. The group - based situation where the group - based communication service 
communication browser cache 920 may include different 25 cache is not available and the group - based communication 
group - specific group - based communication object cache browser session rendered the initial group - based communi 
925A and 925B associated with different workspaces . In cation interface using group - based application assets fetched 
some embodiments , group - based communication store 930 from the group - based communication repository 107 , for 
resides on non - persistent storage 904. Group - based commu- example , a situation similar to 3305 and 3307. For a cold 
nication store 930 may be divided into 930A and 930B 30 boot , typical time frame between receiving a group - based 
which are group - specific group - based communication store communication browser session initiation request and finish 
and non - group specific group - based communication stores . fetching group - based application assets is smaller than 1000 

milliseconds ( ms ) as illustrated in 10100. Typical time frame 
Monitoring Performance Metrics between receiving a group - based communication browser 

35 session initiation request and rendering the initial group 
In some embodiments , the client device 101 is configured based communication interface is smaller than 3000 ms as 

to collect performance metrics during the course of initiating illustrated in 10105. This time frame is not limited by the 
a group - based communication browser session , such as speed of Internet connection available to client device 101 . 
during the operations described in conjunction with FIG . 3 Awarm boot refers to the situation where the group - based 
to FIG . 8. The client device 101 may send the collected 40 communication service cache is available and the group 
performance metrics to group - based communication server based communication browser session rendered the initial 
106 . group - based communication interface using group - based 

In some embodiments , example performance metrics application assets fetched from the group - based communi 
include initialization related metrics such as times to first cation service cache , for example , a situation similar to 
render under different situations such as online or offline , 45 3400. For a warm boot , typical time frame between receiv 
group - based communication service cache available or not ing a group - based communication browser session initiation 
available , times to usable or first meaningful paint under request and finish fetching group - based application assets is 
different situations such as online or offline , group - based smaller than 300 ms as illustrated in 10200. Typical time 
communication service cache available or not available , frame between receiving a group - based communication 
whether the current group - based communication browser 50 browser session initiation request and rendering the initial 
session initiated with group - based application assets stored group - based communication interface is smaller than 1000 
in a group - based communication service cache , percentage ms as illustrated in 10205. This time frame is not limited by 
of group - based communication browser sessions initiated the speed of Internet connection available to client device 
with group - based application assets stored in a group - based 101 . 
communication service cache , and the like . In some embodi- 55 An offline boot is a warm boot where the client device 101 
ments , example performance metrics include error related is not connected to the Internet . As illustrated in 10300 and 
metrics such as group - based communication browser ses- 10305 , typical time frames for an offline boot is similar to a 
sion load failure , group - based communication interface warm boot . 
errors , group - based communication browser cache hydra- Many modifications and other embodiments of the dis 
tion errors , failed connection attempts , and the like . 60 closures set forth herein will come to mind to one skilled in 

In some embodiments , example performance metrics also the art to which these disclosures pertain having the benefit 
include performance metrics such as frame rate during of the teachings presented in the foregoing descriptions and 
different pre - defined time periods in a group - based commu- the associated drawings . Therefore , it is to be understood 
nication browser session , switch time for switching group- that the disclosures are not to be limited to the specific 
based communication channels , switch time for switching 65 embodiments disclosed and that modifications and other 
group - based communication interfaces for different work- embodiments are intended to be included within the scope of 
spaces , time between receiving user input indicating sending the appended claims . Although specific terms are employed 
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herein , they are used in a generic and descriptive sense only 5. The apparatus of claim 4 , wherein the memory includ 
and not for purposes of limitation . ing the program code is further configured to , with the at 

least one processor , cause the apparatus to : 
The invention claimed is : selectively store , to the group - based communication 
1. An apparatus for initiating a group - based communica- 5 browser cache and based on a pre - defined group - based 

tion browser session , the apparatus comprising at least one communication browser cache retention policy : 
processor and at least one non - transitory memory including or more cached group - based communication program code , the at least one non - transitory memory and objects of the fetched group - based communication the program code configured to , with the at least one object set from the group - based communication processor , cause the apparatus to at least : browser cache , and responsive to a transition by the apparatus from online 

status to offline status or from offline status to online one or more un - cached group - based communication 
status , determine whether a group - based communica objects of the fetched group - based communication 
tion service cache is available ; object set not available in the group - based commu 

nication browser cache . in circumstances where the group - based communication 15 
service cache is available , fetch a group - based appli 6. The apparatus of claim 4 , wherein the memory includ 
cation asset set from the group - based communication ing the program code is further configured to , with the at 
service cache responsive to the group - based commu least one processor , cause the apparatus to : 
nication browser session initiation request , wherein the receive a request to render an additional group - based 
group - based application asset set comprises a plurality 20 communication object ; 
of non - group - specific media ; determine whether the additional group - based communi 

in circumstances where the group - based communication cation object is available in the group - based commu 
service cache is not available , render an error message ; nication store ; 

determine whether group - based communication in circumstances where the additional group - based com 
browser cache is available ; munication object is available in the group - based com 

in circumstances where the group - based communication munication store , fetch the additional group - based 
browser cache is available , fetch a group - based com communication object from the group - based commu 
munication object set from the group - based communi nication store ; 
cation browser cache based on a group - based commu- in circumstances where the additional group - based com 
nication browser cache hydration policy and responsive 30 munication object is not available in the group - based 
to the group - based communication browser session communication store , determine whether the additional 
initiation request , wherein the group - based communi- group - based communication object is available in the 
cation object set comprises at least one group - based group - based communication browser cache ; 
message , and in circumstances where the additional group - based com 

wherein the group - based communication browser cache 35 munication object is available in the group - based com 
hydration policy defines conditions for fetching data munication browser cache , fetch the additional group 
from a group - based communication cache or a group- based communication object from the group - based 
based communication repository and defines a plurality communication browser cache ; and 
of types of cached data to be fetched under a corre- in circumstances where the additional group - based com 
sponding plurality of different conditions , based on the 40 munication object is not available in the group - based 
group - based communication browser session initiation communication browser cache , fetch the additional 
request ; and group - based communication object from the group 

render a group - based communication interface using at based communication repository . 
least the fetched group - based application asset set and 7. The apparatus of claim 6 , further comprising : 
the fetched group - based communication object set . in circumstances where the additional group - based com 

2. The apparatus of claim 1 , wherein the rendering further munication object is not available in the group - based 
uses a placeholder object set rendered in place of a group- communication store , store the additional group - based 
based communication object set not available in the group communication object to the group - based communica 
based communication browser cache . tion store after fetching the additional group - based 

3. The apparatus of claim 2 , wherein the memory includ- 50 communication object . 
ing the program code is further configured to , with the at 8. The apparatus of claim 1 , wherein the memory includ 
least one processor , cause the apparatus to : ing the program code is further configured to , with the at 

fetch the group - based communication object set not avail- least one processor , cause the apparatus to : 
able in the group - based communication browser cache receive a version indicator of one or more group - based 
from a group - based communication repository . communication objects locally stored from a group 

4. The apparatus of claim 3 , wherein the memory includ based communication server ; 
ing the program code is further configured to , with the at compare a version indicator previously stored in a local 
least one processor , cause the apparatus to : storage to the received version indicator ; 

store the fetched group - based communication object set determine that the version indicator previously stored in 
from the group - based communication browser cache to 60 the local storage and the received version indicator do 
a group - based communication store ; not indicate a same version ; 

store the fetched group - based application asset set to the delete the one or more group - based communication 
group - based communication store ; and objects locally stored ; 

store the fetched group - based communication object set fetch one or more group - based communication objects 
not available in the group - based communication 65 corresponding to the received version indicator from a 
browser cache to the group - based communication group - based communication repository associated with 
store . the group - based communication server ; 

45 

55 

a 



one or 

US 11,271,878 B2 
39 40 

determine that the group - based communication browser 13. The method of claim 12 , further comprising : 
session does not have a window focus ; and selectively storing , to the group - based communication 

re - render the group - based communication interface using browser cache and based on a pre - defined group - based 
at least the fetched one or more group - based commu communication browser cache retention policy : 
nication objects corresponding to the received version 5 more cached group - based communication 
indicator . objects of the fetched group - based communication 

9. A method for initiating a group - based communication object set from the group - based communication 
browser session in a group - based communication system browser cache , and 
comprising a group - based communication server , a client one or more un - cached group - based communication 
device , and a plurality of group - based communication chan- 10 objects of the fetched group - based communication 
nels , the method comprising : object set not available in the group - based commu 

nication browser cache . receiving a group - based communication browser session 
initiation request ; 14. The method of claim 12 , further comprising : 

responsive to a transition by the apparatus from online receiving a request to render an additional group - based 
communication object ; status to offline status or from offline status to online 15 

status , determining whether a group - based communi determining whether the additional group - based commu 
cation service cache is available ; nication object is available in the group - based commu 

nication store ; in circumstances where the group - based communication 
service cache is available , fetching a group - based in circumstances where the additional group - based com 
application asset set from the group - based communi- 20 munication object is available in the group - based com 
cation service cache responsive to the group - based munication store , fetching the additional group - based 
communication browser session initiation request , communication object from the group - based commu 

nication store ; wherein the group - based application asset set com 
prises a plurality of non - group - specific media ; in circumstances where the additional group - based com 

in circumstances where the group - based communication 25 munication object is not available in the group - based 
service cache is not available , render an error message ; communication store , determining whether the addi 

determining whether a group - based communication tional group - based communication object is available 
browser cache is available ; in the group - based communication browser cache ; 

in circumstances where the additional group - based com in circumstances where the group - based communication 
browser cache is available , fetching a group - based 30 munication object is available in the group - based com 
communication object set from the group - based com munication browser cache , fetching the additional 
munication browser cache based on a group - based group - based communication object from the group 

based communication browser cache ; and communication browser cache hydration policy and in circumstances where the additional group - based com responsive to the group - based communication browser 
session initiation request , wherein the group - based 35 munication object is not available in the group - based 
communication object set comprises at least one group communication browser cache , fetching the additional 
based message , and group - based communication object from the group 

based communication repository . wherein the group - based communication browser cache 15. The method of claim 14 , further comprising : hydration policy defines conditions for fetching data in circumstances where the additional group - based com from a group - based communication cache or a group- 40 
based communication repository and defines a plurality munication object is not available in the group - based 

communication store , storing the additional group of types of cached data to be fetched under a corre based communication object to the group - based com sponding plurality of different conditions , based on the munication store after fetching the additional group group - based communication browser session initiation based communication object . request ; and 16. The method of claim 14 , further comprising : rendering a group - based communication interface using 
at least the fetched group - based application asset set receiving a version indicator of one or more group - based 
and the fetched group - based communication object communication objects locally stored from a group 

based communication server ; asset . 
10. The method of claim 9 , wherein the rendering further 50 comparing a version indicator previously stored in a local 

uses a placeholder object set rendered in place of a group storage to the version indicator received ; 
based communication object set not available in the group determining that the version indicator previously stored in 
based communication browser cache . the local storage and the version indicator received do 

11. The method of claim 10 , further comprising : not indicate a same version ; 
fetching the group - based communication object set not 55 deleting the one or more group - based communication 

objects locally stored ; available in the group - based communication browser 
cache from a group - based communication repository . fetching one or more group - based communication objects 

12. The method of claim 11 , further comprising : corresponding to the received version indicator from a 
storing the fetched group - based communication object set group - based communication repository associated with 
from the group - based communication browser cache to 60 the group - based communication server ; 
a group - based communication store ; determining that the group - based communication browser 

storing the fetched group - based application asset set to the session does not have a window focus ; and 
group - based communication store ; and re - rendering the group - based communication interface 

storing the fetched group - based communication object set using at least the fetched one or more group - based 
not available in the group - based communication 65 communication objects corresponding to the received 

version indicator . browser cache to the group - based communication 
store . 
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