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In the event that an electronic apparatus having a Security 
function is forcibly put into an inoperable State because 
electric power is shut off once by an operation equivalent to 
theft, the inoperable State can be canceled by using a code 
notified by the dealer by telephone, without carrying the 
electronic apparatus into its dealer. After electric power is 
Supplied again, the vehicle-mounted compact disc (abbre 
viated as CD) reproduction apparatus is used to play back a 
CD, and its TOC information is used as a judgment identi 
fication code C1. When the code C1 is identical to the 
authorized identification code A21, the electronic apparatus 
is made operable. In order to cancel the inoperable State after 
the number of inconsistencies becomes 10 or more, the 
individual code A22 of an EEPROM 21 is indicated and 
notified to the dealer. The dealer carries out calculation by 
using the individual code A22, and a result B2 of the 
calculation is notified to the user. The user inputs the 
calculation result B2. Individual code calculating means 
carries out the same calculation as the above-mentioned 
calculation and obtains the calculation result B3. When the 
calculation result B2 coincides with the calculation result 
B3, the inoperable State can be canceled. 
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ELECTRONIC APPARATUS HAVING SECURITY 
FUNCTION 

0001. This application is a divisional of U.S. application 
Ser. No. 09/360,142, filed Jul 26, 1999. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to an electronic appa 
ratus having a Security function for theft prevention. 
0004 2. Description of the Related Art 
0005 Examples of this kind of electronic apparatus are 
audio apparatuses, Such as a compact disc reproduction 
apparatus, a radio receiver, a magnetic tape reproduction 
apparatus and a television Set, mounted on vehicles, Such as 
cars. This kind of electronic apparatus mounted on a vehicle 
is in danger of being removed from the vehicle and Stolen. 
To prevent theft, a conventional electronic apparatus is 
configured Such that when the electronic apparatus is recon 
nected to its power Source, Such as a battery, a predetermined 
identification code (abbreviated as ID) is required to be 
input. Only when the input identification code is the prede 
termined authorized code, the intrinsic operation of the 
electronic apparatus is carried out. When the authorized 
identification code is not input, the intrinsic operation of the 
electronic apparatus cannot be carried out. 
0006 Furthermore, to ensure this theft prevention, the 
number of times other wrong identification codes are input 
repeatedly while the authorized identification code is not 
input is counted by a counter. When the count Value reaches 
a predetermined value or more, the electronic apparatus 
enters a dealer carry-in mode. In order to cancel the dealer 
carry-in mode So that the electronic apparatus can carry out 
its intrinsic operation, the electronic apparatus must be 
carried in to the dealer, where a master code must be input 
in the electronic apparatus. The master code has been 
determined commonly to every product of the electronic 
apparatus. For this reason, this master code is not disclosed 
to users, but strictly retained by the dealer. The dealer is 
herein a store or workshop for Such electronic apparatuses, 
or for cars on which Such electronic apparatuses are 
mounted. 

0007. The facts that the identification code is necessary to 
make this kind of electronic apparatus carry out its intrinsic 
operation, and that the master code is necessary in the dealer 
carry-in mode of the electronic apparatus should be known 
widely and generally by advertisement, whereby the elec 
tronic apparatus is not targeted for theft, and can be pre 
vented from being Stolen. 
0008. In the above-mentioned prior art, when the number 
of times unauthorized identification codes are input by the 
user reaches a predetermined value or more, the electronic 
apparatus enters the dealer carry-in mode, in Spite of no 
theft. In the case of a configuration wherein the user inputs 
the identification code by using numeric keys, for example, 
the user may forget the identification code, whereby the 
apparatus enters the dealer carry-in mode. In the case of a 
configuration wherein a part of the content recorded on a 
compact disc to be read by the compact disc reproduction 
apparatus of the user is used as the identification code, when 
the compact disc of the user is damaged or lost, or when a 
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wrong compact disc is played back a plurality of times, the 
apparatus enters the dealer carry-in mode. In these prior arts, 
the apparatus having entered the dealer carry-in mode as 
described above must be carried in the dealer. 

0009. In the prior arts, therefore, the electronic apparatus 
having entered the dealer carry-in mode must be carried in 
the dealer by the user. Furthermore, the dealer must cancel 
the dealer carry-in mode So that the electronic apparatus can 
perform its intrinsic operation. As a result, much effort and 
cost are required to cancel the dealer carry-in mode of the 
electronic apparatus in the case of the prior arts. 

SUMMARY OF THE INVENTION 

0010. An object of the present invention is to provide an 
electronic apparatus having a Security function, wherein, 
when the electronic apparatus falls into an inoperable State 
and cannot perform its intrinsic operation to attain Security 
and prevent theft, the inoperable State can be canceled 
relatively easily. 
0011) Another object of the present invention is to pro 
vide a method of canceling the inoperable State of an 
electronic apparatus having a Security function wherein the 
inoperable State of the electronic apparatus, caused to pre 
vent theft, can be canceled at minimal effort and cost. 
0012. A still another object of the present invention is to 
provide a dealer-use calculation device for an electronic 
apparatus having a security function, wherein the inoperable 
State of the electronic apparatus, caused to prevent theft, can 
be canceled at minimal effort and cost. 

0013 The present invention provides an electronic appa 
ratus having a Security function, comprising: theft judging 
means for judging that the electronic apparatus has been 
exposed to theft; inoperable State Setting means, in response 
to an output of the theft judging means, for, when the 
apparatus is judged as having been exposed to theft, putting 
the electronic apparatus into an inoperable State against theft 
in which a predetermined operation of a controlled circuit is 
disabled; a nonvolatile individual code memory M22 for 
Storing an individual code A22 individually assigned to the 
electronic apparatus, output means for outputting an output 
code A221 having a predetermined first relationship with the 
individual code A22, input means for inputting an individual 
judgment code B2, individual code relationship judging 
means for judging whether the individual judgment code B2 
input by the input means and the individual code A22 have 
a predetermined Second relationship; and inoperable State 
canceling means for, when it is judged by the individual 
code relationship judging means that the individual judg 
ment code B2 and the individual code A22 have the prede 
termined Second relationship, canceling the inoperable State 
against theft of the controlled circuit. 
0014 Further, in the present invention, the electronic 
apparatus having a Security function is characterized in that 
when the output code A221 and the individual judgment 
code B2 have a predetermined third relationship, the indi 
vidual judgment code B2 and the individual code A22 have 
the predetermined Second relationship. 
0015 According to the present invention, the electronic 
apparatus having a Security function is mounted on a vehicle 
Such as a car, and may be an audio apparatus Such as a 
compact disc reproduction apparatus, a radio receiver, a 
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magnetic tape reproduction apparatus or a television Set, or 
may be another kind of electronic apparatus. The theft 
judging means judges that the electronic apparatus has been 
exposed to theft or an equivalent, and forcibly puts the 
controlled circuit of the electronic apparatus into the inop 
erable State against theft, that is, a Second inoperable State 
which will be described later. 

0016 To cancel such an inoperable state against theft of 
the controlled circuit of the electronic apparatus, the indi 
vidual code A22 individually assigned to the electronic 
apparatus and Stored in the individual code memory M22 is 
used. The individual code A22 is calculated in accordance 
with a predetermined first relationship, So that the output 
code A221 is obtained. With regard to this first relationship: 
(a) the value of the output code A221 may be the same as 
that of the individual code A22; (b) the individual code A22 
may be Subjected to calculation in accordance with a pre 
determined equation to obtain an output code A221 having 
a different value from that of the individual code A22; or (c) 
an output code A221 having a different value from that of the 
individual code A22 may be obtained in accordance with a 
preset table or the like. The output code A221 obtained in 
this way is output from the output means embodied by 
indication means or the like. 

0.017. The output code A221 output from the output 
means is Subjected to calculation in accordance with a 
predetermined third relationship, and the individual judg 
ment code B2 is obtained from the calculation result. Such 
an output code A221 in accordance with the third relation 
ship is obtained by calculation by a dealer-use calculation 
device provided for the dealer, for example. 
0.018. The individual judgment code B2 is supplied to the 
individual code relationship judging means by the input 
means. The individual code relationship judging means 
judges whether the individual code A22 stored in the indi 
vidual code memory M22 has a predetermined Second 
relationship with the individual judgment code B2 input by 
the input means. The inoperable State canceling means 
cancels the inoperable State against theft of the controlled 
circuit of the electronic apparatus when the individual 
judgment code B2 and the individual code A22 have the 
Second relationship. As a result, the electronic apparatus can 
carry out its usual intrinsic operation. 
0.019 When the output code A221 having a first relation 
ship with the individual code A22 have a third relationship 
with the individual judgment code B2, the individual judg 
ment code B2 and the individual code A22 have a second 
relationship. As shown above, the first to third relationships 
are related to each other. 

0020) Furthermore, the present invention provides an 
electronic apparatus having a Security function, comprising 
theft judging means for judging the electronic apparatus as 
having been exposed to theft or an equivalent; inoperable 
State Setting means, in response to an output of the theft 
judging means for, when the apparatus is judged as having 
been exposed to theft, putting the electronic apparatus into 
an inoperable State in which a predetermined operation of a 
controlled circuit is disabled; a nonvolatile individual code 
memory M22 for storing an individual code A22 individu 
ally assigned to the electronic apparatus, indication means 
for reading the individual code A22 from the individual code 
memory M22 and indicating the code A22, input means for 
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inputting an individual judgment code B2, individual code 
calculating means for carrying out predetermined individual 
code calculation by using the individual code A22, indi 
vidual code relationship judging means for judging whether 
an individual judgment code B2 and a code B3 indicating the 
calculation result from the individual code calculating 
means have a predetermined individual judgment relation 
ship; and inoperable State canceling means, in response to an 
output of the individual code relationship judging means, for 
canceling an inoperable State when it is judged that the 
individual judgment code B2 and the code B3 indicating the 
calculation result from the individual code calculating 
means have the individual judgment relationship. 

0021 According to the present invention, the same as in 
the case of the condition judgment means, in the case where 
the theft judging means judges that the electronic apparatus 
has been exposed to theft or an equivalent to theft, the 
controlled circuit included in the electronic apparatus is 
forcibly put into an inoperable State Similar to the above 
mentioned Second inoperable State. This inoperable State is 
canceled just as described above when it is judged by the 
individual code relationship judging means that the code B3 
obtained by the calculation of the individual code calculat 
ing means by using the individual code A22 individually 
assigned to each product of the electronic apparatus and the 
individual judgment code B2 notified by the dealer to the 
user and input through the individual judgment code input 
means by the user have the predetermined individual judg 
ment relationship, for example, when they are identical to 
each other. 

0022. The individual code A22 stored in the individual 
code memory M22 is indicated by the indication means. The 
individual code A22 indicated by the indication means is 
notified by the user to the dealer. The dealer carries out 
calculation Similar to the predetermined individual code 
calculation carried out by the above-mentioned individual 
code calculating means, by using the individual code A22 
notified by the user, and the calculation result B3 is then 
notified to the user. The user inputs the code B3 notified 
from the dealer, as the individual judgment code B2. 

0023 The indication means may be a visual indication 
means embodied by liquid crystal, a cathode ray tube or the 
like, or may be formed So as to carry out audio notification 
by outputting a voice signal generated by a Voice Synthesis 
circuit. 

0024. According to the present invention, as in a case 
where the electronic apparatus is Stolen, when the electronic 
apparatus is removed from a vehicle with electric power 
being shut off from its power Source Such as a battery of the 
vehicle Such as a car, the electronic apparatus is removed 
from the vehicle, the power Source is connected again to 
Supply electric power, and the authorized judgment identi 
fication code C1 is not input, the electronic apparatus is 
forcibly Set to an inoperable State Similar to the above 
mentioned Second inoperable State, whereby the Security 
function is attained. The individual code A22 indicated by 
the indication means is notified by the user to the dealer, for 
example. The individual judgment code B2 obtained from 
the dealer is input by the user through the input operation of 
the individual judgment code input means. When the indi 
vidual judgment code B2 input as described above and the 
code B3 obtained by calculation by using the individual 
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code A22 stored in the individual code memory M22 of the 
electronic apparatus have the individual judgment relation 
ship, for example, when they are identical to each other, the 
inoperable State of the electronic apparatus is canceled. 
Therefore, it is not necessary for the user to carry the 
electronic apparatus in the dealer to cancel the inoperable 
State of the electronic apparatus. 
0.025 Furthermore, in the present invention, the indica 
tion means further indicates the intrinsic operation State of 
the controlled circuit, and the intrinsic operation of the 
controlled circuit is controlled by the output of the input 
CS. 

0026. According to the present invention, the indication 
means and the input means are used for the intrinsic opera 
tion of the controlled circuit of the electronic apparatus. The 
indication means and the input means are also used to attain 
the Security function for canceling the inoperable State. 
Therefore, it is not necessary to additionally provide any 
indication means and input means to ensure Security for the 
electronic apparatus, whereby the configuration of the appa 
ratus can be simplified. As a result, the electronic apparatus 
can be made compact according to the present invention. 
This is particularly important when the electronic apparatus 
is embodied in relation to an audio apparatus mounted on a 
vehicle, Such as a car. 
0027) Furthermore, in the present invention, the elec 
tronic apparatus having a Security function is characterized 
in that the individual code A22 is a production number A12 
of the electronic apparatus. 
0028. Furthermore, in the present invention, the elec 
tronic apparatus having a Security function further com 
prises: a nonvolatile unique memory M12 for Storing data 
A12 unique to the electronic apparatus, and calculating 
means for carrying out a predetermined calculation by using 
the unique data A12 Stored in the unique memory M12, and 
storing the calculation result B1 in the individual code 
memory M22 as the individual code A22. 
0029. According to the present invention, the individual 
code A22 stored in the individual code memory M22 may be 
the production number A12 of the electronic apparatus itself. 
On the other hand, in the case of another embodiment of the 
present invention, a predetermined calculation as shown in 
FIG. 12, mentioned later, may be carried out by using the 
production number A12 Stored in the production number 
memory M12 to store the calculation result in the individual 
code memory M22 as the individual code A22. 
0030) Furthermore, in the present invention, the elec 
tronic apparatus having a Security function is characterized 
in that the data A12 unique to the electronic apparatus is the 
production number. 
0031. According to the present invention, to calculate the 
individual code A22 to be stored in the individual code 
memory M22, the data A12 and A13 unique to the electronic 
apparatus are used. The data unique to the electronic appa 
ratus may be, for example: (a) the above-mentioned pro 
duction number A12 itself; (b) a fixed value A13 unique to 
the electronic apparatus previously Stored in a memory area 
M13, as mentioned later, which is a value other than the 
production number; (c) both the production number A12 and 
the fixed value A13 as shown in FIG. 13, mentioned later; 
or (d) another data unique to the electronic apparatus. 
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0032. Furthermore, the present invention further com 
prises: a nonvolatile production number memory M12 for 
Storing the production number A12 of the electronic appa 
ratus, and a production number calculating means for car 
rying out predetermined production number calculation by 
using the production number A12 Stored in the production 
number memory M12, and for Storing the calculation result 
B1 as the individual code A22 in the individual code 
memory M22. 
0033 According to the present invention, the electronic 
apparatus is provided with the production number memory 
M12 to determine an individual code A22 unique to each 
product of the electronic apparatus. The Serial production 
number A12 of each product of the electronic apparatus is 
stored in the memory M12. The production number calcu 
lating means carries out the predetermined production num 
ber calculation by using the production number A12 Stored 
in the production number memory M12. The calculation 
result B1 is used as the individual code A22. 

0034. According to the present invention, the production 
number A12 is obtained as the calculation result B1 by the 
predetermined production number calculation, and the cal 
culation result B1 is used as the individual code A22. The 
production number A12 is thus not directly used as the 
individual code A22. This prevents the production number 
printed on the nameplate of the electronic apparatus, for 
example, from being directly used as the production number 
A12 for the predetermined individual code calculation by 
the thief. In addition, the individual code A22 can easily be 
assigned individually to the electronic apparatus. 
0035. According to the present invention, the individual 
code A22 assigned individually to each product of the 
electronic apparatus is obtained by carrying out the prede 
termined production number calculation by using the pro 
duction number A12 of the electronic apparatus. Therefore, 
the individual code A22 can be set to a value unique to each 
product. Instead of directly using the production number 
A12 as the individual code A22, the production number A12 
is Subjected to the calculation to obtain the individual code 
A22. This configuration is thus more effective in theft 
prevention than the configuration wherein the production 
number A12 is directly used as the individual code A22. The 
predetermined production number calculation for obtaining 
the individual code A22 from the production number A12 
can be attained by the production number calculating means 
embodied by a microcomputer. Therefore, it is not necessary 
to manually prepare a comparison table for the production 
number and the individual code A22, and it is possible to 
Save effort for Storing the comparison table in a nonvolatile 
memory. By Storing the production number A12 in the 
nonvolatile production number memory M12, the individual 
code A22 can be obtained automatically by the calculation, 
whereby effort and cost can be reduced. 
0036 Furthermore, in the present invention, in response 
to the input of the individual judgment code B2 by the input 
means, the individual code A22 is updated by a predeter 
mined calculation. 

0037. Furthermore, in the present invention, the indi 
vidual code memory M22 is a writable memory, and the 
electronic apparatus further comprises writing means. The 
Writing means, in response to the output of the individual 
code relationship judging means, when it is judged that the 
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individual judgment code B2 from the individual judgment 
code input means and the code B3 for indicating the calcu 
lation result from the individual code calculating means 
have the predetermined individual judgment relationship, 
writes and updates the individual judgment code B2 from 
the individual judgment code input means or the calculation 
result B3 of the individual calculating means in the indi 
vidual code memory M22 as a new individual code for the 
next calculation of the individual code calculating means. 

0.038 According to the present invention, the individual 
judgment code B2 from the individual judgment code input 
means or the calculation result B3 of the individual code 
calculating means is Sequentially updated and written as the 
individual code A22 in the individual code memory M22. A 
different individual code A22 is thus used each time the 
Second inoperable State is canceled. Therefore, the indi 
vidual code A22 unique to the electronic apparatus is 
changed each time the Second inoperable State is canceled. 
For this reason, the individual code A22 used to cancel the 
previous inoperable State cannot be used again, whereby 
theft prevention can be enhanced more Securely. 

0.039 According to the present invention, each time the 
Second inoperable State is canceled, the individual code A22 
stored in the individual code memory M22 is updated by 
writing the calculation result B3 obtained by the individual 
code calculating means or the value identical thereto, that is, 
the calculation result B2 obtained by the dealer-use calcu 
lating means and notified by the dealer to the user. This 
further enhances the effect of theft prevention. 

0040 According to the present invention, when the user 
inputs the individual judgment code B2 in a wrong manner, 
and the individual code relationship means thereby judges 
that the wrong individual judgment code B21 input by the 
input means and the individual code A22 do not have a 
predetermined Second relationship, the inoperable State can 
celing means do not cancel the inoperable State against theft. 
When such a wrong individual judgment code B21 is input 
and it is judged by the individual code relationship judging 
means that the Second relationship is not established, the 
individual code A22 is rewritten and updated on the basis of 
the predetermined calculation. As a result, it is possible to 
enhance the Security function furthermore. 

0041 Furthermore, in the present invention, the elec 
tronic apparatus having a Security function is characterized 
in that, when an identification code A21 previously stored in 
a nonvolatile identification code memory M21 and a judg 
ment identification code C1 input by the input operation of 
identification code input means have a predetermined judg 
ment identification relationship, a predetermined operation 
of the controlled circuit is enabled, and when the identifi 
cation code A21 Stored in the identification code memory 
M21 and the input judgment identification code C1 do not 
have the judgment identification relationship, the electronic 
apparatus is put into an inoperable State for confirmation in 
which the predetermined operation of the controlled circuit 
is disabled. When a predetermined condition relating to the 
input operation of the identification code input means is 
established, the theft judging means judges that the elec 
tronic apparatuS has been exposed to theft, and the inoper 
able State Setting means do not enable the predetermined 
operation of the controlled circuit after the theft judging 
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means judges that the electronic apparatus has been exposed 
to theft, regardless of the input operation of the identification 
code C1. 

0042. The present invention provides an electronic appa 
ratus having a Security function, wherein when an identifi 
cation code A21 previously Stored in a nonvolatile identifi 
cation code memory M21 and a judgment identification code 
C1 input by the input operation of identification code input 
means have a predetermined identification judgment rela 
tionship, a predetermined operation of a controlled circuit is 
enabled, and when the identification code A21 stored in the 
identification code memory M21 and the input judgment 
identification code C1 do not have the identification judg 
ment relationship, the electronic apparatus is put into a first 
inoperable State in which the predetermined operation of the 
controlled circuit is disabled. The apparatus comprises: 
condition judging means for judging whether a predeter 
mined condition relating to the input operation of the 
identification code input means is established; inoperable 
State Setting means, in response to an output of the condition 
judging means, for, when the condition is established, put 
ting the electronic apparatus into a Second inoperable State 
in which the predetermined operation of the controlled 
circuit is disabled, regardless of the input operation of the 
identification code C1 after the establishment of the condi 
tion; a nonvolatile individual code memory M22 for storing 
an individual code A22 individually assigned to the elec 
tronic apparatus, input means for inputting an individual 
judgment code B2, individual code calculating means for 
carrying out predetermined individual code calculation by 
using the individual code A22, individual code relationship 
judging means for judging whether the individual judgment 
code B2 and a code B3 indicating the calculation result from 
the individual code calculating means have a predetermined 
individual judgment relationship; and inoperable State can 
celing means, in response to an output of the individual code 
relationship judging means, for canceling the Second inop 
erable State when it is judged that the individual judgment 
code B2 and the code B3 indicating the calculation result 
from the individual code calculating means have the prede 
termined individual judgment relationship. 
0043. According to the present invention, the electronic 
apparatus may be, for example, an audio apparatus, Such as 
a compact disc reproduction apparatus, a radio receiver, a 
magnetic tape reproduction apparatus or a television Set, 
mounted on a vehicle, Such as a car, or may be another type 
of electronic apparatus. When a power Source, Such as a 
battery, is connected to the electronic apparatus and electric 
power is Supplied thereto, or when electric power is Supplied 
from a battery to Some electric circuits constituting the 
electronic apparatus at all times, and electric power is 
Supplied to the remaining circuits thereof by turning on an 
ignition Switch for Supplying electric power to the ignition 
circuit of the internal combustion engine of a car and by 
turning on the power Switch of the apparatus, the user inputs 
the judgment identification code C1 by the input operation 
through the identification code input means. When this input 
judgment identification code C1 and the identification code 
A21 previously stored in the nonvolatile identification code 
memory M21 have the predetermined identification judg 
ment relationship, for example, when the identification code 
A21 of the identification code memory M21 is identical to 
the input judgment identification code C1, the controlled 
circuit included in the electronic apparatus can carry out its 
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predetermined operation. The controlled circuit is a compact 
disc reproduction means 11, a radio receiving means 13, a 
magnetic tape reproduction means 12 or a television receiv 
ing means of an electronic apparatus, for example. The 
expression'the controlled circuit can carry out the predeter 
mined operation” means that the controlled circuit can carry 
out its intrinsic operation. 

0044) When the judgment identification code C1 input by 
the identification code input means and the identification 
code A21 previously stored in the identification code 
memory M21 do not have the predetermined identification 
judgment relationship, for example, when they are not 
identical to each other, the controlled circuit does not carry 
out the predetermined operation, and the electronic appara 
tus is forcibly set to the first inoperable state. In the electric 
apparatus controlled in this first inoperable State, when the 
input judgment identification code C1 and the identification 
code A21 of the identification code memory M21 have the 
predetermined identification judgment relationship, the first 
inoperable State is canceled, and the controlled circuit can 
carry out its predetermined operation as described above. 

004.5 The condition judging means judges whether the 
predetermined condition relating to the input operation of 
the identification code input means is established. For 
example, when the judgment identification code C1 input by 
the input operation of the identification code input means 
and the identification code A21 of the identification code 
memory M21 do not have the identification judgment rela 
tionship, and when the judgment identification code C1 
without the identification judgment relationship is input a 
predetermined number of times, for example, once or plural 
times, it is judged that the predetermined condition is 
established. This predetermined condition is the same as the 
condition obtained by the input operation of the identifica 
tion code input means carried out in the event that the 
electronic apparatus is Stolen. For this reason, the condition 
judging means may be theft judging means for judging that 
the electronic apparatus is Stolen, or that the input operation 
of the identification code input means, equivalent to theft, is 
carried out. 

0046) When the predetermined condition is established, 
the inoperable State Setting means Sets the Second inoperable 
State So that the controlled circuit does not carry out its 
predetermined operation. The predetermined operation of 
the controlled circuit in the above-mentioned first inoperable 
state may be identical to or different from the predetermined 
operation of the controlled circuit in the Second inoperable 
State. Once the electronic apparatus is forcibly Set to the 
Second inoperable State, even when the judgment identifi 
cation code C1 having the predetermined identification 
judgment relationship with the identification code A21 of the 
identification code memory M21 is input through the iden 
tification code input means, for example, the Second inop 
erable State cannot be canceled, regardless of the input 
operation of the identification code C1. The Second inoper 
able State of the present invention corresponds to the dealer 
carry-in mode described above in relation to the prior arts. 
0047 According to the present invention, the identifica 
tion code A22 for theft prevention, unique to the electronic 
apparatus, is recorded in the nonvolatile individual code 
memory M22. When the predetermined condition is estab 
lished Such that the electronic apparatus has been exposed to 
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theft or an equivalent, the individual judgment code B2 
notified by the dealer to the user on the basis of the 
individual code A22 stored in the individual code memory 
M22 is input by the user through the individual judgment 
code input means, for example. When the individual judg 
ment code B2 input as described above and the code B3 
indicating the calculation result obtained by the predeter 
mined individual code calculation of the individual code 
A22 in the electronic apparatus have the predetermined 
individual judgment relationship, for example, when they 
are identical to each other, the Second inoperable State can be 
canceled. For this reason, the user is not required to carry the 
electronic apparatus in the dealer to cancel the Second 
inoperable State of the electronic apparatus. This eliminates 
the need for effort and cost for carrying-in. 
0048. The present invention further comprises output 
means for reading the individual code A22 from the indi 
vidual code memory M22 and outputting the code A22. 
0049. The output means of the present invention is indi 
cation means. 

0050. According to the present invention, the individual 
code A22 individually assigned to each product of the 
electronic apparatus is Stored in the nonvolatile individual 
code memory M22 So as to be used to cancel the Second 
inoperable State of the electronic apparatus controlled So as 
to be set at the second inoperable state. The stored individual 
code A22 undergoes the predetermined individual code 
calculation by the individual code calculating means pro 
Vided in the electronic apparatus, and the code B3 indicating 
the result of the calculation is obtained. 

0051. The user of the electronic apparatus inputs the 
individual judgment code B2 unique to each product of the 
electronic apparatus owned by the user through the indi 
vidual judgment code input means. In an embodiment 
described later, the individual judgment code B2 is obtained 
when the individual code A22 stored in the individual code 
memory M22 is read by the user through the output means, 
Such as the indication means, and notified to the dealer, and 
then the dealer carries out the same calculation as the 
predetermined individual code calculation carried out 
through the individual code calculating means. 
0052 Although the output means may be the indication 
means, it may have a configuration wherein the individual 
code A22 stored in the individual code memory M22 is 
derived as an electrical Signal and transferred to calculating 
means, Such as a microcomputer or a personal computer, 
provided in the dealer. The calculating means of the dealer 
receives the Signal from the output means and carries out the 
predetermined individual code calculation as described 
above. 

0053. In another embodiment of the present invention, 
The following may be enabled: the individual code A22 
stored in the individual code memory M22 is read by using 
a microcomputer or a personal computer, for example, the 
individual code A22 having been read is Supplied to the 
dealer; the dealer carries out the same calculation as the 
predetermined individual code calculation by using the 
individual judgment code A22; and the individual judgment 
code B2 obtained in this way is notified by the dealer to the 
user. When obtaining the individual judgment code B2 from 
the individual code A22 by calculation, the dealer may use 



US 2005/0258960 A1 

calculating means, Such as a microcomputer or a personal 
computer. The dealer may carry out the calculation manu 
ally, or another method may be used for the calculation. The 
predetermined individual code calculation method carried 
out by using the individual code calculating means and the 
predetermined individual code calculation method being 
Similar thereto and carried out by the dealer as described 
above are disclosed to only the dealer and not disclosed to 
the user and others. 

0.054 For example, when the individual code relationship 
judging means judges that the individual judgment code B2 
notified by the dealer to the user as described above, and 
input through the individual judgment code input means and 
the code B3 indicating the calculation result of the indi 
vidual code calculating means have the predetermined indi 
vidual judgment relationship, for example, when they are 
identical to each other, the inoperable State canceling means 
cancels the above-mentioned Second inoperable State, and 
the predetermined operation of the controlled circuit can be 
carried out. 

0055. The individual code A22 may be the calculation 
result B1 obtained by the predetermined production number 
calculation of the production number A12 unique to the 
electronic apparatus. In another embodiment of the present 
invention, the individual code A22 may be the production 
number A12 itself or another code. 

0056. The identification judgment relationship is not lim 
ited that the code A21 is identical to the code C1, and the 
individual judgment relationship is not limited that the code 
B2 is identical to the code B3. The codes may be values 
Satisfying equations for predetermined calculations. 
0057 According to the present invention, the individual 
code A22 stored in the individual code memory M22 is 
notified to the dealer through the output means, for example. 
The dealer carries out the predetermined individual code 
calculation by using the individual code A22 as described 
above. The output means may output the individual code 
A22 in a State where the user can know, or may output the 
code A22 to the dealer or the like in a state where the user 
cannot know. 

0.058 According to the present invention, the electronic 
apparatus further comprises the indication means as the 
output means. Therefore, the individual code A22 stored in 
the individual code memory M22 is indicated by the indi 
cation means, Such as visual indication means or audio 
notification means, whereby the individual code A22 can be 
notified to the dealer easily, for example. 
0059. The present invention further comprises: a power 
shut-off detection means for detecting the shut-off State of 
electric power to the electronic apparatus, and a nonvolatile 
power shut-off memory, in response to an output of the 
power shut-off means, for Writably Storing the power shut 
off state when power shut-off is detected, and the condition 
judging means comprises: count means for counting the 
number of times the judgment identification code C1 not 
having the identification judgment relationship is input 
through the identification code input means, and condition 
establishment judging means for judging that the predeter 
mined condition is established when the power shut-off state 
is Stored in the power shut-off memory and the count value 
is not less than a predetermined value N1, in response to the 
outputs of the power Shut-off memory and the count means. 
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0060 According to the present invention, when the elec 
tronic apparatus is removed from a car, for example, electric 
power Supplied from the power Source Such as a battery to 
the electronic apparatus is shut off. This power shut-off is 
detected by the power shut-off detection means, and written 
in the nonvolatile power shut-off memory. Furthermore, the 
judgment identification code C1 is input by the input opera 
tion of the identification code input means to cancel the first 
inoperable State. When the input judgment identification 
code C1 and the identification code A21 previously stored in 
the identification code memory M21 do not have the iden 
tification judgment relationship, the number of inputs is 
counted by the count means. In the electronic apparatus 
which was exposed to theft, a power shut-off State is written 
in the power shut-off memory. When the stolen electronic 
apparatus is connected again to the power Source, and the 
count value reaches the predetermined value N1 or more, it 
is judged that the predetermined condition is established. AS 
a result, the controlled circuit of the electronic apparatus is 
controlled So as to be set to the Second inoperable State. The 
predetermined value N1 may be 5 or 10. 

0061 According to the present invention, when electric 
power is shut off because the lines for Supplying electric 
power between the battery and the electronic apparatus are 
broken or because the connector therebetween is discon 
nected in the event that the electronic apparatus is Stolen, the 
power Shut-off State is Stored in the power shut-off memory. 
Furthermore, when the authorized judgment identification 
code C1 is not input through the identification code input 
means, even when input is attempted the predetermined N1 
times or more, the predetermined condition is established. 
Therefore the electronic apparatus is judged as having been 
exposed to theft, and is forcibly put into the Second inop 
erable State. In this way, the electronic apparatus is judged 
as having been exposed to theft, and theft prevention 
becomes effective. When the same operation as that judged 
that the predetermined condition is established and that theft 
is caused is conducted by the user, the electronic apparatus 
falls into the Second inoperable State. This Second inoperable 
State can be canceled as described above. 

0062. In addition, the present invention further com 
prises: a nonvolatile fixed value memory for Storing a 
predetermined fixed valus for calculation having plural 
digits, and the individual code calculating means is charac 
terized in that every digit of a value having plural digits 
relating to the individual code A22 and every corresponding 
digit of the fixed value are Subjected to logical calculation. 

0063. According to the present invention, the fixed value 
for calculation Stored in the fixed value memory, not dis 
closed to the user and the like, is used for logic calculation 
when the predetermined individual code calculation is car 
ried out by using the individual code calculating means to 
cancel the Second inoperable State of the electronic appara 
tus. Therefore, the calculation procedure or calculation 
equation for obtaining the code B3 from the individual code 
A22 is far more prevented from being known by a third 
party. Theft prevention can thus be ensured more Securely. 
0064. According to the present invention, a predeter 
mined fixed value A13 for calculation having plural digits is 
used for the calculation for obtaining the code B3 having the 
identification judgment relationship with the individual 
judgment code B2. Since the fixed value for calculation is 
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Stored in the fixed value memory and not disclosed, the 
predetermined individual code calculation can be prevented 
from being known. The effect of theft prevention can thus be 
more enhanced. 

0065. Furthermore, in the present invention, the elec 
tronic apparatus having a Security function is characterized 
in that the controlled circuit is an audio apparatus mounted 
on a vehicle. 

0.066 Furthermore, the controlled circuit of the present 
invention is an audio apparatus mounted on a vehicle. 
0067. According to the present invention, the electronic 
apparatus including the controlled circuit to be set to the first 
and Second inoperable States may be an audio apparatus, 
Such as a compact disc reproduction apparatus, a radio 
receiver, a magnetic tape reproduction apparatus, a televi 
Sion Set or the like. Since the electronic apparatus is mounted 
on a vehicle, Such as a car, it has a relatively high possibility 
of being Stolen. 
0068. However, this invention can prevent the apparatus 
from being Stolen. 
0069. According to the present invention, the present 
invention is applied to the audio apparatus mounted on a 
vehicle, Such as a car. Therefore, the apparatus mounted on 
the vehicle, being prone to be Stolen, can be prevented from 
being Stolen. 

0070 Furthermore, the present invention provides a 
dealer-use calculation device, comprising deriving means 
for deriving the individual judgment code B2 having a 
predetermined third relationship with the output code A221 
out of the output code A221 in the electronic apparatus 
having a Security function. 

0071 According to the present invention, in the dealer 
use calculation device, the deriving means derives the indi 
vidual judgment code B2 having a predetermined first 
relationship by Subjecting the output code A221 obtained 
from the output means of the electronic apparatus to calcu 
lation. 

0.072 The present invention provides a dealer-use calcu 
lation device for canceling the inoperable State of an elec 
tronic apparatus having a Security function. The electronic 
apparatus has Such a Security function that the predeter 
mined operation of a controlled circuit is enabled when an 
identification code A21 previously Stored in a nonvolatile 
identification code memory M21 and a judgment identifi 
cation code C1 input by the input operation of identification 
code input means have a predetermined identification judg 
ment relationship. The controlled circuit is controlled to 
enter a first inoperable State So as not to carry out the 
above-mentioned predetermined operation when the identi 
fication code A21 Stored in the identification code memory 
M21 and the input judgment identification code C1 do not 
have the identification judgment relationship. The electronic 
apparatus comprises: condition judging means for judging 
whether a predetermined condition relating to the input 
operation of the identification code input means is estab 
lished; inoperable State Setting means, in response to an 
output of the condition judging means, for putting the 
electronic apparatus into a Second inoperable State in which 
the predetermined operation of the controlled circuit is 
disabled when the condition is established, regardless of the 
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input operation of the identification code C1 after the 
establishment of the condition; a nonvolatile individual code 
memory M22 for storing an individual cod A22 individually 
assigned to the electronic apparatus, first indication means 
for reading the individual code A22 from an individual code 
memory M22 and indicating the code A22; first input means 
for inputting an individual judgment code B2, individual 
code calculating means for carrying out predetermined indi 
vidual code calculation by using the individual code A22, 
individual code relationship judging means for judging 
whether the individual judgment code B2 and a code B3 
indicating the calculation result from the individual code 
calculating means have a predetermined individual judg 
ment relationship; and inoperable State canceling means, in 
response to an output of the individual code relationship 
judging means, for canceling the Second inoperable State 
when it is judged that the individual judgment code B2 and 
the code B3 indicating the calculation result from the 
individual code calculating means have the predetermined 
individual judgment relationship. The dealer-use calculation 
device comprises: Second input means for inputting a dealer 
use individual code; dealer-use calculating means for Sub 
jecting the dealer-use individual code from the Second input 
means to the Same calculation as the predetermined calcu 
lation of the individual code calculating means, and Second 
indication means for indicating the calculation result of the 
dealer-use calculating means. 

0073. The present invention provides a dealer-use calcu 
lation device for canceling the inoperable State of an elec 
tronic apparatus having a Security function, wherein the 
electronic apparatus comprises: theft judging means for 
judging that the electronic apparatus has been exposed to 
theft or an equivalent is carried out; inoperable State Setting 
means, in response to the output of the theft judging means, 
for disabling a predetermined operation of a controlled 
circuit when the electronic apparatus is judged as having 
been exposed to theft, a nonvolatile individual code memory 
M22 for storing an individual code A22 individually 
assigned to the electronic apparatus, first indication means 
for reading the individual code A22 from the individual code 
memory M22 and indicating the code A22; first input means 
for inputting an individual judgment code B2, individual 
code calculating means for carrying out predetermined indi 
vidual code calculation by using the individual code A22, 
individual code relationship judging means for judging 
whether an individual judgment code B2 and a code B3 
indicating the calculation result from the individual code 
calculating means have a predetermined individual judg 
ment relationship; and inoperable State canceling means, in 
response to the output of the individual code relationship 
judging means, for canceling an inoperable State when it is 
judged that the individual judgment code B2 and the code 
B3 indicating the calculation result from the individual code 
calculating means have the individual judgment relation 
ship. The dealer-use operation device comprises: Second 
input means for inputting a dealer-use individual code, 

0074 dealer-use calculating means for subjecting 
the dealer-use individual code from the Second input 
means to the same calculation as the predetermined 
calculation of the individual code calculating means, 
and Second indication means for indicating the cal 
culation result of the dealer-use calculating means. 
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0075) When the authorized user carried out an operation 
equivalent to theft, for example, and the electronic apparatus 
has fallen into the Second inoperable State wherein its 
controlled circuit is made inoperable, this Second inoperable 
State is notified to the dealer. At the dealer, the same 
calculation as the predetermined individual code calculation 
by the individual code calculating means provided for the 
electronic apparatus is carried out by using the dealer-use 
calculation device according to the present invention 
installed in a Store for Selling the electronic apparatus or in 
a workshop for repairing the apparatus. The calculation 
result of the dealer-use operation means, that is, the indi 
vidual judgment code B2 for canceling the Second inoper 
able State of the electronic apparatus, can be notified to the 
USC. 

0.076 According to the present invention, when the elec 
tronic apparatus is forcibly Set to the Second inoperable State 
wherein the controlled circuit thereof is made inoperable, the 
user can cancel the Second inoperable State without carrying 
the electronic apparatus in the dealer, as described above. 
0.077 According to the present invention, when the elec 
tronic apparatus having the Security function has fallen into 
the Second inoperable State, the individual judgment code 
B2 is notified by the dealer to the user by using the 
dealer-use calculation device that the dealer or the like owns. 
By using this code, the user can cancel the Second inoperable 
State without carrying the electronic apparatus in the dealer. 
0078. Furthermore, the present invention provides a 
method of canceling an inoperable State of an electronic 
apparatus having a Security function. The method com 
prises: preparing an electronic apparatus having a Security 
function. The electronic apparatus comprises: theft judging 
means for judging the apparatus as having been exposed to 
theft; inoperable State Setting means, in response to an output 
of the theft judging means, for, when the electronic appa 
ratus is judged as having been exposed to theft, putting the 
electronic apparatus into an inoperable State against theft in 
which the predetermined operation of the controlled circuit 
is disabled; a nonvolatile individual code memory M22 for 
Storing an individual code A22 individually assigned to the 
electronic apparatus, output means for outputting an output 
code A221 having a predetermined first relationship with the 
individual code A22, input means for inputting an individual 
judgment code B2, individual code relationship judging 
means for judging whether the individual judgment code B2 
input by the input means and the individual code A22 have 
a predetermined Second relationship; and inoperable State 
canceling means for, when it is judged by the individual 
code relationship judging means that the individual judg 
ment code B2 and the individual code A22 have the prede 
termined Second relationship, canceling the inoperable State 
against theft of the controlled circuit, wherein the individual 
judgment code B2 and the individual code A22 have the 
predetermined Second relationship when the output code 
A221 and the individual judgment code B2 have a prede 
termined third relationship. Preparing a dealer-use calcula 
tion device comprises deriving means for deriving the 
individual judgment code B2 having the predetermined third 
relationship with the output code A221 out of the Supplied 
output code A221, wherein the output code A221 output 
from the output means of the electronic apparatus having a 
Security function is Supplied to the dealer-use calculation 
device, and the individual judgment code B2 derived in the 
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dealer-use calculation device and having the predetermined 
third relationship with the output code A221 is input to the 
input means of the electronic apparatus having a Security 
function. 

0079 According to the method of canceling the inoper 
able State of an electronic apparatus having a Security 
function of the present invention, the output code A221 
output from the output means of the electronic apparatus is 
Supplied to the dealer-use calculation device, the individual 
judgment code B2 is thereby calculated and derived by the 
deriving means included in the dealer-use calculation 
device, and the individual judgment code B2 is input by the 
input means of the electronic apparatus and Supplied to the 
individual code relationship judging means, So that the 
inoperable State against theft of the controlled circuit of the 
electronic apparatus can be canceled by the inoperable State 
canceling means. 
0080 Furthermore, in the method of canceling the inop 
erable State of the electronic apparatus having a Security 
function, the electronic apparatus having a Security function 
is characterized in that, when the identification code A21 
previously Stored in the nonvolatile identification code 
memory M21 and the judgment identification code C1 input 
by the input operation of the identification code input means 
have the predetermined judgment identification relationship, 
the predetermined operation of the controlled circuit is 
enabled, and when the identification code A21 stored in the 
identification code memory M21 and the input judgment 
identification code C1 do not have the judgment identifica 
tion relationship, the electronic apparatus is put into an 
inoperable State for confirmation in which the predetermined 
operation of the controlled circuit is disabled. When a 
predetermined condition relating to the input operation of 
the identification code input means is established, the theft 
judging means judges that the electronic apparatus has been 
exposed to theft. Further, the inoperable State Setting means 
do not enable the predetermined operation of the controlled 
circuit after the theft judging means judges the electronic 
apparatus as having been exposed to theft, regardless of the 
input operation of the identification code C1. 
0081 Furthermore, the present invention provides a 
method of canceling the inoperable State of an electronic 
apparatus, in which an electronic apparatus having a Security 
function is prepared, in which the predetermined operation 
of a controlled circuit is enabled when an identification code 
A21 previously Stored in a nonvolatile identification code 
memory M21 and a judgment identification code C1 input 
by the input operation of identification code input means 
have a predetermined identification judgment relationship, 
and the controlled circuit is controlled to enter a first 
inoperable State So as not to carry out the above-mentioned 
predetermined operation when the identification code A21 
stored in the identification code memory M21 and the input 
judgment identification code C1 do not have the identifica 
tion judgment relationship. The electronic apparatus com 
prises: condition judging means for judging whether a 
predetermined condition relating to the input operation of 
the identification code input means is established; inoperable 
State Setting means, in response to an output of the condition 
judging means, for, when the condition is established, put 
ting the electronic apparatus into a Second inoperable State 
in which the predetermined operation of the controlled 
circuit is disabled regardless of the input operation of the 
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identification code C1 after the establishment of the condi 
tion; a nonvolatile individual code memory M22 for storing 
an individual cod A22 individually assigned to the electronic 
apparatus, first indication means for reading the individual 
code A22 from an individual code memory M22 and indi 
cating the code A22, first input means for inputting an 
individual judgment code B2; individual code calculating 
means for carrying out predetermined individual code cal 
culation by using the individual code A22, individual code 
relationship judging means for judging whether the indi 
vidual judgment code B2 and a code B3 indicating the 
calculation result from the individual code calculating 
means have a predetermined individual judgment relation 
ship; and inoperable State canceling means, in response to an 
output of the individual code relationship judging means, for 
canceling the Second inoperable State when it is judged that 
the individual judgment code B2 and the code B3 indicating 
the calculation result from the individual code calculating 
means have the predetermined individual judgment relation 
ship. Furthermore, a dealer-use calculation device is pre 
pared. The dealer-use calculation device comprises: Second 
input means for inputting a dealer-use individual code; 
dealer-use calculating means for Subjecting the dealer-use 
individual code from the Second input means to the same 
calculation as the predetermined calculation of the indi 
vidual code calculating means, and Second indication means 
for indicating the calculation result of the dealer-use calcu 
lating means. The method of canceling the inoperable State 
of an electronic apparatus is characterized in that: the 
individual code A22 indicated by the first indication means 
is input by the Second input means, and the calculation result 
of the dealer-use calculating means, indicated by the Second 
indication means, is input by the first input means. 
0082 Furthermore, the present invention provides a 
method of canceling the inoperable State of an electronic 
apparatus. The method comprises preparing an electronic 
apparatus having a Security function and preparing a dealer 
use calculation device. The preparing an electronic appara 
tus having a Security function comprises: theft judging 
means for judging that the electronic apparatus has been 
exposed to theft or an equivalent; inoperable State Setting 
means, in response to an output of the theft judging means, 
for putting the electronic apparatus into an inoperable State 
in which a predetermined operation of a controlled circuit is 
disabled when the electronic apparatus is judged as having 
been exposed to theft, a nonvolatile individual code memory 
M22 for storing an individual code A22 individually 
assigned to the electronic apparatus, first indication means 
for reading the individual code A22 from the individual code 
memory M22 and indicating the code A22; first input means 
for inputting an individual judgment code B2, individual 
code calculating means for carrying out predetermined indi 
vidual code calculation by using the individual code A22, 
individual code relationship judging means for judging 
whether an individual judgment code B2 and a code B3 
indicating the calculation result from the individual code 
calculating means have a predetermined individual judg 
ment relationship; and inoperable State canceling means, in 
response to an output of the individual code relationship 
judging means, for canceling an inoperable State when it is 
judged that the individual judgment code B2 and the code 
B3 indicating the calculation result from the individual code 
calculating means have the individual judgment relation 
ship. The preparing a dealer-use calculation device com 
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prises: Second input means for inputting a dealer-use indi 
vidual code; dealer-use calculating means for Subjecting the 
dealer-use individual code from the Second input means to 
the same calculation as the predetermined calculation of the 
individual code calculating means, and Second indication 
means for indicating the calculation result of the dealer-use 
calculating means. The individual code A22 indicated by the 
first indication means is input by the Second input means, 
and the calculation result of the dealer-use calculating 
means, indicated by the Second indication means, is input by 
the first input means. 
0083. According to the present invention, when the con 
trolled circuit is forcibly Set to the Second inoperable State So 
as not to carry out its predetermined operation in the event 
that the electronic apparatus having the Security function has 
been exposed to theft or an equivalent, the individual code 
A22 unique to the electronic apparatus and Stored in the 
individual code memory M22 is read by the user and 
indicated on the first indication means to cancel the Second 
inoperable state. The individual code A22 indicated on the 
first indication means is notified by the user to the dealer by 
telephone, for example. The individual code A22 notified by 
the user is input as a dealer-use individual code by the dealer 
through the Second input means of the dealer-use calculating 
means. By using this code, the dealer-use calculating means 
carries out the same calculation as the predetermined indi 
vidual code calculation carried out by the individual code 
calculating means provided for the electronic apparatus. The 
result of the calculation is indicated on the Second indication 
means of the dealer-use calculation device. This calculation 
result indicated on the Second indication means is notified by 
the dealer to the user by telephone, for example. The 
calculation result notified by the dealer and indicated on the 
Second indication means is input as the individual judgment 
code B2 by the user through the first input means of the 
electronic apparatus. The individual code calculating means 
of the electronic apparatus carries out the predetermined 
individual code calculation by using the individual code A22 
stored in the individual code memory M22 and indicated on 
the first indication means. The individual code relationship 
judging means judges whether the result of the calculation 
and the individual judgment code B2 input through the first 
input means have the predetermined individual judgment 
relationship, for example, whether they are identical to each 
other. When it is judged that the calculation result obtained 
by the individual code calculating means of the electronic 
apparatus and the individual judgment code B2 notified by 
the dealer and input through the first input means have the 
individual judgment relationship, the Second inoperable 
State is canceled. 

0084. According to the present invention, the individual 
code A22 unique to the electronic apparatus and indicated on 
the first indication means is recognized by the user and 
notified to the dealer, for example. The individual judgment 
code B2 indicated on the Second indication means is recog 
nized by the dealer and notified to the user. The individual 
judgment code B2 is input by the user through the first input 
means. As a result, the Second inoperable State of the 
electronic apparatus is canceled. AS described above, the 
calculation by using the dealer-use calculation device pro 
vided for the dealer and the like must be carried out once to 
cancel the Second inoperable State of the electronic appara 
tus. This makes it possible to prevent theft, that is, the 
electronic apparatus can be prevented from being Stolen. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0085. Other and further objects, features, and advantages 
of the invention will be more explicit from the following 
detailed description taken with reference to the drawings 
wherein: 

0.086 FIG. 1 is a block diagram showing the configura 
tion of a vehicle-mounted audio apparatus 1 in accordance 
with an embodiment of the present invention; 
0.087 FIG. 2 is a simplified external perspective view 
showing the audio apparatus 1; 
0088 FIG. 3 is a flowchart showing the main routine of 
the operation carried out by a processing circuit 5; 
0089 FIG. 4 is a flowchart illustrating the operation 
carried out by the processing circuit 5 in the identification 
code setting mode at step u3 of FIG. 3; 
0090 FIG. 5 is a flowchart illustrating apart of the 
operation carried out by the processing circuit 5; 
0.091 FIG. 6 is a flowchart illustrating the operation 
carried out by the processing circuit 5 in the identification 
code cancel mode shown in FIG. 3; 
0092 FIG. 7 is a flowchart illustrating the operation 
carried out by the processing circuit 5 in the first inoperable 
state cancel mode at step u7 of FIG. 3; 
0093 FIG. 8 is a flowchart illustrating the operation 
carried out by the processing circuit 5 in the Second inop 
erable state cancel mode at step u8 of FIG. 3; 
0094 FIG. 9 is a flowchart illustrating the operation 
carried out by the processing circuit 5 to cancel the Second 
inoperable State by using an individual code at Step r3 of 
FIG. 8: 
0.095 FIG. 10 is a block diagram showing the configu 
ration of a dealer-use calculation device 28 provided for the 
dealer; 
0096 FIG. 11 is a flowchart illustrating the operation of 
the calculation circuit 30 of the dealer-use calculation device 
28 shown in FIG. 10; 
0097 FIG. 12 is a view illustrating a predetermined 
calculation for the production number A12, executed at Step 
f5 of FIG. 9 by the processing circuit 5; and 
0.098 FIG. 13 is a view illustrating a predetermined 
calculation for the individual code A22, attained at step f11 
of FIG. 9 by the processing circuit 5. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0099 Now referring to the drawings, preferred embodi 
ments of the invention are described below. 

0100 FIG. 1 is a block diagram showing the configura 
tion of a vehicle-mounted audio apparatus 1 in accordance 
with an embodiment of the present invention. This audio 
apparatuS 1 is mounted on a vehicle, Such as a car. Electric 
power from a power Source 2, Such as a battery, is Supplied 
to a processing circuit 5 embodied by a microcomputer or 
the like from a line 3 via a disconnectable connector 4, and 
also Supplied to the processing circuit 5 from an ignition 
Switch 6 via a line 7, the connector 4 and lines 23, 24. 
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Furthermore, the electric power supplied from the line 7 via 
the connector 4 is Supplied to an indication means 10 from 
a line 8 via a Switch 9, and also Supplied to a compact disc 
(abbreviated as CD) reproduction means 11, a magnetic tape 
reproduction means 12 and a radio/television Set 13. Audio 
Signals from these means 11, 12 and 13 are amplified by an 
amplifier circuit 14 to drive a speaker 15 via a Switching 
means 36. 

0101 FIG. 2 is a simplified external perspective view 
showing the audio apparatuS 1. In this embodiment, the 
indication means 10 is used to indicate the operation infor 
mation of the compact disc reproduction means 11 and the 
contents recorded on a compact disc, and is also used to 
indicate operation related to a Security function in accor 
dance with the present invention. A power Switch 16 is 
connected to the processing circuit 5. By pressing the power 
Switch 16 to turn it on while electric power is supplied to the 
audio apparatus 1 via the ignition Switch 6, the Switch 9 is 
brought into conduction, and the audio apparatus 1 enters its 
operation State. The operation State of the audio apparatuS 1 
can be Stopped by pressing the power Switch 16 to turn it off. 
The ignition switch 6 supplies/shuts off the electric power of 
the power Source 2 to the ignition circuit 34 and the Starter 
motor 35 of the internal combustion engine, Such as the 
Spark-ignition internal combustion engine of a vehicle. An 
input means 17 is used to control the intrinsic compact disc 
reproduction operation of the compact disc reproduction 
means 11, and is also used to control the Security function in 
accordance with the present invention. 
0102). Furthermore, a random-access memory RAM 18 
for calculation is connected to the processing circuit 5. 
0103) A non-erasable nonvolatile read-only memory 19 
and a Writable nonvolatile memory 21 are also connected to 
the processing circuit 5. The memory 21 is an EEPROM 
(Electrically Erasable Programmable Read Only Memory). 
The contents stored in the memories 19, 21 are retained even 
when electric power from the power Source 2 is shut off. A 
master code A11 is stored in the memory area Mil of the 
memory 19. A unique production number A12 assigned to 
each product of the audio apparatus 1 is Stored in the 
memory area M12. A fixed value A13 for carrying out a 
predetermined individual code calculation described later is 
stored in the memory area M13. 

0104. An identification (abbreviated as ID) code A21 is 
stored in the memory area M21 of the memory 21. This 
identification code A21 is TOC (Table Of Contents) infor 
mation Stored in the lead-in area of a compact disc Selected 
by the user and reproduced by the compact disc reproduction 
means 11. An individual code A22 is Stored in the memory 
area M22. This individual code A22 can be updated and 
written. An individual judgment code B2 input through the 
input means 17 is rewritably stored in the memory area M23. 
A code B3 indicating the result of the predetermined indi 
vidual code calculation described later is Stored in the 
memory area M24. Furthermore, data A25 indicating the 
fact that the disconnectable connector 4 is disconnected once 
and electric power to the audio apparatuS 1 is shut off is 
stored in the memory area M25. Data A26 indicating the fact 
that the audio apparatus 1 has fallen into a Second inoperable 
state described later is stored in the memory area M26. 
0105 FIG. 3 is a flowchart showing the main routine of 
the operation carried out by the processing circuit 5. At Step 
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u1, the State of the connector 4 is changed from a discon 
nection State to a connection State. When the power Switch 
16 is turned on, and the audio apparatuS 1 enters an operation 
state, the operations after step u2 will start as shown in FIG. 
3. At Step u2, a judgment is made to determine whether the 
identification code A21 is Set and Stored in the memory area 
M21 of the memory 21. When the identification code A21 is 
not Set, the procedure of the routine advances to Step u3, and 
enters an identification code Setting mode. 
0106 When it is judged at step u2 that the identification 
code A21 is Set, the procedure advances to the next step u4. 
At Step u4, a judgment is made to determine whether the data 
A25 indicating that the power Source is shut off once 
because of the disconnection of the connector 4 for con 
necting the audio apparatus 1 to the power Source 2 or the 
break of the line 3 is stored in the memory area M25. When 
the data indicating power shut-off is not stored in the 
memory area M25, the procedure enters an identification 
code cancel mode at the next step u5. When the data A26 
indicating power shut-off is stored in the memory area M25, 
the audio apparatus 1 has fallen into a first or Second 
inoperable State. The procedure advances to Step u6, and a 
judgment is made to determine whether data indicating the 
Second inoperable State is Stored in the memory area M26. 
When it is judged at Step u6 that the data indicating the 
Second inoperable State is not stored, it is indicated that the 
audio apparatuS 1 is in the first inoperable State. The 
procedure then advances to Step u7 and enters the mode for 
canceling this first inoperable state. 
0107 The first inoperable state is also referred to as an 
inoperable State for confirmation, and the Second inoperable 
State is also referred to as an inoperable State against theft. 
These first and Second inoperable States may be identical to 
or different from each other. 

0108. The processing circuit 5 always monitors the volt 
age on the line 23 directly connected to the power Source 2. 
When the monitored voltage drops below a predetermined 
value, it is judged that power shut-off is caused. Data 
indicating this power shut-off is Stored in the memory area 
M25. 

0109 When data indicating the second inoperable state is 
Stored in the memory area M26, the procedure advances to 
Step u8 and enters the mode for canceling the Second 
inoperable State. 
0110 FIG. 4 is a flowchart illustrating the operation 
carried out by the processing circuit 5 in the identification 
code setting mode at step u3 of FIG. 3. The identification 
code is sometimes referred to as an ID (identification) code. 
The procedure advances from Step S1 to Step S2, and a 
judgment is made to determine whether a mode-off opera 
tion has been carried out. When the mode-off operation has 
been carried out, the procedure advances to Step S4. At this 
Step, the ordinary operation processing for the intrinsic 
operation control of the audio apparatuS 1 is carried out, 
without Setting the identification code A21 into the memory 
area M21 of the memory 21. The mode-off operation is an 
operation other than the ID code Setting Start operation, and 
is the ordinary operation of the audio apparatuS 1, Such as 
insertion/ejection of a compact disc, Selection of a Song, 
control of Volume and tone and the like. 

0111. At step S3, a judgment is made to determine 
whether an identification code Setting Start operation has 
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been carried out. When the operation has been carried out, 
the procedure advances to Step S5. The identification code 
Setting Start operation is a predetermined specific operation. 
In the case of the embodiment of the present invention, the 
operation is an operation other than the ordinary operation 
for reproduction of a compact disc, for example, and maybe 
the Simultaneous operation of a Switch for inserting/ejecting 
a compact disc and a Switch for Selecting a first Song. At Step 
S5, the compact disc previously Selected and inserted by the 
user is reproduced by the compact disc reproduction means 
11. The TOC (table of contents) information stored in its 
lead-in area is written and Stored as the identification data 
A21 in the memory area M21 at the next step sé. At steps7, 
the ordinary operation of the audio apparatuS 1 is carried out. 

0112 FIG. 5 is a flowchart illustrating a part of the 
operation carried out by the processing circuit 5. The pro 
cedure advances from Step V1 to Step V2. In a State wherein 
the connector 4 is connected, the ignition Switch 6 is turned 
on, and electric power is Supplied to the processing circuit 
5 via the lines 23, 24, a judgment is made at Step V2 to 
determine whether the power Switch 16 has been pressed 
and turned on. When the power switch 16 has not been 
turned on, a lamp 25 blinks at step v3. While the audio 
apparatus 1 does not perform audio operation, that is, while 
the power Switch 16 is turned off, the lamp 25 blinks. By 
seeing this blinking of the lamp 25, the thief understands that 
the audio apparatus 1 has a Security function. This prevents 
the audio apparatus from being Stolen. 

0113. When it is judged at step V2 that the power Switch 
16 has been turned on, it is judged at the above-described 
step u4 of FIG. 3 that the data A25 indicating the power 
shut-off is not stored in the memory area M25, that is, the 
apparatus does not fall into the first inoperable State, and it 
is judged at step u6 of FIG. 3 that the data A26 indicating 
the Second inoperable State is not Stored in the memory area 
M26, the procedure advances to Step V4 in accordance with 
step S4 of FIG. 4 and step p3 of FIG. 6, whereby the audio 
apparatus 1 performs its intrinsic ordinary operation, and 
generates audio output. 

0114. When the power Switch 16 is not turned on as 
described above, or the apparatus falls into the first and 
Second inoperable States although the power Switch 16 is 
turned on, the procedure at Step v3 is executed to drive the 
lamp 25 to blink, and the intrinsic ordinary operation of the 
audio apparatus 1 is not carried out. At Step V5, a judgment 
is made to determine whether power shut-off because of 
non-Supply of power to the processing circuit 5 via the line 
23 is detected. When the power shut-off is detected, data 
A25 indicating the power shut-off is stored in the memory 
area M25 at step v6. At step v7, a series of operations ends. 
0115 FIG. 6 is a flowchart illustrating the operation 
carried out by the processing circuit 5 in the identification 
code cancel mode shown in FIG. 3. The procedure advances 
from Step p1 to Step p2, and a judgment is made to determine 
whether the mode-off operation has been carried out. When 
the mode-off operation has been carried out, the procedure 
advances to Step p3. At this step, the ordinary operation 
processing for the intrinsic operation control of the audio 
apparatuS 1 is carried out. When the mode-off operation has 
not been carried out at Step p2, a judgment is made at Step 
p4 to determine whether ID code cancel Start operation has 
been carried out. When the operation has not been carried 
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out, the procedure advances to Step p3. The mode-off 
operation at Step p2 is an ordinary operation explained with 
respect to step S2 described above referring to FIG. 4. The 
identification code cancel Start operation at Step p4 is a 
predetermined specific operation. In the case of the embodi 
ment of the present invention, the operation may be the 
Simultaneous operation of the compact disc insertion/ejec 
tion Switch and a Switch for Selecting a Second Song from 
among plural Songs recorded on the compact disc inserted. 
AS described above, this operation is an operation other than 
the ordinary operation of the audio apparatuS 1. 
0116. At step p5, a judgment identification code C1 is 
input. This judgment identification code C1 is TOC infor 
mation Stored in the lead-in area of a compact disc read by 
the compact disc reproduction means 11. The user, i.e. the 
owner of the audio apparatus 1, inserts the Same compact 
disc as that used to Store the identification code A21 in the 
above-mentioned memory area M21 into the compact disc 
reproduction means 11 to reproduce the compact disc at Step 
p5, whereby the judgment identification code C1, i.e TOC 
information, is read out. 
0117. At step p6, the judgment identification code C1 
having been input at Step p5 is compared with the identifi 
cation code A21 previously stored in the memory area M21 
to judge whether they have a predetermined identification 
judgment relationship, i.e. whether they are identical to each 
other, for example. In the case of the present embodiment, 
when it is judged that the judgment identification code C1 
having been input at Step p5 is identical to the identification 
code A21, the procedure advances to Step p12, and the 
identification code A21 stored in the memory area M21 is 
deleted. The procedure then advances to Step p13, and 
ordinary operation is carried out. 
0118. At the above-mentioned step p6, when it is judged 
that the judgment identification code C1 having been input 
at step p5 is not identical to the identification code A21 
Stored in the memory area M21, the procedure advances to 
Step p7. At Step p7, the number of inconsistencies between 
the judgment identification code C1 and the identification 
code A21 is counted. At Step p8, a judgment is made to 
determine whether the inconsistencies are generated con 
tinuously predetermined number of times, N1. When the 
number of inconsistencies is less than N1, the procedure 
advances to Step p9, and the indication means 10 carries out 
error indication. In this error indication, the indication 
means 10 indicates characters “ERR' together with the 
number of values counted at Step p7 for a predetermined 
period of time, for example, 2 Seconds. After Step p9, the 
procedure returns to Step p5. 

0119 When the number of errors is not less than the 
predetermined value N1 at Step p8, data indicating the 
Second inoperable State is Set and written in the memory area 
M26 at step p10. This second inoperable state is canceled at 
step p11. The value N1 may be 5 or 10, for example. 
0120 FIG. 7 is a flowchart illustrating the operation 
carried out by the processing circuit 5 in the first inoperable 
state cancel mode at step u7 of FIG. 3. The procedure 
advances from step q1 to step q2. Steps q2 to q8 of FIG. 7 
are the same as steps p5 to p11 of FIG. 6. A judgment is 
made at Step q3 to determine whether the judgment identi 
fication code C1 input at Step q2 and the identification code 
A21 stored in the memory area M21 have an identification 
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judgment relationship, for example, whether they are iden 
tical to each other. When not identical, the number of 
inconsistencies is counted at Step q4. A judgment is made at 
Step q5 to determine whether the count value is not less than 
the predetermined value N2. When the count value is less 
than N2, the procedure advances to Step q6. At Step q6, error 
indication is carried out, the count value is indicated for 2 
Seconds, and the procedure returns to Step q2. When it is 
judged at Step q5 that the count value is not leSS than the 
predetermined value N2, data indicating the Second inoper 
able state is stored in the memory area M26 at step q7. The 
Second inoperable State is canceled at Step q8. 
0121 When it is judged at step q3 that the judgment 
identification code C1 is identical to the identification code 
A21, data indicating power shut-off, Stored in the memory 
area M25, is deleted at the next step q9. The ordinary 
operation of the audio apparatuS 1 is carried out at Step q10. 
The value N2 at step q5 may be identical to the above 
mentioned value N1, or may be 5 or 10. 
0.122 FIG. 8 is a flowchart illustrating the operation 
carried out by the processing circuit 5 in the Second inop 
erable state cancel mode at step u8 of FIG. 3. The procedure 
advances from Step r1 to Step r2. A judgment is made to 
determine whether a predetermined specific operation is 
carried out by the input means 17. This specific operation is 
the Simultaneous operation of the compact disc insertion/ 
ejection Switch and a Switch for Selecting a third Song, for 
example. The Specific operation may be Switch operation not 
carried out ordinarily by the audio apparatus 1. When this 
kind of Specific operation is carried out, the procedure 
advances to Step r3 wherein the Second inoperable State is 
canceled by using an individual code in accordance with the 
present invention. This step r3 will be described referring to 
FIG 9. 

0123. Although the setting start operation at step S3 of 
FIG. 4, the cancel start operation at step p4 of FIG. 6, and 
the specific operation at step r2 of FIG.8 may be different 
from each other as described above, they may be identical to 
each other. 

0.124. When the above-mentioned specific operation is 
not carried out at step r2 of FIG. 8, the procedure advances 
to Step ré, and a judgment is made to determine whether the 
master code A11 has been input. The master code is held by 
only the dealer Secretly, recorded on the master compact disc 
and controlled so as not to be disclosed. This kind of master 
compact disc is inserted into the compact disc reproduction 
means 11, and the master code Stored in its lead-in area is 
read for example. At Step r7, a judgment is made to deter 
mine whether the master code having been read is identical 
to the master code A11 stored in the memory area M11 of the 
non-erasable memory 19. When identical, the identification 
code A21 stored in the memory area M21 of the memory 21 
is deleted, and data indicating the Second inoperable State 
stored in the memory area M26 is also deleted at step ra. As 
a result, the ordinary operation of the audio apparatus 1 can 
be carried out at step rS. 
0.125 FIG. 9 is a flowchart illustrating the operation 
carried out by the processing circuit 5 to cancel the Second 
inoperable State by using an individual code at Step r3 of 
FIG. 8. The procedure advances from step f1 to step f2. At 
Step f2, a judgment is made to determine whether an 
individual code A22 is stored in the memory area M22. This 
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individual code A22 is a unique code individually assigned 
to the audio apparatuS 1. When it is judged that the indi 
vidual code A22 is not stored in the memory M22 at step f2, 
the production number A12 is read from the memory area 
M12 at step f3. At step f-, the production number A12 
having been read is indicated by the indication means 10. 
0126. At step f5, a predetermined calculation for the 
production number A12, described later referring to FIG. 
12, is carried out by using the production number A12 
having been read, and a calculation result B1 is obtained. 
Step f5 forms a production number calculating means. The 
production number may be input manually through the input 
means 17. The calculation result B1 is stored as the indi 
vidual code A22 in the memory area M22 at step f6. The 
memory area M12 constitutes a production number memory. 
The memory area M22 constitutes an individual code 
memory. 

0127. At step f7, a value A221 having a predetermined 
first relationship with the individual code A22 stored in the 
memory area M22, Such as a relationship of being equal, is 
indicated by the indication means 10. 
0128. At the step f2, when the individual code A22 is 
judged as being Stored in the memory area M22, at Step f7 
is indicated the value A221 having the predetermined first 
relationship with the individual code A22 stored in the 
memory area M22, Such as a relationship of being equal. 
0129. The user of the audio apparatus 1 recognizes the 
individual code A221 indicated by the indication means 10, 
makes a phone call to the dealer by using a telephone 27 So 
that the individual code A221 is notified to the dealer by 
voice. The dealer receives the individual code A221 as 
described later referring to FIGS. 10 and 11, and carries out 
calculation as described later referring to FIG. 13. In FIG. 
9, the operation at step f is described for ease of under 
Standing, although the operation is not carried out by the 
processing circuit 5. When the individual judgment code B2 
calculated by the dealer is notified by the dealer to the user 
by voice by the telephone 27, the user inputs the individual 
judgment code B2 by using the input means 17. 

0130. When it is judged at step f) that the individual 
judgment code B2 has been input by using the input means 
17, the individual judgment code B2 having been input is 
stored in the memory area M23 at step f10. 
0131. At step f11, by using the individual code A22 
Stored in the memory area M22, a predetermined individual 
code calculation is carried out as described later referring to 
FIG. 13, and the calculation result B3 is obtained and stored 
in the memory area M24. 
0.132. At step f12, a judgment is made to determine 
whether the individual judgment code B2 having been input 
and stored in the memory area M23 and the code B3 
obtained by the calculation at Step f11, Stored in the memory 
area M24 and indicating the result of the calculation are 
identical to each other, that is, there is the predetermined 
second relationship between the individual code A22 stored 
in the memory area M22 and the individual judgment code 
B2 input and stored in the memory M23. 

0.133 When the individual judgment code B2 is identical 
to the code B3 indicating the calculation result, at step f13 
the code B3 indicating the coincident calculation result is 

Nov. 24, 2005 

read from the memory area M24 and transferred as the 
individual code A22 to the memory area M22 so as to be 
updated. When not identical at step f12, the procedure 
returns to step f9. After step f14, the procedure advances to 
the above-mentioned step ral of FIG. 8. 
0.134 Step f11 constitutes the individual code calculating 
means for carrying out the predetermined calculation of the 
individual code A22. Step f12 constitutes the individual 
code relationship judging means. Step f13 constitutes the 
means for writing and updating the individual code A22. 
0.135 FIG. 10 is a block diagram showing the configu 
ration of a dealer-use calculation device 28 provided for the 
dealer. The dealer has a telephone 32 for telephone com 
munication with the user. In addition, an input means 29, 
Such as a keyboard, is provided So that the dealer can input 
the individual code A221 known from the user by the 
telephone 32. The output of the input means 29 is supplied 
to a calculation circuit 30 embodied by a microcomputer or 
the like. The calculation circuit 30 carries out the predeter 
mined calculation of the individual code A221 as described 
later referring to FIG. 13. The code B2 indicating the result 
of the calculation is indicated by the indication means 31. 
0.136. It can be said that the code B2 indicating the 
calculation result obtained by the calculation circuit 30 has 
a predetermined third relationship as shown in FIG. 13, for 
example, with the individual code A221 input by the input 
means, that is, the individual code A221 indicated by the 
indication means. The indication means 31 may have a 
configuration for performing visual indication or audio 
notification with a voice Synthesis circuit, for example. This 
kind of dealer-use calculation device 28 can be embodied by 
a personal computer or the like. 

0.137 FIG. 11 is a flowchart illustrating the operation of 
the calculation circuit 30 of the dealer-use calculation device 
28 shown in FIG. 10. The procedure advances from step g1 
to step g2. When it is judged that the individual code A221 
notified by the telephone 32 has been input through the input 
means 29, the individual code A221 having been input 
undergoes the calculation shown in FIG. 13, and the indi 
vidual judgment code B2 is obtained at the next Step g3. At 
Step g4, the individual judgment code B2, the result of the 
calculation, is indicated by the indication means 31. In this 
way, a Series of operations end at Step g5. The individual 
judgment code B2 indicated by the indication means 31 is 
notified from the dealer to the user by the telephone 32. 
0.138 FIG. 12 is a view illustrating a predetermined 
calculation for the production number A12, executed at Step 
f5 of FIG. 9 mentioned above. The calculation shown in 
FIG. 12 is attained by the processing circuit 5. The memory 
area M12 has storage areas D1 to D8 for each storing each 
digit of a decimal number. The production number A12 is 
formed of plural decimal digits (8 digits in the case of the 
present embodiment). When the production number A12 is 
“53649215” for example, a binary number “0101" indicat 
ing 5, the value at the most significant digit of the decimal 
number, is Stored at the most Significant digit D8. A binary 
number "0011” indicating 3, the value at the second signifi 
cant digit of the decimal number, is Stored at the Storage area 
D7. 

0.139. The memory area M31 of the random access 
memory 18 has storage areas J1 to J7 for each Storing a 
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binary number comprising four digits. The number of digits, 
the storage areas J1 to J7, is less than that of the above 
mentioned Storage areas D1 to D8 by one. The processing 
circuit 5 carries out exclusive OR (EX-OR) for two digits 
adjacent to each other in the range of the digits D1 to D8 in 
the memory area M12. The results are written in the storage 
areas J1 to J7, respectively. For example, the binary numbers 
in the storage areas D8 and D7 are exclusively ORed at each 
binary digit, and the result of the calculation is Stored in the 
Storage area J7. In the case of the present embodiment, 
“0101" in the storage area D8 and “0011” in the storage area 
D7 are exclusively ORed at each binary digit, and a binary 
number “0110” is stored in the storage area J7. In the same 
way, “0011” in the storage area D7 and “0110” in the storage 
area D6 are exclusively ORed, and “0101" is stored in the 
Storage area J6. 
0140. The contents of the memory area M31 holding the 
exclusive OR calculation results further undergo a Second 
exclusive OR calculation for two digits adjacent to each 
other in the range of the Storage areas J1 to J7, and the results 
are Stored in the Storage areas K1 to K6 of the memory area 
M32, respectively. For example, “0110” in the storage area 
J7 and “0101" in the storage area J6 are exclusively ORed 
at each binary digit, and the result, a binary number “0011,” 
is Stored in the Storage area K6. In this way, two digits 
represented in binary and adjacent to each other of the 
decimal production number A12 are exclusively ORed 
Sequentially two times in total as described above. AS a 
result, the hexadecimal individual code B1 is obtained in the 
memory area M32. The content B1 of the memory area M32 
obtained as described above is transferred to the memory 
area M22 of the memory 21 and then written. The memory 
areas M31 and M32 are embodied by the random access 
memory 18. In the case of another embodiment of the 
present invention, when it is judged at the above-mentioned 
step f12 of FIG. 9 that a code B21 different from the correct 
individual judgment code B2 to be input by the input means 
17 is input by mistake, it may be possible to calculate in 
accordance with a predetermined calculation method to 
obtain a new individual code A222 different from the 
individual code A22 calculated and obtained at Step f6, and 
write this new individual code A222 in the memory area 
M22 to update, instead of executing the above-mentioned 
step f of FIG. 9. In this way, the individual code A22 stored 
in the memory area M22 is updated and a new individual 
code A222 is obtained, every time when a wrong code B21 
different from the correct individual judgment code B2 is 
input through the input means 17. 
0.141. The calculation method for such a new individual 
code A222 is, for example, to bring the bit “1” at the least 
significant digit of the binary value “0111” in the least 
Significant Storage area K1 of the memory area M32 shown 
in FIG. 12 to the position of the bit “0” at the most 
significant digit of the binary value "0011” in the most 
Significant Storage area K6, thereby circulating and shifting 
a bit at each binary digit in the Storage areas K1 to K6 of the 
memory area M32 to the less significant bit side (the right 
side of FIG. 12) by one bit. As a result, the binary value in 
the most significant storage area K6 is “1001, the binary 
value in the storage area K5 is “1111,” and finally the binary 
value in the least significant storage area K1 is “0011” after 
this calculation. Such a calculation of shifting and circulat 
ing to the leSS Significant digit by one bit is executed every 
time when the above-mentioned Second relationship, that is, 
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the individual judgment relationship is not established 
because of a wrong code B21 input through the input means. 
0142. In the case of another embodiment of the present 
invention, to update the individual code A22: 

0143 (a) the individual code A22 stored in the memory 
area M22 is Subjected to calculation in accordance with 
a predetermined logical equation to update, every time 
when the correct or wrong code B21 is input; 

0144 (b) calculation is executed in accordance with a 
preset table; or 

0145 (c) a new individual code A222 may be obtained 
by another calculation method. 

0146 FIG. 13 is a view illustrating the predetermined 
calculation for the individual code A22 attained at step f11 
of FIG. 9 by the processing circuit 5. This calculation is the 
Same as the predetermined individual code calculation at 
step g3 of FIG. 11 by the calculation circuit 30 included in 
the dealeruse calculation device 28 shown in FIG. 10. This 
kind of calculation will be described below. In the process 
ing circuit 5, the individual code A22 stored in the memory, 
area M22 has a binary value at each of plural hexadecimal 
digits, 6 digits of K11 to K16, for example. This individual 
code A22 is read, and each binary digit of the above 
mentioned digits K11 to K16 is shifted by one digit to the 
right of FIG. 13 to obtain the digits K21 to K26 of the 
memory area 34. The binary value (“1” for example) at the 
least significant digit of the last digit K11 is transferred and 
shifted to the most Significant digit of the most significant 
digit K26 of the memory area M34. 
0147 As mentioned above, the fixed value A13 is stored 
in the memory area M13 of the memory 19. This fixed value 
A13 is a decimal value, “360066” for example. The number 
of binary digits of A13 is the same as that of the individual 
code A22, and the binary values of A13 are stored and set at 
digits K31 to K36. 
0.148. By the processing circuit 5, the binary values at the 
digits K21 to K26 of the memory area M34 and the 
corresponding binary values at the digits K31 to K36 of the 
memory area M13 are exclusively ORed, respectively. The 
result values are stored at digits K41 to K46 of the memory 
area M36, respectively, the number of digits being the same 
as those of the memory areas M34 and M13 (six digits in the 
case of the present embodiment). The binary digits of the 
digit K26 and the corresponding binary digits of the digit 
K36 are exclusively ORed, respectively, for example, and 
the result values of the calculation are Stored at the digit 
K46. The memory areas M34 and M36 are embodied by the 
random access memory 18. The obtained result of the 
calculation in the memory area M36 is written and stored as 
the code B3 in the memory area M24 of the memory 21. 
014.9 The calculation operation of the processing circuit 
5, shown in FIG. 13, can also be attained by the calculation 
circuit 30 of the dealer-use calculation device 28. The 
individual code A221 to be input through the input means 29 
is the Same as the content Stored in the memory area M22 of 
FIG. 13. 

0150. In the case of the above-described embodiment, the 
individual code A22 stored in the memory area M22 and the 
output code A221 indicated by the indication means and 
Supplied to the dealer by telephone, have a first relationship, 
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where they are identical to each other. On the other hand, in 
the case of another embodiment of the present invention, the 
memory 21 shown in FIG. 1 is provided with the memory 
area M221. A predetermined calculation is executed by 
using the individual code A22 stored in the memory M22, 
and the output code A221 is obtained from the calculation 
result and stored in the memory area M221. Thus, the 
individual code A22 and the output code A221 have a first 
relationship, which is the above-mentioned predetermined 
calculation method using the individual code, and therefore, 
the value of the output code A221 is different from that of 
the individual code A22. The output code A221 stored in the 
memory area M221 is indicated and output by the indication 
means 10 at the above-mentioned step f7 of FIG. 9. The user 
recognizes the output code A221 indicated by the indication 
means 10 and notifies the code to the dealer by telephone. 
The dealer receives the output code A221 to execute calcu 
lation in accordance with the predetermined third relation 
ship and obtain the individual judgment code B2. In the 
present invention, therefore, the value of the output code 
A221 may be the same as that of the individual code A22 in 
accordance with the predetermined first relationship as 
described in the embodiment shown by the figures, while the 
value of the output code A221 may be different from that of 
the individual code A22 as a result of a predetermined 
calculation using the individual code A22 in another 
embodiment. 

0151. A still another embodiment of the present invention 
will be described below. The predetermined first to third 
relationships in this embodiment are determined as follows. 
To calculate and obtain the output code A221 having a 
predetermined first relationship with the individual code 
A22, a calculation is executed Such that each bit at the 
respective digits K11 to K16 of the individual code A22 
stored in the memory M22 is shifted by one bit to the more 
significant side (i.e., the left direction in FIG. 13), and the 
most significant bit at the most significant digit K16 is 
transferred to the least Significant bit at the least significant 
digit K11. In this way, the output code A221 having the 
predetermined first relationship with the individual code 
A22 is obtained. 

0152 To calculate and obtain the code B3 stored in the 
memory M24, which code B3 is to be compared with the 
individual judgment code B2 having a predetermined Second 
relationship with the individual code A22, in the same way 
as shown in FIG. 13, a calculation is executed Such that each 
bit at the respective digits K11 to K16 of the individual code 
A22 is shifted by one bit to the less significant Side (i.e., the 
right direction in FIG. 13), and the least significant bit at the 
least Significant digit K11 is transferred to the most signifi 
cant bit at the most significant digit K16, and exclusive Or 
is executed by using a fixed value A13 as shown in FIG. 13. 
The calculation result, which is a content Stored in the 
memory M36, is made to be the code B3. 
0153. The dealer-use calculation device 28 calculates to 
obtain the code B2 having a predetermined third relationship 
with the output code A221 input through the input means 29. 
In the calculation circuit 30, a calculation is executed Such 
that the plural digits of the output code A221 are shifted by 
two bits to the less significant Side (i.e., the right direction 
in FIG. 13) and the least significant bit at the least significant 
digit is transferred to the most significant bit at the most 
Significant digit, and moreover, exclusive OR is executed by 
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using a fixed value A13 as shown in FIG. 13. The calcula 
tion result stored in the memory area M36 is made to be the 
code B2 in the same way as described above. 
0154) In this way, the individual code A22 stored in the 
memory M22 is Subjected to calculation in accordance with 
the predetermined first relationship to obtain the output code 
A221, and the output code A221 is Subjected to calculation 
in accordance with the predetermined third relationship to 
obtain the code B2. This code B2 coincides with the 
individual judgment code B3 obtained by Subjecting the 
individual code A22 to calculation in accordance with a 
predetermined Second relationship. 

O155 In the case of the above-mentioned embodiment of 
the present invention shown by figures, the individual code 
A22 and the output code A221 have a first relationship, 
where they have identical values to each other, and the 
individual judgment code B2 and the individual code A22 
have a Second relationship, where they have different values 
from each other. However, in the case of a still another 
embodiment of the present invention, the output code A221 
and the individual code A22 may have a first relationship, 
where they have values different from each other, and the 
individual judgment code B2 and the individual code A22 
may have a Second relationship, where they have values 
identical to each other. 

0156. In another embodiment of the present invention, 
AND, OR, or another logic operation may be performed 
instead of exclusive OR as shown in FIGS. 12 and 13. 

O157 The invention can be applied not only to the audio 
apparatus 1, but also to a wide variety of electronic appa 
ratuses having other various configurations. 
0158. The invention may be embodied in other specific 
forms without departing from the Spirit or essential charac 
teristics thereof. The present embodiments are therefore to 
be considered in all respects as illustrative and not restric 
tive, the Scope of the invention being indicated by the 
appended claims rather than by the foregoing description 
and all changes which come within the meaning and the 
range of equivalency of the claims are therefore intended to 
be embraced therein. 

What is claimed: 
1. An electronic apparatus having a Security function, Said 

apparatus comprising: 

theft judging means for judging whether Said electronic 
apparatus has been exposed to theft, 

inoperable State Setting means for, in response to an output 
of Said theft judging means, putting Said electronic 
apparatus into an inoperable State against theft in which 
a predetermined operation of a controlled circuit is 
disabled when Said theft judging means judges that Said 
electronic apparatus has been exposed to theft; 

a nonvolatile individual code memory for Storing an 
individual code individually assigned to Said electronic 
apparatus, 

output means for outputting an output code having a 
predetermined first relationship with the individual 
code, the output code being calculated by using the 
individual code stored in said nonvolatile individual 
code memory; 
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input means for inputting an individual judgment code 
which is obtained out of the output code by being 
calculated based on a predetermined third relationship; 

individual code relationship judging means for judging 
whether the individual judgment code inputted by Said 
input means and the individual code have a predeter 
mined Second relationship; and 

inoperable State canceling means for canceling the inop 
erable State against theft of the controlled circuit when 
Said individual code relationship judging means judges 
that the individual judgment code and the individual 
code have the predetermined Second relationship. 

2. The electronic apparatus having a Security function of 
claim 1, wherein when the output code and the individual 
judgment code have the predetermined third relationship, 
the individual judgment code and the individual code have 
the predetermined Second relationship. 

3. The electronic apparatus having a Security function of 
claim 1, wherein the individual code is a production number 
of the electronic apparatus. 

4. The electronic apparatus having a Security function of 
claim 1, further comprising: 

a nonvolatile unique memory for Storing data unique to 
Said electronic apparatus, and 

calculating means for carrying out a predetermined cal 
culation by using the unique data stored in Said unique 
memory, and Storing the calculation result in the indi 
vidual code memory as the individual code. 

5. The electronic apparatus having a Security function of 
claim 4, wherein the data unique to Said electronic apparatus 
is a production number of Said electronic apparatus. 

6. The electronic apparatus having a Security function of 
claim 1, wherein in response to the input of the individual 
judgment code B2 by Said input means, the individual code 
is updated by a predetermined calculation. 

7. The electronic apparatus having a Security function of 
claim 1, 

wherein when an identification code previously Stored in 
a nonvolatile identification code memory and a judg 
ment identification code inputted by the input operation 
of identification code input means have a predeter 
mined judgment identification relationship, the prede 
termined operation of the controlled circuit is enabled, 
and when the identification code Stored in the identi 
fication code memory and the inputted judgment iden 
tification code do not have the judgment identification 
relationship, Said electronic apparatus is put into an 
inoperable State for confirmation in which the prede 
termined operation of the controlled circuit is disabled, 

wherein when a predetermined condition relating to the 
input operation of Said identification code input means 
is established, Said theft judging means judges that the 
electronic apparatus has been exposed to theft, and 

wherein Said inoperable State Setting means does not 
enable the predetermined operation of the controlled 
circuit after Said theft judging means judges that the 
electronic apparatus has been exposed to theft, regard 
less of the input operation of the judgment identifica 
tion code. 
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8. The electronic apparatus having a Security function of 
claim 1, wherein the controlled circuit is an audio apparatus 
mounted on a vehicle. 

9. A dealer-use calculation device comprising: 
deriving means for deriving the individual judgment code 

having the predetermined third relationship with the 
output code out of the output code in Said electronic 
apparatus having a Security function of claim 2. 

10. A method of canceling an inoperable State of an 
electronic apparatus having a Security function, Said method 
comprising: 

providing an electronic apparatus having a Security func 
tion, the electronic apparatus comprising: 
theft judging means for judging whether the apparatus 

has been exposed to theft, 
inoperable State Setting means for, in response to an 

output of the theft judging means, putting the elec 
tronic apparatus into an inoperable State against theft 
in which a predetermined operation of a controlled 
circuit is disabled when the theft judging means 
judges that the electronic apparatus has been exposed 
to theft, 

a nonvolatile individual code memory for Storing an 
individual code individually assigned to the elec 
tronic apparatus, 

output means for Outputting an output code having a 
predetermined first relationship with the individual 
code, 

input means for inputting an individual judgment code, 
individual code relationship judging means for judging 

whether the individual judgment code inputted by 
the input means and the individual code have a 
predetermined Second relationship, and 

inoperable State canceling means for canceling the 
inoperable State against theft of the controlled circuit 
when the individual code relationship judging means 
judges that the individual judgment code and the 
individual code have the predetermined Second rela 
tionship, wherein the individual judgment code and 
the individual code have the predetermined Second 
relationship when the output code and the individual 
judgment code have a predetermined third relation 
ship; 

providing a dealer-use calculation device comprising 
deriving means for deriving the individual judgment 
code having the predetermined third relationship with 
the output code out of the output code; 

Supplying the output code outputted from the output 
means of the electronic apparatus having a Security 
function to the dealer-use calculation device, and 

inputting the individual judgment code derived in the 
dealer-use calculation device and having the predeter 
mined third relationship with the output code to the 
input means of the electronic apparatus having a Secu 
rity function. 

11. The method of canceling the inoperable State of an 
electronic apparatus having a Security function of claim 10, 
further comprising: 
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providing a nonvolatile identification code memory for 
storing an identification code of the controlled circuit; 
and 

providing an identification code input means for inputting 
a judgment identification code of the controlled circuit; 

wherein, in the electronic apparatus having a Security 
function, when the identification code previously stored 
in the nonvolatile identification code memory and the 
judgment identification code inputted by the identifi 
cation code input means have a predetermined judg 
ment identification relationship, the predetermined 
operation of the controlled circuit is enabled, and when 
the identification code stored in the identification code 
memory and the judgment identification code inputted 
by the identification code input means do not have the 
judgment identification relationship, the electronic 
apparatus is put into an inoperable state for confirma 
tion in which the predetermined operation of the con 
trolled circuit is disabled; 

wherein when a predetermined condition relating to the 
input operation of the identification code input means is 
established, the theft judging means judges that the 
electronic apparatus has been exposed to theft; and 

wherein the inoperable state Setting means does not 
enable the predetermined operation of the controlled 
circuit after the theft judging means judges that the 
electronic apparatus has been exposed to theft, regard 
less of the identification code inputted by the identifi 
cation code input means. 

12. The method of canceling the inoperable state of an 
electronic apparatus having a security function of claim 10, 
wherein the output code is calculated by using the individual 
code stored in the nonvolatile individual code memory. 

13. A method of cancelling an inoperable state of an 
electronic apparatus having a security function, Said method 
comprising: 

judging whether the electronic apparatus has been 
exposed to theft; 

putting the electronic apparatus into an inoperable state 
against theft in which a predetermined operation of a 
controlled circuit is disabled when said judging 
whether the electronic apparatus has been exposed to 
theft judges that the electronic apparatus has been 
exposed to theft; 

storing an individual code individually assigned to the 
electronic apparatus; 

outputting an output code having a predetermined first 
relationship with the individual code, the output code 
being calculated in the electronic apparatus by using 
the individual code stored in Said storing of the indi 
vidual code; 

inputting an individual judgment code; 
judging whether the individual judgment code inputted in 

said inputting of the individual judgment code and the 
individual code have a predetermined second relation 
ship; 

cancelling the inoperable state against theft of the con 
trolled circuit when said judging whether the inputted 
individual judgment code and the individual code 
judges that the individual judgement code and the 
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individual code have the predetermined second rela 
tionship, the individual judgment code and the indi 
vidual code having the predetermined Second relation 
ship when the individual code and the individual 
judgment code have a predetermined third relationship; 

deriving, in a dealer-use calculation device external to the 
electronic apparatus, the individual judgment code hav 
ing the predetermined third relationship with the indi 
vidual code out of the individual code; 

supplying the individual code ouputted in Said outputting 
of the invidudal code to the dealer-use calculation 
device; and 

inputting the individual judgment code derived in Said 
deriving of the individual judgment code and having 
the predetermined third replationship with the indi 
vidual code to the electronic apparatus having a Secu 
rity function. 

14. The method of canceling the inoperable state of an 
electronic apparatus having a Security function of claim 13, 
further comprising: 

storing an identification code of the controlled circuit; 
inputting a judgment identification code of the controlled 

circuit; and 
judging, in the electronic apparatus having a Security 

function, whether the identification code stored in Said 
storing of the identification code and the judgment 
identification code inputted in Said inputting of the 
judgment identification code have a predetermined 
judgment identification relationship; wherein: 

when said judging whether the stored identification code 
and the inputted judgment identification code have the 
predetermined relationship judges that the stored iden 
tification code stored and the inputted judgment iden 
tification code have the predetermined judgment iden 
tification relationship, a predetermined operation of the 
controlled circuit is enabled; 

when said judging whether the Stored identification code 
and the inputted judgment identification code have the 
predetermined relationship judges that the stored iden 
tification code stored and the inputted judgment iden 
tification code do not have the predetermined judgment 
identification relationship, the electronic apparatus is 
put into an inoperable state for confirmation in which 
the predetermined operation of the controlled circuit is 
disabled; 

when a predetermined condition relating to said inputting 
of the judgment identification code is established, Said 
judging whether the electronic apparatus has been 
exposed to theft judges that the electronic apparatus 
judges that the electronic apparatus has been exposed to 
theft; and 

said putting of the electronic apparatus into the inoperable 
state against theft does not enable the predetermined 
operation of the controlled circuit after said judging 
whether the electronic apparatus has been exposed to 
theft judges that the electronic apparatus has been 
exposed to theft, regardless of the identification code 
inputted in said inputting of the judgment identification 
code. 


