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EWS

Algorithm 1 An algorithm of our approach

Require: A packed executable to be analysed is required for this
algorithm. The packed executable, an instruction pointer. and
entropy of unpacked code are written as P. IP and E. respectively.
in the following pseudocode. We assume that an executable is
categorized as either packed or native,

Ensure: Locate OEP of P.

/* Initialization */
Find an entry point and the first section of P.
Set a break pomt to the entry pont.
Set R to the range of the first section.
/* Start analysis */
while a PROCESS is not terminated do
IP — a current instruction pointer
/* Measure entropy in only this condition */
if IP is a JMP instructions then
Measure entropy of R.
else
Continue this loop.
end if
/* Check if unpacking is complete */
if F)inin = Measured entropy < FEq. then
/* Check if 1t jumps onto the unpacked code */
if JTump into R from outside of R is true then
OEP «— The next instuction address
Break this loop.
else
Continue this loop.
end if
Continue this loop.
end il
end while
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