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1
THIRD-PARTY GATEWAY FOR SECURITY
AND PRIVACY

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to U.S. Provisional Appli-
cation Ser. No. 63/242,161, filed Sep. 9, 2021, and titled
“THIRD PARTY GATEWAY”, the disclosure of which is
incorporated herein by reference in its entirety.

BACKGROUND

Datacenters are widely used to enhance service quality by
running services and caching contents in cloud environ-
ments. Many companies adopt datacenters to reduce cost
and further improve service quality; however, using data-
centers may bring risks in user privacy. For example, user
information including, but not limited to, user internet
protocol addresses, usernames, passwords, payment infor-
mation, and other user sensitive data may be identified,
tracked, and/or otherwise compromised. Accordingly, such
potential security issues may jeopardize the adoption of
datacenters in regions governed by national, jurisdictional,
and/or geographic user and data privacy regulations, where
user data and user privacy are of top concerns.

Oftentimes, even if a central datacenter, such as a tech-
nology partner appointed by a local jurisdictional entity,
such as a government, is involved and provides a trusted
infrastructure for a company to operate on or otherwise use,
it is often difficult if not impossible for the technology
partner to provide the needed secure infrastructure due to its
wide distribution nature and use as well as the needed
scalability for handling traffic loads of various sizes. In
many instances, little control is applied to egress traffic from
particular internet datacenters (IDC) or virtual private data-
centers. For example, at layer three, network engineers
generally allow and do not restrict all outgoing traffic to
guarantee the designed infrastructure works correctly with
production networks. At layer four, most of the destination
ports utilized will be transmission control protocol (TCP)
TCP/80 and TCP/443; thus, it is often required to open such
ports to allow communication between the internet and/or
virtual private datacenters and the application such that the
application can work as intended. Because egress traffic is
not controlled at the TCP layer or internet protocol (IP) layer
in an efficient manner, the previously mentioned problems
tend to exist and the security tends to be inadequate. Thus,
a solution is lacking that integrates a scalable and trusted
solution when working with trusted technology providers
and further while adhering to user and data privacy laws and
regulations.

BRIEF SUMMARY

In accordance with examples of the present disclosure, a
generalized solution and framework are described that pro-
vide a scalable third-party gateway for security and privacy
to address secure computing and traffic routing needs of
many datacenters. Such framework allows datacenters to
continue to provide enhanced service quality in regions
where user data and user privacy are of top concerns.
Further, a third-party gateway for security and privacy, as
part of a larger datacenter infrastructure, allows the data-
center to control egress traffic control at the application layer
to enforce and ensure that only necessary requests are sent
out to the internet. Thus, a third-party gateway for security
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2

and privacy may be configured to better control egress traffic
from an IDC or VPC. Moreover, the third-party gateway for
security and privacy provides flexibility such that only a
particular service can visit a particular host on the Internet.
As an example, if the outgoing traffic is not properly defined
or the destination service is not whitelisted, the traffic will be
blocked, and the client may get an HTTP/403 error.

In accordance with examples of the present disclosure,
internal services, such as services internal to the third-party
gateway for security and privacy, an IDC, and/or a VPC, are
defined using service discovery tools. That is, once traffic
reaches the third-party gateway for security and privacy, the
third-party gateway for security and privacy acquires infor-
mation about the traffic and an associated service that sent
the traffic or otherwise generates the traffic received at the
third-party gateway. Thus, the third-party gateway for secu-
rity and privacy can determine if a particular rule exists
and/or if a rule is configured based on the service in order to
determine if outgoing traffic should be permitted or not.
Further, a destination host may be defined on the third-party
gateway for security and privacy to verify that the traffic can
be sent to the destined hostname. The hostname can be
defined in several ways, including but not limited to a fully
qualified domain name (FQDN), a wildcard domain name,
or a group of FQDNSs. In addition, rules are configured once
information needed to define the internal services and
related destination hosts are obtained. For example, the rules
may be stored in a key-value store, where keys may refer to
the internal services and the values may refer to the allowed
destination hosts for the respective service. Once a rule is
defined, the outgoing traffic can be forwarded from the
third-party gateway for security and privacy to the internet
(e.g., to the destination host).

In accordance with examples of the present disclosure, a
third-party gateway for security and privacy is described.
The third-party gateway for security and privacy may
include: a layer four load balancer; a plurality of forward
proxy servers; and a management backend configured to
provide a configuration implementation to the plurality of
forward proxy servers, the configuration implementation
specifying one or more processing parameters for each of
the forward proxy servers, wherein each forward proxy
server of the plurality of forward proxy servers is configured
to perform layer seven network traffic processing on net-
work traffic received from the layer four load balancer in
accordance with the one or more processing parameters, the
network traffic being directed to a third-party host residing
external to a virtual private datacenter in which the third-
party gateway for security and privacy resides.

In accordance with examples of the present disclosure, a
method of providing enhanced security at a virtual private
datacenter using a third-party gateway for security and
privacy is described. The method may include receiving
network traffic at a layer four load balancer of the third-party
gateway for security and privacy, wherein the network traffic
is directed to a third-party host residing external to the
virtual private datacenter in which the third-party gateway
for security and privacy resides, and wherein the network
traffic is received from a service within the virtual private
datacenter; and routing, by the layer four load balancer, the
received network traffic to a forward proxy server of a
plurality of forward proxy servers; and performing, by the
forward proxy server of a plurality of forward proxy servers,
layer seven network traffic processing on the received net-
work traffic in accordance with one or more processing
parameters included in a configuration implementation.
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In accordance with examples of the present disclosure, a
computer-readable storage medium including instructions
for providing enhanced security at a virtual private datacen-
ter using a third-party gateway for security and privacy is
described. The computer-readable storage medium, when
executed by a processor, causes the processor to: receive
network traffic at a layer four load balancer of a third-party
gateway for security and privacy, wherein the network traffic
is directed to a third-party host residing external to a virtual
private datacenter in which the third-party gateway for
security and privacy resides, and wherein the network traffic
is received from a service within the virtual private data-
center; route, by the layer four load balancer, the received
network traffic to a forward proxy server of a plurality of
forward proxy servers; and perform, by the forward proxy
server of a plurality of forward proxy servers, layer seven
network traffic processing on the received network traffic in
accordance with one or more processing parameters
included in a configuration implementation.

Any of the one or more above aspects in combination with
any other of the one or more aspects. Any of the one or more
aspects as described herein.

This Summary is provided to introduce a selection of
concepts in a simplified form, which is further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter. Additional aspects,
features, and/or advantages of examples will be set forth in
part in the following description and, in part, will be
apparent from the description, or may be learned by practice
of the disclosure.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

To easily identify the discussion of any particular element
or act, the most significant digit or digits in a reference
number refer to the figure number in which that element is
first introduced.

FIG. 1 depicts an example solution and framework that
provides enhanced service quality in accordance with
examples of the present disclosure.

FIG. 2 depicts an example of a generalized solution and
framework that provides third-party gateway for servicing
requests origination from a microservice and destined for a
third-party host in accordance with examples of the present
disclosure.

FIG. 3 depicts additional details of the third-party gate-
way in accordance with examples of the present disclosure.

FIG. 4 depicts additional details of a web application
firewall (WAF) in accordance with examples of the present
disclosure.

FIG. 5 depicts a simplified method for routing traffic at a
load balancer is described in accordance with examples of
the present disclosure.

FIG. 6 depicts a simplified method for scaling a network
processing ability of a third-party gateway for security and
privacy in accordance with examples of the present disclo-
sure.

FIG. 7 depicts a block diagram illustrating physical com-
ponents (e.g., hardware) of a computing device with which
aspects of the disclosure may be practiced.

DETAILED DESCRIPTION

In the following detailed description, references are made
to the accompanying drawings that form a part hereof, and
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4

in which are shown by way of illustrations specific aspects
or examples. These aspects may be combined, other aspects
may be utilized, and structural changes may be made with-
out departing from the present disclosure. Aspects may be
practiced as methods, systems or devices. Accordingly,
aspects may take the form of a hardware implementation, an
entirely software implementation, or an implementation
combining software and hardware aspects. The following
detailed description is therefore not to be taken in a limiting
sense, and the scope of the present disclosure is defined by
the appended claims and their equivalents.

In accordance with examples of the present disclosure, a
virtual private datacenter may include a third-party gateway
for security and privacy to filter, screen, and/or modify one
or more requests originating from within a virtual private
datacenter as well as the associated response that is attempt-
ing to enter into the virtual private datacenter. Security and
compliance features provided by the third-party gateway for
security and privacy make allow an administrator, user,
and/or auditor to more efficiently determine and manage the
traffic leaving the virtual private datacenter in a detailed and
specific manner. The third-party gateway for security and
privacy therefore, provides the users confidence that the
configurations work well and is auditable, such that egress
traffic information, in addition to other information, can be
provided to and relied upon by auditors to verify that
unknown sensitive information is not leaving the virtual
private datacenter or that the virtual private datacenter is not
doing anything malicious or otherwise servicing malicious
requests.

In examples, the third-party gateway for security and
privacy allows an administrator to operate a cluster of
forward proxies by interacting with a third-party gateway for
security and privacy rule manager. The third-party gateway
for security and privacy rule manager generally includes a
frontend component and a backend management compo-
nent. Thus, auditors may obtain information for the third-
party gateway for security and privacy by calling or other-
wise accessing a management API or using the third-party
gateway for security and privacy rule manager to determine
and/or identify the kinds of egress traffic that is allowed as
well as the identification of what internal service is sending
such information and to what external host. While serving
traffic, the third-party gateway for security and privacy
generally interacts with the trusted virtual private datacenter
and may stream logging/auditing information to one or more
auditors and/or a storage location accessible by one or more
auditors.

In examples, the third-party gateway for security and
privacy comprises a plurality of components that include,
but are not limited to, a third-party gateway for security and
privacy rule manager, a forward proxy, a web application
firewall (WAF), one or more layer four load balancer(s), and
one or more layer four load balancer controller. In the OSI
Model, communications between computing systems are
split into seven different abstraction layers: Physical (layer
1), Data Link (layer 2), Network (layer 3), Transport (layer
4), Session (layer 5), Presentation (layer 6), and Application
(layer 7). The third-party gateway for security and privacy
rule manager controls what rule is set or otherwise config-
ured on the third-party gateway for security and privacy and
provides an interface to allow administrators to read,
modify, delete, and/or update one or more rules. Once there
are changes on the rules, a configuration change may be
triggered to update a configuration on the forward proxies
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and the WAF so that the newly configured rules will be
applied automatically to traffic in a production environment
setting.

In accordance with examples of the present disclosure,
when the egress traffic reaches the third-party gateway for
security and privacy, the one or more forward proxies obtain
the service identified by the source IP address as well as the
port. Once, the service is obtained, the third-party gateway
for security and privacy identifies the rule and the configu-
ration information of the rule which may be written by the
third-party gateway for security and privacy rule manager to
determine if the service is allowed to access the destination
hosts. If the destination host is allowed for the service, the
forward proxy will continue to send the traffic to the host via
the internet. In some examples, where the destination host is
not allowed for the service, the traffic will be blocked.

In accordance with examples of the present disclosure, the
third-party gateway for security and privacy has visibility of
outgoing requests and corresponding responses for audit
logging purposes. That is, all outbound internet third-party
requests may go through the third-party gateway for security
and privacy. Thus, all requests that go through the third-
party gateway for security and privacy can be logged for a
given retention period. Additionally, a whitelist of internal
microservices specifying which microservices may commu-
nicate with which domains, on which ports, and using which
protocols may be established to ensure a chain of custody for
outgoing third-party requests.

In accordance with examples of the present disclosure,
and as an example scenario, whitelisted microservices in
production may send wrapped HTTP requests to the third-
party gateway for security and privacy using an API (client-
side library to facilitate sending such wrapped request). For
example: an HTTP request may appear as:

JSON
method: "POST",
url: "https://<domain name>/oauth2/v4/token",
headers: [...],
body: "..."
¥

In examples, the HTTP request sent to the third-party may
be associated with, but not limited to, a third-party authen-
tication service (e.g., using a third-party to authenticate a
user), a request for content (e.g., a request for advertise-
ments), and/or payment services.

Upon receiving the wrapped request, the third-party gate-
way for security and privacy may initiate an HTTP/TLS
connection to an external API endpoint (e.g. https://<domain
name>/oauth2/v4/token), and send the actual request to the
third-party.

Upon receiving the response, the third-party gateway for
security and privacy sends the response to the originating
microservices, for example:

JSON

code: 200,
headers: [...],
body: “...”,

FIG. 1 depicts an example solution and framework that
provides enhanced service quality in accordance with
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examples of the present disclosure. The framework depicted
in FIG. 1 utilizes a datacenter, such as the virtual private
datacenter B 102 to perform an initial processing of requests
received from a user, such as user 104. For example, a user
104 may initiate a request for one or more application
services 106 residing at a virtual private datacenter A 108.
Such request may be sent from the user 104, via the Internet
110, and received at the virtual private datacenter B 102. The
virtual private datacenter B 102 may utilize an application
gateway for security and privacy 112 to restrict, screen,
and/or limit information flowing into and out of the virtual
private datacenter A 108. In examples, the virtual datacenter
A 108 may be a trusted technology provider and may be
approved by one or more organizations, government entities,
or the like. Alternatively, or in addition, the virtual private
datacenter A 108 may be designated as complying with one
or more data privacy and/or user privacy regulations or
security levels as evidenced by a certification of such
compliance. For example, the virtual private datacenter A
108 may be audited on a regular or otherwise periodic basis
to achieve and/or maintain such designation. In examples,
the virtual private datacenter A 108 may provide one or more
application services 106 which may include, but is not
limited to, compute and/or storage services. As further
depicted in FIG. 1, a request initiated from the virtual private
datacenter A 108 may be sent through the third-party gate-
way for security and privacy 114, where the third-party
gateway for security and privacy 114 may restrict, screen,
and/or limit information flowing out of and into the virtual
private datacenter A 108. In examples, the virtual private
datacenter A 108 may be owned and/or operated by an entity
or organization that is different from the virtual private
datacenter B 102.

FIG. 2 depicts additional details of an example solution
and framework that provides enhanced service quality in
accordance with examples of the present disclosure. Similar
to FIG. 1, the framework depicted in FIG. 2 monitors,
screens, or filters a request directed to a third-party that is
received from an application service 206 residing at the
platform virtual private datacenter 208. For example, a
microservice associated with an application service 206 may
initiate a request that is directed to a third-party host, such
as the third-party host 204, via the internet 210. Initially, the
request may be received at the third-party gateway for
security and privacy 212 of the production virtual private
datacenter 202. The production virtual private datacenter
202 may utilize the third-party gateway for security and
privacy 212 to restrict, screen, and/or limit information
flowing out of and the corresponding responses to (e.g., into)
the platform virtual private datacenter 208. In examples, the
platform virtual private datacenter 208 may be a technology
provider and may be approved by one or more organizations,
government entities, or the like. Alternatively, or in addition,
the platform virtual private datacenter 208 may be desig-
nated as complying with one or more data privacy and/or
user privacy regulations or security levels as evidenced by a
certification of such compliance. For example, the platform
virtual private datacenter 208 may be audited on a regular or
otherwise periodic basis to achieve and/or maintain such
designation. If the host 204 responds to the request origi-
nating from the microservice of the application service 206
and then the third-party gateway for security and privacy
212, the response form the host 204 may be routed back to
the platform virtual private datacenter 208 via the produc-
tion virtual private datacenter 202 and then to the micros-
ervice operating at the platform virtual private datacenter
208.
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The third-party gateway for security and privacy 212 may
include a forward proxy server 218 and a management
application programing interface (API) 216. The forward
proxy server 218 may be comprised of a scalable plurality of
forward proxy servers configured to filter, or screen, infor-
mation flowing from the request provided by the microser-
vice and directed to the host, such as host 204. For example,
a forward proxy server 218 may scale up or scale down
depending on an amount of traffic originating from the
platform virtual private datacenter 208, the application ser-
vice 206, and/or a microservice. Moreover, one or more
administrators 222 may initiate a configuration change by
interfacing with the third-party gateway for security and
privacy rule manager 220, where the third-party gateway for
security and privacy rule manager 220 may cause a new
configuration, rule, or policy to be utilized by the manage-
ment API 216 and one or more of the forward proxy servers
comprising the forward proxy server 218.

As further depicted in FIG. 2, an auditor 224 may have
access to logs, configuration files, and/or policy related
information concerning the implementation of the third-
party gateway for security and privacy 212. For example, the
auditor 224 may view logged traffic information, previously
logged and/or in real-time) provided by each of the forward
proxy servers comprising the forward proxy server 218. As
another example, the auditor 224 may have access to view
logs related to change requests performed at the third-party
gateway for security and privacy rule manager 220 as well
as other information that may be available via logging
and/or anomaly detection processing occurring at or other-
wise stored at a virtual private datacenter 226. In examples,
the forward proxy server 218 may perform aspects of
anomaly detection and store such results at the virtual
private datacenter 226.

FIG. 3 depicts additional details of the forward proxy
server 218 of FIG. 2 together with a change management/
scaling example in accordance with examples of the present
disclosure. More specifically, the production virtual private
datacenter 302, which may be the same as or similar to the
production virtual private datacenter 202 of FIG. 2, may
receive an internal request directed to a specific third-party
host. The internal request may be directed to a specific
third-party host and may be routed to a layer four load
balancer 304. Thus, the third-party gateway for security and
privacy may include a layer four load balancer as previously
described. The layer four load balancer may include one or
more components to perform layer seven load balancing.
For example, traffic received at the layer four load balancer
304 may be directed to one or more forward proxy servers
306A-3067. In examples, the forward proxy servers 306A-n
may be implemented in hardware and/or software and an
amount, or number of forward proxy servers 306 A-n may be
increased or decreased with little to no notice. Each forward
proxy server 306A-n performs traffic processing at the
application (e.g., layer seven) level. Although each forward
proxy server 306A-n includes the same reference character
(e.g., 306), each forward proxy server 306A-n may be
configured to perform processing specific to one or more
requirements of the forward proxy server 306A-n. The
number of forward proxy servers 306A-n may be controlled
by the third-party gateway for security and privacy rule
manager configurator 308.

In examples, an administrator 322 may interact with a
frontend 318 of the third-party gateway for security and
privacy rule manager 320 to provide one or more commands
to a backed manager 316, where the third-party gateway for
security and privacy rule manager 320 may be located in a
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platform virtual private datacenter 314, where the platform
virtual private datacenter 314 may be the same as or similar
to the platform virtual private datacenter 208 (FIG. 2) as
previously described. Based on one or more parameters,
such as but not limited to an amount of traffic received from
one or more microservices associated with an application
service 206 (FIG. 2), a request to initiate the creation of one
or more forward proxy servers 306A-n may be received at
the third-party gateway for security and privacy rule man-
ager configurator 308. In examples, a new forward proxy
server may be installed; in other examples, a new forward
proxy server may be spun-up or otherwise initiated for
receiving internal requests as routed by the layer four load
balancer 304. Once the new (e.g., created, initiated, spun-up,
etc.) forward proxy server is added or created, the new
forward proxy server may pull a forwarding configuration
file 324A from the backend manager 316. The forwarding
configuration file 324A may include information indicating
a microservice, port, URL, and source and/or destination IP
addresses, and whether such microservice, source, destina-
tion, and/or URL is whitelisted or otherwise approved for
communication. One or more forwarding configuration files
324A-n may be specific to a forward proxy server (e.g.,
306A); alternatively, one or more forward proxy servers
(e.g., 306A and 306B) may be configured with the same
forwarding configuration files (e.g., 324A and 324B) or
different forwarding configuration files (e.g., 324A, 324B
and 324A, 324C, and/or 324D, 324E).

Once created, the layer four load balancer controller 312
may register the newly created forward proxy server with
the layer four load balancer 304 such that the layer four load
balancer 304 may include the new forward proxy server as
a resource to route traffic to. For example, the layer four load
balancer controller 312 may provide information about the
traffic that the newly created forward proxy server may
handle, process, or otherwise forward to the layer four load
balancer 304. Such information (e.g., parameters) may
include, but is not limited to, protocol, domain, origin,
destination, microservice, and/or whether such parameter is
whitelisted). Accordingly, the layer four load balancer 304
may receive traffic associated with an internal service, and
determine or otherwise identify a forward proxy server to
route such traffic to based on the registration information.
Alternatively, or in addition, the layer four load balancer 304
may receive traffic associated with an internal service, and
determine or otherwise identify a forward proxy server to
route such traffic to randomly or based on a current pro-
cessing load of a forward proxy server. In examples where
the selected forward proxy server does not handle, process,
or otherwise forward such traffic, the selected proxy server
may identify another proxy server and send such traffic to
the subsequently identified proxy server. In some examples,
each forward proxy server may be configured to poll or pull
the backend manager 316 on a periodic basis to determine if
a new configuration file is available from a configuration file
repository. When a new configuration file is available, each
of'the forward proxy servers 306A-n may perform an update
at a time that is different from at least one of the other
forward proxy servers 306 A-n, thereby ensuring a certain
processing throughput is available during a time when one
or more forward proxy servers 306A-n are updated. In
addition, when traffic decreases to the point where not as
many forward proxy servers are needed at one time, one or
more forward proxy servers maybe suspended or otherwise
discarded.

FIG. 4 depicts additional details of a forward proxy server
408 in accordance with examples of the present disclosure.
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Each forward proxy server 408 may be the same as or
similar to the forward proxy server 306 as previously
described. Each forward proxy server 408 may include a
web application firewall 412 configured to filter incoming
requests (e.g., originating from a microservice) for outgoing
data (e.g., data sent to a third-party host). For example, the
web application firewall 412 may include policy/configura-
tion information indicating a protocol to process, a domain
to process, an origin to process, a destination to process, a
microservice to process, and/or whether any of the infor-
mation is whitelisted. In examples, if an incoming request
does not match the protocol, domain, origin, destination, a
microservice to process, and/or whether any of the infor-
mation is whitelisted, the WAF 412 may cause the request to
be logged and then dropped. Alternatively, or in addition, if
an incoming request does not match the protocol, domain,
origin, destination, a microservice, and/or whether such
parameters are whitelisted, the WAF 412 may cause the
request to be routed to another forward proxy server 408
based on one or more of the protocol, domain, origin,
destination, microservice, and/or whitelisted information.
That is, one or more forward proxy servers 408 may handle
traffic specific to a protocol, domain, origin, destination, a
microservice, and/or whether such parameters are
whitelisted, and combinations thereof.

Referring now to FIG. 5, a simplified method for routing
traffic at a load balancer is described in accordance with
examples of the present disclosure. A general order for the
steps of a method 500 is shown in FIG. 5. Generally, the
method 500 starts at 502 and ends at 510. The method 500
may include more or fewer steps or may arrange the order
of the steps differently than those shown in FIG. 5. The
method 500 can be executed as a set of computer-executable
instructions executed by a computer system and encoded or
stored on a computer readable medium. In an illustrative
aspect, the method 500 is executed by a computing device
associated with a third-party gateway for security and pri-
vacy (e.g., 212). However, it should be appreciated that
aspects of the method 500 may be performed by one or more
processing devices, such as a computer, server, or other
hardware element. Further, the method 500 can be per-
formed by gates or circuits associated with a processor,
Application Specific Integrated Circuit (ASIC), a field pro-
grammable gate array (FPGA), a system on chip (SOC), a
neural processing unit, or other hardware device. Hereinaf-
ter, the method 500 shall be explained with reference to the
systems, components, modules, software, data structures,
user interfaces, etc. described in conjunction with FIGS. 1-4.

The method 500 starts at 502, where flow may proceed to
504. At 504, an application service and/or a microservice
associated with an application service (e.g., 206) may ini-
tiate a request that is directed to a third-party host (e.g., 204)
via the internet (e.g., 210). Initially, the request may be
received at the third-party gateway for security and privacy
(e.g., 212) of a production virtual private datacenter (e.g.,
202). The production virtual private datacenter may utilize
the third-party gateway for security and privacy to restrict,
screen, and/or limit information flowing out of and the
corresponding responses to (e.g., into) a platform virtual
private datacenter (e.g., 208). In examples, the platform
virtual datacenter may be a technology provider and may be
approved by one or more organizations, government entities,
or the like. Alternatively, or in addition, the platform virtual
private datacenter may be designated as complying with one
or more data privacy and/or user privacy regulations or
security levels as evidenced by a certification of such
compliance. For example, the platform virtual private data-
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center may be audited on a regular or otherwise periodic
basis to achieve and/or maintain such designation.

The third-party gateway for security and privacy may
include a forward proxy (e.g., 218). The forward proxy may
be comprised of a scalable plurality of forward proxy servers
configured to filter, or screen, information flowing from the
request provided by the microservice and directed to the
host. More specifically, the production virtual private data-
center may receive an internal request directed to a specific
third-party host. The internal request may be directed to a
specific third-party host and may be routed to a layer four
load balancer (e.g., 304). Thus, the third-party gateway for
security and privacy may include a layer four load balancer
as previously described. The layer four load balancer may
include one or more components to perform traffic process-
ing at the application (e.g., layer seven) level.

At 506, traffic received at the layer four load balancer may
be directed to one or more forward proxy servers (e.g.,
306A-3067). In examples, the forward proxy servers may be
implemented in hardware and/or software and an amount, or
number of forward proxy servers may be increased or
decreased with little to no notice. Thus, at 508, each forward
proxy server performs traffic processing at the application
(e.g., layer seven) level. Each forward proxy server may be
configured to perform processing specific to one or more
requirements of the forward proxy server. In examples, the
method 500 may end at 510.

Referring now to FIG. 6, a simplified method for scaling
a network processing ability of the third-party gateway for
security and privacy is described in accordance with
examples of the present disclosure. A general order for the
steps of a method 600 is shown in FIG. 6. Generally, the
method 600 starts at 602 and ends at 610. The method 600
may include more or fewer steps or may arrange the order
of the steps differently than those shown in FIG. 6. The
method 600 can be executed as a set of computer-executable
instructions executed by a computer system and encoded or
stored on a computer readable medium. In an illustrative
aspect, the method 600 is executed by a computing device
associated with a third-party gateway for security and pri-
vacy (e.g., 212). However, it should be appreciated that
aspects of the method 600 may be performed by one or more
processing devices, such as a computer, server, or other
hardware element. Further, the method 600 can be per-
formed by gates or circuits associated with a processor,
Application Specific Integrated Circuit (ASIC), a field pro-
grammable gate array (FPGA), a system on chip (SOC), a
neural processing unit, or other hardware device. Hereinaf-
ter, the method 600 shall be explained with reference to the
systems, components, modules, software, data structures,
user interfaces, etc. described in conjunction with FIGS. 1-5.

The method 600 starts at 602, where flow may proceed to
604. At 604, one or more parameters, such as but not limited
to an amount of traffic received from one or more micros-
ervices associated with an application service 206 (FIG. 2),
may be received. At 606, based on the one or more param-
eters, such as but not limited to an amount of traffic received
from one or more microservices associated with an appli-
cation service 206 (FIG. 2), a determination to initiate the
creation of one or more forward proxy servers 306 A-n may
be made, for example, at the third-party gateway for security
and privacy rule manager configurator (e.g., 308).

At 608, based on the determination, a new forward proxy
server may be initiated (e.g., installed, spun-up, or otherwise
created for receiving internal requests as routed by the layer
four load balancer. At 610, once the new (e.g., created,
initiated, spun-up, etc.) forward proxy server is added or
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created, the new forward proxy server may pull a forwarding
configuration file (e.g., 324A) from the backend manager
(e.g., 316). The forwarding configuration file may include
information indicating a microservice, port, URL, and
source and/or destination IP addresses, and whether such
microservice, source, destination, and/or URL is whitelisted
or otherwise approved for communication. One or more
forwarding configuration files may be specific to a forward
proxy server, where one or more forward proxy servers may
be configured with the same forwarding configuration files
or different forwarding configuration files.

Once created, a layer four load balancer controller (e.g.,
312) may register the newly created forward proxy server
with the layer four load balancer such that the layer four load
balancer may include the new forward proxy server as a
resource to route traffic to. For example, the layer four load
balancer controller may provide information about the traffic
that the newly created forward proxy server may handle,
process, or otherwise forward to the layer four load balancer.
Such information (e.g., parameters) may include, but is not
limited to, protocol, domain, origin, destination, microser-
vice, and/or whether such parameter is whitelisted). Accord-
ingly, the layer four load balancer may receive traffic asso-
ciated with an internal service, and determine or otherwise
identify a forward proxy server to route such traffic to based
on the registration information. Alternatively, or in addition,
the layer four load balancer may receive traffic associated
with an internal service, and determine or otherwise identify
a forward proxy server to route such traffic to randomly or
based on a current processing load of a forward proxy server.
In examples where the selected forward proxy server does
not handle, process, or otherwise forward such traffic, the
selected proxy server may identify another proxy server and
send such traffic to the subsequently identified proxy server.
Method 600 may end at 612.

In some examples, each forward proxy server may be
configured to poll or pull the backend manager on a periodic
basis to determine if a new configuration file is available
from a configuration file repository. When a new configu-
ration file is available, each of the forward proxy servers
may perform an update at a time that is different from at least
one of the other forward proxy servers, thereby ensuring a
certain processing throughput is available during a time
when one or more forward proxy servers are updated. In
addition, when traffic decreases to the point where not as
many forward proxy servers are needed at one time, one or
more forward proxy servers maybe suspended or otherwise
discarded.

FIG. 7 is a block diagram illustrating physical compo-
nents (e.g., hardware) of a processing device 700 with which
aspects of the disclosure may be practiced. For example, the
processing device 700 may represent one or more compo-
nents as depicted in FIGS. 1-4. In a basic configuration, the
processing device 700 may include at least one processing
unit 702 and a system memory 704. Depending on the
configuration and type of computing device, the system
memory 704 may comprise, but is not limited to, volatile
storage (e.g., random access memory), non-volatile storage
(e.g., read-only memory), flash memory, or any combination
of such memories.

The system memory 704 may include an operating system
705 and one or more program modules 706 suitable for
performing the various aspects disclosed herein such. The
operating system 705, for example, may be suitable for
controlling the operation of the processing device 700.
Furthermore, aspects of the disclosure may be practiced in
conjunction with other operating systems, or any other
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application program and is not limited to any particular
application or system. This basic configuration is illustrated
in FIG. 7 by those components within a dashed line 708. The
processing device 700 may have additional features or
functionality. For example, the processing device 700 may
also include additional data storage devices (removable
and/or non-removable) such as, for example, magnetic
disks, optical disks, or tape. Such additional storage is
illustrated in FIG. 7 by a removable storage device 709 and
a non-removable storage device 710.

As stated above, several program modules and data files
may be stored in the system memory 704. While executing
on the at least one processing unit 702, the application 707
or the program modules 706 may perform processes includ-
ing, but not limited to, one or more aspects, as described
herein. The application 720 includes a layer 4 load balancer
728, a forward proxy server 729, a layer four load balancer
controller 727, a third-party gateway for security and pri-
vacy rule manager 725, and a third-party gateway for
security and privacy 723, as described in more detail with
regard to FIGS. 1-6. Other program modules that may be
used in accordance with aspects of the present disclosure
may include electronic mail and contacts applications, word
processing applications, spreadsheet applications, database
applications, slide presentation applications, drawing or
computer-aided application programs, etc., and/or one or
more components supported by the systems described
herein.

Furthermore, aspects of the disclosure may be practiced in
an electrical circuit comprising discrete electronic elements,
packaged or integrated electronic chips containing logic
gates, a circuit utilizing a microprocessor, or on a single chip
containing electronic elements or microprocessors. For
example, aspects of the disclosure may be practiced via a
system-on-a-chip (SOC) where each or many of the com-
ponents illustrated in FIG. 7 may be integrated onto a single
integrated circuit. Such an SOC device may include one or
more processing units, graphics units, communications
units, system virtualization units and various application
functionality all of which are integrated (or “burned”) onto
the chip substrate as a single integrated circuit. When
operating via an SOC, the functionality, described herein,
with respect to the capability of client to switch protocols
may be operated via application-specific logic integrated
with other components of the processing device 700 on the
single integrated circuit (chip). Aspects of the disclosure
may also be practiced using other technologies capable of
performing logical operations such as, for example, AND,
OR, and NOT, including but not limited to mechanical,
optical, fluidic, and quantum technologies. In addition,
aspects of the disclosure may be practiced within a general-
purpose computer or in any other circuits or systems.

The processing device 700 may also have one or more
input device(s) 712 such as a keyboard, a mouse, a pen, a
sound or voice input device, a touch or swipe input device,
etc. The output device(s) 714A such as a display, speakers,
a printer, etc. may also be included. An output 714B,
corresponding to a virtual display may also be included. The
aforementioned devices are examples and others may be
used. The processing device 700 may include one or more
communication connections 716 allowing communications
with other computing or processing devices 750. Examples
of suitable communication connections 716 include, but are
not limited to, radio frequency (RF) transmitter, receiver,
and/or transceiver circuitry; universal serial bus (USB),
parallel, and/or serial ports.
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The term computer readable media as used herein may
include computer storage media. Computer storage media
may include volatile and nonvolatile, removable and non-
removable media implemented in any method or technology
for storage of information, such as computer readable
instructions, data structures, or program modules. The sys-
tem memory 704, the removable storage device 709, and the
non-removable storage device 710 are all computer storage
media examples (e.g., memory storage). Computer storage
media may include RAM, ROM, electrically erasable read-
only memory (EEPROM), flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other
optical storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other
article of manufacture which can be used to store informa-
tion and which can be accessed by the processing device
700. Any such computer storage media may be part of the
processing device 700. Computer storage media does not
include a carrier wave or other propagated or modulated data
signal.

Communication media may be embodied by computer
readable instructions, data structures, program modules, or
other data in a modulated data signal, such as a carrier wave
or other transport mechanism, and includes any information
delivery media. The term “modulated data signal” may
describe a signal that has one or more characteristics set or
changed in such a manner as to encode information in the
signal. By way of example, and not limitation, communi-
cation media may include wired media such as a wired
network or direct-wired connection, and wireless media
such as acoustic, radio frequency (RF), infrared, and other
wireless media.

In addition, the aspects and functionalities described
herein may operate over distributed systems (e.g., cloud-
based computing systems), where application functionality,
memory, data storage and retrieval and various processing
functions may be operated remotely from each other over a
distributed computing network, such as the Internet or an
intranet. User interfaces and information of various types
may be displayed via on-board computing device displays or
via remote display units associated with one or more com-
puting devices. For example, user interfaces and information
of various types may be displayed and interacted with.
Interaction with the multitude of computing systems with
which embodiments of the invention may be practiced
include, keystroke entry, touch screen entry, voice or other
audio entry, gesture entry where an associated computing
device is equipped with detection (e.g., camera) functional-
ity for capturing and interpreting user gestures for control-
ling the functionality of the computing device, and the like.

The phrases “at least one,” “one or more,” “or,” and
“and/or” are open-ended expressions that are both conjunc-
tive and disjunctive in operation. For example, each of the
expressions “at least one of A, B and C,” “at least one of A,
B, or C,” “one or more of A, B, and C,” “one or more of A,
B, or C,” “A, B, and/or C,” and “A, B, or C” means A alone,
B alone, C alone, A and B together, A and C together, B and
C together, or A, B and C together.

The term “a” or “an” entity refers to one or more of that
entity. As such, the terms “a” (or “an”), “one or more,” and
“at least one” can be used interchangeably herein. It is also
to be noted that the terms “comprising,” “including,” and
“having” can be used interchangeably.

The term “automatic” and variations thereof, as used
herein, refers to any process or operation, which is typically
continuous or semi-continuous, done without material
human input when the process or operation is performed.
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However, a process or operation can be automatic, even
though performance of the process or operation uses mate-
rial or immaterial human input, if the input is received
before performance of the process or operation. Human
input is deemed to be material if such input influences how
the process or operation will be performed. Human input
that consents to the performance of the process or operation
is not deemed to be “material.”

Any of the steps, functions, and operations discussed
herein can be performed continuously and automatically.

The exemplary systems and methods of this disclosure
have been described in relation to computing devices. How-
ever, to avoid unnecessarily obscuring the present disclo-
sure, the preceding description omits several known struc-
tures and devices. This omission is not to be construed as a
limitation. Specific details are set forth to provide an under-
standing of the present disclosure. It should, however, be
appreciated that the present disclosure may be practiced in
a variety of ways beyond the specific detail set forth herein.

Furthermore, while the exemplary aspects illustrated
herein show the various components of the system collo-
cated, certain components of the system can be located
remotely, at distant portions of a distributed network, such as
a LAN and/or the Internet, or within a dedicated system.
Thus, it should be appreciated, that the components of the
system can be combined into one or more devices, such as
a server, communication device, or collocated on a particular
node of a distributed network, such as an analog and/or
digital telecommunications network, a packet-switched net-
work, or a circuit-switched network. It will be appreciated
from the preceding description, and for reasons of compu-
tational efficiency, that the components of the system can be
arranged at any location within a distributed network of
components without affecting the operation of the system.

Furthermore, it should be appreciated that the various
links connecting the elements can be wired or wireless links,
or any combination thereof, or any other known or later
developed element(s) that is capable of supplying and/or
communicating data to and from the connected elements.
These wired or wireless links can also be secure links and
may be capable of communicating encrypted information.
Transmission media used as links, for example, can be any
suitable carrier for electrical signals, including coaxial
cables, copper wire, and fiber optics, and may take the form
of acoustic or light waves, such as those generated during
radio-wave and infra-red data communications.

While the flowcharts have been discussed and illustrated
in relation to a particular sequence of events, it should be
appreciated that changes, additions, and omissions to this
sequence can occur without materially affecting the opera-
tion of the disclosed configurations and aspects.

Several variations and modifications of the disclosure can
be used. It would be possible to provide for some features of
the disclosure without providing others.

In yet another configurations, the systems and methods of
this disclosure can be implemented in conjunction with a
special purpose computer, a programmed microprocessor or
microcontroller and peripheral integrated circuit element(s),
an ASIC or other integrated circuit, a digital signal proces-
sor, a hard-wired electronic or logic circuit such as discrete
element circuit, a programmable logic device or gate array
such as PLD, PLA, FPGA, PAL, special purpose computer,
any comparable means, or the like. In general, any device(s)
or means capable of implementing the methodology illus-
trated herein can be used to implement the various aspects
of this disclosure. Exemplary hardware that can be used for
the present disclosure includes computers, handheld
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devices, telephones (e.g., cellular, Internet enabled, digital,
analog, hybrids, and others), and other hardware known in
the art. Some of these devices include processors (e.g., a
single or multiple microprocessors), memory, nonvolatile
storage, input devices, and output devices. Furthermore,
alternative software implementations including, but not lim-
ited to, distributed processing or component/object distrib-
uted processing, parallel processing, or virtual machine
processing can also be constructed to implement the meth-
ods described herein.

In yet another configuration, the disclosed methods may
be readily implemented in conjunction with software using
object or object-oriented software development environ-
ments that provide portable source code that can be used on
a variety of computer or workstation platforms. Alterna-
tively, the disclosed system may be implemented partially or
fully in hardware using standard logic circuits or VLSI
design. Whether software or hardware is used to implement
the systems in accordance with this disclosure is dependent
on the speed and/or efficiency requirements of the system,
the particular function, and the particular software or hard-
ware systems or microprocessor or microcomputer systems
being utilized.

In yet another configuration, the disclosed methods may
be partially implemented in software that can be stored on a
storage medium, executed on programmed general-purpose
computer with the cooperation of a controller and memory,
a special purpose computer, a microprocessor, or the like. In
these instances, the systems and methods of this disclosure
can be implemented as a program embedded on a personal
computer such as an applet, JAVA® or CGI script, as a
resource residing on a server or computer workstation, as a
routine embedded in a dedicated measurement system, sys-
tem component, or the like. The system can also be imple-
mented by physically incorporating the system and/or
method into a software and/or hardware system.

The disclosure is not limited to standards and protocols if
described. Other similar standards and protocols not men-
tioned herein are in existence and are included in the present
disclosure. Moreover, the standards and protocols men-
tioned herein, and other similar standards and protocols not
mentioned herein are periodically superseded by faster or
more effective equivalents having essentially the same func-
tions. Such replacement standards and protocols having the
same functions are considered equivalents included in the
present disclosure.

The present disclosure, in various configurations and
aspects, includes components, methods, processes, systems
and/or apparatus substantially as depicted and described
herein, including various combinations, subcombinations,
and subsets thereof. Those of skill in the art will understand
how to make and use the systems and methods disclosed
herein after understanding the present disclosure. The pres-
ent disclosure, in various configurations and aspects,
includes providing devices and processes in the absence of
items not depicted and/or described herein or in various
configurations or aspects hereof, including in the absence of
such items as may have been used in previous devices or
processes, e.g., for improving performance, achieving ease,
and/or reducing cost of implementation.

The present disclosure relates to a third-party gateway for
security and privacy according to at least the examples
provided in the sections below:

(A1) In one aspect, some examples include a third-party
gateway for security and privacy. The third-party gateway
for security and privacy may include: a layer four load
balancer; a plurality of forward proxy servers; and a man-
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agement backend configured to provide a configuration
implementation to the plurality of forward proxy servers, the
configuration implementation specifying one or more pro-
cessing parameters for each of the forward proxy servers,
wherein each forward proxy server of the plurality of
forward proxy servers is configured to perform layer seven
network traffic processing on network traffic received from
the layer four load balancer in accordance with the one or
more processing parameters, the network traffic being
directed to a third-party host residing external to a virtual
private datacenter in which the third-party gateway for
security and privacy resides.

(A2) In some examples of A1, the layer four load balancer
is configured to receive network traffic from a service within
the virtual private datacenter, determine at least one forward
proxy server to send a portion of the received network traffic
for further processing, and route the portion of the received
network traffic to the determined at least one forward proxy
server.

(A3) In some examples of A1-A2, the determined at least
one forward proxy server routes the portion of the received
network traffic to another different forward proxy server
when the portion of the received network traffic does not
match at least one of a protocol, domain, origin, destination,
or microservice that is specific to the determined at least one
forward proxy server.

(A4) In some examples of A1-A3, the plurality of forward
proxy servers are configured to interrogate a configuration
rules repository and determine if a new configuration imple-
mentation is available, wherein when a new configuration
implementation is available, each of the forward proxy
servers of the plurality of forward proxy servers is config-
ured to perform an update to the new configuration imple-
mentation at a time that is different from at least one other
forward proxy server of the plurality of forward proxy
servers.

(AS) In some examples of Al-A4, the forward proxy
server of the plurality of forward proxy servers logs the
request and prohibits the request from leaving the virtual
private datacenter when a host or service associated with a
request that is received from within the virtual private
datacenter does not match a corresponding host or service
processing parameter in the configuration implementation of
a forward proxy server of the plurality of forward proxy
servers.

(A6) In some examples of A1-AS5, the third-party gateway
for security and privacy is configured to create a new
forward proxy server in response to a received request;
provide a configuration implementation to the newly created
forward proxy server; register the newly created forward
proxy server with the layer four load balancer; and provide
network traffic to the newly created forward proxy server.

(A7) In some examples of A1-A6, the third-party gateway
for security and privacy is configured to receive an egress
rule update at a traffic egress rule monitor, wherein the
egress rule update is associated with a service that is within
the virtual private datacenter cause at least one forward
proxy server of the plurality of proxy servers to receive a
new configuration implementation; and process network
traffic received from the service in accordance with the new
configuration implementation.

(A8) In some examples of A1-A7, the third-party gateway
for security and privacy is included in a system for providing
enhanced security at a virtual private datacenter. The system
may include the virtual private datacenter including the
third-party gateway for security and privacy; and a technol-
ogy partner datacenter including application services con-
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figured to provide a request to the third-party gateway for
security and privacy, the request being directed to the
third-party host residing external to the virtual private data-
center.

(B1) In one aspect, some examples include a method of
providing enhanced security at a virtual private datacenter
using a third-party gateway for security and privacy. The
method may include receiving network traffic at a layer four
load balancer of the third-party gateway for security and
privacy, wherein the network traffic is directed to a third-
party host residing external to the virtual private datacenter
in which the third-party gateway for security and privacy
resides, and wherein the network traffic is received from a
service within the virtual private datacenter; and routing, by
the layer four load balancer, the received network traffic to
a forward proxy server of a plurality of forward proxy
servers; and performing, by the forward proxy server of a
plurality of forward proxy servers, layer seven network
traffic processing on the received network traffic in accor-
dance with one or more processing parameters included in a
configuration implementation.

(B2) In some examples of B1, the method further includes
selecting, by the layer four load balancer, the forward proxy
server of the plurality of forward proxy servers to send the
received network traffic for further processing based on
configuration information associated with one or more pro-
cessing parameters included in the configuration implemen-
tation.

(B3) In some examples of B1-B2, the method further
includes routing, by the layer four load balancer, other
received network traffic to a second forward proxy server of
the plurality of forward proxy servers; determining, by the
second forward proxy server, that the other received network
traffic does not match at least one of a protocol, domain,
origin, destination, or microservice that is specific to the
second forward proxy server; and routing, by the second
forward proxy server, the other received network traffic to
another different forward proxy server.

(B4) In some examples of B1-B3, the method further
includes interrogating, by the plurality of forward proxy
servers, a configuration rules repository; determining if a
new configuration implementation is available; and when a
new configuration implementation is available, performing
an update, by each forward proxy server of the plurality of
forward proxy servers, to the new configuration implemen-
tation at a time that is different from at least one other
forward proxy server of the plurality of forward proxy
servers.

(B5) In some examples of B1-B4, the method further
includes creating a new forward proxy server in response to
a received request; providing a configuration implementa-
tion to the newly created forward proxy server; registering
the newly created forward proxy server with the layer four
load balancer; and providing network traffic to the newly
created forward proxy server.

(B6) In some examples of B1-B5, the method further
includes receiving an egress rule update at a traffic egress
rule monitor, wherein the egress rule update is associated
with a service that is within the virtual private datacenter;
causing at least one forward proxy server of the plurality of
proxy servers to receive a new configuration implementa-
tion; and processing network traffic received from the ser-
vice in accordance with the new configuration implementa-
tion.

(B7) In some examples of B1-B6, the method further
includes determining that a request received from within the
virtual private datacenter does not match a corresponding
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host or service processing parameter in the configuration
implementation of the forward proxy server of the plurality
of forward proxy servers; and logging the request and
prohibiting the request from leaving the virtual private
datacenter.

In yet another aspect, some examples include a non-
transitory computer-readable storage medium storing one or
more programs for execution by one or more processors of
a storage device, the one or more programs including
instructions for performing any of the methods described
herein (e.g., B1-B7 described above).

Aspects of the present disclosure, for example, are
described above with reference to block diagrams and/or
operational illustrations of methods, systems, and computer
program products according to aspects of the disclosure. The
functions/acts noted in the blocks may occur out of the order
as shown in any flowchart or process. For example, two
blocks shown in succession may in fact be executed sub-
stantially concurrently or the blocks may sometimes be
executed in the reverse order, depending upon the function-
ality/acts involved.

The description and illustration of one or more aspects
provided in this application are not intended to limit or
restrict the scope of the disclosure as claimed in any way.
The aspects, examples, and details provided in this applica-
tion are considered sufficient to convey possession and
enable others to make and use the best mode of claimed
disclosure. The claimed disclosure should not be construed
as being limited to any aspect, example, or detail provided
in this application. Regardless of whether shown and
described in combination or separately, the various features
(both structural and methodological) are intended to be
selectively included or omitted to produce an embodiment
with a particular set of features. Having been provided with
the description and illustration of the present application,
one skilled in the art may envision variations, modifications,
and alternate aspects falling within the spirit of the broader
aspects of the general inventive concept embodied in this
application that do not depart from the broader scope of the
claimed disclosure.

What is claimed is:
1. A computing system for a third-party gateway for
security and privacy comprising:

at least one processing unit; and

a memory storing instructions that are executed by the at
least one processing unit to perform the method com-
prising:

providing a layer four load balancer that performs traffic
processing at a layer seven level;

providing a plurality of forward proxy servers;

providing a management backend that provides a con-
figuration implementation to the plurality of forward
proxy servers, the configuration implementation speci-
fying one or more processing parameters for each of the
forward proxy servers, wherein each forward proxy
server of the plurality of forward proxy servers per-
forms layer seven network traffic processing on net-
work traffic received from the layer four load balancer
in accordance with the one or more processing param-
eters, the network traffic being directed to a third-party
host residing external to a virtual private datacenter in
which the computing system for the third-party gate-
way for security and privacy resides;

creating a new forward proxy server in response to an
amount of traffic received from one or more microser-
vices associated with an application service;
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providing a configuration implementation to the newly

created forward proxy server;

registering the newly created forward proxy server with

the layer four load balancer; and

suspend or discard the newly created forward proxy

server when the amount of traffic received from the one
or more microservices associated with the application
service decreases.

2. The computing system for the third-party gateway for
security and privacy of claim 1, wherein the layer four load
balancer receives network traffic from a service within the
virtual private datacenter, determines at least one forward
proxy server to send a portion of the received network traffic
for further processing, and routes the portion of the received
network traffic to the determined at least one forward proxy
server.

3. The computing system for the third-party gateway for
security and privacy of claim 2, wherein when the portion of
the received network traffic does not match at least one of a
protocol, domain, origin, destination, or microservice that is
specific to the determined at least one forward proxy server,
the determined at least one forward proxy server routes the
portion of the received network traffic to another different
forward proxy server.

4. The computing system for the third-party gateway for
security and privacy of claim 1, wherein the plurality of
forward proxy servers interrogate a configuration rules
repository and determine if a new configuration implemen-
tation is available, wherein when a new configuration imple-
mentation is available, each of the forward proxy servers of
the plurality of forward proxy servers performs an update to
the new configuration implementation at a time that is
different from at least one other forward proxy server of the
plurality of forward proxy servers.

5. The computing system for the third-party gateway for
security and privacy of claim 1, wherein when a host or
service associated with a request that is received from within
the virtual private datacenter does not match a correspond-
ing host or service processing parameter in the configuration
implementation of a forward proxy server of the plurality of
forward proxy servers, the forward proxy server of the
plurality of forward proxy servers logs the request and
prohibits the request from leaving the virtual private data-
center.

6. The computing system for the third-party gateway for
security and privacy of claim 1, wherein

the memory storing instructions that are executed by the

at least one processing unit to perform the method
further comprising:

providing network traffic to the newly created forward

Proxy server.

7. The computing system for the third-party gateway for
security and privacy of claim 1, wherein

the memory storing instructions that are executed by the

at least one processing unit to perform the method
further comprising:

receiving an egress rule update at a traffic egress rule

monitor, wherein the egress rule update is associated
with a service that is within the virtual private data-
center;

causing at least one forward proxy server of the plurality

of proxy servers to receive a new configuration imple-
mentation; and

processing network traffic received from the service in

accordance with the new configuration implementa-
tion.
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8. The computing system for the third-party gateway for
security and privacy of claim 1, the computing system
further comprising:

a technology partner datacenter including application
services server that provides a request to the computing
system for the third-party gateway for security and
privacy, the request being directed to the third-party
host residing external to the virtual private datacenter.

9. A method of providing enhanced security at a virtual
private datacenter using a third-party gateway for security
and privacy, the method comprising:

receiving network traffic at a layer four load balancer of
the third-party gateway for security and privacy, the
layer four load balancer performs traffic processing at
a layer seven level, wherein the network traffic is
directed to a third-party host residing external to the
virtual private datacenter in which the third-party gate-
way for security and privacy resides, and wherein the
network traffic is received from a service within the
virtual private datacenter;

routing, by the layer four load balancer, the received
network traffic to a forward proxy server of a plurality
of forward proxy servers;

performing, by the forward proxy server of a plurality of
forward proxy servers, layer seven network traffic
processing on the received network traffic in accor-
dance with one or more processing parameters included
in a configuration implementation;

creating a new forward proxy server in response to an
amount of traffic received from one or more microser-
vices associated with an application service;

provide a configuration implementation to the newly
created forward proxy server;

register the newly created forward proxy server with the
layer four load balancer; and

suspend or discard the newly created forward proxy
server when the amount of traffic received from the one
or more microservices associated with the application
service decreases.

10. The method of claim 9, further comprising:

selecting, by the layer four load balancer, the forward
proxy server of the plurality of forward proxy servers
to send the received network traffic for further process-
ing based on configuration information associated with
one or more processing parameters included in the
configuration implementation.

11. The method of claim 9, further comprising:

routing, by the layer four load balancer, other received
network traffic to a second forward proxy server of the
plurality of forward proxy servers;

determining, by the second forward proxy server, that the
other received network traffic does not match at least
one of a protocol, domain, origin, destination, or micro-
service that is specific to the second forward proxy
server; and

routing, by the second forward proxy server, the other
received network traffic to another different forward
Proxy server.

12. The method of claim 9, further comprising:

interrogating, by the plurality of forward proxy servers, a
configuration rules repository;

determining if a new configuration implementation is
available; and

when a new configuration implementation is available,
performing an update, by each forward proxy server of
the plurality of forward proxy servers, to the new
configuration implementation at a time that is different
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from at least one other forward proxy server of the
plurality of forward proxy servers.

13. The method of claim 9, further comprising:

providing network traffic to the newly created forward

Proxy server.

14. The method of claim 9, further comprising:

receiving an egress rule update at a traffic egress rule

monitor, wherein the egress rule update is associated
with a service that is within the virtual private data-
center;

causing at least one forward proxy server of the plurality

of proxy servers to receive a new configuration imple-
mentation; and

processing network traffic received from the service in

accordance with the new configuration implementa-
tion.

15. The method of claim 9, further comprising:

determining that a request received from within the virtual

private datacenter does not match a corresponding host
or service processing parameter in the configuration
implementation of the forward proxy server of the
plurality of forward proxy servers; and

logging the request and prohibiting the request from

leaving the virtual private datacenter.

16. A non-transitory computer-readable storage medium
including instructions, which when executed by a processor,
causes the processor to:

receive network traffic at a layer four load balancer of a

third-party gateway for security and privacy, the layer
four load balancer performs traffic processing at a layer
seven level, wherein the network traffic is directed to a
third-party host residing external to a virtual private
datacenter in which the third-party gateway for security
and privacy resides, and wherein the network traffic is
received from a service within the virtual private data-
center;

route, by the layer four load balancer, the received net-

work traffic to a forward proxy server of a plurality of
forward proxy servers;

perform, by the forward proxy server of a plurality of

forward proxy servers, layer seven network traffic
processing on the received network traffic in accor-
dance with one or more processing parameters included
in a configuration implementation;

create a new forward proxy server in response to an

amount of traffic received from one or more microser-
vices associated with an application service;

provide a configuration implementation to the newly

created forward proxy server;
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register the newly created forward proxy server with the
layer four load balancer; and

suspend or discard the newly created forward proxy
server when the amount of traffic received from the one
or more microservices associated with the application
service decreases.

17. The non-transitory computer-readable storage

medium of claim 16, wherein the instructions cause the
processor to:

interrogate, by the plurality of forward proxy servers, a
configuration rules repository;

determine if a new configuration implementation is avail-
able; and

when a new configuration implementation is available,
cause each forward proxy server of the plurality of
forward proxy servers to perform an update to the new
configuration implementation at a time that is different
from at least one other forward proxy server of the
plurality of forward proxy servers.

18. The non-transitory computer-readable storage

medium of claim 17, wherein the instructions cause the
processor to:

provide network traffic to the newly created forward
Proxy server.
19. The non-transitory computer-readable storage

medium of claim 16, wherein the instructions cause the
processor to:

receive an egress rule update at a traffic egress rule
monitor, wherein the egress rule update is associated
with a service that is within the virtual private data-
center;

cause at least one forward proxy server of the plurality of
proxy servers to receive a new configuration imple-
mentation; and

process network traffic received from the service in accor-
dance with the new configuration implementation.

20. The non-transitory computer-readable storage

medium of claim 16, wherein the instructions cause the
processor to:

determine that a request received from within the virtual
private datacenter does not match a corresponding host
or service processing parameter in the configuration
implementation of the forward proxy server of the
plurality of forward proxy servers; and

log the request and prohibit the request from leaving the
virtual private datacenter.
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