w0 2022/039725 A1 |0 0000 KO O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
24 February 2022 (24.02.2022)

(10) International Publication Number

WO 2022/039725 Al

WIPO I PCT

(51) International Patent Classification:
GO6F 11/07 (2006.01) GO6F 13/10 (2006.01)

(21) International Application Number:
PCT/US2020/046830

(22) International Filing Date:

TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:
as to the identity of the inventor (Rule 4.17(i))
as to applicant's entitlement to apply for and be granted a

18 August 2020 (18.08.2020) patent (Rule 4.17(ii))
(25) Filing Language: English  Published:
(26) Publication Language: English —  with international search report (Art. 21(3))

(71) Applicant: HEWLETT-PACKARD DEVELOPMENT
COMPANY, L.P. [US/US]; 10300 Energy Drive, Spring,
Texas 77389 (US).

(72) Inventors: LAGNADO, Isaac; 10300 Energy Drive,
Spring, Texas 77389 (US). PETIT, Steven Harold; 10300
Energy Drive, Spring, Texas 77389 (US). MEJIA, Edgar
Roberto; 10300 Energy Drive, Spring, Texas 77389 (US).
CANALES, Jaime Rafael, 10300 Energy Drive, Spring,
Texas 77389 (US). SECCI, Sandro; 5 Ave Raymond
Chanas, 1st Floor (Bldg. GRE04), 38053 Grenoble (FR).
WEGENER, Rudolf Ludwig Antonius; 5 Ave Raymond
Chanas, 1st Floor (Bldg. GRE04), 38053 Grenoble (FR).
DANEY DE MARCILLAC, Patrick Jacques Andre
Marie; 5 Ave Raymond Chanas, 1st Floor (Bldg. GRE04),
38053 Grenoble (FR).

Agent: SU, Benjamin et al.; 3390 E. Harmony Road, Mail
Stop 35, Fort Collins, Colorado 80528 (US).

(74)

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,
KP, KR, KW,KZ, LA, LC,LK,LR,LS,LU,LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US,UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

(54) Title: REPAIR COMMANDS FOR ELECTRONIC DEVICES

(57) Abstract: [n examples, an electronic device comprises a component, communication port, and a controller coupled to the compo-
nent and the communication port. The controller is to store operational data of the component during operation of the electronic device.
The controller is to provide the operational data to a peripheral device coupled to the electronic device in response to the electronic
device establishing a wired connection to the peripheral device via the communication port, the operational data secured by a security
credential of the controller. The controller is to receive a repair command from the peripheral device based on the operational data. The
controller is to correct a malfunction of the component based on the repair command.



WO 2022/039725 PCT/US2020/046830

REPAIR COMMANDS FOR ELECTRONIC DEVICES

BACKGROUND

[0001] A significant percentage of the global population uses electronic devices
every day, including notebook computers, printers, scanners, copiers, tablets,
smartphones, video game consoles, and so on. Many such electronic devices
contain hardware components, such as processors, displays, and memory.
These electronic devices also contain executable code, such as applications,
basic input output system (BIOS) code, and various types of firmware.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002] Various examples will be described below referring to the following
figures:
[0003] FIG. 1 is a schematic block diagram of a system including a
malfunctioning electronic device, a peripheral device to obtain and provide repair
commands to the malfunctioning electronic device, and multiple electronic
devices to obtain and provide repair commands to the peripheral device, in
accordance with various examples.
[0004] FIG. 2 is a schematic block diagram of a system in which a
malfunctioning electronic device receives repair commands from a peripheral
device, in accordance with various examples.
[0005] FIG. 3 is a flow diagram of a method by which a malfunctioning
electronic device may receive repair commands from a peripheral device, Iin
accordance with various examples.
[0006] FIG. 4 is a schematic block diagram of a system in which a peripheral
device is to obtain and provide repair commands to a malfunctioning electronic
device, in accordance with various examples.
[0007] FIG. 5 is a flow diagram of a method by which a peripheral device is to
obtain and provide repair commands to a malfunctioning electronic device, In
accordance with various examples.
[0008] FIG. 6 is a schematic diagram of a system including a securable

enclosure to store a malfunctioning electronic device and a peripheral device to
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obtain and provide repair commands to the malfunctioning electronic device, in
accordance with various examples.
[0009] FIG. 7 is a flow diagram of a method by which a peripheral device is to
obtain and provide repair commands to a malfunctioning electronic device stored
in a securable enclosure, in accordance with various examples.

DETAILED DESCRIPTION
[0010] Electronic devices frequently malfunction, for example, due to difficulties
with hardware components or executable code stored in the electronic devices.
Repairing a malfunctioning electronic device can be challenging, causing
significant frustration, expense, and loss of productivity for the user of the
electronic device. A user may contact a remotely-located service technician (e.g.,
an employee of the electronic device manufacturer) to obtain assistance in
resolving the malfunction, but these efforts are often unsuccessful due to the
service technician’s inability to diagnose the malfunction remotely, the user’s
inability to implement the service technician’s troubleshooting suggestions, and
other logistical challenges. In such cases, the user may ship the malfunctioning
electronic device to the service technician for repair, adding to the user’s
frustration, expense, and loss of productivity.
[0011] This disclosure describes a peripheral device that resolves the
challenges described above. The peripheral device may be coupled to a
malfunctioning electronic device, such as a notebook computer, via a port (e.g., a
Universal Serial Bus (USB) port) in the malfunctioning electronic device. The
peripheral device is to communicate with an embedded controller (EC) within the
electronic device to obtain operational data related to the condition of the
electronic device, for example, operational data related to a malfunction that the
electronic device may be experiencing. The peripheral device is to obtain such
operational data and communicate the operational data to a local user or service
technician device, such as a smartphone, or to a remote service technician (e.g.,
the manufacturer of the electronic device). The user or service technician may
use the operational data to diagnose the nature of the malfunction and may issue
a repair command to the electronic device via the peripheral device. For example,

if the BIOS code on the electronic device is defective, a manufacturer server may
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automatically diagnose the defective BIOS code and may automatically issue a
repair command to the electronic device via the peripheral device. In this way,
users, service technicians, and their devices are able to gather useful diagnostic
information both locally and remotely and to correct malfunctions without user
involvement and without regard to geographic location. Examples of systems and
methods relating to such peripheral devices are now described with reference to
FIGs. 1-7.

[0012] FIG. 1 is a schematic block diagram of a system 90. The system 90 may
include multiple electronic devices, including an electronic device 100, an
electronic device 102, an electronic device 104, and an electronic device 106.
The electronic device 100 may communicate with the electronic device 102 via a
wired connection or a wireless connection. The electronic device 102 may
communicate with the electronic device 104 via a wired connection or a wireless
connection. The electronic device 104 may communicate with the electronic
device 106 via a wired connection or a wireless connection. In examples, any of
the electronic devices 100, 102, 104, and 106 may communicate with any of the
other electronic devices 100, 102, 104, and 106 via a wired or wireless
connection. A wired connection may include a Universal Serial Bus (USB)
connection, such as a USB connection implementing a USB alternate mode. A
wireless connection may include a WiFi connection, a BLUETOOTH®
connection, or any other suitable wireless connection. Other types of wired and
wireless connections are contemplated and included in the scope of this
disclosure.

[0013] In some examples, the electronic device 100 may be a notebook
computer, a tablet, a smartphone, a wireless headset, a display, a speaker, a
desktop computer, or any other suitable electronic device subject to malfunction.
In some examples, the electronic device 102 may be a peripheral device such as
a dongle, a thumb drive, or any other type of electronic device able to perform the
functions attributed herein to the electronic device 102. In some examples, the
electronic device 104 may be a smartphone, a notebook computer, a tablet, a
desktop computer, or any other electronic device capable of wireless

communications, for instance, cellular network (e.g., 4G, 5G) communications. In
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some examples, the electronic device 104 may comprise any suitable electronic
device capable of performing the functions attributed herein to the electronic
device 104, such as a server, a desktop computer, or a notebook computer. For
purposes of this description, the electronic device 100 is assumed to be a
notebook computer, the electronic device 102 is assumed to be a dongle, the
electronic device 104 is assumed to be a smartphone, and the electronic device
106 is assumed to be a server or workstation computer.

[0014] During normal operation, the electronic device 100 may monitor and
store operational data 101 relating to the operation of a component within the
electronic device 100. Such a component may include, for example, a central
processing unit (CPU), a graphics processor, a sound card, a memory, a
semiconductor package containing an integrated circuit capable of performing an
action, executable code, and so on. In some examples, the component may be
designed or programmed to provide such operational data 101 for storage, and in
other examples, a different component, such as a controller (e.g., an embedded
controller (EC)), may be designed or programmed to interrogate the component
for such operational data 101. The operational data 101 may be stored in the
controller, in a memory device within the electronic device 100, or in any other
suitable location.

[0015] The electronic device 100 may store the operational data 101 on a
regular basis or an irregular basis. The electronic device 100 may store the
operational data 101 for any suitable length of time and may periodically delete
outdated operational data 101 that have been stored for a threshold length of
time. The electronic device 100 may store operational data for one component
within the electronic device 100 or for multiple components within the electronic
device 100, although the remainder of this disclosure assumes that the electronic
device 100 monitors and stores operational data for one component for ease of
explanation. The electronic device 100 may store such operational data 101
during normal operation so that if and when the electronic device 100 (and,
specifically, the component for which operational data are being monitored and
stored) begins to malfunction, information pertaining to the operation of the

electronic device 100 (and, specifically, the component) will already have been
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stored and may be available for use in diagnosing and repairing the malfunction.
In some examples, the electronic device 100 may continue to monitor and store
operational data after a malfunction.

[0016] Upon a malfunction of the electronic device 100 (e.g., malfunction of the
component within the electronic device 100), a user may connect the electronic
device 102 to the electronic device 100. As explained above, this connection may
be a USB connection that uses, e.g., a USB alternate mode protocol to facilitate
communication between the electronic devices 100, 102. Other types of
connections are contemplated and included in the scope of this disclosure. It is
assumed that the aforementioned controller (e.g., EC) within the electronic device
100 remains operational despite the malfunction of the electronic device 100, and
even if the component malfunctions or multiple components malfunction.
Accordingly, the controller may recognize that a connection has been established
with the electronic device 100. In response to this recognition, the electronic
device 100 may interrogate the electronic device 102 to determine whether the
electronic device 102 is to diagnose and repair the malfunction. For example, the
controller within the electronic device 100 may be programmed to perform a
handshake protocol with the electronic device 102, to perform a security
credential verification with the electronic device 102, or to perform any other
suitable initialization process to verify that the electronic device 102 is to diagnose
and repair the malfunction. In this regard, the electronic device 102 may be
programmed to provide the electronic device 100 with any information, security
credentials, etc. requested to complete the initialization process. In some
examples, upon the connection being established between the electronic devices
100, 102, the electronic device 100 initiates the initialization process, and in other
examples, the electronic device 102 initiates the initialization process.

[0017] After the electronic device 100 verifies that the electronic device 102 is to
diagnose and repair the electronic device 100 and that the electronic device 102
is authorized to do so, the electronic device 100 may provide the stored
operational data 101 mentioned above to the electronic device 102, for example,
via the wired USB connection, and for instance using a USB alternate mode

protocol. Upon receipt of the operational data 101 from the electronic device 100,
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the electronic device 102 may store the operational data, e.g., on a memory in the
electronic device 102. In examples, the electronic device 102 may provide the
operational data to the electronic device 104, for example, via a wireless
connection. In examples, the electronic device 100 is programmed to provide
additional information to the electronic device 102 pertaining to the operational
data, for example, a model number of the component experiencing the
malfunction, a model number of the electronic device 100, a manufacturer of the
component or the electronic device 100, specifications associated with the
component or the electronic device 100, and so on. In examples, the additional
information includes information that may be useful in diagnosing and/or repairing
the malfunction of the component in the electronic device 100. In examples, the
electronic device 102 is programmed to provide this additional information to the
electronic device 104 when providing the operational data to the electronic device
104. In examples, the electronic device 100 may secure (e.g., encrypt) the
operational data, additional data, and any other data provided to the electronic
device 102 using a security credential(s) accessible to the electronic device 100,
and the electronic device 102 may be able to access the security credential(s) or
other credential(s) to unlock (e.g., decrypt) the secured operational data,
additional data, etc.

[0018] Upon receiving the operational data and any other additional information
from the electronic device 102, the electronic device 104 may transmit the
operational data and additional information to the electronic device 106. In
examples, the electronic device 106 is located remotely from the electronic device
104 (and/or from the remaining electronic devices 100, 102), meaning that the
electronic device 106 is in a different building, in a different city, in a different
state, or in a different country than the electronic device 104 (and/or than the
electronic devices 100, 102). In examples, the electronic device 104 may transmit
the operational data and additional information to the electronic device 106 via a
cellular network (e.g., near field communication, 4G, 5G).

[0019] Upon receiving the operational data and additional information, the
electronic device 106 may use the operational data and additional information to

diagnose the malfunction of the component and to determine a repair strategy for
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the component. The electronic device 106 may diagnose and prepare a repair
strategy in any suitable manner. For example, the electronic device 106 may be
programmed to diagnose malfunctions and prepare repair strategies based on
the operational data and additional information received using a deterministic
process. In examples, the electronic device 106 may be programmed to diagnose
malfunctions and prepare repair strategies based on the operational data and
additional information using a non-deterministic, artificial intelligence (Al) process.
In examples, a user (e.g., service technician) may operate the electronic device
106 and may diagnose and prepare repair strategies for malfunctions based on
the operational data and additional information received. Other techniques for
diagnosing and preparing repair strategies for malfunctions are contemplated and
included in the scope of this disclosure.

[0020] The electronic device 106 may then prepare a repair command(s) based
on the diagnosis and repair strategy. The electronic device 106 may transmit the
repair command(s) to the electronic device 104, which, in turn, may transmit the
repair command(s) to the electronic device 102, which, in turn, may transmit the
repair command(s) to the electronic device 100, which, in turn, may execute the
repair command(s) to repair the component and to resume normal operation.
Execution of the repair command may, for instance, cause the malfunctioning
component to be adjusted to correct or update the malfunction. For example, if
the malfunctioning component is executable code (e.g., basic input output system
(BIOS) code, such as BIOS code implementing the Unified Extensible Firmware
Interface (UEFI) specification), the controller in the electronic device 106 may
execute the repair command, which causes the controller to edit the executable
code to correct the malfunction. In other examples, the controller, upon executing
the repair command, may adjust a setting in the malfunctioning component or
produce an electrical signal that effects a change of some type in the
malfunctioning component. In examples, the controller, upon executing the repair
command, may produce an electrical signal that affects the malfunctioning
component or a component other than the malfunctioning component to

compensate for the malfunction instead of correcting the malfunction.
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[0021] FIG. 2 is a schematic block diagram of the system 90 showing the
electronic device 100 in detail. The electronic device 100 includes a controller 200
(e.g., an EC) comprising a processor 202 and storage 204 (e.g., random access
memory (RAM), read only memory (ROM)) coupled to the processor 202. The
storage 204 stores executable code 206, for example, firmware or software. The
processor 202 executes the executable code 206, which causes the processor
202 to perform some or all of the actions attributed herein to the processor 202,
the controller 200 and, more generally, to the electronic device 100. The
controller 200 couples to a communication port 208 of the electronic device 100.
In some examples, the communication port 208 may be a USB port to facilitate
communication with the electronic device 102. In some examples,
communications via the communication port 208 may be facilitated by a USB
alternate mode protocol. The controller 200 also couples to a component 210 that
is susceptible to malfunction. As explained above, such components may include
executable code, hardware, or a combination thereof.

[0022] The operation of the system 90 as shown in FIG. 2 is as described above
with respect to FIG. 1 and thus is not repeated in detail here. The operation of the
electronic device 100, however, is briefly described with respect to the method
300 of FIG. 3. During normal operation of the electronic device 100, the controller
200 monitors and stores operational data associated with the component 210
(302). As one example, the component 210 may be BIOS code, in which case the
controller 200 may monitor and store BIOS error codes such as thermal events,
power supply errors, hard drive failures, etc. As another example, the component
210 may be an operating system (OS) code, in which case the controller 200 may
monitor and store blue screen failure codes or memory dump codes. The
controller 200 may store the operational data, for example, on storage 204.

[0023] After at least some operational data has been stored, the electronic
device 100 (e.g., the component 210) may experience a malfunction. In
examples, the electronic device 100 may have more than one malfunctioning
component. However, in such examples, at least the controller (e.g., controller
200, such as an EC) and the communication port (e.g., communication port 208)

may remain operational so as to support the repair operations described herein.
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[0024] After a malfunction has occurred in the component 210, the method 300
includes the controller 200 providing the operational data to a peripheral device in
response to the electronic device establishing a wired connection to the
peripheral device and, optionally, the electronic device receiving a valid security
credential (304). For example, the controller 200 may obtain the operational data
from the storage 204 and may provide the operational data to the electronic
device 102 (which, as explained above, is also described as a peripheral device)
in response to a wired connection (e.g., USB connection) being established
between the electronic devices 100, 102, and further in response to the electronic
device 100 receiving a valid security credential from the electronic device 102.
For example, the controller 200 may receive a security credential from the
electronic device 102 and may compare it to a security credential stored on the
storage 204 to verify whether the electronic device 102 is authorized to receive
the operational data from the electronic device 100. In examples, a BIOS F10
authorization technique may be used to verify security credentials. In examples,
the electronic device 100 may provide the operational data to the electronic
device 102 without performing a reboot of the electronic device 100. In examples,
the controller 200 secures (e.g., encrypts) the operational data, additional data,
etc. prior to providing such data to the electronic device 102, and the electronic
device 102 may unlock (e.g., decrypt) this data.

[0025] At 306, the controller 200 may receive a repair command from the
electronic device 102 based on the operational data that was provided to the
electronic device 102. Example manners in which the electronic device 102 may
obtain the repair command are described above. In examples, the controller 200
may receive a repair command contingent on the verification or re-verification of
security credentials provided by the electronic device 102.

[0026] At 308, the controller 200 may correct a malfunction of the component
210 by executing the repair command. Examples of adjustments that may be
made to the component 210 include editing executable code (e.g., BIOS or an
0S). Other examples of adjustments to the component 210 include reconfiguring
BIOS settings to eliminate an error condition or conflict between devices, e.g.,

configuring a drive to boot using a different boot protocol. In examples, the
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controller 200 may correct the malfunction without performing a reboot of the
electronic device 100. In examples, the controller 200 may execute the repair
command contingent upon a verification or a re-verification of security credentials
provided by the electronic device 102.

[0027] FIG. 4 is a schematic block diagram of the system 90 depicting the
electronic device 102 (e.g., peripheral device) in detail. The electronic device 102
includes a controller 400, such as a microcontroller. The controller 400 may
include a processor 402 coupled to storage 404 storing executable code 406. By
executing the executable code 406, the processor 402 may perform the actions
attributed herein to the processor 402, the controller 400, and more generally, to
the electronic device 102. The electronic device 102 includes a communication
port 408 coupled to the controller 400. The communication port 408 in some
examples may be a USB port capable of communicating with the communication
port 208 using, e.g., a USB alternate mode. The electronic device 102 also
includes a wireless transceiver 410 coupled to the controller 400.

[0028] The operation of the system 90 is as described above and thus is not
repeated in detail here. However, the operation of the electronic device 102 is
briefly described with respect to the method 500 of FIG. 5. At 502, the controller
400 receives the operational data from the electronic device 100 via the
communication port 408 using, e.g., a USB alternate mode. The controller 400
receives the operational data, for example, in response to the communication port
408 establishing a wired connection (e.g., USB connection) to the electronic
device 100. At 504, the controller 400 provides the operational data to the
electronic device 104 via the wireless transceiver 410. At 506, the controller 400
receives a repair command from the electronic device 104 based on the
operational data provided to the electronic device 104. Example repair
commands may have the properties described above. At 508, the controller 400
transmits the repair command to the electronic device 100 via the communication
port 408.

[0029] FIG. 6 is a schematic diagram of a system 600 including a securable
enclosure to store a malfunctioning electronic device and a peripheral device to

obtain and provide repair commands to the malfunctioning electronic device, in
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accordance with various examples. More specifically, the system 600 may
include an enclosure 602 and one end of a connector 604 (e.g., a USB connector
to perform USB alternate mode communications) positioned inside the enclosure
602. The connector 604 may extend through an orifice 605 in the enclosure 602
and to an area external to the enclosure 602. In this area external to the
enclosure 602, the connector 604 may couple to an electronic device 606 (e.g., a
peripheral device, such as a dongle). The electronic device 606 is to
communicate wirelessly with an electronic device 608, such as a smartphone or a
computer (e.g., a workstation). Hinges 614 rotatably couple a cover 612 to the
enclosure 602. The cover 612 includes a locking mechanism 616 that securably
couples to a locking mechanism 618 when the cover 612 is closed. When the
cover 612 is closed and the locking mechanisms 616, 618 are engaged, contents
of the enclosure 602 are inaccessible except to those authorized to unlock the
locking mechanisms 616, 618. The enclosure 602 may be large enough to store
an electronic device 610 (e.g., a malfunctioning notebook computer).

[0030] The operation of the system 600 is now described with respect to the
method 700 of FIG. 7. The method 700 may be performed, for example, by the
electronic device 606, such as a controller in the electronic device 606. At 702,
the electronic device 606 may receive operational data of the malfunctioning
electronic device 610 in response to a first end of the connector 604 being
coupled to the electronic device 610. In examples, the electronic device 606 may
receive the operational data in response to such a connection paired with a
handshaking protocol completed between the electronic devices 606, 610, which
may include the verification of security credentials as described above. At 704,
the electronic device 606 may provide, via the connector 604, the operational
data to the electronic device 608. In examples, the electronic device 606 may
provide the operational data to the electronic device 608 wirelessly. In examples,
the electronic device 608 has access to a network, e.g., the Internet or other
public or private network. At 706, the electronic device 606 receives a repair
command from the electronic device 608, with the repair command being based
on the operational data that was provided to the electronic device 608. The

electronic device 608 may obtain the repair command from another electronic
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device, such as a remotely located device, with which the electronic device 608
may communicate. In examples, the electronic device 608 may generate the
repair command automatically, e.g., using a deterministic or non-deterministic
executable code. In examples, a user (e.g., support technician) of the electronic
device 608 may generate the repair command.

[0031] At 708, the electronic device 606 may provide the repair command to the
electronic device 610 via the connector 604. The electronic device 610 may then
execute the repair command to repair a malfunctioning component within the
electronic device 610 in the manner described above.

[0032] The foregoing examples assume that a malfunctioning electronic device
100 is powered sufficiently so that the electronic device 100 can perform the
operations described above. In some situations, however, the malfunctioning
electronic device 100 may lack sufficient power to perform the operations
ascribed herein to the electronic device 100. Accordingly, in some examples, the
electronic device 102 may provide sufficient power to the electronic device 100
via the wired connection therebetween so that the electronic device 100 may
perform the actions ascribed herein to the electronic device 100.

[0033] As used herein, a BIOS refers to hardware or hardware and instructions
to initialize, control, or operate a computing device prior to execution of an OS of
the computing device. Instructions included within a BIOS may be software,
firmware, microcode, or other programming that defines or controls functionality
or operation of a BIOS. In one example, a BIOS may be implemented using
instructions, such as platform firmware of a computing device, executable by a
processor. A BIOS may operate or execute prior to the execution of the OS of a
computing device. A BIOS may initialize, control, or operate components such as
hardware components of a computing device and may load or boot the OS of
computing device.

[0034] In some examples, a BIOS may provide or establish an interface
between hardware devices or platform firmware of the computing device and an
OS of the computing device, via which the OS of the computing device may
control or operate hardware devices or platform firmware of the computing

device. In some examples, a BIOS may implement the UEFI specification or
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another specification or standard for initializing, controlling, or operating a
computing device.

[0035] The above discussion is meant to be illustrative of the principles and
various examples of the present disclosure. Numerous variations and
modifications will become apparent to those skilled in the art once the above
disclosure is fully appreciated. It is intended that the following claims be

interpreted to embrace all such variations and modifications.
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CLAIMS

What is claimed is:

1. An electronic device, comprising:
a component;
a communication port; and
a controller coupled to the component and the communication port, the
controller to:
store operational data of the component during operation of the
electronic device;
provide the operational data to a peripheral device coupled to the
electronic device in response to the electronic device
establishing a wired connection to the peripheral device via
the communication port, the operational data secured by a
security credential of the controller;
receive a repair command from the peripheral device based on the
operational data; and
correct a malfunction of the component based on the repair

command.

2. The electronic device of claim 1, wherein the controller is to provide the

operational data to the peripheral device without a reboot of the electronic device.

3. The electronic device of claim 1, wherein the controller is to receive the
repair command and to correct the malfunction without a reboot of the electronic

device.

4. The electronic device of claim 1, wherein the wired connection is a
Universal Serial Bus (USB) connection, and wherein the controller is to provide
the operational data to the peripheral device via the USB connection using a USB

alternate mode.
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. The electronic device of claim 1, wherein the controller is to receive power
from the peripheral device and, using the received power, provide the operational
data to the peripheral device and correct the malfunction of the component based

on the repair command.

6. An electronic device, comprising:
a Universal Serial Bus (USB) communication port to couple to a second
electronic device;
a wireless transceiver to wirelessly communicate with a third electronic
device; and
a controller coupled to the USB communication port and the wireless
transceiver, the controller to:
receive operational data from the second electronic device via the
USB communication port using an alternate mode of the
USB communication port and in response to the USB
communication port establishing a wired connection to the
second electronic device;
provide the operational data to the third electronic device via the
wireless transceiver;
receive a repair command from the third electronic device based on
the operational data; and
transmit the repair command to the second electronic device via the

wired connection.

7. The electronic device of claim 6, wherein the third electronic device

comprises a smartphone.

8. The electronic device of claim 6, wherein the controller is to receive the
operational data from an embedded controller of the second electronic device via

the USB communication port.
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9. The electronic device of claim 8, wherein the controller is to provide a

security credential to the embedded controller to receive the operational data.

10.  The electronic device of claim 6, wherein the repair command is to cause
the second electronic device to alter executable code stored on the second

electronic device.

11. A system, comprising:
an enclosure to store a first electronic device;
a connector having a first end positioned inside the enclosure and a
second end positioned external to the enclosure, the first end to
couple to the first electronic device; and
a peripheral device positioned external to the enclosure and coupled to the
second end, the peripheral device to:
receive operational data of the first electronic device via the
connector in response to the first end being coupled to the
first electronic device;

provide the operational data to a second electronic device having a
network connection;

receive a repair command from the second electronic device, the
repair command based on the operational data; and

provide the repair command to the first electronic device via the

connector.

12.  The system of claim 11, wherein the connector is a Universal Serial Bus
(USB) connector, and wherein the peripheral device is to receive the operational

data via the USB connector using a USB alternate mode.

13.  The system of claim 11, wherein the peripheral device is to receive the

operational data from an embedded controller of the first electronic device.
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14.  The system of claim 11, wherein the peripheral device is to receive the
operational data in response to the peripheral device providing a valid security

credential to the first electronic device.

15.  The system of claim 11, wherein the enclosure is a securable enclosure

comprising an orifice through which the connector extends.
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