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U=Intrusion

AF:'Load /
/

(57) Abstract: In a method for detecting an
intrusion in an electric power network,
status signals are measured from the electric
power network. A vector (Y(1)) of the meas-
ured status signals is supplied to a filter (1),
a transfer function of which filter (1) is giv-

[ [

en by N(p)*L(p) with p representing a differ-

ential operator, wherein L(p) is a polynomial
matrix in the differential operator p to be ap-

plied to the status signal vector (Y(t)), and
N(p) is a polynomial vector in the ditferen-
tial operator p and represents a solution to
equation N(p)*H(p)=0 wherein H(p) is a
polynomial matrix in the differential operat-

or p to be applied to internal status signals
(x(t)) and/or to a load deviation pattern (d(t))
applied to a model of the electric power net-

b)
FIG. 3

work. The filter (1) supplies an intrusion de-
t tection signal (r(t)) in response to applying
the received status signal vector (Y(t)) to the
filter (1). In a preferred approach, the filter
is designed as insensitive as possible to load
deviations.
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APPARATUS AND METHOD FOR DETECTING AN INTRUSION IN ELECTRIC
POWER NETWORKS

NETWORKS

Technical Field

The present idea pertains to the field of in-

trusion detection in electric power networks.

Background Art

Electric power networks, also denoted as pow-
er grids, are key for todays way of living in view of an
ever increasing amount of electrical load to be served by
those electric power networks.

With the advent of computational infrastruc-
ture for controlling electrical power networks including
its generators etc., the generation and distribution of
electricity in turn becomes more and more prone to de-
fects in such IT infrastructure and/or to manipulation of
such IT infrastructure. In the context of computing, an
external manipulation of IT infrastructure is also denot-
ed as intrusion. The art of detecting intrusions in com-
putational resources and/or informational networks is de-
noted as intrusion detection.

Hence, it 1is desired to detect intrusions in
electrical power networks including intrusions as a re-
sult of intrusion in the IT infrastructure of an electri-

cal power network.

Disclosure of the Invention

This problem is solved by an apparatus for
detecting an intrusion in an electric power network, and
by a method for detecting an intrusion in an electric

power network.

CONFIRMATION COPY
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According to a first aspect of the present
invention, an apparatus comprises a receiver for receiv-
ing a vector of status signals measured from the electric
power network and a filter for providing an intrusion de-
tection signal in response to applying the received sta-
tus signal vector to the filter. A transfer function of
which filter is given by N(p)*L(p) with p representing a
differential operator, wherein L(p) is a polynomial ma-
trix in the differential operator p to be applied to the
status signal vector (Y(t)), and N(p) is a polynomial
vector in the differential operator p representing a so-
lution to equation N{p)*H(p)=0 wherein H(p) is a polyno-
mial matrix in the differential operator p to be applied
to internal status signals (x(t)) of a model of the elec-
trical power network and/or to a load deviation pattern
(d(t)) applied to a model of the electrical power net-
work.

According to a second aspect of the present
invention, a method is provided wherein status signals in
the electric power network are measured and a vector of
the measured status signals is applied to a filter. The
filter supplies an intrusion detection signal in response
to applying the received status signal vector to the fil-
ter. A transfer function of the filter is given by
N(p)*L(p) with p representing a differential operator,
wherein L(p) is a polynomial matrix in the differential
operator p to be applied to the status signal vector
(Y(t)), and N{(p) is a polynomial vector in the differen-
tial operator p and represents a solution to equation
N(p) *H(p)=0 wherein H(p) is a polynomial matrix in the
differential operator p to be applied to internal status
signals (x(t)) of a model of the electric power network
and/or to a load deviation pattern (d(t)) applied to a
model of the electrical power network.

In a preferred embodiment, the electric power
network contains computational infrastructure for con-

trolling actuators of the electric power network such as
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generators, switches, etc. In a specific embodiment a
computational infrastructure is common for the electrical
power network such that a central control may adjust the
power output at different generators within a given area
of the electrical power network. Such system is also
known as Automatic Generation Control (AGC) since the
power generation and distribution is automatically con-
trolled without the intervention of a human being. Spe-
cifically in such system, the central control may be wvul-
nerable to attacks / intrusion into the IT infrastruc-
ture.

In a preferred embodiment, the filter is
online connected to sensors for measuring signals repre-
sentative of the operation of the electrical power net-
work, such as the measuring of a frequency of a turbine
of a generator. Preferably, the vector of measured status
signals represents signals or status information at a
common point in time, or within a short period of time,
such as within five minutes. In an embodiment, the filter
may be located at the location of a central control unit
representing the AGC, and may be embodied by a common
computational infrastructure.

In a preferred embodiment, the intrusion de-
tection signal is displayed on a display and/or triggers
an optical or acoustic warning. The intrusion detection
signal may also be used for triggering emergency routines
such as powering down a generator, injecting a counter-
signal balancing an intrusion signal, and/or shutting
down the central control unit for preventing from further
damages.

Other advantageous embodiments are listed in

the dependent claims as well as in the description below.

Brief Description of the Drawings
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The invention will be better understood and
objects other than those set forth above will become ap-
parent from the following detailed description thereof.
Such description makes reference to the annexed drawings,

wherein:

Figure 1, a sample topology of an electri-
cal power network.

Figure 2, a block diagram of generators
connected to a central control unit,

Figure 3, a sample intrusion detection
signal as result of a method and/or an apparatus accord-
ing to an embodiment of the present invention, and

Figure 4, a block diagram according to an

embodiment of the present invention.

Modes for Carrying Out the Invention

An electrical power network according to an
embodiment of the present invention may be understood as
a network confined by a given geographical area. An elec-
trical power network may include multiple generators for
generating electrical energy. The generators are typical-
ly allocated in power plants spread across the area. Pow-
er lines also denoted as buses are provided between gen-
erators and between generators and consumers for trans-
ferring the generated electrical energy to a destination.
In addition, there may be power lines between areas with
different electrical power networks which lines are also
denoted as tie lines. Those tie lines may be used for
compensating a shortage of energy in one of the connected
electrical power networks, or for any other balancing of
power levels in the different networks.

In an embodiment, the generators for generat-
ing electrical energy are equipped with a frequency con-

trol. This means that a frequency of an electrical output
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of the generator is controllable. At the same time, the
frequency of the electrical power signal supplied by the‘
generator into the electrical power network represents a
frequency of a turbine of the generator since it is a ro-
tational motion of such turbine which generates the elec-
trical power signal. A local control of the frequency may
be applied, which is also denoted as primary frequency
control, and which preferably may reside at the location
of the generator or at the associate power plant. The
primary frequency control may include monitoring a fre-
quency output of each generator or a rotation frequency
of the corresponding turbine. The frequency preferably
can be adjusted in order to match a reference value, or
in order to compensate for more or less power required in
the network as a result of increased or decreased elec-
trical load in the network. Hence, the local control unit
may be adapted to preferably adapt a set-point in form of
such reference value for the generator and is capable of
controlling the frequency of the generator, preferably in
a closed-loop-control, and as a result, is capable of
controlling the frequency of the electrical power signal
supplied into the power lines.

Preferably, multiple generators of an elec-
trical network, e.g confined to a common area, are under
a common control in addition to the local control. The
common control includes a central control unit that is
adapted to act on multiple individual generators spread
across the electrical power network and mostly being ar-
ranged remote from the central control unit. Hence, in
the present embodiment a central control unit may act on
various generators in the network and control their fre-
gquency. Such central control unit may adjust the power
output of the various generators at even different power
plants in response to a generation-load mismatch in the
electrical power network. Such concept is also denoted as
Automatic Generation Control (AGC). In such embodiment,

preferably a system frequency of the electrical power
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network is measured and is regulated in a closed-loop
control to match a reference frequency or to compensate
for generation-load mismatches in the network. The vari-
ous generators of the electrical power network partici-
pating in the AGC represent actors of such closed-loop
control. Subject to a deviation of the system frequency
from the reference frequency, which deviation may be
caused by an increase or decrease in load on the network,
individual, multiple or all generators participating in
the common closed-loop frequency control may be addressed
for increasing or decreasing their individual power out-
put. Such common closed-loop frequency control which is
also denoted as secondary frequency control may be exe-
cuted in parallel to the primary frequency control. A se-
lection of which generators are addressed by the common
frequency control may be made subject to a policy, for
example, to provide equal wear amongst the generators
such that always the generators with the least runtime
may be preferred when an increased supply of more power
is desired. Other criteria may, of course, be applied.

In addition to a control of the system fre-
quency which may include a control of the frequency of
the various individual generators participating in the
common frequency control approach, a power exchange on
tie lines between electrical power networks may be con-
trolled, too, by such central control adjusting an ex-
change of energy between different electrical power net-
works. Preferably, the generators of an electrical power
network and/or the power exchanged via tie lines 1is con-
trolled in the common closed-loop control system toc pre-
defined fix or variable reference values which may repre-
sent the above mentioned set-points.

For determining a filter to be introduced
later on, it is preferred to first model the behaviour of
an electrical power network as follows:

It is assumed that the electrical power net-

work comprises a number g of generators and a number n of
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non-generator nodes such as consumers. Each generator may
be modelled as a constant voltage source behind a transi-
ent reactance x 4. Therefore, for each generator a virtu-
al node Eg - also denoted as internal generator node - is
added to represent the internal voltage source, resulting
in a system representing the electrical power network of

an area A with n+g buses.

Assuming that dynamics of a turbine associat-
ed with a generator i for generating electrical energy 1is
represented by a first order transfer function, an oscil-
lation of the subject generator i may be described in the

time domain by:

6, =2x(f, - /) equation (1)
y Jo 1 .
= P -P —(f — — AP equation (2
fz 2HiSBi ( ny; 2 Di (f; A) Load/) q ( )
M 1
P, =——(P) +AP, +AP, —P, ) equation (3)
ch,i
wherein

- 0, represents a rotor angle of a turbine of the
generator in rad,

- f; represents a rotor electrical frequency in Hz,

- Pni represents a generated electrical power of the
turbine as its output in MW,

- P.; represents an electrical power consumed by the
load on the generator and the other loads of the
electrical power network connected connected through
to the generator, in MW,

— AProaq represents a deviation of the load from its
initial value at the generator node in MW (),

- fo represents the initial rotor electrical frequen-
cy in a steady state in Hz, e.g. 50 Hz in Europe,

- Hj represents the inertia time constant in sec, de-
fined as a ratio between a rotational energy stored
in the generator and a nominal power of the genera-

tor,
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- Spi represents the generators rated power in MW,,
i.e. its nominal power,

- D; represents a frequency dependency of the load,

- Ten,i represents a time constant of the turbine in
sec,

- Pni’ represents an initial set-point of the genera-
tor in MW,

- APp; represents a deviation in power caused by the
primary frequency control at the subject generator
in MW,

- Ppi is the generated power output of the turbine of
the subject generator in MW,

- APagc represents a deviation in power caused by the
secondary frequency control at the subject generator
in MW.

Equation (3) basically claims that a load de-
viation APr.ag impacts the frequency f; according to equa-
tion (2) and as a result the power Pp; generated by the
turbine preferably compensates APp; representing an
in/decrease of power by means of a primary frequency con-
trol at the subject generator i, and APsgc representing an
increase/decrease of power by means of a secondary prima-
ry frequency control by a central control unit including
a frequency regulation at the subject generator and in-
cluding a share of power imported /exported from/to other
electrical networks via its tie lines. Hence, AP,y repre-
sents a power increase/decrease caused at the generator
node by what is called the automatic generation control
AGC or the secondary frequency control, which power in-
crease/decrease is broken down to the individual
nodes/generators.

However, Pe; and Pagc are related to dynamic
states of the generator i via algebraic equations. Power
flows in the electrical power network instead may prefer-
ably be expressed by means of voltages at given locations
and by means of a bus admittance matrix of a network rep-

resenting the electrical power network. Hence, within the



10

15

20

25

30

35

WO 2014/015970 ~ PCT/EP2013/002162

above model description of the electrical power network
it is desired to express the power flows as a function of
the internal voltage Eg; of the subject internal node i,
i.e. generator i. A vector Eg comprising the generator
internal node voltages of the electrical power network is
built, wherein Egi denotes the voltage at the i-th genera-
tor out of the set of g generators. Here, it is assumed
that Egi=!Eg’| at & for all i=1,..,g wherein & is a phase
angle of the generator voltage which is assumed to coin-
cide with the rotor angle 5, and wherein :ng: is con-
stant given that voltage control is not used. Hence, a
power flow with respect to a generator node 1 may only
depend on its phase angle 9d.

For any rest of nodes of the electrical power
network excluding the generator internal nodes, voltages
Vyi are included in a corresponding vector V. For removing
the algebraic constraints for Pe; and P,gc the internal
nodes of the generators are retained and any rest of the
nodes is eliminated by assuming a constant impedance load
for allowing the rest of nodes to be included in a net-
work admittance matrix Y. In such approach, the nodes are

partitioned by

1 E Yoo Yoo |E
I=|: G:|=Y|: G:|=[ GG GN}|: Gj| equation (4)
I, Vv Yie Yuw]lV

wherein the bus admittance matrix Y includes transient
reactances of the generators and admittances representing
loads. Hence, the bus admittance matrix Y represents a
topology of the electrical power network including reac-
tances/admittances of both of nodes, generators and non-
generators. Eg and Vy represent the above voltage vectors,
and Ig and Iy represent the associate injection current
vectors. For resolving equation (4) it can be assumed
that at the non power generating nodes V no current is
injected, i.e. Iy=0. In this case, equation (4) can be

resolved into
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Ic=YcEc¢ equation (4.1)
Vy=KyEc + Y 'wy equation (4.2)
with

Ye=Yee—Yen Y 'anYne and Ky=-Y 'uyYue

Equation (4) helps in determining the value
P.; of power consumed in generator i since such power may
be denoted as voltage Eg of the subject node multiplied
by the conjugate of the current on the buses / power
lines to other generator nodes J to which the present
generator node i i1s connected to. The current on the bus-
es/power lines to the other generators j can be expressed
by the voltage Egy of these other nodes divided by the re-
actances of these other nodes 3.

Hence, the power consumption per generator

node i1 is determined by:

Egj\(BlJ sin(5i—5j)+G,.j cos(§i—5,-)) equation (5)

g
Pei = Z1Egz‘
=1

wherein B;5 and Gi; are real and imaginary admittance val-
ues of the admittance matrix Yg.

Hence, by equations (1), (2),(3) and (5), a
generator node i is described by means of nonlinear dif-
ferential equations.

An entire electrical power network confined
to a given area may as such be described by a model com-
prising a set of nonlinear differential equations con-
taining the differential equations for all generator
nodes comprised in the electrical power network.

Whenever an intrusion is assumed, such intru-
sion may apply to the term AP,y in the model for the rea-
son that this term represents the power adjustment caused
by the central control unit regulating, such that any in-
trusion into the central control unit by e.g. a virus or

anything similar affecting the IT infrastructure of the
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central control unit may lead to convert equation (3) in-
to

ﬁm,- :—_I_(PO

m;

+AP, +(AF,

agc

+U)-F,) equation (3.1)

ch,i

wherein U denotes an intrusion signal.

The above model of the electrical power net-
work now including the intrusion signal U may be rewrit-
ten in a more compact form in the following ordinary

state space description:

X (6) = (X (6) + Bu(t)+ B,d(6) + B, £ (¢)
Y()=CX(®)+Du(t)+D,dt)+D,f(t) collectively equation (6)

wherein
- vector X(@®):=[{6;} .{f.} ,{F, },AF, ] represents internal
states of the electrical power network containing
turbine rotation angles &i, electrical frequencies f;
of the various generators i, generated power outputs
of the turbine of the subject generator Pni, and de-
viations in power caused by the secondary frequency
control at the subject generator AP,gc,
- d(t)={AP,,,(t)} represents an unknown load disturb-
ance APicadis
- u(t) represents an input signal to the electrical
power network, such as an excitation,
- f(t):=U represents a possible intrusion signal to
be detected, and
- vector Y():=[{f}.{P

m;

1" represents measured states of
the system, and specifically electrical frequencies
fi of the various generators 1, and generated power
outputs of the turbine of the subject generator Pm
which states are measurable in the electrical power
network at each generator,

- h(.)is a non-linear function representing the non-

linearities of the electrical power network.
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The nonlinear function h{(.) and the constant
matrices By, Bgq, Bf, C, Dy, Dg and Df can be obtained by a
mapping between coefficients of equations (1), (2), (3) and
(5) for each node i on the one hand, to equation (6) on
the other hand.

The equation (6) may be rewritten by applying
a differential operator p which preferably is p=d/dt into
a linear algebraic model of the electrical power network

described by
H(p)x + L(p)z + F(p)f =0 equation (7)

while for a non-linear model of the electri-
cal power network a non-linear term E(x) as a function of
an unknown signal x may be added to equation (7) such
that a nonlinear model of the electrical power network

may in general be described by
E(x) + H(p)x + L(p)z + F(p)f = 0 equation (8)

The signals x, z, f in the differential oper-
ator notation correspond to the signals of the ordinary

state space description according to equation (6) as fol-

lows:

=
.

f:=f

z.

with X. denoting an equilibrium state of equation (3),
e.g. an operating point or set-point. Therefore, in the
differential operator notation, x represents typically
unknown states, which collectively include not measurable
states X of the electrical power network and load dis-
turbances d, also denoted as load deviations or load de-

viation patterns as unknown external disturbances, while
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z collectively represents measurable states Y and known
input states u of the electrical power network.

A simple mapping between the ordinary state
space description of equation (6) and the description in
the differential operator notation according to equation

(8) leads to the following correspondences of matrices:

h(x)—AX - X
lﬂxﬁ:{ (x) — Al J} wherein A:zfﬁﬂX¥=X;nmpping (1.1)
0 1704
-p+A4A B
}¥Uﬂ:={ ﬁC [;} mapping (1.2)
d . )
0 B
L(pﬁ:{_l l;} mapping (1.3)
. 5
FKp):[[;} mapping (1.4)
.,

Whenever there is no known excitation of the
system u(t)=0 such that u:=0 in the transform domain, By
and D, can be set to zero.

In a system without excitation, and assuming
a linear system for the time being according to equation
(7), the design for a filter for isolating intrusion at-
tacks can be derived as follows:

The filter to be designed shall preferably
isolate attacks from other non-attack scenarios, such as,
e.g. power generation peaks caused by sudden changes in
electrical load. Such filter may be described in the
transform domain by a transfer function N(p)*L(p) since
the filter will be supplied with signals/states z meas-
ured in the electrical power network.

It can further be derived that, when there is

no attack i.e. £=0, equation (7) reads as

H(p)x+L(p)z=0" equation (7.1)

Multiplying equation (7.1) by N(p) results in
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H(p)N(p)x=-L(p)N(p)z equation (7.2)

Given that the right hand side of equation

(7.2), i.e. L(P)N(p)z, represents an output r of the fil-
ter L(p)N(p) supplied with the measured signals z, such

filter is desired to return at its output r for any z the
value zero since it 1s assumed that no attack f=0 is ap-
plied to the electrical power network, such that the out-
put r remains silent, i.e. zero in this case. Hence, the
term on the left hand side of equation (7.2) shall be ze-

ro, too, in case of no attack, i.e. f=0:

N(p)H(p)=0 condition (1)

In case of an attack, however, f#0 in equa-
tion (7). A multiplication of equation (7) by the polyno-

mial vector N(p) reads as

N(p)H(p)x+N(p)L(p)z+N(p)F(p) £=0 equation (7.3)

wherein, again, the term N(P)L(p)z represents
the filter output r, which output r in case of an attack
f#0 shall not be zero, such that

r=N(p)L(p)z = N(p)H(p)x+ N(p)F(p)f #0 equation (7.4)

This leads to condition

N(p)F(p)=0 condition (2)

Given that except for the polynomial vector
N(p) all the other polynomial matrices H(p), L(p) and
F(p) are known, see mappings (1.1) - (1.4), one or more
vectors N can be determined by means of solving the alge-
braic equations for condition (1). A vector N(p) that in
addition fulfils condition (2) contributes to a set of x

polynomial vectors
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N,(p) =[Ny(p)s's N, (P)se--s N 1 (P)]

that fulfils conditions (1) and (2) wherein
each of these polynomial vectors Ny(p) may be applied for
building the filter with the transfer function N(p)*L(p) .

Hence, the filter only raises an alarm in its
output r when an attack signal f#0 is present and iso-
lates other scenarios, i.e. non-attack scenarios, by not
raising an alarm in its output r.

The filter also may be denoted as residual
generator. For determining the transfer function of the
residual generator the residual generator first is de-
fined as a polynomial matrix, see conditions (1) and (2).
The polynomial matrix may then preferably be translated
into a linear programming framework, and as such is con-
verted into a Linear Programming LP optimization problem.
Linear programming is known to the skilled person as a
technique for the optimization of linear functions de-
pendent on given constraints. For the reason that the
polynomial matrix now is converted into algebraic equa-
tions for which coefficients are searched for, the above
differential operator p may now be replaced by variable
s. After such conversion the vectors and matrices now

read as:

H, 0 0 0
_|o. H,. 0 0
A= H,

0.. . H, , H,

(Fy.. F,.. 0 0
_ 0. F.. 0 0
F =

0.. . F

0.. ... F,., F,
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such that the conditions (1) and (2) may now

equivalently be written as

NH=0 : condition (1.1)

>1 condition (2.1)

0

Condition (2.1) refers to the infinite vector
norm which means that in vector NF the absolute value of
at least one of the vector elements shall be equal to 1
or shall exceed 1.

Conditions (1.1) and (2.1) can be resolved by
computational tools.

In the following, the above approach is ex-
tended in a preferred embodiment to nonlinear models as
is described by equation (8). As can be derived from
equation (8), the nonlinearity is represented by term
E(x) additive to the linear description of the model ac-
cording to equation (7). Hence, the linear part‘of the
system can be decoupled from its nonlinear part and can
be treated separate according to the above description.

Multiplying equation (8) by N(p) and respect-
ing that N(p)L(p)z represents the intrusion detection
output r of the filter with filter transfer function
R(p)=N(p)L(p) such that:

r=R(p)z=N(p)L(p)z =—~(N(p)H(p)x+ N(p)F(p)f + N(p)E(x))

=—d" (P)N(p)(F(p)f +E(x))
equation (8.1)

wherein d(p) denotes a stable dynamic of sufficient or-
der.

Therefore, in one embodiment, a main objec-—
tive may be to reduce a contribution of the term E(x) in
equation (8.1) thereby increasing the residual/filter

output sensitivity with respect to an attack/intrusion f.
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Without loss of generality, a linear part of E(x) may be

extracted and it may be assumed that

g

XX, “x —_ xe

0

wherein x. 1s an equilibrium state of the

system, and H”stands for the Euclidean norm of a vector.
Therefore, it may be assumed that a contribution of the
nonlinear term E(x) may be neglected provided that the

10 system as modelled normally works around an equilibrium
state X.. From a practical perspective this may be a rea-
sonable assumption since in many applications a system
dynamic is considerably deviated from a nominal operating
point in the presence of an attack signal.

15 Hence, according to this embodiment, the con-
dition (2.1) can slightly be modified into

NF

max condition (2.2)

N

o]

20 while condition (1.1) may be transformed into

subject to rj{: collectively condition
N

<1

o0

and includes condition (1.1) and adds another
25 optimization constraint which preferably is for avoiding
unbounded solutions. Obviously this other constraint does
not loose generality as the filter R{(p) in equation (8.1)
can be computed up to a scalar. It is also a result that
the other constraint in condition (1.2) is indeed an LP
30 constraint in an augmented state space
Condition (2.2) means that in case there are
multiple solutions N found for solving the linear pro-
gramming framework according to condition (1.1), it 1is

preferred to select that vector N as solution that shows



10

15

20

25

30

35

WO 2014/015970 PCT/EP2013/002162

18

the maximum absolute vector element value amongst all so-
lution vectors N. The maximum absolute vector element de-
notes the element of a vector that shows the highest ab-
solute value amongst all vector elements of said vector.

By doing so, a sensitivity of the filter with
respect to attack events is increased, and in particular
is maximized, since NF in condition (2.2) targets at a
contribution of the attack signal f to the output r of
the filter. Recall that NF represents the vector contain-
ing all nominator coefficients of a transfer function
from the attack signal f to output signal r of the fil-
ter.

In a different embodiment, it is a sensitivi-
ty of the filter towards uncertainties, i.e. for example
sudden load deviations in the electrical power network
that is addressed rather than the sensitivity of the fil-
ter for attack signals being increased. The sensitivity
with respect to uncertainties is preferred to be reduced
or minimized. Uncertainties may encompass load deviations
represented by d(t) in the state space description of
equation (6) or included in the differential operator no-
tation x according to equation (8). Load deviation pat-
terns, also denoted as disturbances patterns, may also
occur suddenly and may have tremendous impact on the sta-
bility of the system.

In an embodiment, a model of the electrical
power network which, for example, may be modelled accord-
ing to the equation (8) may be exposed to load deviation
patterns in the absence of attack signals f and in the
absence of input signals u. Determined/measured sig-
nals/status denoted as z in equation (8) may represent a
reaction of the simulated electrical power network to
such stimuli in load deviation. These measured sig-
nals/states z which represent an excitation of the elec-
trical power network model in response to the load devia-

tion stimuli may then be supplied to the filter and the
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corresponding intrusion detection output r at the filter
may be monitored.

An energy measure dependent on the output
r(t) may be taken as an indicator as to which polynomial
vector N(p) out of multiple polynomial vectors N(p)as so-
lution to condition (1), (1.1) or (1.2) shall be selected
for designing the filter N{p)*L(p).

Translating this approach into conditions for

resolving the linear programming frame work according to

condition (1.2), the conditions may in this embodiment be
set to

minNQ]V“ condition (2.3)

N

with

Q:bi‘

subject to. y{IZO collectively condition

”NF <1

This means that in case there are multiple
different solutions N{(p) found for solving the linear
programming framework according to conditions (1.1) it is
preferred to select the solution N(p) that shows the min-
imum scalar value as a result of a matrix multiplication
of NON'. v

In the present embodiment, in contrast to ap-
plying constraints to the nonlinear structure of system
vdynamics constraints are imposed on disturbance signals.
It may be assumed that some rough information about dis-
turbance patterns is available i.e. the disturbances may
in one example be upfront restricted to a certain family
of disturbances. In the present example, it is aimed at
controlling a contribution of the nonlinear term E(X) ac-
cording to equation (8) to the filter output r in the

presence of these disturbances. In essence, the filter
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may be trained by these disturbances in order to identify
the normal behaviour of the system while such disturb-
ances appear.

For this purpose, a certain disturbance pat-
tern t - which also was denoted so far as d{t) or Picagd —
is assumed to result in signal x. A mapping of the dis-
turbance pattern t into the nonlinearity E(x) shall be
given by t+— E(x(.))) over a given time interval [0,T]. A

corresponding approximation may be given by

e(t):=E(x(t))zzn:ﬂibi(t)zﬂB(t) with t€[0,7T] equation (9)

wherein pg:=[pf,....6,] is a constant matrix, and

B=[b,...0h,] 1s a vector of smooth functions, collectively
also denoted as basis. For example, [by...bn] may be poly-
nomials of different degree.

Further, it may be assumed that a subspace
for the smooth functions is closed under differential op-
erator p. This requirement, for instance, 1is satisfied
for a polynomial or a Fourier basis. The aforementioned
assumption may give rise to translate the linear operator

p as a matrix operator i.e.

pBUL=£%BUy:DBU) equation (10)

In case re{(t) := N(p)e(t) defines an error
output of the filter r.(t) owed to the nonlinearities of
the system, which represents a contribution of the non-
linear term, in accordance to the approximation in equa-
tion (9) and the operator in equation (10), and in view
of the projection into the subspace, the error output

re(t) of the filter can also be approximated by:

"e(t)szB(l‘) equation (11)
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B
~ D
with D= A

pD*
wherein dy is a degree of the filter. Hence, it is a sec-
ond order norm L, of the error output signal r. may be

formulated as a quadratic function of the filter coeffi-

cients N as follows:

ZLZ szGb‘N‘ equation (12)

rE

T
with G, :=[b b, dt
0

wherein where the matrix D is defined as in
equation (10). Once a basis B is determined for approxi-
mating the disturbance pattern, D is known and preferably
is a differentiation matrix owed to the requirement for

the basis as formulated in equation (10),

0 0 0
0

and preferably D=
0 n O

G is dependent on the basis, too, preferably
compensates for scaling of different members [bo...bn] of
the basis and is a symmetric matrix with dimension (dy +

1) . Note that G may indeed be the Gram matrix
i+j-1

=———0of the subspace N contained in a Hilbert space

y i+j-1

T
endowed with the inner product <j}g%=irﬁyh. Hence, condi-

tion (2.3) can be resolved for one or more N.

In Figure 1, an electrical power network is
introduced according to an embodiment of the present in-
vention. The sample network topology is illustrated

wherein a first area Al is covered by a first electrical
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power network and an adjacent second area AZ is covered
by a different electrical power network. Each electrical
power network includes multiple generators for generating
electrical energy and consumers of the electrical energy.
Generators and consumers are represented by dots in each
area Al, A2. Power lines represented by lines in Figure 1
are provided between generators and between generators
and consumers. Power lines between the two areas Al and
A2 are denoted as tie lines T.

In a sample embodiment, each area Al, AZ may
be equipped with both primary and secondary frequency
control. Let (;:{ﬂf denote a set of generator indices,
and Al={ 1 € G | 1 in area 1} and A2 ={ 1 € G | 1 in area
2} denote a set of generators that belongs to area Al and
area A2 respectively. Let also Liie={(k,m) k,m} be edges
of a tie line and {k € Al, m € A2} wherein a tie line is
a line connecting the two independently controlled areas.
Then, a model of the two area power system may be de-
scribed by the above general equations (1) and (2) for

each generator in each area, and by:

. 1

_ 0 sat ¢ ,
Pmnl - (})ml + U(l]APpul + a)alAPagcl * —R"nl) equatlon (3 ) 2 )
ch,al
P, == (P AP, AP,_,*~P '
May — ( m +Ua2 Pa2 +wa2 agc2 - m‘,z) equatlon (3 - 3)

ch,a2

Inside each area Al, A2 only some of the gen-
erators may be equipped with a primary frequency control.
In Figure 2 a part of a network topology is illustrated
including five generators A, B, C, D, and E, wherein ex-
cept for generator E all generators are equipped with a
local control, i.e. a primary frequency control AP, BP,
CP, DP. Generator E may only be controllable centrally,
i.e. by a secondary frequency control ES. On the other
hand, only some of the generators may not be controllable
by the central control unit, i.e. generators A and C,

while the remaining generators B and D are controllable
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by the central control unit CC, which 1is referred to as
BS, DS. In reality, operators of these generators, re-
spectively the associate power plants may have contracts
that the generation utilities have established with the
transmission system operator (TSO) of the area which
transmission system operator controls the central control
unit. To respect a topology in which not all generators
may be equipped with a local control a binary vector v is
introduced in equations (3.2) and (3.3). To respect a to-
pology in which not all generators may be centrally con-
trollable a binary vector ® is introduced in equations
(3.2) and (3.3).

Such primary frequency control may be acti-
vated independently and locally for each generator i with
an objective to regulate the frequency by adjusting the
generating power as described in the following equation
(13):

AP, =_Sl(fi —fo) equation (13)

In equations (3.2) and (3.2) the secondary
frequency (AGC) related control signals represented by

AP,gc may, for the two areas Al, A2, be expressed by:

Ai)ﬂgd = chj(fj —fo)+ Zblj(ij _Pej(é)_APLoadj)_TLgll(é"f)—CPlng 6,/)

jE€Al j€Al

agcl agcl

__K_l(AP AP )
Ty,

APu = 36, (f; = 1)+ T by By = By (6) = APy 2 (6.1) = C285,6.)

JjE€A2 Jj€A2 n2

_&_(APH AP )
T,

g2~ SMage2
N2

collectively equation (14)

Constants ¢ and b are based on the weighted frequency
measurement that the central control unit gets as an in-
put. T,, Cp and K are design constants for its control
loop. In addition, saturation limits are applied as fol-

lows:
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AP™MfAP, < AP
sat __ . min max
APp,- - APpilfAPpi <APP.- SAPP;
AP ifAP, > AP™
AP™ ifAP. < AP™"

age; age age;
A Psat ={ AP ifA Pmin AP A Pmax
age, age L age; < Al < agg;
max - max
APagr;,- zfAPagci > APagc,-

Again, the network topology is reflected by:

F,= Zg”EG,- ‘EGj‘(Bij sin(6, - 5j)+ Gy cos(s, - S, ))
=
gll(g):APle - Z I)ij_PthZ gzz(g)zAPTZ, = Z Py _Pt%
(i,/)EL,, (£,)€Lye
with
£ = lViHVJ ‘(sz 005(5,' _51)+Bij sin(é‘l. -9, ))
,5'12(5)=APT.2 .

<g21(5af)=APTlZ

The central control CC unit may utilize fre-
quency measurements from its control area and power flow
measurements on the tie lines so as to bring their values
back to their operating set-points, i.e. fy for the fre-
quency, and AR% for the total active power exchange. This
may be the closed-loop control implemented in the central
control unit. The control signal/s to the actuators may
be a centralized control signal that is distributed to
some generators of the set of generators inside its con-
trol area.

Based on the above set of differential equa-
tions the electrical power network model can be enhanced
to adding an undesired intrusion signal. Preferably, such
intrusion signal is targeted at the central control unit
including its infrastructure and associated informational
network. In this sense, such intrusion signal U may be
additive to the central control signal for centrally con-

trolling the frequency of the generators participating.
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As a result, in case the attack occurs in area Al which
may result in a modification of equation (3.2):

Pm"I :L(PO

ml

+0,AP, ' +@,(AP,,*"+U)-P, )  equation (3.3)

gcl ni,)
ch,al

The above model including the instrusion sig-
nal U may be rewritten in a more compact form in the fol-

lowing ordinary state space description:

X () = h(X (1) + B,d(t)+ B, £(©)
Y()=CX(¥) collectively equation (6.1)

see equation (6), however, with no excitation u(t)=0

Again X =[{6} ./} AP taea> PuaztaearsBFga, AP T
represents internal states of the electrical power net-
work including turbine rotation angles &; and electrical
frequencies f; of the various generators i,

d={AP,,(1)}{ represents the unknown load dis-
turbance,

f(t):=U, represents the intrusion signal to
be detected, and

Y =[{f}{, {Fuatarears Pua2taen] represents measured
states of the system.

Such ordinary state space description again
can be rewritten by using a differential operator p as is
explained with respect to the general embodiment.

In a sample embodiment of a simulated network
including two areas as introduced above, the electrcal
network of the first area was exposed to a cyber attack
on the AGC / central control unit, in the presence of
load deviations APrsag 1n all nodes.

The filter designed according to the above
teaching, has proven to be insensitive to a normal opera-
tion of the network including load deviations APrcag. On
the other hand, the filter proves to be highly sensitive
to any undesirable intrusion U in the AGC command. That

is, as long as available measurements are consistent with
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the normal settings of the power network and small devia-
tions are normally caused due to load deviations, the
filter does not show anything on the monitor between ty
and ti;, i.e. the intrusion detection signal r(t) as shown
in FIG. 3a) remains silent, i.e. ~0. However, once an in-
trusion signal U is injected to the AGC, the filter
alarms within a very short time, see at t; in FIG. 3b).

In Figure 4, a block diagram of a filter 1
according to an embodiment of the present invention 1is
shown which filter 1 is exposed to a signal status vector
Y(t), and provides at its output the intrusion detection
signal r(t):

Hence, a tractable approach to design a fil-
ter for nonlinear systems 1is introduced.

For details on the AGC modelling it is re-
ferred to P. M. Esfahani et al, “Cyber attack in a two-
area power system: Impact identification using reachabil-
ity”, in American Control Conference, 2010, pp. 962 - 967

which is incorporated by reference.
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Claims

1. Apparatus for detecting an intrusion in an
electric power network, comprising

a receliver for receiving a vector (Y(t)) of
status signals measured from the electric power network,

a filter (1) for providing an intrusion de-
tection signal (r(t)) in response to applying the re-
ceived status signal vector (Y(t)) to the filter (1),

a transfer function of which filter (1) is
given by N(p)*L(p) with p representing a differential op-
erator, wherein

- L(p) is a polynomial matrix in the differ-
ential operator p to be applied to the status signal vec-
tor (Y(t)), and

- N(p) is a polynomial vector in the differ-
ential operator p representing a solution toc equation
N(p)*H(p)=0 wherein H(p) is a polynomial matrix in the
differential operator p to be applied to internal status
signals (x (t)) of and/or to a load deviation pattern
(d(t)) applied to a model of the electrical power net-
work.

2. Apparatus according to claim 1,

which apparatus is designed for detecting an
intrusion in a common computational infrastructure for
adjusting a power output at different generators within a
given area of the electrical power network.

3. Apparatus according to claim 1 or claim 2,

wherein in case of multiple polynomial vec-
tors N{(p) solving the equation, the polynomial vector
N(p) selected for contributing to the filter transfer
function is the polynomial vector N(p) that has a minimum
scalar value as a result of a matrix multiplication of
NON",

with Q being a matrix representing an accumu-
lated impact of different simulated load deviation pat-

terns (AP1oad) -
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4. Apparatus according to claim 3,

wherein
O0=DGD’
B
~ D
D= A
pD%

B=[p,...4,] is a constant matrix

D is a differentiation matrix,

00 .. 0O

1 0 .. O
and preferably D=

0 .. n O

G is a symmetric matrix, preferably with ele-

T .
ments (%¢=Ibef¢h,and preferably is a Gram matrix with
0

Ti+j—1
elements G; =——
i+j-1

B=[b,..b,] is a vector of smooth functions,
such that BB(t) represents an approximation of a disturb-
ance pattern applied to the electrical power network over
a given time interval [0,T].

5. Apparatus according to any one of the pre-
ceding claims,

wherein in case of multiple polynomial vec-
tors N(p) solving the equation, the polynomial vector
N(p) selected for contributing to the filter transfer
function is the polynomial vector N(p) that shows a low-
est energy in the corresponding intrusion detection sig-
nal r(t) of a filter based on said polynomial vector N(p)
when being supplied with the status signal vector (Y (t))
determined in the modelled electrical power network when
being exposed to a simulated load deviation pattern
(AProad) -

6. Apparatus according to any one of the pre-
ceding claims,

wherein the polynomial vector N(p) selected

for contributing to the filter transfer function is the
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polynomial vector N(p) that shows a lowest energy in a
combination of corresponding intrusion detection signals
r(t) of a filter based on said polynomial vector N{(p)
when being supplied with the status signal vectors (Y (t))
determined in the modelled electrical power network when
being exposed to different simulated load deviation pat-
terns (AProad) -
7. Apparatus according to claim 5 or claim 6,
wherein the lowest energy is represented by a
lowest Euclidian norm L2 of w(ﬂ‘ﬁzenergy in the corre-
sponding intrusion detection signal r(t).
8. Electric power network, comprising
generators for generating electrical power,
power lines for distributing the generated
electrical power,
sensors for measuring status signals in the
electric power network,
a common computational infrastructure for ad-
justing a power output at different generators, and
an apparatus according to any one of the pre-
ceding claims.
9. Method for detecting an intrusion in an
electric power network, comprising
measuring status signals in the electric pow-
er network,
applying a vector (Y(t)) of the status sig-
nals measured to a filter (1), a transfer function of
which filter (1) is given by N(p)*L(p) with p represent-
ing a differential operator, wherein
- L(p) is a polynomial matrix in
the differential operator p to be applied to
the status signal vector (Y(t)), and
- N(p) is a polynomial vector in
the differential operator p and represents a
solution to equation N(p)*H(p)=0 wherein H(p)
is a polynomial matrix in the differential op-

erator p to be applied to internal status sig-
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nals (x(t)) and/or to a load deviation pattern
(d(t)) applied to a model of the electric power
network, and
the filter (1) supplying an intrusion detec-
tion signal (r(t)) in response to applying the received
status signal vector (Y(t)) to the filter (1).
10. Method according to claim 9,
wherein the intrusion to be detected is an
intrusion in a common computational infrastructure for
adjusting a power output at different generators within a
given area of the electrical power network.
11. Method according to claim 9 or claim 10,
wherein the model of the electrical power
network is exposed to a simulated load deviation pattern
(AP1oaqd) »
wherein a vector of status signals (Y (t)) is
determined during applying the simulated load deviation
pattern (APrcaq) to the model,
wherein the measured status signal vector
Y(t)) is supplied to different filters, each of the dif-
ferent filters being designed based on a different one of
polynomial vectors N(p) representing a solution to the
equation,
wherein the polynomial vector N(p) for con-
tributing to the filter transfer function is selected out
of the multiple polynomial vectors N(p) subject to the
corresponding intrusion detection signals r(t) of the
different filters.
12. Method according to claim 11,
wherein in case of multiple polynomial vec-
tors N(p) solving the equation, the polynomial vector
N(p) selected for contributing to the filter transfer
function is the polynomial vector N(p) which correspond-
ing filter shows the lowest energy in its intrusion de-
tection signal r(t) upon supply of the determined status

signal vector (Y(t)), and
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in particular wherein the lowest energy in
its intrusion detection signal r(t) is determined by a
lowest Euclidian norm L2 of Hﬂﬁzenergy in its intrusion
detection signal r(t).

13. Method according to any one of the pre-
ceding claims 9 to 12,

wherein the model of the electrical power
network is exposed to different simulated load deviation
patterns (APrcad) s

wherein a vector of status signals (Y(t)) is
determined during applying each simulated load deviation
patterns (APpcaqd) to the model,

wherein the measured status signal vectors
Y(t)) are supplied to different filters, each of the dif-
ferent filters being designed based on a different combi-
nation of polynomial vectors N(p) representing a solution
to the equation, which combination includes one solution
to the equation per simulated load deviation pattern, and

wherein the polynomial vector N(p) for con-
tributing to the filter transfer function is determined
by the filter with a minimum in energy in the correspond-
ing intrusion detection signal r(t) amongst the different
filters.

14. Method according to any one of the pre-
ceding claims 9 to 13,

wherein for determining the polynomial vector
N(p) for contributing to the filter transfer function the
filter is trained by applying different simulated load
deviation patterns to the filter.

15. Computer program element comprising com-
puter program code means for representing a filter as
used in the apparatus of any one of the claims 1 to 7.

l6. Computer program element comprising com-
puter program code means for selecting the polynomial
vector N(p) according to any one of the previous claims 9

to 13 when being executed on a processing unit.
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