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(57) Abstract: Systems, methods, and instrumentalities are disclosed to assist a user equipment (UE) in accessing a wireless local
area network (WLAN). A first UE may obtain information from one or more WLANSs. The information may include, for example,
an access network query protocol (ANQP) element associated with a WLAN. The tirst UE may send the information to an access
network discovery and selection function (ANDSF). The ANDSF may update an ANDSF management object (MO) based on the
received information. The ANDSF may receive information from a plurality of UEs relating to one or more WLANs. The ANDSF
may send the updated ANDSF MO to at least one of a second UE or an access point. The updated ANDSF MO may comprise in -
formation about WLAN networks available to the second UE. The second UE may forego an ANQP query of a WLAN when the
updated ANDSF MO includes information about the WLAN.
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HOTSPOT EVOLUTION SUPPORYT AND DISCOVERY THROUGH NON-3GPP
ACCESS NRETWORKS

CROSS REFERENCE TO RELATED APPLICATIORNS

(G001 This application claims the benefit of U.S. Provisional Patent Application No.
61/609,157, filed March 9, 2012 and ULS. Provisiconal Patent Application No. 61/703,921, filed

Septernber 21, 2012, the contents of which are hereby incorporated by reference herein.
BACKGROUND

HO002] Wireless {e.g., Wi-Fi) networks and wircless hotspots are becoming increasingly
conmumon in many cities. Mobile users that are comnwmunicating via a cellular comnmunications
network may encounter Wi-Fi networks and hotspots that are deployed throughout the world.
However, connecting to the Wi-Fi networks and hotspots via a mobile device may be different
than connecting to a cellular network., A user of a2 mobile device may need to select 3 Wi-Fi

network or hotspot and provide credentials, a security key, and/or other information.

SUMMARY OF THE INVENTION

160037 This Sammary s provided to introdoce a selection of concepts in a simplified
form that are further described below in the Detatled Description. This Summary is not intended
to identity key features or essential features of the claimed subiject matter, nor s it intended to be
used to limit the scope of the claimed subject matter.
F0004] Systems, methods, and instrumentalifies are disclosed to provide network access,
for example to provide nformation to a user equipment (UE) to assist the UE 1o accessing a
wireless local arca network (WELAN), ¢.g., a wi-fi network, A first UE may obtain information
from one or more WLANS (e.2., by a querv/response via a WLAN access point {AP), suchas a
Hotspot 2.0 (HS 2.0) AP). The information may include, for example, an access network query
protocol {ANQP) eloment associated with a WLAN. The first UE may send the information to,
-1-
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and the information may be received by, a network entity such as an access network discovery
and selection function (ANDSF), ¢.g., on an ANDSF server associated with a 3GPP network,
The ANDSFE may update an ANDSF management object (MQ) based on the received
mformation. The ANDSF may receive information from a phurality of UEs, relating to one or
more WLANS, in a similar manner. The ANDSF may send the updated ANDSF MO to at least
one of a second UE or an access point (e.g., a WLAN access point). For example, the ANDSF
may send the updated ANDSF MO in responsc to a request from the second UE. When the
ANDSF sends the updated ANDSF MO to the access point, the access point may send the
updated ANDSF MO to the second UE (e.g., when receiving a request from the second UE).
The updated ANDSF MO may conmprise information about WLAN netwaorks available to the
second UE. The second UE may forego an ANQP query of 8 WLAN when the updated ANDSF
MO includes information about the WLAN.

[0005] The updated ANDSF MO may be a generic ANDSF MO, For exarople, the
generic ANDSF MO may be capable of being used by a plurality of UEs associated with a
network {e.g., each of the phurality of UEs may be capable of using the ANDSF MO to choose a
WLAN with which to connect). The generic ANDSF MO may not inchude UE-specific
information. The generic ANDSF MO may include a prioritized list of WLAN notworks. A UE
may use the generic ANDSF MO to choose a WLAN with which to connect (e.g., without
querying WLANS, querying fewer WLANS, etc.). A WLAN may receive the generic ANDSF
MO from the ANDSF and provide the generic ANDSFEF MO to a UE connected to the WLAN,
.., a UE looking for another WLAN with which to connect.

BRIEYF DESCRIPTION OF THE DRAWINGS

[3006] A more detaiied understanding may be had from the following description, given
by way of example in conjunction with the accompanying drawings wherein:

(60071 FIG. 1A depicts a systemn diagrarn of an example comrnunications systera in
which one or more disclosed embodiments may be implemented.

[GOOR] FIG. 1B depicts a system diagram of an example wireless transmit/receive unit
(WTRU) that may be used within the coramunications system tlustrated in FIG. 1A,

[O009] FIG. 1C depicts a system diagram of an example radic access network and an
example core network that may be used within the communications system iiustrated in FIG.

1A,
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(3016 FIG. 1D depicts a system diagram of an example radio access network and an
exarnple core network that roay be used within the communications systern tHustrated in F1G,

1A,

(G011 FIG. 1E depicts a system diagram of an example radio access network and an
example core network that may be used within the communications system tllustrated in FIG.

1A,

(60127 FI3. 2 shows an cxemplary network architecture that includes macro and/or femto
cell deployment with a hotspot network;

[00i3] FIG. 3 shows an example of an Access Network Discovery and Sclection

Function (ANDSF) Management Object {MO);

[0G14] FIG. 4 shows an example format for 3GPP Cellular Network information;

[0015] FIG. 5 shows an example structure for a gencric container;

[0016] FIG. 6 shows an cxample of a hotspot network selection for a mobile device;
(00171 FIG. 7 shows an example of an IEFE R02 xx/Extensible Authentication Protocol

(EAP) protocol stack;

[O018] FIG. & shows an example call-flow diagram for EAP-SIM/AK A-based public
hotspot access;

10019 FIG. 9 shows an example of WiFi-3GPP integration using EAP-5IM;

G020 FIG. 10 shows an example of AAA proxy-based Hotspot-3GPP inlerworking;
[GO21] FIG. 11 shows an cxample of Single Sign-On (880)-based WiFi-Cellular
integratiorn;

[0022] FIG. 12 shows an example of scamiess IP Flow Maobility (JFOM) from 3GPP o
hotspot;

106231 FIG. 13 shows an exampie of an access network discovery information sub-tree;
[0G24] FIG. 14 shows an example of an ANDSF-MGO-WTRU location sub-iree;

160257 FIG. 15 shows an example of an ANDSF MO - Policy (ISMP) information sub-
tree;

(00261 FIG. 16 18 an example of an ANDSF MO - [SRP sub-tree;

(33271 FIG. 17 shows an example of seamiess IFOM mobility from a hotspot to another
hotspot;

[G028] FIG. 18 shows an example of g shared 3GPP internet connection (tothering) via
Wi-Fi;

160297 FIG. 19 shows exemplary connection sharing;
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[3(330] FIG. 20 shows an exemplary enhanced ANDSEF MO with clements added to
enable connection sharing;

[6031] FIG. 21 shows an example of neighbor discovery via an Access Network Query
Protocol {ANQP) update; and

160327 FIG. 22 depicts an example radio access network with an Access Network
Discovery and Selection Function (ANDSF) and respective interfaces between the ANDSF and

one or more Access Points (APs) and/or WLAN gateways.

DBETAILED DESCRIPTION

[0033] A detatled description of ilustrative embodiments will now be described with
reference to the various figares. Although this description provides a detailed example of
possible tmipleroentations, it should be noted that the details are intended 1o be exemplary and in
1o way limit the scope of the application. The figures may illustrate call flows, which are meant
to be exemplary. Other embodiments may be used. The order of the messages may be varied
where appropriate. Messages may be omitted if not needed, and, additional flow steps may be
added.  As used herein, the term UF may relate to a WTRU,

[G034] FIG. 1A is a diagram of an example communications system 100 in which one or
more disclosed embodiments moay be mplersented. For example, a wireless network {e.g., a
wireless network coraprising one or more components of the communications system 100) may
be configured such that bearers that extend beyond the wireless network {e.g., bevond 3 walled
garden associated with the wireless network) may be assigned QoS characteristics.

[0035] The communications system 100 may be a multiple access system that provides
content, such as voice, data, video, messaging, broadeast, ete., 1o multiple wircless users. The
communications system 100 may enable multiple wireless users to access such content through
the sharing of system rescurces, including wireless bandwidth, For example, the
comynunications systerns 100 may employ one or more channel access methods, such as code
division nwltiple access (CDMA), time division mmultiple access (TDMA), frequency division
multiple access (FDMA), orthogonal FDMA (OFEMA), single-carrier FDMA (SC-FDMA}, and
the hike.

[6036] As shown in FIG. 14, the commnunications system 100 may include at Jeast one
wireless transmit/receive unit {WTRU), such as a plurality of WTRUs, for instance WTRUs
102a, 102b, 102¢, and 1024, a radio access network (RAN) 104, a core network 106, 8 public
switched telephone network (PSTN) 108, the Internet 110, and other networks 112, though it

should be appreciated that the disclosed embodiments contemplate any number of WTRUs, base
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stations, networks, and/or network elements. Each of the WTRUs 102a, 102b, 102¢, 142d may
be any type ot device configured to operate and/or convuuuicaie in a wireless environment. By
way of example, the WTRUs 102a, 102b, 102¢, 102d may be configured to transmit and/or
receive wireless signals and may include user equipment (UE), a mobile station, a fixed or
mobile subseriber unit, a pager, a cellular telephone, a personal digital assistant (PDA), a
smartphone, a laptop, a netbook, a personal computer, a wireless sensor, consumer electronics,
and the like.

(00371 The communications systems 100 may also inchude a base station 1142 and a base
station 114b. Fach of the base stations 114da, 114b may be any type of device configured to
wirclessly interface with at least one of the WTRUs 102a, 102b, 102¢, 102d to facilitate access to
one or more communication networks, such as the core network 106, the Internet 110, and/or the
networks 112, By way of example, the base stations {14a, 114b may be a base transceiver
station (BTS}, a Node-B, an eNode B, a Home Node B, a Home ¢Node B, a site controller, an
access point (AP), a wircless router, and the like. While the base stations 114a, 1 14b are cach
depicted as a single element, it should be appreciated that the base stations 114a, 114b may
mclude any number of interconnected base stations and/or network eleroents.

[G038] The base station 114a may be part of the RAN 104, which may also include other
base stations and/or network elements {pot shown), such as a base station controller (BSC), a
radio network controller (RNC), relay nodes, ete. The base station 1 14a and/or the base station
114b may be configured to transmit and/or receive wircless signals within a particular
geographic region, which may be referred to as a cell {(not shown). The cell may further be
divided into cell sectors. For example, the cell associated with the base station 11438 may be
divided into three sectors. Thus, o one ernbodiment, the base station 114a may include three
transceivers, i.e., one for each sector of the cell. In another embodiment, the base station 114a
may employ muldtiple-input smltiple output (MIMO) technology and, therefore, may utilize
muldtiple transceivers for each sector of the cell.

[0039] The base stations | [4a, 114b may communicate with one or more of the WTRUs
102a, 102b, 102¢, 102d over an air interface 116, which may be any suitable wireless
communication link (e.g., radio frequency (RF), microwave, infrared (IR), ultravislet (UV),
vistble light, etc.). The atr interface 116 may be established using any suitable radio access
technology (RAT).

[0G40] More specifically, as noted above, the communications systemn 100 may be a
multiple access system and may employ one or more channel access schemes, such as CDMA,

TOMA, FDMA, OFDMA, SC-FDMA, and the like. For example, the base station 114a i the
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RAN 104 and the WTRUs 102a, 102b, 102¢ may implement a radio technology such as
Universal Mobile Telecommunications Systenm {UMTS) Terrestrial Radio Access (UTRA),
which may establish the air interface 116 using wideband COMA (WCDMA), WCDMA may
include communication protocols such as High-Speed Packet Access (HSPA) and/or Evolved
HSPA (HSPA+). HSPA may wnclude High-Speed Downlink Packet Access (HSDPA) and/or
High-Speed Uplink Packet Access (HSUPA).

[0041] In another embodiment, the base station 114a and the WTRUs 102a, 102b, 102¢
may implement a radio technology such as Evolved UMTS Terrestrial Radio Access (E-UTRA),
which may establish the air interface 116 using Loug Torm Evolution (LTE) and/or LTE-
Advanced (LTE-A).

16042 in other embodiments, the base station 114a and the WTRUs 102a, 1025, 102¢
may implement radio technologies such as TEEE 802,16 (1.¢., Worldwide Tnteroperability for
Microwave Access {WiIMAX)), COMAZ2000, CDMAZ000 1X, CDMA2000 EV-DO, [nterim
Standard 2000 (15-2000), Interim Standard 95 (18-95), Interim Standard 856 (15-856), Global
System for Mobile comumunications (GSM}, Enhanced Data rates for GSM Evolution {EDGE),
GSM EDGE (GERAN), and the like.

[0043] The base station 114b in FIG. 1A may be a wireless router, Home Node B, Home
eNode B, or access point, for example, and may utilize any suitable RAT for facilitating wireless
connectivity in a localized area, such as a place of business, a home, a vehicle, a campus, and the
fike. Tn one embodiment, the base station 114b and the WTRUs 102¢, 102d may implement a
radio technology such as IEEE 802,11 to establish a wireless local area network (WLAN). In
another embodiment, the base station 114b and the WTRUs 102¢, 102d may implement a radio
technology such as TEEE R02.15 to establish a wireless personal arca network (WPAN), o yvet
another embodiment, the base station 114b and the WTRUs 102¢, 102d may utilize a cellular-
based RAT {e.g., WCDMA, COMAZO0G, GSM, LTE, LTE-A, etc.) to establish a picocell or
femtocell. As shown in FIG. 1A, the base station 1 14b may have a direct connection to the
Internet 110, Thus, the base station 114b may vot be required to access the Internet 110 via the
core network 106.

(044 The RAN 134 may be in communication with the core network 106, which may
be any type of network configured to provide voice, data, applications, and/or voice over internet
protocol (VolP) services to one or more of the WTRUs 102a, 102b, 102¢, 102d. For example,
the core network 106 may provide call control, billing services, mobile location-based services,
pre-paid calling, Internet connectivity, video distribution, ete., and/or perform high-level security

functions, such as user authentication. Although vot shown in FIG. 1A, it should be appreciated
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that the RAN 104 and/or the core network 136 may be in direct or indirect communication with
other RANs that employ the same RAT as the RAN 104 or a different RAT. For example, in
addition to being connected to the RAN 104, which may be utilizing an E-UTRA radio
technology, the core network 106 may also be in communication with another RAN (not shown}
employing a GSM radio technology.

[6045] The core network 106 roay also serve as a gateway for the WTRUs 102a, 102b,
102¢, 102d to access the PSTN 108, the Internet 110, and/or other networks 112, The PSTN 108
may inchude circuit-switched telephone networks that provide plain old telephone service
(POTS). The Internet 110 may include 2 global system of interconnected computer networks
and devices that use common communication protocols, such as the transmission control
protocol (TCP), user datagram protocol (UDP) and the interpet protocol (IP) in the TCP/IP
internet protocol suite. The networks 112 may inchude wired or wireless commanications
networks owned and/or operated by other service providers. For example, the networks 112 may
include another core network connected to one or more RANs, which may employ the same
RAT as the RAN 1034 or a different RAT.

[0046] Some or all ofthe WTRUs 102a, 102b, 102¢, 102d in the communications systom
100 may include nmlti-aode capabilities, .2, the WTRUs 1023, 102h, 102¢, 102d may inchude
multiple transceivers for comumunicating with different wireless networks over different wireless
links. For exarple, the WTRU 102c shown in FIG. 1A may be configured to communicate with
the base station 114a, which may employ a cellular-based radio technology, and with the base
station 114b, which may employ an [EEE 802 radio technology.

[3(347] FIG. 1B is a system diagram of an example WTRU 1062, As shown in FIG. 1B,
the WTRU 102 may include a processor 118, a transceiver 120, a transmit/receive element 122, a
speaker/microphone 124, a koypad 126, a display/touchpad 12¥, non-removable memory 130,
removable memory 132, a power source 134, a global positioning system (GPS) chipset 136, and
other peripherals 138, Tt should be appreciated that the WTRU 102 may include any sub-
combination of the foregoing clements while remaining consistent with an embodiment.

[0048] The processor 118 may be a general purpose processor, a special purpose
processor, a conventional processor, a digital signal processor (DSP), a plarality of
MICTOProCessors, ONe OF Ore MiCroprocessors in association with a DSP ¢ore, a controlier, a
microcontrolier, Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Array (FPGAs) circuits, any other type of integrated circuit (IC), a state maching, and the like.
The processor 118 may perform signal coding, data processing, power control, input/output

processing, and/or any other functionality that enables the WTRU 102 to operate in a wircless
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environment. The processor 118 may be coupled to the transceiver 128, which may be coupled
to the transyoit/receive element 122, While FIG, B depicts the processor 118 and the
transceiver 120 as separate components, it should be appreciated that the processor 118 and the
transceiver 120 may be integrated together in an electronic package or chip.

100497 The transmit/receive element 122 may be configured to transmit signals to, or
receive signals from, a base station {e.g., the basc station 114a) over the air interface 116, For
example, in one embodiment, the transmit/receive clement 122 may be an antenna configured to
transmit and/or receive RF signals. In another embodiment, the transmit/recetve element 122
may be an emitter/detector configured to transmit and/or receive IR, UV, or visible light signals,
for example. In yet another embodiment, the transmit/receive element 122 may be configured to
transmit and receive both RF and light signals. It should be appreciated that the transmit/receive
element 122 may be configured to transmit and/or veceive any combination of wireless signals.
[0050] In addution, although the transmit/receive element 122 s depicted in FIG. B asa
single clement, the WTRU 102 may include any number of transmit/receive clements 122, More
specifically, the WTRU 102 may employ MIMO technology. Thus, in one embodiment, the
WTRU 102 roay include two or roore transmit/receive elements 122 (e.g., multiple antenuas) for
transmitting and receiving wireless signals over the air interface 116,

(0851 The transceiver 120 may be configured to modulate the signals that are to be
transmitted by the transmit/receive element 122 and to demodulate the signals that are received
by the transmit/receive element 122, As noted above, the WTRU 102 may have multi-moode
capabilities. Thus, the transcetver 120 may include multiple transceivers for cnabling the WTRU
102 to communicate via multiple RATs, such as UTRA and IEEE 802,11, for example.

160521 The processor 118 of the WTRU 102 may be coupled to, and may recetve user
input data from, the speaker/microphone 124, the keypad 126, and/or the display/touchpad 1238
{e.g., a hiquid crystal display (LTCD) display unit or organic light-emitting diode (OLED) display
unit). The processor 118 may also output user data to the speaker/microphone 124, the keypad
126, and/or the displav/touchpad 1228, In addition, the processor 118 may access information
from, and store data in, any type of suitabic memory, such as the non-removable memory 130
and/or the removable memory 132, The non-removable memory 130 may include random-
access memory (RAM), read-only memory (ROM), a hard disk, or any other type of memory
storage device. The removable memory 132 may include a subscriber identity module (SIM)
card, a memory stick, a secure digital (SD) memory card, and the like. In other embodiments,
the processor 118 may access information from, and store data in, memory that is not physically

located on the WTRU 102, such as on a server or a home computer (not shown),
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(053] The processor 118 may receive power from the power source 134, and may be
configured to distribute and/or control the power to the other components in the WTRU 102,
The power source 134 may be any suitable device for powering the WTRU 102, For exanple,
the power source 134 may inchide one or more dry cell batteries (e.g., nickel-cadmium (NiCd),
nickel-zine (NiZn), nickel metal hydride (NiMH), Iithiwm-ion (Li-ion), etc. ), solar cells, fuel
cells, and the hike,

[0054] The processor 118 may also be coupled to the GPS chipset 136, which may be
configured to provide location information (e.g., longitude and latitude) regarding the current
location of the WTRU 102, In addition to, or in leu of, the information from the GPS chipset
136, the WTRU 102 may receive location information over the air interface 116 from a base
station {e.g., base stations 114a, 114b) and/or determine its location based on the timing of the
signals being recetved from two or more nearby base stations. Tt should be appreciated that the
WTRU 102 may acquire location information by way of any suttable location-determination
method while remaining consistent with an embodiment.

[B0S5] The processor 118 may further be coupled to other peripherals 13&, which may
include one or more software and/or bardware modules that provide additional features,
functionality and/or wired or wireless connectivity. For example, the peripherals 138 may
include an accelerometer, an e-compass, a satellite transceiver, a digital camera (for photographs
or video), a universal serial bus (USB) port, a vibration devige, a television transceiver, a hands
free headset, a Bluetooth® module, a frequency modulated (FM) radio unit, a digital music
player, a media player, a video game player module, an Internet browser, and the like.

[0056] FIG. 1C is a system diagram of an embodiment of the communications system
100 that includes a RAN 1044 and a core network 106a that comprise example tmplementations
of the RAN 104 and the core notwork 106, respectively. As noted above, the RAN 104, for
mstance the RAN 104a, may employ a UTRA radio technology to conununicate with the
WTRUs {024, 102b, and 102¢ over the air interface 116, The RAN 104a may also be in
coromundcation with the core network 1064, As shown in FIG. 1C, the RAN 104a may include
Node-Bs 140a, 140b, 140c, which may cach include one or more transceivers for communicating
with the WTRUs 102a, 102b, 102¢ over the air interface 116. The Node-Bs 140a, 140b, 140¢
may cach be associated with a particular cell {not shown) within the RAN 184a. The RAN 104a
may also include RINCs 142a, 142b. It should be appreciated that the RAN 104a may include
any number of Node-Bs and RNCs while remaining consistent with an embodiment.

[G057] As shown in FIG. 1C, the Node-Bs 1403, 140b may be in commumication with the
RNC 142a. Additionally, the Node-B 140c¢ moay be in communication with the RNC142b, The
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Node-Bs 140a, 140b, 140c may communicate with the respective RNCs 1423, 142b via an fub
interface. The RNCs 142a, 142b moay be in communication with one another via an lur interface.
Each of the RNCs 1424, 142b may be configured to control the respective Node-Bs 140a, 140b,
140c¢ to which it is connected. In addition, each of the RNCs 142a, 142b may be configured to
carry out or support other functionality, such as outer loop power controel, load control,
adrotssion conirol, packet scheduling, bandover control, macrodiversity, security functions, data
encryption, and the like.

[({(358] The core network 106a shown in FIG. 1C may include a media gateway (MGW)
144, a mobhile switching center (MSC) 146, a serving GPRS support node (SGSN) 14§, and/or a
gateway GPRS support node (GGSN} 150, While cach of the foregoing elements is depicted as
part of the core network 106a, it should be appreciated that any one of these elements may be
owned and/or operated by an entity other than the core network operator.

[0059] The RNC 1422 in the RAN 104a may be connected to the MSC 146 in the core
network 106a via an [uCS interface. The MSC 146 may be connected to the MGW 144, The
MSC 146 and the MGW 144 may provide the WTRUs 102a, 102b, 102¢ with access to circuit-
switched networks, such as the PSTN 108, to facilitate conununications between the WTRUs
102a, 102b, 102¢ and traditional land-linc communications devices.

[0G60] The RNC 142z in the RAN 104a may also be connected to the SGSN 148 in the
core network 106a via an IoPS interface. The SGSN 148 may be connected to the GGSN 150
The SGSN 148 and the GGSN 150 may provide the WTRUs 102a, 102b, 102¢ with access 1o
packet-switched networks, such as the Internet 110, to facilitate communications between and
the WTRUs 102a, 102b, 1(2¢ and P-¢cnabled devices.

100611 As noted above, the core network 106a may also be connected to the networks
112, which may include other wired or wireless networks that are owned and/or operated by
other service providers,

[0062] FIG. 1D is a system disgram of an embodiment of the communications system
100 that jncludes a RAN 104b and a core network 106b that comprise example implementations
ot the RAN 104 and the core network 106, respectively. As noted above, the RAN 104, for
instance the RAN 104b, may employ an E-UTRA radio technology to communicate with the
WTRUs 102a, 102b, and 102¢ over the aiv interface 116, The RAN 104b may also be n
communication with the core network 106b.

6063 The RAN 104b may inchide eNode-Bs 1404, 140e, 1401, though it should be

appreciated that the RAN 104b may include any number of eNode-Bs while remaining consistent

with an erobodirnent. The eNode-Bs 140d, 140e, 140 roay cach include oune or roore
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transceivers for communicating with the WTRUs 102a, 102h, 102¢ over the air interface 116, In
one embodiment, the eNode-Bs 140d, 140¢, 140f may implement MIMO technology. Thus, the
eNode-B 1404, for example, may use multiple antennas to transmit wireless signals to, and
receive wireless signals from, the WTRU 102a.

[0064] Each of the eNode-Bs 1404, 140¢, and 1401 may be associated with g particular
cell (not shown) and may be configured to bandle radio resource management decisions,
handover decisions, scheduling of users in the uplink and/or downlink, and the like. Asshown in
FIG. 1D, the eNode-Bs 140d, 140e, 140f may communicate with one another over an X2
mterface.

60651 The core network 106b shown i FIG. 1D may include a mobility management
gateway (MME) 143, a serving gateway 145, and a packet data network (PDN} gateway 147.
While cach of the foregoing elements is depicted as part of the core network 106b, it should be
approciated that any one of these elernents may be owned and/or operated by an entity other than
the core network operator.

[3066] The MME 143 may be connected to each of the eNode-Bs 1404, 140e¢, and 1401
in the RAN 104b via an S| interface and may serve as a control node. For exarmple, the MME
143 may be responsible for guthenticating users of the WTRUs 102a, 102b, 102¢, bearer
activation/deactivation, selecting a particular serving gateway during an initial attach of the
WTRUs {024, 132b, 102¢, and the like. The MME 143 may also provide a control plane
function for switching between the RAN 104b and other RANSs (not shown) that employ other
radio technologics, such as GSM or WCDMA.

[3067] The serving gateway 145 may be connected to each of the eNode Bs 140d, 140¢,
1401 10 the RAN 104b via the S1 interface. The serving gateway 145 may generally route and
forward user data packets to/from the WTRUs 102a, 102b, 102¢c. The serving gateway 145 may
also perform other functions, such as anchoring user planes during inter-eNode B handovers,
triggering paging when downlink data is available for the WTRUs 102a, 102b, 102¢, managing
and storing contexts of the WTRUs 102a, 102b, 102¢, and the like.

[G063] The serving gateway 145 may also be connected to the PDN gateway 147, which
may provide the WTRUs 1324, 102b, 102¢ with access to packet-switched networks, such as the
Internet 110, to facilitate communications between the WTRUs 102a, 102b, 102¢ and IP-cnabled
devices.

[0069] The core network 136b may facilitate communications with other networks. For
example, the core network 106b may provide the WTRUs 102a, 102b, 102¢ with access to

circuit-switched networks, such as the PSTN 108, 1o facilitate commumnications between the
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WTRUs 102a, 102b, 102¢ and traditional land-line communications devices. For example, the
core network 106b may inchude, or may comnmmunicate with, an [P gateway {(¢.g., an [P
multimedia subsystem (IMS) server) that serves as an interface between the core network 106b
and the PSTN 108, In addition, the core network 136b may provide the WTRUs 1023, 102b,
102¢ with access to the networks 112, which may include other wired or wireless networks that
are owned and/or operated by other service providers.

[G074] FIG. 1E is a system diagram of an embodiment of the communications system
100 that inciudes a RAN 104¢ and a core network 106¢ that comprise example implementations
of the RAN 104 and the core network 106, respectively. The RAN 104, for instance the RAN
104c¢, may be an access service network (ASN) that employs TEEE 802,16 radio technology to
communicate with the WTRUs 102a, 102b, and 102¢ over the air interface 116, As deseribed
herein, the communication Hnks between the different functional entities of the WTRUs 102a,
102b, 102¢, the RAN 104c, and the core network 106¢ may be defined as reference points,
[0071] As shown in FIG. 1F, the RAN 104¢ may inchude base stations 102a, 102b, 102¢,
and an ASN gateway 141, though it should be appreciated that the RAN 104c may include any
number of base stations and ASN gateways while remaining consistent with an erobodiroent,
The base stations 102a, 102b, 102¢ may cach be associated with a particular cell (not shown) in
the RAN 104¢ and may each include one or more transceivers for commumicating with the
WTRUs 1024, 102, 102¢ over the atr interface 116, In one embodiment, the base stations 140g,
140h, 1401 may implement MIMO technology. Thus, the base station 140g, for example, may
us¢ multiple antcunas to transmit wireless signals to, and reccive wireless signals from, the
WTRU 102a. The base stations 140g, 140h, 141 may also provide mobility management
functions, such as handoff triggering, tunuel establishroent, radio resource management, traffic
classification, quality of service (QoS) policy enforcement, and the like. The ASN Gatoway 141
may serve as a traffic aggregation point and may be responsible for paging, caching of subseriber
profiles, routing to the core network 106¢, and the like.

[0072] The air interface 116 between the WTRUs 102a, 102b, 162¢ and the RAN {04¢
may be defined as an R1 reference point that implements the IEEE 802.16 specification. In
addition, each of the WTRUs 102a, 102b, and 102¢ may establish a logical interface {not shown)
with the core network 106¢. The logical interface between the WTRUs 1024, 102b, 102¢ and the
core network 1(6¢ may be defined as an R2 reference point, which may be used for
authentication, authorization, IP host configuration management, and/or mobility management.
[0673] The communication Hnk between cach of the base stations 140g, 140h, 1401 may

be defined as an RE8 reference point that includes protocols for facilitating WTRU handovers and
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the transfer of data between base stations. The communication link between the base stations
140g, 140h, 1401 and the ASN gateway 141 may be defined as an R6 reference point. The R6
reference point may inchade protocols for facilitating mobility management based on mobility
events associated with each of the WTRUs 102a, 102b, 102¢.

[0074] As shown in FIG. 1E, the RAN 104c may be connected to the core network 1{6c.
The communication link between the RAN 104¢ and the core network 106¢ may defined as an
R3 reference point that inchudes protocols for facilitating data transfer and mobility management
capabilities, for example. The core network 106¢ may include a mobile IP home agent (MIP-
HA) 144, an authentication, authorization, accounting (AAA) server 156, and a gateway 158,
While each of the foregoing eloments is depicted as part of the core network 106¢, it should be
appreciated that any one of these clements may be owned and/or operated by an entity other than
the core network operator.

(60757 The MIP-HA may be responsible for [P address management, and may enable the
WTRUs 102a, 102b, and 102¢ 10 roam between different ASNs and/or different core networks.
The MIP-HA 154 may provide the WTRUs 1023, 102b, 102¢ with access to packet-switched
networks, such as the Internet 110, to facilitate communications between the WTRUs 102a,
102b, 102¢ and 1P-cnabled devices. The AAA server 156 may be responsible for user
authentication and for supporting user services. The gateway 158 may facilitate interworking
with other networks. For example, the gateway 158 may provide the WTRUs 102a, 102b, 102¢
with access to circutt-switched networks, such as the PSTN 108, to facilitate communicaiions
between the WTRUSs 102a, 102b, 102¢ and traditional landline communications devices. In
addition, the gateway 158 may provide the WTRUSs 102a, 102b, 102¢ with access to the
networks 112, which may inchude other wired or wireless networks that are owned and/or
operated by other service providers,

[0076] Although not shown in FIG. 1E, it should be appreciated that the RAN 104¢ may
be connected to other ASNs and the core network 106¢ may be connected to other core
networks. The communication link between the RAN 104¢ the other ASNs roay be defined as an
R4 reference point, which may include protocols for coordinating the mobility of the WTRUs
102a, 102b, 102¢ between the RAN 104c¢ and the other ASNs. The communication lnk between
the core network 106¢ and the other core networks may be defined as an RS reference point,
which may include protocols for facilitating interworking between home core networks and
visited core networks.

1G077] FIG. 2 shows an exemplary network architecture that may inchude macro and/or

fernto cell deployment with a botspot network, The WTRU may have ove or more of the
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following. The WTRU may be a sinmultaneouns dual (3GPP/ Wi-Fi) RAT WTRU capable of
providing 1P flow mobility (IFOM} over both technologies. One or more Wi-Fi cards may be
ON simmltaneously. Hotspot technology or other evolved hotspot technology may be enabled.
The WTRU may support access network query protocol (ANQP). The WTRU may support
hotapot protocols or other communication methods. The WTRU may use hotspot security
reguirernents (e.g., with or without 8IM credentials). The WTRU may support on-line sign up,
which may include subscription management objoct (MO} provisioning, Mobility features may
be supported. The WTRU may inclode an embedded connection sharing client.

[G078] The network (for exaraple, a 3GPP network) may include one or more hotspot
features. For hotspot inter-working, the security features of hotspot networks may enable these
networks to be considered as trusted non-3GPP access networks, Hotspot networks may be able
to interwork with 3GPP networks for trusted non-3GPP access.

[G079] The Wi-Fi network may be a trusted network, Untrasted WiFi access {e.g., Psec
tuniiels and SSO) may be provided. The network may be hotspot enabled. The hotspot Wi-Fi
network may offer an online sign-up and hotspot architecture, ¢.g., with an AAA server, on-line
sign-up (OSU) server, ctc. and may include an advertiseraent server (for example, an ANQP
server). The hotspot network may support related provisioning {(e.g., subscription provision and
management, the policy provisioning that depends on the credential that the mobile device has,
etc.), for example username/password, certificate, SIM, ete. The hotspot network may support a
fogical entity such as an advertisement server. An advertisement Server may conmmunicate over-
the-air information to a WTRU using a generic advertisement server (GAS).

[B080] An access network discovery and selection function (ANDSK) may be part of the
mobile operator’s network, It may be a standalone policy function providing WTRU policies on
how to discover and/or use various non-3GPP access networks in conjunction with 3GPP access
networks. It may be connected with the various functions of the policy and charging control
(PCC) subsystem, and, may coordinate policies that may control various network elements {e.g.,
via the PCC) and the WTRU (c.g., via the ANDSF)., An ANDSF MO may be used by the
ANDSF and the WTRL, e.¢., according to 3GPP specifications,

(0081 FIG. 3 shows an example of an access network discovery and selection function
{ANDSF) management object (MG). The ANDSE MO may include inter-system mobility policy
{(1SMP) {which may be referred to as “Policy™), which may provide prioritized access networks.
The ANDSF MO may include inter-system routing policy (ISRP), which may indicate how to
distribute traffic among available accesses when the WTRU is capable of connecting through

multiple accesses for one or more of IFOM, MAPCON, non-scamiess WLAN offload, etc. The
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ANDSF MO may include access network discovery information, ¢.g., available networks in the
WTRU’s vicintty. The ANDSF MO may provide these based on the WTRU location, which the
ANDSF may be able to read from the ANDSF MO.

FO082] Hotspot implementations may inchide one or more of discovery, registration, and
access, For discovery, the mobile device may scan for networks with which to associate and for
related information for network selection. The mobile device may not be associated with the Wi-
Fi access networks that the mobile device is scanning. The mobile device may use operator
policy and user preferences in the network selection process. Development may include
registration, whereby the mobile device may be in the process of setting up a new account with a
SP or hotspot provider. If the mobile device already has valid credentials for a given Wi-Fi
access network, registration may not need to be performed. For provisioning, the Wi-Fi
infrastracture may establish credential information. The Wi-Fi infrastructare may provide policy
information to the mobtle device. For hotspot iraplementation, policy may refer to Wi-Fi access
network selection policy. If the mobile device already has valid credentials for a given Wi-Fi
access network, provisioning may not be performed. For access, the mobile device may associate
and authenticate with the Wi-Fi access network and may access services, e.¢., tor which the user
has subscribed.

[0083]

Hotspot network selection and discovery may be described herein. IEEE 802110
may provide for the discovery of networks through the advertisement of access network type
fe.g., private network, free public network, for-foe public network], roaming consortium, and/or
venue information. For example, one or more of the tollowing may apply. A generic
advertisement service {{GAS) may be used. IEEE 802.11a may provide a Layer 2 transport of an
advertisernent protocol’s frames between a mobile device and a server in the network prior to
authentication, e.g., to provide the availability of information related to the network services, for
example, information about local services available. GAS may use a generic container to
advertise network services information over 802,11, Network selection and discovery may
include access network guery protocol (ANQP), which may be a query and response protocol
used by a mobile device to discover a range of information, including one or more of: g hotspot
operator’s domain name (e.g., a globally unique, machine searchable data element); roaming
partners accessible via the hotspot along with their credential type and EAP method supported
for authentication; IF address type availability (for example, IPv4 or IPv6); or other metadata
useful in a mobile device’s network selection process. Hotspots may support a customized
ANQP, e.g., based on [EEE R02.1 1o ANQP clements and additional elements introduced by

hotspot evolution. One or more of the following TEEE 802.11u ANQP clements may be
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supported {e.g., as defined in IEEE 302.11u): venue name information; network authentication
type information; roaraing consortium list; 1P address type availability information; NAT realm
list; domain name list; or 3GPP cellular network information,.

F0084] 3GPP cellular network information may inchude celhilar information such as
network advertisement information, for example, network codes and country codes, e.g., to assist
a 3GPP non-AP STA in selecting an AP to access 3GPP networks, FIG. 4 shows an exaraple
format for 3GPP cellular network information. The Info {D field may be equal to 264 {e.g.,
according to the ANQP information ID). The Length field may be a 2-octet field and may be
equal to the length of the Payload field. The Payload field roay be a generic container. FIG. S
shows an example structure for a generic container. As shown in FIG. 5, GUD may be generic
container user data, UDHL may be user data header length, and [EI may be an information
element identity, which may comprise a PLMN list (e.g., MCC/MNC Code).

[G0OR5] ANQP elemnents may be added, for example one or more of the following: a
hotspot operator friendly name; hotspot WAN metrics; hotspot connection capability; NAT home
realm query; hotspot online sign-up providers list; or anonymous NAL QoS map distribution
may be used. This may provide a mapping between the IP’s differentiated services code point
{DSCP) to over-the-air Layer 2 priority on a per-device basis, which may facilitate end-to-cnd
o5,

[G086] The information required to select a network and authenticate to it may be
delivered by ANQP (e.g., using a nurnber of formats). For example, a roanagement object may
be used with ANQP.

(60871 FIG. 6 shows an example of hotspot network selection, ¢.g., for a mobile device.
The exemplary hotspot network selection may be performed by a WTRU, and, may be iHhustrated
for example with reference to a hotspot Wi-Fi connection manager (CM). The CM may be an
entity within the mobile phone that may control one or more of the following: which modems
{e.g., 3G and WiF1) moders are used for particular communications, which IP addresses are
“bound” to which modems, which data is sent where, etc. The CM may be an entity that
implements policies, ¢.g., ANDSF policies.

[088] The CM may initiate a network selection process, e.g., with an active or passive
scan for Wi-Fi access networks. The CM may compare discovered networks (e.g., a list of
discovered networks) with a list of user-preferred networks {e.g., previcusly configured by the
user on the WTRU). The CM may cause the mobile device to associate with the Wi-Fi access
network having a highest user preference (e.g., it a match is found). I no user-preterred network

is found, the histed discovered networks, ¢.g., from 1, may be filtered for hotspot networks (for
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example, non-hotspot networks may be deleted from the list).  For hotspot networks not having
a cached profile, ANQP queries may be performed, e.g., as needed, which may inchude NAT
realm list and/or 3GPP cellular information. The query protocol for access network information
retrieval may be transported by generic advertisement service (GAS) public action frames.
ANQP may support information retrieval from an advertiserent server. ANQP may bea L2
protocol between a WTRU and a server. ANQP may be a query and response protocol used by a
WTRU to discover information, which may include a hotspot operator’s domain name, roaming
partners accessible via the hotspot along with their credential type and EAP supported for
authenticating 1P address type availability (for example, IPv4 or [Pv6). 1f a handover is
performed from a hotspot to 3GPP network, in a ocation in which the 3GPP network wants to be
the preferred network, the ANQP information related to the 3GPP cellular network may be set
accordingly.

[GORY] Still referring to FIG. 6, the discovered network list may be filiered based on
implementation dependent oriteria, e.g., muntmum RSS1 level, protocols/ports blocked by hotspot
firewall, PLMNs, and the likke. This may inchude adding criteria such as IFOM preferences,
application preferred network, and the like. The discovered network list may be filiered for
realms matching the user’s credentials. Wi-Fi access networks whose NAT realm list or 3GPP
celhilar information do not match user credentials, which may include credential types, may be
filtered. If the user has more than one Wi-Fi subscription, the rerpaining Wi-Fi access networks
in the list may be sorted by subscription preference, e.g., that the user has previously configured.
The Wi-Fi access networks in the list may go through a 2nd-level sort (for example, a nested
sort) in which the networks may be ordered by subscription preference and/or by operator
preference. The sorted list may be filtered for blacklisted networks. 1 the filtered and sorted list
of networks has one or more remaining networks, the following may be performed. The CM
may cause the WTRU to associate to the first entry (e.g., highest sorted network) in the list. The
CM may request the user to decide whether to associate with a Wi-Fi access network, An OSU
Server serversubscriptionmobile device roay confitm that the OSU Server owns the fully
qualified domain name (FQDN) stated in the URL  The mobile device may use an identity
and/or handshaking protocol to initiate the sign-up. The mobile device may analyze information
carried by ANQP such as, for example, an OMA DM MO. 1f a policy exists, the mobile device
may initiate downloading of the policy using the protocol as specified.

(0090 Hotspot security architecture may be disclosed herein. IETF’s extensible
authentication protocol (EAP) may be used for an authentication framework at the Hink layer.

There may be three entities 1o the frarnework: supplicant (client), authenticator (access point),
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and authentication server {AAA server). FIG. 7 shows an example of an IEEE 802.xx/extensible
authentication protocol (EAP) protocol stack.

10091 The aunthenticator (AP} may transfer EAP messages, which may he EAPOL-
encapsulated on the wircless side and RADIUS-encapsulated on the wired side, ¢.2., between the
supplicant and the server. The client may be allowed network access and traffic may be sent over
the radio link in an encrypted form, e.g., as a result of successful avthentication. EAP
guthentication may enhance WLAN security by providing nutual authentication between client
and network, secure transfer of aunthentication credentials, and/or generation of keying material
for session encryption keys.

100921 There may be one or more EAP authentication methods used in Wi-Fi networks,
Hotspot protocols may mandate supporting one or more of the following: EAP-TLS, EAP-TTLS,
EAP-SIM, or EAP-AKA. EAP-AKA’ may be mncluded in the list of hotspot-supported EAPs.
3GPP operators moay use EAP-SIM/AKA/AKA’ for WiFi Hotspot access, ¢.g., this roay enable
3GPP operators to leverage their existing authentication infrastructure that is xSIM based (e.g.,
SIM for GSM, USIM for UMTS/LTE, and ISIM for IMS).

[0093] FIG. § shows an example cali-flow for EAP-SIM/AK A-based public hotspot
access. An cxample may comprise one or more of the following, An authenticator {c.g., AF)
may issue an EAP Request asking for WTRU Identity. The WTRU may retarn an international
mobile subseriber identity {e.g., IMST with s realm), for example, *0"(ASCII 0x30) or ‘U
(ASCIH 0x31) may be pre-pending to the IMSL *0 may be used to indicate EAP-AKA and 1’
may be used for EAP-SIM authentication. The AP may send EAP 1D to AAA server using
access request. The AAA server may request authentication vector(s) from HLR/HSS. The
AAA server roay use a MAP interface towards the HLR or Diaroeter interface to the HSS. The
AAA server may send an EAP-request/challenge message. The AP may receive from the AAA
server a challenge and a message authentication code (MAC) and may send it to the WTRU, e.g.,
using EAP-request ressage. The WTRU may compute its MAC valoe and compare it with the
received MAC value. If the MAC values do not match, the WTRU may silently discard the FAP
packet. I the MAC values do match, the WTRU may send the challenge to the UICC, which
may run a SIM/AKA authentication algorithm to generate the SRES. The WTRU may return an
SRES in EAP-Response to the AP, The AP may forward an EAP-response in a RADIUS
message 1o the AAA server. [fthe checks are successful, the AAA Server may send an access
accept message, which may include an EAP success and the key material, to the AP, The key

material may include the MSK generated during the authentication process. The EAP success
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message may be forwarded {o the WTRU. The WTRU status may become authorized on the AP.
The WTRU may obtain an P address using DHCP and may access the Internet.

(60941 Hotspot evolution may require hotspot access points to support one or more of the
following: WPAZ (EAP-SIM, EAP-AKA, EAP-TLS, EAP-TTLS), IEEE 802.11u, or 802.11v,
Legacy hotspot APs that do not support these featares may not capable of being used and may
need 1o be replaced with corapliant APs. FIG. 9 shows an example of WiFi-3GPP integration
using EAP-SIM.  Hotspot technology may require a hotspot AAA server to support EAP-
SIM/AKA. This may require an IP-based AAA server to support a S87/Diameter interface
towards MMNO HLR/HSS, e.g., as shown in FIG. 8.

60951 Some hotspot AAA servers may not support such an interface. Such hotspot
AAA servers may need to be replaced or additional gateways, such as MAP proxy GWs, may be
needed, e.g., to mediate the communication between a hotspot AAA server and MNO HER/HSS.
By allowing access to an MNO subscriber master database (e.g., HSS/HLR) for many hotspots,
vulnerabilities to the MNO networks may be introduced and different types of attacks may be
iaunched (for example, DoS or DDoS attacks on the HSS/HLR, MNO AAA servers, etc.).
[G096] Hotspot deploymient may require additional network elements to be deployed indo
the hotspot, ¢.g., to support network discovery (for example, ANQP servers), online rogistration
and/or sign-up servers.

[G097] Hotspot deployments may require changing hotspot architectare to mimic
enterprise-WiFi architecture, e.g., in order to be able to use 2021 X/EAP-based WiF1 access.
Existing hotspot deployments may not be compatible with the enterprise-WiFi architecture and
may not support EAP. Such legacy deployments may not be capable of being leveraged, e.g,,
there may not be a smooth migration path from legacy hotspots towards evolved hotspots. A cost
may be incurred as a result of deploying compliant equipment,

G098 HS 2.0 may create performance issugs, e.g., as a result of network discovery,
registration, association, and/or authentication implementations. Poor end user experience for
real tiroe apphications (for exaraple, VoIP) may occur. Cellular-WiF1 handoff may becorae non-
scamless to the end user. Access to UICC functionality (for example, for PIN entry) as part of
the EAP-SIM/AKA procedure may result in “locking” user SIM card, e.g., as a result of multipie
failed attempts.

(60991 AAA-proxy based secure WiFi-cellular integration may be used. FIG. 10 shows
an example of AAA proxy-based hotspot-3GPP interworking. Use ofa AAA-proxy may have
one or more of the following: in the case of no roaming relatiouship between the Wi-Fi network

and the horne network holding SIM/USIM credentials, the AAA proxy may not work; setting up
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a hotspot AAA server as a proxy towards MNGO AAA server may require provisioning and
configuration parameters on both networks (for exaraple, shared secret, 1P addresses, ports,
realms, etc.); interfacing hotspot AAA proxy with a pre-Release 8 MNO AAA server may
requiire @ RADIUS-RADIUS interworking function to align RADIUS attributes between the two
networks; or interfacing a hotspot AAA proxy with post-Release 8 MNG AAA server may
reguire a RADTUS-Diameter interworking function to convert RADIUS attributes to Diameter
attributes between the two networks.

[G10G] FIG. 11 shows an example of single sign-on (580)-based WiFi-cellular
mntegration. The SSO-hased WiFi-cellular jutegration shown in FIG. 11 may be aligned with the
WEA hotspot program. The SSO based WiFi-cellular integration may leverage a previously
established security association between a WIRU and a network (for example, the cellular
network), e.g., to enable authentication and secure link setup on another network (for example, a
WELAN network), for example, in an on-demand and seamless fashion. In the SSO-based WikFi-
celiular integration, a reverse bootstrap of application-layer credentials on one network may be
used to generate credentials used in a follow-on access-layer authentication procedure in another
network. In the SSO-based WiFi-cellular integration, SSO protocols such as OpenlD or GBA
may be used, ¢.g., to cnable the WTRU to discover and access previously unknown networks
such as WLAN networks. There may be no need to pre-provision credentials at the follow-on
network, e.g., since these may be bootstrapped from the already running application service
security on the cellular network.,

(G101 Implementations for SSO-based WLAN-cellular integration may be limited to
needing a software upgrade to a hotspot or MNG AAA server to include S5O and enhanced
ANDSF (¢ ANDSF) server functionalities. The SSO-based WiFi-cellular integrationmay support
APs including legacy UAM-based and 802. Ix/EAP-based hotspots. The S50-based WiFi-
cethular integration may simplify provisioning for users entering the hotspot and support mobility
between cethular and WiF1 hotspots.

(61027 FIG. 12 shows an exaraple of scaraless mobility and IFOM with 3GPP and a
hotspot, which may include interworking between 3GPP ANDSFE and hotspot ANGP
approaches. The WTRU may perform an initial connection procedure. The WTRU may be
connected to a 3GPP network and may camp on a 3GPP cell. WiFi may be off, e.g., for battery
saving. The [P traffic may go through the 3GPP network. The WTRU may be provisioned with
one or more of the following. The WTRU may include a list of user preferred networks for WiFi
{e.g., hotspot or private), which may have been previously configured by the user on the mobile

device, The WTRU may include a PLMN selection input, stored in {UYSEM, which may include
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a home PLMN (HPLMN) selector with access technology, a user-controlled PLMN selector with
access technology (e.g., in priority order), and/or an operator-controlled PLMN selector with
access technology {e.g., in priority order). The WTRU may include a pre-loaded ANDSF MO,
This may inchude, for example, at least a list of prioritized access network (e.g., part of the
Policy/ISMP sub-tree). The WTRU may include security related mnformation, e.g., stored in a
(UISIM.

[6103] ANDSFE and ANGQP cooperation may be disclosed. There may be some
coordination between an ANDSF server and ANQP. For example, an ANDSF MO may be
expanded fo inchude some ANQP related information. An interface between ANDSF and ANGQP
servers may be added.

[0104] The ANDSF server and ANQP server may know cach other’s information, e.g.,
via juitial provisioning by the operators, The ANQP may aid the ANDSF server discovery
through tuteraction with the domain nare service function or the DHCP server function.
ANDSF server discovery may be performed through an added DHCPv4 and DHCPvO options
code, which may be referred to as the ANDSF 1P address options.

[0105] The following hotspot ANQP clements may be added to the ANDSF MO, The
added hotspot ANQP elemnents may speed-up hotspot association (for example, as defined in
IEEE 802.11u}. These clements may bring hotspot knowledge to legacy APs. These elements
may inchude one or more of the following: venue name information; network autheutication type
mnformation; roaming consortium list; IP address type availability information; NAT realm list;
3GPP cellular network information; domain name list; hotspot operator friendly name; hotspot
WAN metrics; hotspot connection capability; NAT home realm query; hotspot online sign-up
providers list; or anonymous NAL There may be an interface between an ANDSF server and a
hotspot subscription server, .g., to commmunicate such clement(s).

[0106] FIG. 13 shows an exampie of an access network discovery information (ANDSF
MO) sub-tree. An ANDSF MO update may be performed. The WTRU may want to update its
mternal access network discovery nforraation (for exarople, ANDSF MO). Based on OMA DM,
this may be initiated by the WTRU using OMA DM “Generic Alert” message (for example, pull
model} or initiated by an ANDSF server (for example, push mechanism}.

[GI07] The WTRU may report {e.g., initially) back its location to the ANDSF server.
This may help to receive location-based information. The WTRU may fill its internal ANDSF
MO / location data with its current location {e.g., PLMN, Cell ID, registered PLMN (RPLMN),
and the hike). If geo location is available (for example, the WTRU has an embedded GPS), it

may provide geo_location information. FIG. 14 shows an example of an ANDSF-MO-WTRU
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location sub-tree. Location information may include, for example, the leaves identified as
PLMN, TAC, LAC, GERAN _CI, UTRAN_CI, EUTRA (I, AnchorLongitude, Anchorlatitude,
and/or RPLMN,

[0108] in case of a WTRU-initiated update, the WTRU may initiate an OMA DM
“Generic Alert”, with the "LocURI" element of the OMA DM generic alert message set to
“urmomaimoext-3gpp-andsfi1.0:. . JUE Location.” The ANDSF server may perform a “get” on
the ANDSF MO <X>/UE Location/ to read the WTRU location. Based on the WTRU location,
the ANDSF server may provide an update of a different sub-tree of the UE’s ANDSF MO. The
policy (ISMP) part may provide a preferred access technology. If WiFi 1s setup as higher
priority than 3GPP, the WTRU may keep searching for 8 WiFi network

[G109] FIG. 15 shows an example of an ANDSF MO - policy (ISMP) information sub-
tree. The discovery informpation may provide information on available access networks. The
WTRU may use the information as an aid 1o discovering other access networks, The ANDSF
server may provide a Hst of SS1Ds of WLAN networks available around the WTRU. The
WLAN networks may be identified by SSID A, SSID B and SSID () e.g., in the order of
preference.  Assuming that one or more of the previous has occurred, ANQP elements added to
ANDSF may be received by the WTRU. The [SRP part may provide an indication on traffic
distribution for WTRUs that are configured for IFOM, MAPCON, or non-seamiess WLAN
offload. The ANDSF server may fill the related part for the WTRU to perform IFOM. This may
be shown in FIG. 16, which 18 an example of an ANDSF MO - ISRP sub-tree.

[0110] Hotspot WLAN connection may be performed. The WTRU may decide to check
whether Wi-Fi is available, e.g., to switch over to Wi-Fi. This may be performed because, based
on ISRP, the application is requested to be sent over Wi-Fi or because, based on policy

{(ISMPY Discoverylnformation, the WELAN has 3 higher priority than 3GPP. If Wi-Fi is turned
on, and if the WLAN driver is hotspot capable, it may perform one or more of the following.
Discovery may be performed, whereby the WTRU may perform discovery message exchange
(for example, ANQP) to obtain network intormation, ¢.g., prior to association. ANQP (L2-HRP
Query} may be skipped if ANQP elements have been received through ANDSF. Registration
may be performed, whereby the mobile device may be in the process of setting up an account
{e.g., new account) with a SP or hotspot provider. If the mobile device has valid credentials fora
givenr Wi-Fi access network, registration raay not be performed. It no pre-configured
subscription information is available (for example, via a hotspot MO), the mobile device may
check whether a SIM card 18 available and active. To this case, the mobile device may try to

authenticate using SIM based authentication. Association and authentication may be performed.
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[i11] IFOM may be performed. The 1P flow that is running over 3GPP may be moved
to WLAN,
[6112] Monitoring for a most preferred SSID may be performed. Assuming that the

SSID that the WTRU is connected to is not the most preferred in the ANDSF MO (e.g., policy
(ISMP) sub-tree), the WTRU may check (e.g., periodically) whether a more preferved SSID is
available to handover to i,

[G113] FIG. 17 shows an example of scamless IFOM mobility from a hotspot to another
hotspot. In the initial condition, the WTRU may be in an area where there is no 3GPP coverage.
The WTRU may be connected to a mobile core network through a Wi-Fi hotspot network
operated by a SP (Service Provider #1) (Home SP or roaming partner) and it may perform IFOM
to a second Wi-Fi Hotspot network operated by SP#2.

[0114] The WTRU may be connected to a hotspot operated by SP#1 (e.g., HS2.0 #1).
This conuection may he an initial condition, ¢.g., from an inttial connection procedure. The
network selection procedure used may be the hotspot network selection as described above, 2.z,
when SP#1 is the home SP or a roaming partner. The information may be provided using OMA
DM Management Objects, cte.

[6115] An ANDSF MO update may be performed as described herein. A Wi-Fi
connection may be established with HS#2, For example, the WTRU may be connected to HS#1
and HS#1 is congested or SP#2, with a higher priority, has been detected. The WTRU may wish
to perform [FOM from SP#1 to SP#2. Using one Wi-Fi card, a botspot network sclection may
occur {¢.g., scan / GAS / Association / Authentication) to SP#2, but the application connection
may be disconnected. For IFOM, the WTRU may keep the application running over H3#1 and
tumn on Wi-Ficard #2. The network selection for Wi-Fi card #2 may not follow the hotspot
network selection procedure as described above. I so, it may try to connect to HS#1 as Wi-Fi
card 1 network selection. The Dual Wi-Fi cards and their network selection may need to consider
the state of Wi-Fi card #1.

[6116] Tn some cases an ANDSF update, for example to get an ANDSF MO (e.g., new
or updated), may be necessary when connecting to a hotspot {e.g., new hotspot). Access 10 this
ANDSF MO may be through the hotspot, and, may not otherwise be accessible. In this case, the
suabscription information carried by ANGQP may be used to provide the ANDSF MG, The
hotspot may request the MO on behalt of the WTRY at connect time. The hotspot may run the
ANDSF fonction itself, ¢.g., as a mirror of the master ANDSF fanction in the core network, and
may be able to generate the MO apon request.  The mirror function may have limited

capabilitics related fo the botspot and s geographical location, and, the resulting MOs may be
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limited. For example, they may be limited to including some of the information that the master
ANDSF would have been able to provide,

[6i17] Information provided may be limited to the name and IP address of the ANDSF
server. In this case, the hotspot may provide a limited IP-based address, e.g., to allow the
WTRU to obtain the ANDSF MO from the ANDSF server. This may be implemented by the
hotspot restricting access to the destination P address of the ANDSF server; such access may be
granted to 3 WTRU for a limited period of time after the initial access of the hotspot by the
WTRU.

[0118] Still referving to Fig. 17, IFOM may be performed, ¢.g., as described herein, A
most preferred SS1D monitoring may be performed. Assuming that the SSID the WTRU 18
connected to s not the most preferred in the ANDSF MO (e.g., Policy (ISMP) sub-tree), the
WTRU may check {e.g., regularly) whether a more preferred SSID is available, e.g., to
eventually reconnect to it. This roay be perforraed through Wikt card #2 passive scanniong.
[6119] Interaction between application-gpecific policies {e.g., ANDSF) and eHotgpot-
specific context policies {e.g., ANQP) may be disclosed. This may illustrate the coordination
between the application specific policies as defined io ANDSE and the hotspot policies as
defined with ANQP. For cxample, a connection sharing client through Wi-Fi {c.g., “Wi-Fi
tethering™) may be used. Based on user profiles, ANDSF may not allow tethering, except if one
or more of the following are met: tethering runs over Wi-Fi; or the HS policy {e.g., as advertized
by ANQP) allows it. This cxample roay illustrate bow this is established, checked, and, when
verified to be correct, tethering is egtablished.

[3120] Wi-Fi tethering may mean that a user may share his mobile phone’s 3GPP
mternet connection with external non-3GPP devices such as laptops over Wi-Fi. The mobile
phone may act as a Wi-Fi relay. The laptop and the mobile phone may conununicate over Wi-Fi
and the mobile-phone may be connecied to 3GPP network. FIG. 18 shows an example ofa
shared 3GPP internet connection {e.g., tethering) via Wi-Fi,

[0121] The mobtile phone (e.g., the serving WTRL) may provide the tethering capability.
This may be done, for example, in standalone (e.g., the serving WTRU may be scen as an
hotspot device by the served WTRU and no other AP may be required) or through direct link
setup {DLS), e.g., as defined by IEEE R02.11, where the AP may be involved for the setup. Tn
the above, the serving WTRU may require an embedded tothering SW which may provide the
Wi-Fi connection setup, then provide the data relay between the 3GPP connection and the Wi-Fi

connection. 3IGPP carriers may provide some “hotspot-capable smart phones,” wherein the
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embedded tethering SW may be provided and setup by the carriers, which may provide in
parallel some specific tether data plan,

[6i22] FIG. 19 shows exemplary connection sharing. The exemplary connection sharing
may inchude one or more of the following: an initial condition, an ANDSF update, a (T)DLS
setup, a hotspot enabled UE-link setup, or a served and/or serving UE data transmission. As an
imitial condition, the serving WTRU roay have an IP connection through 3GPP. An ANDSF MO
update may be performed. The serving WTRU may receive an ANDSF MO update, which may
provide the WTRU with onnection sharing policies (¢.g., new connection sharing policies). The
WTRU may request an update when it receives a connection request over one of s radio access
networks {e.g., wifi, Blugtooth, etc. ).

10123]

FIG. 20 shows an exemplary enhanced ANDSF MO with clements added, e.g., to0
enable connection sharing. For an authorized WTRU, the non-3GPP served client may have
heen connected to some Wi-Fi botspot in the vicinity of the serving WTRU. The served WTRU
may have been lost (for example, loss of Wi-Fi coverage). The network may push the 1D of this
WTRU to other WTRUs, e.g., belonging to the same operators, for exampie so that the hotspot-
enabled WTRUs may share their 3GPP connection with the out-of-coverage non-3GPP served
WTRU. In this way, operators may launch the connection sharing client transpareuntly to the
serving user. In FIG. 20, the ConnectionSharing branch and related features may be added.
[G124] IEEE 302.11 specifics the divect link setap (DLS) protocol which may enable
direct comamunication between a pair of stations within the saroe basic service set (BSS). This
may climinate anunnccessary triangular traffic route through an access point and may increase
the overall effective throughput within the BSS. The setup may be performed with a 2-way
handshake (e.g., DLS Setup Reg / DLS Setup Resp) going through the AP, TEEE 802,11z
provides an extension to DLS mechanisms that may allow IHEE 802.11 to set up a direct link
between client devices while remaining associated with the access point {AP). Tunneled direct-
Hink setup (TDLS) may be characterized by the use of signaling frames that are encapsulated in
data frames 50 that the sigoaling frames may be transmitted through an AP transparently. A
TS direct link may be set up {e.g., automatically}, without nced for user intervention, while
the connection with the AP i3 maintained.

[Gi25] The direct chient-to-clicut communication may provide one or more benefits,
Potential bencfits may include one or more of the following: IEEE 802.1 1z may reduce the
number of times a packet gets transmitted over the air from 2 to 1; shorter transmission times on
TDLS direct links may provide power savings; if client devices capable of operating at data rates

or in frequency bands not supported by the access point, they may do so; TDLS direct links,
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bypassing the access point, may eliminate one of the transmissions and the client-to-client
transmissions may often occur at much higher data rates, both of which may result in shorter
transmission times and client device power savings; there may be no need to upgrade APs to
support TDLS direct links, as TDLS may be a client {e.g., client only) feature; or TDLS may be
designed to enhance the communication between clients, e.g., mobhile handheld devices, with
Himited battery capacity. The TDL sctup may be performed with a 3-way handshake (e.g., DLS
Setup Req / DLS Sctup Resp / DLS Setup Confirm) going through the AP,

[3126] This may also inciude performing Wi-Fi connection setup with the served WTRIL
On the serving WTRU, the WTRU may launch the connection sharing client. The serving
WTRU may act as a legacy AP that may be secn as such by the served WTRU. The latter may
perform a Wi-Fi legacy request to have an [P connection. The connection sharing client may
consider ANDSF MO elements (e.g., new ANDSF MO clements) to accept or reject the
connection. Network sharing may be performed. The serving WTRU may share the packet

access with the served WTRU. The connection sharing client may consider the policies to share

the data.
[6i27] Neighbor discovery may be implemented via ANQP updates. This may improve

network discovery by providing ANDSFE with some ANQP related information.  FIG. 21 shows
an example of neighbor discovery via an ANQP update. WLAN passive scanning may be
performed. The WTRU may or may not be connectedto a network. The WTRU may
periodically scan actively (e.g., if not already counected to a WLAN AP} or passively (e.g., if
already connected) to determine whether there are available networks in the vicinity, and, may
prioritize these in terms of signal strength. The WTRU may use existing ANDSF information to
narrow down the list of SSIDs for which ANQP query is needed, e.g., in order to avoid a Jarge
number of potential ANQP queries. If no relevant ANDSFE info is present, this may be skipped.
If ANQP information for some 851Ds is present via enhanced ANDSF MO (e.g., as in some of
the examples provided herein), ANQP queries of these networks may be avoided.

[G123] A lifetime may be associated to the ANQP veighbor information kept in the
ANDSF server. This may be useful if the information changes at some point. This may provent
the information from being out-of-sync. The probability of having this information change on
the ANQP server may be taken into account for setting the hifetime valoe (for example, very
probable=short lifetime, very improbable=long lifetime). An expired lifetime may force the
WTRU to query the ANQP server and update the ANDSF server with the latest information. Ifa

WTRU is connected to a network, it may obtain information regarding neighbor congestion, QoS
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supported, service available at the neighbor, and the like; this may be a non-ANQP exchange,
¢.g., Snee association may be assumed.

[6i29] An ANQP guery for a hotspot enabled AP may be performed. The WTRU may
obtain information regarding congestion {e.g., QoS, Service availability, and the like) loading of
networks through the ANQP gquery, This information may be combined with signal strength in
prioritizing potential candidate networks tor mobility, The ANQP MO for neighbors roay be
obtained as part of ANQP exchanged, which may include the enhanced congestion and other
information described herein.

[G130] The mobile device may perform a discovery message exchange (for example,
ANQP Procedures) to obtain network information, €.g., prior to association. The retrieved
clements may include one or more of the following: venue name information; network
authentication type information; roaming consortium list; IP address type availability
mformation; NAT realm list; 3GPP cellular network information; domain name list; botspot
operator friendly name; hotspot WAN metrics; hotspot connection capability; NAT home realm
query; hotspot online sign-up providers list; or anonymous NAL

[G131] An ANDSF update (for example, hotspot capable WTRU to ANDSF server) may
be performed. Assuming that the ANDSF MO is enhanced to include some ANQP elements, the
WTRU may use an OMA DM mechanism (e.g., Generic Alert) to inform the network about its
ppdated ANQP information it has stored in the ANDSF MO, An ANDSF update (for example,
ANIDISF server to non-hotspot capable WTRU) may be performed. An ANDSF update may be
used to further downselect target networks; 1t may result in the need to repeat one or more of the
implementations described herein. If a non-hotspot-capable WTRU reguests an ANDSEF MO
update, the server may provide it with ANQP enhanced intformation. I a target network is
selected, access may be attempted using the normal procedures.

(0132} ANQP and or WiFi HotSpot subscription server and ANDSF server content
consistency may be resolved. A mechanism between ANQP/HS and ANDSF (e.g., such as g
direct link through the WTRU s reporting) may need to be defined so that a coherent
provisioning is done between both. The WTRU may include WiFi MO {c.g., associated with
ANQP, GAS, or other discovery/subscription service in the WiFi network) and ANDSF MO and
their respective content may be coherent or at least some priority between them may be
established. An enhanced ANQP or GAS protocol may be used. As described herein, ANGP or
GAS may provide, through Wi-Fi layer 2 connection, some limited 3GPP information. The
protocol may be extended to expand the 3GPP information sent to the WTRU and may add

information such as, for example, ANDSF server avatlability and 1P address, or eventually some
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ANDSF MO update over hotspot Layer 2. Media independent service discovery may also be
performed. With TEEE 802.1 1u, service discovery may be enabled through 802.11
advertisement services, providing interchange of data between the STA (e.g., mobile) and the
AP, without need for the STA to be associated. This may be extended o other technologies, e.g.,
service discovery may occur prior to association.

[0133] A wireless commuuntcations device, such as a UE, may enter {¢.g., may be
powered on in} an area in which an operator associated with the UE does not provide wireless
network coverage {e.g., 3GPP RF coverage). The UE may not be provisioned with a list of one
or more preferred Wireless Local Area Network (WELAN) networks available in the arca. A UE
may enter an area where established wireless network coverage does not support [P access (e.g.,
a GSM-only coverage area) and the UE may not be provisionad with a fist of preferred WLAN
networks avatlable in this area.

[0134] The area, for example the area in cither of the ahove scenarios, raay have one or
more established WLAN networks with which the operator associated with the UE may or may
not have respective roaming agreements. A wireless communications network in the area may
rely on an Access Network Discovery and Selection Function (ANDSFE) to guide UEs entering
the wireless communication system to respective WLAN networks. For exanmple, the operator
associated with the UE may prefer to guide UEs associated with the operator to a specific
WLAN network via provisioning ANDSF policies.

[0135] Tn order to access ANDSFE based provisioning, ¢.g., 1o obfain roaming policies
and/or a list of preferred WLANSs in the area, the UE may have to associate and/or authenticate
with at feast one WLAN network in the area. The UE may discover, after associating with the
WLAN, that the WLAN © not in the preferred list and may subsequently pertorm one or more
re-selection procedures. The user may undesirably be charged for such accesses and/or for user
plane data, for example if a service provider of the at least one WLAN does not participate in a
roaming agreement with the operator associated with the UE. A user of the UE may select a
WILAN service provider that is not a preferred provider of the operator associated with the UE.
[0136] An interface may be established between an ANDSF and one or more Access
Points (APs) and/or WLAN gatewavs. The ANDSF may be configured to provide respective
ANDSF Management Objects (ANDSF MOs) to the oue or more APs and/or WLAN gateways.
The ANDSF MOs may be received at a UE and may guide the UE to one or more select WLAN
networks that may be preferred WLAN networks of an operator associated with the UE.

1G137] An Access Network Discovery and Selection Function (ANDSF) may function as

a frarpework for providing respective policies to one or more UEs and may be designed to
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manage inter-RAT access selections and/or mobility of one or more UEs {e.g., on a per-flow
basis). An ANDSF may be used, for example, in discovery of non-3GPP wireless
communication systems, for example WiFi networks, WiMAX networks, etc.

[0138] ANDSF provisioning may include one or more of the following. A UE connected
to a wireless network may have an IP address. The UE may contact an ANDSF. The UE may
provide mformation about usclf, such as an 1dentity of the UE, a location of the UE, information
pertaining to one or more types of policies (e.g., ISRP, ISMP, etc.) that may be requested by the
UE, or the like. An ANDSF may respond with an ANDSF Management Object (ANDSF MQO)
that may be conmposed for the UE, for example specifically for the UE.

[6139] Access to ANDSF MO information may be enabled for one or more UEs that may
not yet be connected to a celiular network with which the ANDSF is associated, for example one
or more UJEs that may not have an 1P address and/or may not be able to use an 514 interface
supporied by the ANDSF. For example, ANDSF MO intormation may be made available to one
or more Access Points (APs) (e.g., WLAN APs) and/or WLAN gateways. A WLAN gateway
may, for example, include a service controller, a service router, or the like. The WLAN APs
and/or gateways may pass the ANDSF MO mnformation (e.g., information pertaining to an ability
of one or more WLAN APs and/or gateways to provide UEs with respective ANDSF MOs) to
one or more UEs, for example using access network query protocol (ANQP) and/or other
suitable techniques {¢.g., WLAN specific techuigues).

[0140] An ANDSF MO may include information sufficient to enable one or more UFs to
access a cellular network and/or an ANDSF {ocated in the cellular network {e.g., via WLAN
access available to the UE). An ANDSF MO may be limited to such information, for example
connection related nformation such as that disclosed herein, tc. Once a UE has established a
connection with an ANDSF, the UE may be provisioned, for instance via g full ANDSF MO, If
a more desirable WLAN access network is available for use by the UE, the UE may be
provisioned using the more desirable WLAN access.

[0141] An ANDSF MO may include information that is coromon to UEs associated with
g select operator, for instance in accordance with a location of a UE and/or a timme. For exanple,
an ANDSF MO may imchude information pertaining to a location of a respective ANDSF and/or
information pertaining {0 one or more WLAN networks that are associated with a select operator
in the location {e.g., 3 list of WLAN networks). A WLAN network may be provisioned with a
common ANDSF MO that may reflect a location, but may not reflect UE-specific information.
[6142] Respective interfaces may be established between an ANDSF and one or more

APs and/or WLAN gateways. For example, FIG. 22 depicts an example cellular network with
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respective S14a interfaces established between an ANDSF and a pair of APs and/or WLAN
gateways. The respective juterfaces, such as the S14a interfaces, may be configured to function
similarty to an 514 interface established between an ANDSFE and 8 UE, for example in a 3GPP
access network, Respective interfaces between an ANDSE and one or more APs and/or WLAN
gateways may be established, for exaraple, when a corresponding cellular network becomes
active and may be maintained as long as the cellular network rernains active. An interface
between an ANDSYE and an AP and/or WLAN gateway {c.g., an S14a interface) may be
configured in accordance with characteristics of an internal 3GPP interface, such that the AP
and/or WLAN gateway may be a trusted entity for the purposes of establishing the Sl4da
interface.

(0143

An AP and/or WLAN gateway may be pre-provisioned with a location of a
corresponding ANDSF (e.g., an IP address of the ANDSF, a Fully Qualified Domain Name
(FQDN) of the ANDSF, or the like), or the AP and/or WLAN gateway may otherwise obtain
information pertaining to the location of the corresponding ANDSE, for example dynamically in
accordance with discovery procedures that may be used by a UE to discover an ANDSF location.
[G144] An AP and/or WLAN gateway may request a “location-defanlt” ANDSF MO
from a corresponding ANDSF. The location-default ANDSF MO may include location
information sufficient to allow a UE to access the ANDSF, for exampie using resources of the
AP and/or WLAN gateway. The ANDSF MO request may include a network identity of the AP
and/or WLAN gateway, location information pertaining to the AP and/or WLAN gateway,
and/or other suitable information. The location-default ANDSF MO may be location specific to
one or more WLAN networks associated with a core network in which a corresponding ANDSF
is Jocated.

[Gi45] The AP and/or WLAN gatewsay may request the location-default ANDSF MO
during establishment of an S14a interface and/or at a later time. The ANDSF may respond to the
request by providing an ANDSF MO that may be shared with UEs associated with the
corresponding cellular network, The ANDSF MO may include a list of WLAN networks that
may be used by a UE to access the UE operator’s network in a location. Contents of the
location-default ANDSF MO may differ, for exampie depending on whether a WLAN network
has a trusted commmunication link to the operator’s core network (e.g., to a SGW located in the
operator’s core network) and/or whether the WLAN network is an untrusted network that may
have no direct communication link to the operator’s core network, for example such that a UE
may establish a trusted connection to an evolved packet data gateway (¢PDG) associated with the

operator. The location-default ANDSF MO may inclhude parameters such as an ePDG address,
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internet protocol security (IPsec) configuration parameters, etc. These parameters and/or a type
of relationship between the WLAN network and the ANDSF operator may be advertised by the
WLAN network.

[0146] ifan AP and/or WLAN gateway belongs {0 one or more WELAN networks having
multiple roaming agreements, there may be one or more ANDSF instances serving different
operators, respectively. In such a scenario, an AP and/or WLAN gateway roay perform multiple
ANDSF MO requests, for example one ANDSF MO request directed to cach operator, so as to
cache 3 location default ANDSF MO for each operator. When the AP and/or WLAN gateway
recetves an ANDSFEF MO request from a UE, the AP and/or WLAN gateway may provide a
location defauit ANDSF MO response that corresponds to an operator of the UE, for example
based on an gperator 1D and/or a public land mobile network {(PLMN} identifier received from
the UE.

[0147] A WLAN network {e.g., including one or more APs and/or WLAN gateways)
may request provisioning from an ANDSF responsive to a UE request for ANDSF provisioning
(g.g., an ANDSF MO request). The WLAN network may be pre-provisioned, for example
before UE requests for ANDSF provisioning are received and/or accepted.

[Gi48] A protocol may be established for requesting and/or receiving location-specific
ANDSF MOs by a WLAN network. The protocol may be implemented with a pull model for
provisioning that may operate similarly to a pull model for provisioning a UE with ANDSF, for
example, with the WLAN network acting in the role of the UE. Other suitable TP-based
protocols may be used for requesting and/or receiving location-specific ANDSF MOs, such as
media independent handover (MIH), hypertext transfer protocol (HTTP), constrained application
protocol (CoAP), dynamic host configuration protocol (DHCP), Diameter, eic.

[6149] An ANDSF may periodically push updated location-defauit ANDSF MOs to
respective WLAN networks, for example over one or more corresponding S14a mterfaces. For
interaction with a UE, transport mechanisms such as SMS may be used for transport in a push
model. For interactions with a WLAN network, transport mechanisios such as extensible
messaging and presence protocol {(XMPP), CoAP, and/or any other suitable transport
mechanism, may be uvsed, for example to push one or more updated location-default ANDSF
MOs to respective WLAN networks.,

[G150] When provisioned with one or more location-default ANDSF MOs, a WLAN
network may advertise that discovery information for one or more operators is available at the
WELAN network, Discovery may be performed, for example, by advertising an operator’s PLMN

identity and/or other suitable wdentifier that may be recoguized by a UE. For example,
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advertising information may be included in a beacon and/or may be a part of a response to a
query {¢.g., an ANQP query).

[Gi51] A UE that is configured to request ANDSF provisioning from an operator may
follow one or more of the following. The UE may discover that the WLAN network may be
used to provision the UE with at least some ANDSF information. The UE may request ANDSF
provisioning from the WLAN network, Upon being provisioned with 4 location-default ANDSF
MO, the UE may use information in the location-defanlt MO to select an access network and/or
to sign-in to the operator’s network. Once the UE is signed-in to the operator’s network, it may
establish a connection with ANDSF, e.g., over an 514 interface, and may request an additional
ANDSF MO, such as a full ANDSF MO, Upon being re-provisioned, the UE may select a
different access network or may remain on the originally chosen access network, for example
depending upon a policy included in the full ANDSF MO,

[0152] Although features and elements are described above in particular combinations,
one of ordinary skill in the art will appreciate that cach feature or element may be used alone or
in any combination with the other features and clements. In addition, the methods described
herein may be implernented in a computer prograra, software, ot firmware jucorporated in a
computer-readable medium for execution by a computer or processor. Examples of computer-
readable media include electronic signals (transmitted over wired or wireless connections) and
computer-readable storage media. Examples of computer- readable storage media include, but
are not himited to, a read only memory (ROM), a randor access memory (RAM), a register,
cache memory, semiconductor memory devices, magnetic media such as internal hard disks and
removable disks, magneto-optical media, and optical media such as CD-ROM disks, and digital
versatile disks (DVDs), A processor in association with software may be used to implement a
radio frequency transceiver for use in a WTRU, WTRU, terminal, base station, RNC, or any host
computer. Features and/or elements described herein in accordance with one or more example
embodiments may be used in combination with features and/or eleents described herein in

accordance with one or more other example embodiments,
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CLAIMS

What is clairoed:

1. A method for network access, the roethod comprising:

recerving, from a first user equipment {UE), information relating to a2 wireless local arca
network (WLAN), wherein the information comprises an access network query protocol (ANQP)
element associaled with the WLAN;

updating an access network discovery and selection function (ANDSF) management
object (MO} based on the received information; and

sending the updated ANDSF MO to at least one of a second UE or an access point.

2. The method of claim 1, wherein the updated ANDSF MO is a generic ANDSF MO,

3. The method of claim 2, wherein the generic ANDSEF MO is capable of being used by a

plurality of UEs associated with a network.

4. The method of claim 2, wherein the generic ANDSF MO does not include UE-specific

mtormation,

S. The method of claim 2, wherein the generic ANDSF MO comprises a prioritized list of

WLAN networks.

6. The method of claim 1, wherein the second UE is a legacy UE,

7. The roethod of clair 6, further coraprising receiving a roquest from the second UE for

an ANDSF MO.

R. The method of claim 1, wherein the WLAN 18 a wi-fi network.

9. A network entity, comprising:

a processor configured to:

receive, trom a first user equipment (UE), inforroation relating to a wireless local area
network (WLAN), wherein the information comprises an access network guery protocol {ANQE)

element associated with the WLAN;
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update an access network discovery and selection function (ANDSF) management object
(MO} based on the received information; and

sendd the updated ANDSF MO to at lcast one of a second UE or an access point,

10, The network entity of claim 9, wherein the updated ANDSF MG 1s a generic ANDSF
MO.

11. The network entity of claim 10, wherein the generic ANDSF MO is capable of being

used by a plurality of UEs associated with a network,

12. The network entity of claim 1§}, wherein the generic ANDSF MO does not include

UE-specific information.

13, The network entity of claim 10, wherein the generic ANDSF MO comprises a

prioritized list of WLAN networks.

14, The network entity of claim 9, wherein the second UE is a legacy UE.

5. The network entity of claim 14, wherein the processor is further configured to receive

a request from the second UE for an ANDSF MO.

16. The network entity of claim 9, wherein the WLAN is a wi-fi network.
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