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System and Method for Distributed and Integrated Mobility Support for Mobile
Networks and Mobile Hosts
This application claims the benefit of U.S. Provisional Application No. 61/926,135, filed
on January 10, 2014, entitled “Systems and Methods for Distributed and Integrated Mobility
Support for Mobile Networks and Mobile Hosts Network Mobility Management,” which

application is hereby incorporated herein by reference.

TECHNICAL FIELD

The present disclosure relates generally to digital communications, and more particularly
to a system and method for distributed and integrated mobility support for mobile networks and

mobile hosts.

BACKGROUND

Network mobility (NEMO) as specified in IETF RFC3963 NEMO Basic Support Protocol
provides host-based mobility support to a mobile router (MR) using mechanisms similar to
Mobile IP (MIP). The MR in turn provides network connection to a network of nodes called
mobile network nodes (MNNs). When the MR, with its mobile network, moves away from a
home network to a visited network, the IP packets are tunneled between the MR and a home agent

(HA). Such routes may be long.
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SUMMARY OF THE DISCLOSURE

Example embodiments of the present disclosure which provide a system and method for

distributed and integrated mobility support for mobile networks and mobile hosts.

In accordance with an example embodiment of the present disclosure, a method for
updating location information is provided. The method includes detecting, by a first device, a
change in mobility of a second device, and determining, by the first device, that an update
condition has been met. When the update condition has been met, the method further comprises
updating, by the first device, a first location management function in accordance with location
information of the second device, and forwarding, by the first device, the location information of

the second device to a second location management function.

In accordance with another example embodiment of the present disclosure, a method for
propagating location information is provided. The method includes receiving, by a first device,
location information for a second device moving from a first network to a second network,
updating, by the first device, a first location management function in accordance with the location
information of the second device, and determining, by the first device, that a forward update
condition have been met. When the forward update condition has been met, the method also
includes forwarding, by the first device, the location information of the second device to a second

location management function of a parent network of the first network.

In accordance with another example embodiment of the present disclosure, a method for
routing a packet is provided. The method includes matching, by a first device, prefixes of a
destination address of an intended recipient of the packet to prefixes in a list of associations,
wherein each association includes a prefix of a session address of a second device in an older
session and a routing address of the second device in a current session, thereby producing prefix
matches, and selecting, by the first device, one of the prefix matches in accordance with prefix
match lengths between the first device and the routing addresses of the second device. The
method also includes forwarding, by the device, the packet to the routing address of the selected

prefix match.

In accordance with another example embodiment of the present disclosure, a first device
in a communications system providing network-based mobility management is provided. The first
device includes a processor, and a non-transitory computer readable storage medium storing
programming for execution by the processor. The programming includes instructions to detect a
change in mobility of a second device, determine that an update condition has been met, and when
the update condition has been met, update a first location management function in accordance
with location information of the second device, and forward the location information of the

second device to a second location management function.

.
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In accordance with another example embodiment of the present disclosure, a first device
in a communications system providing network-based mobility management is provided. The first
device includes a processor, and a non-transitory computer readable storage medium storing
programming for execution by the processor. The programming includes instructions to receive
location information for a second device moving from a first network to a second network, update
a first location management function in accordance with the location information of the second
device, determine that a forward update condition have been met, and when the forward update
conditions have been met, forward the location information of the second device to a second

location management function of a parent network of the first network.

One advantage of an embodiment is that the use of same generalized mobility
management functions in mobility management for mobile nodes and mobility management for

mobile networks helps to prevent pinball routes, which make routes unnecessarily long.

A further advantage of an embodiment is that shortening routes by eliminating pinball

routes helps to reduce latency, communications overhead, and the like.
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BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclosure, and the advantages thereof,
reference is now made to the following descriptions taken in conjunction with the accompanying

drawing, in which:

Figure 1 illustrates an example mobility management function according to example

embodiments described herein;

Figure 2 illustrates an example system highlighting mobility of mobile networks and

mobile hosts according to example embodiments described herein;

Figure 3 illustrates an example system highlighting mobile network mobility according to

example embodiments described herein;

Figure 4 illustrates an example system highlighting MNN mobility after mobile network

mobility according to example embodiments described herein;

Figure 5 illustrates an example system highlighting MNN mobility prior to mobile

network mobility according to example embodiments described herein;

Figure 6 illustrates an example mobility management system for providing mobility
support for both mobile hosts and mobile networks according to example embodiments described

herein;

Figure 7 illustrates an example system highlighting integrated network and host mobility

management according to example embodiments described herein;

Figure 8§ illustrates an example system with integrated network and host mobility
management, highlighting MNN utilizing network-based mobility according to example

embodiments described herein;

Figure 9 illustrates an example system with integrated network and host mobility
management, highlighting MNN mobility in a MNN with host-based mobility management

capabilities according to example embodiments described herein;

Figure 10a illustrates an example system with integrated network and host mobility
management, highlighting a situation where a MNN moves first using host-based mobility

support according to example embodiments described herein;

Figure 10b illustrates an alternate example system with integrated network and host
mobility management, highlighting an indirect route according to example embodiments

described herein;

4-
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Figure 11 illustrates an example system with integrated network and host mobility
management, highlighting a situation where a MNN moves using host-based mobility

management before a MR moves according to example embodiments described herein;

Figure 12a illustrates an example system with integrated network and host mobility
management with nested mobile networks, highlighting a situation where a MNN using host-
based mobility support and the MR may also move, according to example embodiments described

herein;

Figure 12b illustrates a variation of example system highlighting MR mobility according

to example embodiments described herein;

Figure 12c¢ illustrates a variation of example system highlighting mobility in two MRs

according to example embodiments described herein;

Figure 12d illustrates a variation of example system highlighting mobility in a MR and a

MNN according to example embodiments described herein;

Figure 12e¢ illustrates a variation of example system highlighting successive moves with
the movement of a MR as described in Figure 12b followed by the movement of a MNN to a

second network according to example embodiments described herein;

Figure 13 illustrates an example system highlighting a distributed network implementing
integrated network and host mobility management according to example embodiments described

herein;

Figure 14 illustrates a flow diagram of example operations occurring in the routing of a

packet according to example embodiments described herein

Figure 15a illustrates a flow diagram of example operations occurring in initiating a

location update according to example embodiments described herein;

Figure 15b illustrates a flow diagram of example operations occurring in propagating a

location update according to example embodiments described herein; and

Figure 16 is a block diagram of an example processing system that may be used for

implementing the devices and methods disclosed herein.
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DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

The operating of the current example embodiments and the structure thereof are discussed
in detail below. It should be appreciated, however, that the present disclosure provides many
applicable inventive concepts that can be embodied in a wide variety of specific contexts. The
specific embodiments discussed are merely illustrative of specific structures of the disclosure and

ways to operate the disclosure, and do not limit the scope of the disclosure.

One embodiment of the disclosure relates to distributed and integrated mobility support
for mobile networks and mobile hosts. For example, a first device detects a change in mobility of
a second device, and determines that an update condition has been met. When the update
condition has been met, the first device further updates a first location management function in
accordance with location information of the second device, and forwards the location information

of the second device to a second location management function.

The present disclosure will be described with respect to example embodiments in a
specific context, namely communications systems that provide mobility support for mobile
networks and mobile hosts. The disclosure may be applied to standards compliant
communications systems and non-standards compliant communications systems that provide

mobility support for mobile networks and mobile hosts.

Figure 1 illustrates an example mobility management function 100. Mobility management
function 100 includes a session identification (SID) function 1035, a location management (LLM)
function 110, a forwarding management (FM) function 1135, and a prefix delegation (PD) function
120. The functions making up mobility management function 100 may be implemented in a single
entity, or separate entities. The functions may also be implemented in a centralized manner or a

distributed manner.

SID function 105: A mobile node (MN) may use a SID to enable session continuity for an
application during a handover. Alternatively, a separate IP address that is different from the
routing IP address, such as one used previously in the home network where the application was
initiated, may be used as the SID. In the latter case, SID function 105 may be tied to the IP prefix
function at the home network. In addition, a MN with multiple ongoing applications may use
multiple prefixes. SID function 105 may be able to associate each prefix with applications

actively using the prefix and release the prefix when applications no longer have a need to use it.

LM function 110: In general, the Internet is already managing the needed information of
static hosts to enable routing using the IP addresses of each host as a locator. LM function 110
may keep track of the internetwork location of an MN which may change its IP address as it

moves. The location information may associate with each SID, the IP routing address of the MN

6-
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or of a node that can forward packets destined to the MN. In a client-server model of a system,
location query and update messages may be exchanged between a client (LMc) and a server
(LMs). Furthermore, one (or more) proxy (proxies) may exist between the LMs and the LMc, i.e.,
LMS-proxy-LMc. Then, to a LMs, the proxy behaves like a LMc, while to a LMc, the proxy
behaves like the LMs.

FM function 115: In principle, it is possible to update the routing tables according to LM
information. However, it may sometimes be not practical or not scalable to update the routing
tables dynamically to reflect fast changes of locations, especially when a very large number of
MNs are in the Internet. FM function 115 may be an additional routing function beyond those
provided by the routing tables, such as for forwarding packets using a tunnel, rewriting a packet
header to route using another IP address, and the like. It may be sufficient to have this additional
function in a limited number of special routers. The FM functions implemented in these routers
may intercept packets to and/or from the MN and forward the packets, based on the internetwork
location information, either to the destination or to some other network element that knows how

to forward the packets to the destination.

PD function 120: A mobility router (MR) that provides network support to a number of
nodes in a mobile network may also allocate IP addresses to the nodes in its mobile network. PD
function 120 may have IP prefix delegation function to be delegated a range of IP prefixes which

the MR uses to allocate to the nodes in the mobile network.

As will be discussed below, the mobility of a MR and/or a MNN may lead to a situation
wherein packets are routed unnecessarily between networks, leading to routes that are longer than

needed. Such a situation is referred to as pinball routing.

Figure 2 illustrates an example system 200 highlighting mobility of mobile networks and
mobile hosts. System 200 includes a plurality of networks, including a first network (NET1) 205,
a second network (NET3) 210, and a third network (NET2) 215. Also included in system 200 is a
correspondent node (CN) 220 that has established a session with a MNN 225, which is operating
with a mobile network of MR 230 and mobility anchor (MA) 235 of first network 205. Packets
may be exchanged between CN 220 and MNN 225. As an illustrative example, a packet sent from
CN 220 to MNN 225 may be first routed to MA 235, then to MR 230, and finally to MNN 225.

Figure 3 illustrates an example system 300 highlighting mobile network mobility. As
shown in Figure 3, a MR (formerly MR 230) moves from first network 205 to second network
210 (shown as MR 305 to prevent confusion). Since the MR has changed networks, MNNs that
are supported by the MR also move. As an illustrative example, MNN 225 has also moved to

second network 210, where it is shown as MNN 310 to prevent confusion. As a result of the

-



10

15

20

25

30

35

WO 2015/106219 PCT/US2015/011060

mobility, packets from CN 220 to MNN 310 now pass through MA 235, MR 305, and then to
MNN 310.

Figure 4 illustrates an example system 400 highlighting MNN mobility after mobile
network mobility. As shown in Figure 4, a MNN (formerly MNN 310) moves from a mobile
network supported by MR 305 to a different access network that is supported by an access router
405 (the MNN is shown as MNN 410 to prevent confusion). As a result of the mobility, packets
from CN 220 to MNN 410 now pass through MA 235, MR 305, and then to MNN 410. However,
MNN 410 is no longer operating with MR 305.

Figure 5 illustrates an example system 500 highlighting MNN mobility prior to mobile
network mobility. System 500 includes a plurality of networks, including first network 2035,
second network 210, and third network 215. Also included in system 500 is CN 220 has
established a session with MNN 225, which is operating with a mobile network of MR 230 and
MA 235 of first network 205. MNN 225 moves away from MR 230 to a mobile network
supported by a router 505, where it is shown as MNN 510 to prevent confusion. After MNN 225
(now MNN 510) moves to router 505, MR 230 moves to second network 210, where it is shown
as MR 515 to prevent confusion. Although MNN 225 (now MNN 510) is no longer part of MR
230 (now MR 515), disjointed mobility management has resulted in preservation of routes that are
longer than necessary. As a result of the mobility, packets from CN 220 to MNN 510 now pass
through MA 235, MR 515, and then to MNN 510, making an unnecessary trip to second network
210 and back to first network 205. The route of packets from CN 220 to MNN 510 is an example

of a pinball route.

As shown above, pinball routes may occur when mobility support for mobile hosts (such
as through mobile IP) and mobility support for mobile networks are both involved and when
mobile networks are nested. The MNNs operating under MRs may again be mobile using mobile
IP for mobility support. When a MNN also moves and uses mobile IP, the mobility support is
enabled through the use of tunnels between the MNN and the HA of the mobile IP. Tunnels
within tunnels are therefore formed, resulting in pinball routes that bounce between multiple HAs.
Furthermore, as MRs move, one MR may attach to a different MR to form a nested mobility
network. Again, tunnels may be formed within tunnels, resulting in pinball routes that bounce

between multiple HAs.

According to an example embodiment, the same mobility management functions (i.e.,
SID functions, LM functions, FM functions, and PD functions) are used to provide mobility
support for both mobile hosts and mobile networks. The use of the same mobility management
functions for providing mobility support for mobile hosts and mobile networks enable sharing of

mobility information about the mobility of the mobile hosts and the mobile networks. It may be

8-
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possible to prevent the formation of or the elimination of tunnels within tunnels, thereby
preventing (or reducing) pinball routes. The use of the same mobility management functions for
providing mobility support for mobile hosts and mobile networks is integrated network and host

mobility management, which may be network-based or host-based.

According to an example embodiment, a distributed approach to the integrated network
and host mobility management is used. The mobility management functions may be separated into
generalized functions for both mobile hosts and mobile networks. The use of a distributed
approach may help to reduce communications overhead involved in updating mobility

information, which would negatively impact overall communications system performance.

Figure 6 illustrates an example mobility management system 600 for providing mobility
support for both mobile hosts and mobile networks, i.e., integrated network and host mobility
management. Mobility management system 600 includes a mobility management unit 605 for
providing mobility management for mobile nodes and mobile networks. Mobility management
unit 605 includes a session identification (SID) function 610, a location management (I.M)
function 615, a forwarding management (FM) function 620, and a prefix delegation (PD) function
625. The various (logical) functions of mobility management unit 605 may operate as described

herein.

Although shown as a single unit, mobility management unit 605 may be configured so
that different (logical) functions may be implemented in ditferent units. As a first illustrative
example, FM function 620 may be implemented in a gateway (GW), while PD function 625 may
be implemented in a MR, and LM and SID functions 615 and 610 may be implemented in a
standalone unit. As a second illustrative example, PD, FM, and LM functions 625, 620, and 615
may be implemented in a MR, while SID function 610 may be implemented in a standalone unit.
Additionally, networks in a communications system may implement the functions of mobility
management unit 605 differently, without a single consistent implementation across the various
networks present in the communications system. Therefore, the illustration of the functions of
mobility management unit 605 being implemented in a single unit should not be construed as

being limiting to either the scope or the spirit of the example embodiments.

Similarly, a function of mobility management unit 605 may be implemented in a first of
several parts in a first unit, a second part in a second unit, and so on. Furthermore, a single unit
may implement a part of a first function and a part of a second function. In other words, the
functions of mobility management unit 605 may be implemented in a distributed manner. The
discussion presented below may provide multiple example implementations of the functions of

mobility management unit 605. The example implementations presented herein are intended to be
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for illustrative and discussion purposes only. They are not intended to be an exhaustive listing of

possible implementations of the functions of mobility management unit 605.

Figure 7 illustrates an example system 700 highlighting integrated network and host
mobility management. System 700 includes a first network 705, a second network 710, and a third
network 715. A MR (MR11) 720, originally attached to first network 705, is shown. First network
705 allocates prefixes P1::/64, which are aggregated. Ingress and egress to first network 705 may
be achieved through GW 725. As shown in Figure 7, GW 725 implements the FM function of the
mobility management functions. First network 705 also includes a LM function in LM server 730.
Although LM is shown as a standalone logical function, it can be implemented in GW 725. MR
720 implements a PD function of the mobility management functions for MNN operating within

its mobile network.

MR 720 has an IP prefix P11 which is configured with the IP address P11::mr11. This IP
address is also the session ID, SID11. MR 720 has the capability to obtain prefix delegation of a
block of prefixes, e.g., P13::/, so that it may allocate prefixes from P13::/ to nodes in its mobile
network. As an illustrative example, a MNN (MNN 131) 735 has been allocated the prefix P131
and has configured the IP address P131::mnn131, which is also equal to its SID, SID131.
Similarly, another MNN (not shown in Fig 7) in the mobile network may be configured with the
IP address P132::mnn132. It is noted that as shown in Figure 7, there is a session between MNN
735 and CN 740.

At a later time, MR 720 moves with its mobile network to second network 710, where
MR 720 is relabeled MR 745 and MNN 735 is relabeled MNN 750 to help prevent confusion.
Although MR 720 and its mobile network have moved, the communications session between

MNN 735 (now MNN 750) and CN 740 is still active and needs session continuity.

As shown in Figure 7, MR 745 implements mobility management functions PD, FM, and
LM. For its own mobility, MR 745 configures a new routing address by obtaining a new IP prefix,
e.g., P31::/64, to configure the IP address P31::mr11. MR 745 may send a location update to LM
730 of first network 705 with the association of (SID11<>P31::mrl11). Because MR 745 is also
carrying a network with multiple MNN’s attached to it, it is responsible for sending location
updates also for all these MNNs. MR 745 is responsible for sending location update for all these
MNN:ss to first network 705 so that any packet destined for any of these MNNs will be forwarded
to MR11 745 at the new routing address P31::mr11. There is then potentially one such association
tor each MNN attached to the network carried by MR 745. Because all these MNN were allocated
prefixes by MR 745 from the block P13, it is simpler to aggregate these prefixes of MNN to a
shorter prefix P13. The aggregated location information will then be the association

(P13<->P31::mrl1). MR 745 may also inform LM 730 of the first network 705 the association

-10-
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of (P13&->P31::mrl1). In addition, MR 745 may obtain from second network 710 prefix
delegation for allocating prefixes from P33 to its nodes. In general, an association is one example
implementation of the location information. An association for a device may include a prefix of
an existing destination address of the device and a routing address of the device, and for the prefix
of the destination address of an older session and the routing address to be noted as an association
means that there is a binding between routing address and the prefix of the destination address of
the older session. Using the association (P13<->P31::mrl1) as an example, the existence of the
association means that there is a binding between the routing address P31::mr11, which is the new
address of MR 745, and pretix P13::/, which is the IP prefix obtained by MR 745 while in first
network 705. As discussed previously, aggregation may be applied to multiple associations to

simplify notation.

As an illustrative example, MR 745 allocates to MNN 750 the new prefix P331 to
configure the address P331::mnn131. MNN 750 may use the new address for new sessions that it
will start while in second network 710. Forwarding will then take the direct route. Meanwhile, the
old address of MNN 750, P131::mnn131, becomes deprecated, and a bi-directional tunnel is
established between the FM function at GW 725 and MR 745. MR 745 may also provide mobility
management support to MNN 750 by enabling MNN 750 to continue to use the old address for
ongoing sessions requiring session continuity. Packets from CN 740 destined to the deprecated
address of MNN 750, P131::mnn131, will first arrive at the FM function of GW 725. The FM
function of GW 725, with the help of the LM information (P13<->P31::mr11) may tunnel the
packets to the address P31:mr11 of MR 745, which will then deliver to the address P131::mnn131
of MNN 750.

Figure 8§ illustrates an example system 800 with integrated network and host mobility
management, highlighting MNN utilizing network-based mobility. The integrated network and
host mobility management system consists of multiple networks (e.g., Netl (first network 705)
and Net3 (second network 710)) each with the mobility management functions. The LMs in each
network keeps the LM information for the IP prefixes in that network, but the different LMs and
FM in the different networks are coupled in the sense that the FM and LM of each network may
perform mobility management signaling with those in another network. The LM servers in
different network may be coupled to each other so that they are the servers of the same distributed
database for all the IP prefixes in the ditferent networks. Second network 710 includes a GW §15,
which implements the FM function of mobility management) and a LM 820 that implements the

LM function of integrated network and host mobility management.

System 800 illustrates a special case of system 700 where MNN 735 is also mobile. If
MNN 735 is also mobile, it may be able to move outside of the mobile network. As shown in

Figure 8§, MNN 805 (formerly MNN 735 and MNN 750) moves out of the mobile network of MR
-11-
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745 and attaches to AR (AR32) §10. AR 810 may have FM and LMc functions to provide
network-based mobility management. AR 810 may perform a location information update
(binding between SID and routing IP address) on behalf of MNN 805. AR 810 may send the
association (SID131<&->P32::ar32) to LM 820. Because SID131 is equal to an [P prefix that is
allocated by first network 7035, this association may be passed to LM 730. MNN 805 may obtain a
new routing address by first obtaining prefix P34::/64 from second network 710 to configure the
address P34::mnn131. This new routing address is used for all new sessions while MNN 805 is
attached to AR 810. The old address P131::mnn131 remains depreciated. Packets from CN 740
destined to address P131::mnn131 first arrive at the FM function of GW 725, and the FM function
may check the association. There may be matches to 2 associations: (P13<->P31::mr11) and
(SID131<>P32::mr32). The latter match, which is also the longer prefix match, is used.
Therefore MR 720 tunnels the packet to AR 810 at the address P32::ar32. It is noted that had the
association (P13<->P31::mrl1) been used instead, the packets will be bounced with the tunnel to
the address P31::mr11 of MR 745. MR 745 will use the association (SID131<—>P32::ar32) to
again bounce the packets to AR 810 with the tunnel to the address P32::ar32. In general, a route is

longer if there are more hops in the route.

Figure 9 illustrates an example system 900 with integrated network and host mobility
management, highlighting MNN mobility in a MNN with host-based mobility management
capabilities. System 900 illustrates a special case of system 700 where MNN 735 is also mobile
and has host-based mobility management capabilities. If MNN 735 is also mobile, it may be able
to move outside of the mobile network. As MNN 735 moves away from the mobile network and
attached to AR (AR32) 910, it invokes host-based mobility management support (now shown as
MNN 905 to avoid confusion). MR 745 may provide host-based mobility management for MNN
905 by enabling MNN 905 to continue to use the old address for ongoing sessions that require
session continuity. A new association (SID131::, P34::mnn131) is established so that it packets
trom CN 740 destined to the depreciated address P131::mnn131 reaches the FM function of MR

745, it will use the association to tunnel the packet to P34::mnn131.

An MNN that has been allocated an IP prefix (from P13::/, for example) from the mobile
network of MR 745 may leave the mobile network by invoking host-based mobility management.
The mobile network may then manage an association for the IP prefix to a new IP address of the
MNN. However, because the prefix was delegated from first network 705 and MR is using the
mobility support of first network 705, MR 745 may also need to inform first network 705 about
such an association. Furthermore, LM 730 of first network 705 may already have the association
(P13<->P31::mrl1) when MR 720 moved to second network 710 to become MR 745 and
obtained the IP address P31::mr11. LM 730 may therefore have the association (P13¢&->
P31::mrl1) in addition to the association (P131<—>P34::mnn131).
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Packets from CN 740 destined for P131::mn131 may arrive first at the FM function of
GW 725 of first network 705. Its prefix may find matches to both P13:: and P131::. If the
association (P13<—->P31::mr11) had been used by the FM function of GW 725, the packet would
be tunneled to MR 745, which may in turn use the association (P131<->P34::mnn131) to tunnel
the packet to MNN 905. The longest prefix match is followed so that the association
(P131€>P34::mn131) is used. The packet may be tunneled directly from the FM function of
GW 725 to the address P34::mnn131 of MNN 905 as shown in Figure 9.

Figure 10a illustrates an example system 1000 with integrated network and host mobility
management, highlighting a situation where a MNN moves first using host-based mobility
support. System 1000 illustrates another special case of system 700 with a fourth network 1005.
As shown in Figure 10, MNN 735 moves outside of the mobile network of MR 720 invoking
host-based mobility support. MNN 735 attaches to AR 1010 where it is shown as MNN 1015 to
prevent confusion. MNN 10135 is allocated a new IP prefix IP42 with which it is contigured the IP
address IP42::mnn131. The old IP address IP131::mnn131 may be depreciated but MR 720 which
originally supported MNN 735 may continue to support the use of the depreciated address
IP131::mnn131 for existing sessions by establishing a new association
(SID131<>P42::mnn131). If packets from CN 740 destined for the depreciated address
P131::mnn131 reach MR 720, MR 720 may use the association to tunnel the packets to
P42::mnn131. It may be more direct to tunnel directly from GW 725 to MNN 10135 as follows:
since the prefix P131:: is delegated from first network 705 to MR 720 and MR is using the
mobility support from the first network 705, as MNN 735 moves to a different network, MR 720
may report the association (e.g., SID131 < >P42::mnn131) to first network 705; then as the
packets from CN 740 destined for P131::mnn131 arrive at first network 705 at GW 725, the FM
function at GW 725 may use the association (SID131<->P42::mnn131) from LM 730 to tunnel
the packets directly to MNN 1015 at the address P42::mnn131. Figure 10b illustrates an alternate
example system 1050 where MR did not report the association to the first network, highlighting
an indirect route from NR 720 to MNN 1015.

Figure 11 illustrates an example system 1100 with integrated network and host mobility
management, highlighting a situation where a MNN moves using host-based mobility
management before a MR moves. System 1100 illustrates a special case of system 1000 where a
MNN moves using host-based mobility management prior to a MR moving. MR 720 may
subsequently move to second network 710 and acquire a new IP address P31::mr11, where it is
shown as MR 1100 to prevent confusion. MR 1100 may report its new location to first network
705 so that associations (SID11<—>P31::mrl1), (P13<>P31:mrl1) and
(SID131<->P14::mrl11) may be produced at LM 730 of first network 705.
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When packets from CN 740 destined for the depreciated address P131::mnn131 reaches
first network 705 at GW 725, the prefix may have 2 matches. There is a shorter match to the
association (P13<->P31::MR11) and there is a longer match to the association
(P131€<->P42::mnn131). If the shorter match is used, the packets may be tunneled to address
P31::mr11 of MR 1100, which in turn will tunnel the packets to MNN 1015 using the association
(P131€>P42::mnn131). The packets would have been bounced twice in pinball routes. The
longest route may be specified as a route with the largest number of hops. In general, the longer or
longest prefix match is selected. When the longest prefix match is selected, the FM function of

GW 725 will tunnel the packets directly to MNN 2015 at address P42::mnn131.

Figure 12a illustrates an example system 1200 with integrated network and host mobility
management with nested mobile networks, highlighting a situation where a MNN using host-
based mobility support and the MR may also move. System 1200 includes a first network 1205, a
second network 1207, a third network 1209, and a fourth network 1211. A MNN 1215 is part of a
mobile network supported by MR 1217, which is in turn, a part of a mobile network supported by
MR 1219. A GW 1221 implements a FM function, while the LM function is supported by LM
1223.

As shown in Figure 12a, MNN 1215 was attached to a mobile network supported by MR
1217, which is in turn attached to another mobile network supported by MR 1219. Whether MR
1219 or MR 1217 moves or not is not explicitly shown in the figure, but both cases are possible.
In both cases, MR 1219 which attaches to first network 1205 has acquired an IP prefix P11 to
configure the IP address P11::mr11. It has also been delegated a block of IP prefixes P13::/ with
which it may allocate to the nodes in its mobile network. As MR 1217 attaches to this mobile
network (the mobile network supported by MR 1219), it has acquired an IP prefix P131 to
configure the IP address P131::mnnl31. It is also delegated a block of IP prefixes P132::/ from

which it may allocate IP prefixes to its mobile network.

MNN 1215 may simply use host-based mobility support to move away from the mobile
network supported by MR 1217, and attaches to another access network (which may or may not
be mobile) supported by AR 1225. Prior to the move, MNN 1215 had acquired a prefix P1321::
with which the IP address P1321::mnn1321 was configured. After the move, MNN 1215 (now
shown as MNN 1227 to avoid confusion) acquires a new IP prefix P42:: with which a new IP
address P42::mnn1321 is configured. For old sessions between CN 1229 and MNN 1227 existing
prior to the move, session continuity may be supported by enabling the session to continue to use
the old SID (SID1321=P1321::mnn1321). Using host-based mobility support, MNN 1227
possesses FM and LMc functions. It sends a location update to its original access network so that
the LM of the network supported by MR 1217 will have the location information such as an
association of SID1321 (prefix P1321) to the new address P42::mnn1321. Then packets from CN
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1229 may have to be forwarded from CN 1229 to GW 1221, then MR 1219, then MR 1217, then
finally tunneled to MNN 1227 passing over AR 1225, which is a pinball route.

The example embodiments may avoid the pinball route as follows: MNN 1227 initiates a
location update to send to the LM function in MR 1217, which then has the association
(SID1321€<->P42::mnn1321). Because the prefix P1321:: belongs to the block P132::/ which
was delegated from MR 1219, and the network supported by MR 1219 is may provide mobility
support and therefore possesses LM function, the LM of MR 1217 also forwards the location
update for the session of MNN 1227 to the LM function of the network supported by MR 1219.
Therefore, the LM in the network supported by MR 1219 also has the association
(SID1321<>P42::mnn1321). Then, when packets destined to SID1321 reaches MR 1219, the
LM would find a match to the association and therefore tunnel the packet directly from MR 1219
to MNN 1227.

In addition, the LM function in MR 1219 now has the association
(SID1321<->P42::mnn1321) which triggers the following: because the prefix P1321:: belongs to
the block P13:: which was delegated from first network 1205, and first network 1205 may provide
mobility support and therefore possesses LM 1223, the LM of MR 1219 in turn also forwards this
location update, e.g., reports the association, to first network 1205. Therefore, the LM in first
network 12035 (i.e., LM 1223) now also has the association (SID1321 <—>P42::mnn1321). Then
when packets destined to SID1321 reaches GW 1221 in first network 1205, the destination
address of these packets would match with prefix P1321 in the association
(SID1321<->P42::mnn1321) and therefore tunnel the packet directly from GW 1221 to MNN

1227 at the new address P42::mnn1321 with the tunnel as shown in Figure 12a.

Figure 12b illustrates a variation of example system 1200 highlighting MR mobility. As
shown in Figure 12b, MR 1217, which was attached to the network supported by MR 1219 and
had the IP address P131::mr131, leaves the network and attaches to third network 1209. MR 1217
is now shown as MR 1230 to avoid confusion. It is allocated a new IP prefix P31 with which it
configures its new IP routing address P31::mr131. It is also delegated a block of IP prefixes:
P33:: from third network 1209 so that it may allocate prefix P331:: to MNN 1215 to configure the
new IP routing address P331::mnn1321, which is now shown as MNN 1232. A location update is
sent to the LM of the network supported by MR 1219 so that packets with destination address
prefix P131:: or P132:: may be forwarded to P31::mr131. The LM of the network supported by
MR 1219 may check that the prefixes P131:: and P132:: belongs to its network. Therefore, the
LM is updated with the associations (SID131<->P31::mr131) and (P132:: <> P31:mrl31).
These associations are abbreviated as (SID131,P132:: <> P31::mr131) in Figure 12b. The LM
may also check that these prefixes (P131 and P132) belongs to the block P13::/ which is delegated

from first network 1205. In addition, first network 1205 may provide mobility support with the
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location management function LM 1223. Therefore the LM of the network supported by MR
1219 forwards these location updates to LM 1223 in first network 1205. First network 1205
therefore also has these new location information. That is, LM 1223 in first network 1205 also
have the associations (SID131,P132<->P31::mr131). There may be ongoing sessions with CN
1229 running in MNN 1232 using the session IP address P1321::mnn1321. When the packets of
such sessions arrive at first network 12035, there is prefix match for this session IP address with
the prefix P132. Theretore GW 1221 using the FM function may forward and/or tunnel these
packets to the new address P31::mr131 of MR 1230. It is noted that had the location update not
been forwarded to LM 1223 of first network 12035, these packets would be routed unnecessarily to
MR 1219 first before being tunneled to MR 1230.

Figure 12c¢ illustrates a variation of example system 1200 highlighting mobility in two
MRs . After MR 1217 has moved (as shown in Figure 12b, for example), MR 1219 moves to
second network 1207, where it is now shown as MR 1240 to avoid confusion. In addition to the
location updates, such as those described in Figure 12b, the following location updates may be
due to the movement of MR 1219 (now MR 1240). MR 1219 moves from first network 1205 to
second network 1207, which allocates a new IP prefix P43:: to configure the new routing IP
address P43::mr11. MR 1240 may also be delegated a new block of IP prefixes P44:: so that it
may allocate IP prefixes to MNN’s and MR’s attached to the network that it supports. MR 1240
initiates a location update for its prefix P11:: and for its delegated prefix block P13::. An example
implementation of this location update may be in terms of associations (P11 <->P43::mr11) and
(P13<->P43::mrl1). The LM function of the network supported by MR 1240 may send this
location update to LM 1223 of first network 1205. MNN 1232 has an ongoing session with CN
1229 using session IP address P1321::mnn1321. When packets from CN 1229 with this
destination address arrive at first network 12035, there are 2 prefix matches at LM 1223 for this
destination address, namely P13 and P131. With the shorter prefix match (P13), the association
(P13€<->P43::mrl 1) may suggest a longer pinball route to forward and/or tunnel the packets via
MR 1240 to MR 1230. With the longer prefix match (P131), the association
(P132&->P31::mr131) may suggest to directly forward and/or tunnel these packets to MR 1230
which supports the network to which MNN 1232 is attached. Therefore, the longer prefix match

produces a shorter route.

Figure 12d illustrates a variation of example system 1200 highlighting mobility in a MR
and a MNN. As shown in Figure 12d, MNN 1215 has moved as discussed in Figure 12a, for
example. MNN 1215 may have an ongoing session with CN 1229 using session IP address
P1321::mnn1321. As described with Figure 12b, when MR 1217 moves, its LM function initiated
a location update for itself and for its delegated prefix block P132::/ to the LM of the network
supported by MR 1219, which was also forwarded to LM 1223 of first network 1205. Also, as
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described with Figure 12a, when MNN 1215 moved, it initiated location update for its prefix
P1321:: to the LM of the network supported by MR 1217, which was also forwarded to the LM of
the network supported by MR 1219, which was again forwarded to LM 1223 of first network
1205. Therefore, the different LMs in the different networks of system 1200 as shown in Figure
12d have the combined location updates shown in Figure 12a as well as those in Figure 12b.
When packets from CN 1229 arrives GW 1221 in first network 1205, the destination IP address
will match to 2 prefixes (P132 and P1321). The location information with the shorter prefix match
P132 may suggest a pinball route to first forward and/or tunnel these packets to the address
P31:mr131 of MR1230 which will in turn forward and/or tunnel these packets to MNN 1250.
The location information with the longer prefix match P1321 may suggest to directly forward
and/or tunnel these packets to MNN 1250. Using the longest prefix match, the FM function at
GW 1221 may take the more direct route to forward and/or tunnel these packets to the routing IP
address P42:mnn1321 of MNN 1250.

Figure 12e illustrates a variation of example system 1200 highlighting successive moves
with the movement of MR 1217 as described in Figure 12b followed by the movement of MNN
1215 to second network 1207. MNN 1232 may have an ongoing session with CN 1229 using
session [P address P331::mnn1321. As was described with Figure 12b, when MR 1217 moved, its
LM function initiated location update for itself and for its delegated prefix block P132::/ to the
LM of the network supported by MR 1219, which was again forwarded to LM 1223 of first
network 1205. An example implementation of such location update may be in terms of the
associations (P131<>P31::mr131) and (P132<>P31::mr131). Also, as was described with
Figure 12a, when MNN 1232 moved, it initiated a location update for its prefix P1321 to the LM
of the network supported by MR 1230, which was forwarded the LM of the network supported by
MR 1219, which was again forwarded to LM 1223 of first network. An example implementation
of such location update may be in terms of the association (P1321<->P42::mnn1321). In
addition, the LMc function of MNN 1232 may initiate a location update for the prefix P331 to the
LM of the network supported by MR 1230. The LM of the network supported by MR 1230 may
update its information with this location update because this prefix belongs to its delegated block
of prefixes P33::/. An example implementation of such location update may be in terms of the
association (P331 <> P42::mnn1321). Because this block of prefixes P33::/ is delegated from
third network 1209 which may provide mobility support and therefore possesses the LM function
1257, the LM of the network supported by MR 1230 forwards this location update to LM 1257 of
third network 1209. When these packets from CN 1229 arrives at GW 1259 in third network
1257, the destination IP address P331::mnn1321 will find prefix match with P331 so that the FM
function at GW 1259 will take the direct route to forward and/or tunnel these packets to the
routing [P address P42::mnn1321 of MNN 1261.
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Figure 13 illustrates an example system 1300 highlighting a distributed network
implementing integrated network and host mobility management. System 1300 includes a first
network 1305, a second network 1310, and a third network 1315. As part of the distributed
network implementing network-based mobility management, each network may include a LM
implementing the LM function of the network-based mobility management. The LMs in each
network may form a distributed LM function. Each network may also include a FM function of
the network-based mobility management located at an egress and/or ingress point of the network,
such as at a GW. MRs present in the networks may implement the PD function, as well as the FM

and/or LM functions as needed.

Integrated mobility support for both mobile host and mobile network may include the
following: a LM function, a FM function, FM and I.Mc functions, mobility support, and GW

functionality.

LM function:

The LM function is a location management function to manage the location information
for any node (host and/or router) which has moved to a diftferent network. There is generally a
LM server in each network holding the .M information for the entire network including those in
the MRs. The FM function is shown as a separate logical function from the LM function, but
depending on implementation, the different FM and the LM functions may be implemented in a
collocated fashion.

A LM client (I.Mc) may obtain needed location information from the LM function and
can send a location information update to the LM function. A node possessing host-based
mobility management is capable of operating as a LMc. An AR participating in network-based
mobility management for a mobile host that is lacking host-based mobility management capability
may also have LMc functionality. Furthermore, while behaving as a mobile node, a MR has LMc¢
functionality.

A MR may be the ingress and/or egress point to its mobile network. It is delegated a
blocked of IP addresses from the network the MR is attached to, and it can therefore allocate
globally reachable IP addresses to the MNNGs in the mobile network. Behaving as the ingress
and/or egress to the MNN, the MR therefore may also manage the location information for these
nodes. The MR therefore also has LM server function towards the MNNSs. Yet because the MR is
delegated this block of IP address from the network and is using the mobility support from that

network, it will also send such location information of the MNN to the network.

FM function:
The FM function may be implemented at the GW of the network through which traffic
goes into and out of the network. The FM function may also be implemented with each AR

providing network-based mobility management as well as with each MN possessing host-based
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mobility management capability. In particular, an MR can behave as such an MN, and an MNN
may also behave as such an MN. In addition, the FM function may be implemented at each MR so
that the MR is capable of directing packets to and/or from the GW such as through tunnels when

the MR moves away to a different network.

FM and LMc functions:

The GW, AR providing network-based mobility support, MNN possessing host-based
mobility management capability, and MR may each possess FM+LMc functions, so that each can
obtain the required information from the LM server. The FM function, together with the needed
LM information, may enable each of these nodes to direct the routes properly to provide mobility
support. Besides obtaining LM information from the LM server, each of GW, AR, and MR may
cache any relevant LM information that it may need so that it can improve FM function
performance. Since the .M server, as well as the FM functions, has all of the LM information for
mobility management as well as network mobility management for that network, and each of
them is accessible to all the information in the LM, the packets will not encounter pinball routes

when within that network.
Mobility support of a mobile host or a mobile router (MR) with a mobile network:

(1) When a mobile node (MN), which may be a mobile host or a mobile router,

attaches to a network, the FM and LM provides mobility support to the MN.

(1a) The MR is delegated a block of IP prefixes from which it may allocate to the
MNN’s in its mobile network. An MNN in the mobile network of the MR (referred to as parent
MR) may in turn be a MR (referred to as child MR), the parent MR may in turn delegate a block
of IP prefixes (a sub-block out of the block of IP prefixes the parent MR was delegated) to the
child MR from which the child MR may allocate to the MNN’s in the child MR’s mobile
network. Again, an MNN of the child MR’s mobile network may again be an MR (grandchild
MR) and so on. In addition, although MR is used here, any of the MR may be a fixed router. An

example of this is shown in Figure 12.

(2) When a mobile host moves to a new network, the routing address may be the new
IP address obtained from the new network, whereas the SID of an (application) session may be
the IP address of the MN from the network of attachment where the mobile host has initiated a
session. The association between the SID and the routing address of the mobile host is reported to

the LM of that network of initial attachment for that session.

(3) When a MR moves to a new network, the routing address may be the new IP
address obtained from the new network, whereas the SID of an (application) session may be the
IP address of the MR from the network of attachment where the MNN of the MR’s mobile

network has initiated a session. The association between the SID and the routing address of the
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MR is reported to the LM of that network of initial attachment for that session. In addition, the
block of IP prefixes delegated to the MR are also SID’s. They may be aggregated to a shorter SID
prefix. The association of this aggregated SID prefix to the MR’s new routing address is also

reported to the LM of the network that had delegated these prefixes to the MR.

(3a) When a child MR moves away from the mobile network of a parent MR, the
association of SID of the child MR to the new IP routing address of the child MR as well as the
association of the (aggregated) SID prefix of the child MR’s delegated block of IP addresses to
the routing address of the child MR, which are reported to the LM of the parent MR’s network,
are in turn reported to the network of attachment of the parent MR, which had delegated to the
parent MR a larger block of IP prefixes out of which the parent MR had delegated the sub-block
of IP prefixes to the child MR. An example of this is shown in Figure 12.

(4) When a MNN possessing host-based mobility capability of an MR’s mobile
network moves to a new network, the routing address may be the new IP address obtained from
the new network, whereas the SID of an (application) session may be the IP address of the MNN
from the mobile network of attachment where the MNN of the MR’s mobile network has initiated
a session. The association between the SID and the routing address of the MNN is reported to the

LM of that network of initial attachment for that session.

(4a) When that network of initial attachment for a session is the MR’s mobile
network, the association is in turn also reported to the LM of the network that had delegated the
MR to allocate that IP prefix of the SID to the MNN and was also providing mobility support to
the MR. An example of this shown in Figure 12.

(4b) The rule of reporting association to the parent network may iterate as follows:
When that network of initial attachment of the MR (child MR) for a session in the MNN of the
mobile network of the child MR is in turn the mobile network of another MR (parent MR) having
delegated prefix and providing mobility support to the child MR, the association reported from
the LM of the child MR’s network to the LM of the parent MR’s network is in turn reported to the
LM of the network that had delegated prefix and provided mobility support to the parent MR. An

example of this shown in Figure 12.

GW functionality:

While pinball routes may be avoided within the same network as explained above,
packets may still be bounced from one network to another. The GW may be able to perform route
optimization to avoid the pinball routes from one network to another. First, the GW may add in
one level of hierarchy for the routes. The GW of a network is the node that all packets to and/or
from other networks must pass through. In the integrated mobility management, it also becomes a

node for mobility management. In such a situation, packets from all other networks only need to
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be directed to the GW of the destination network. That is, all other networks participating in
mobility support by being able to perform FM and LM functions; they only have to direct the
packet to the GW of the appropriate network. As an illustrative example, the packet from CN21
destined to the deprecated address P131::mn131 of MNN131 is first routed to GW1. The FM
function at GW1 finds from [LM1 about the association (P131::,P3::rm3) so that it tunnels the
packet to the address P3::rm3 of GW3. LM3 in Net3 has the association (P131::,P31::mr11).
Therefore GW3 tunnels the packet to the address P31::mr11 of MR11, which then delivers the
packet to MNN 1225. This path is shown in the dashed line in Figure 12.

Optionally, new IP addresses are allocated from the new network so that new sessions can
simple use direct routing. The old IP addresses are deprecated so that only sessions that are
initiated prior to handover and need session continuity need to use mobility support. Then such

longer routes are used much less often.

While packets may be forwarded using the route shown in the dashed line, GW1 and
GW2 may communicate with each other so that the association (SID131, P3::rm3) is copied to
GW2. After that, GW2 can directly tunnel the packet to GW3 as shown in the dotted line. This
optimization method will avoid packets bounced through multiple GWs in different networks.
The optimized tunnel goes from the GW of the sender’s network to the GW of the receiver’s

network.

The route may optionally be further optimized to go from the AR of the sender to the MR,
leaving only one tunnel segment in the network elements. Here, the tunnel does not go to the end

nodes so the location privacy is not compromised.

Figure 14 illustrates a flow diagram of example operations 1300 occurring in the routing
of a packet. Operations 1400 may be indicative of operations occurring in a device of a network
as the network receives a packet. Operations 1400 may be occurring in a FM function

implemented at the device.

Operations 1400 may begin with the device receiving a packet (block 1405). The device
may determine a destination address and a prefix of the destination address of the packet (block
1410). This destination address may be the SID. The device may search location information from
the LM function, which contains a list of associations of SID to routing address. The search
compares the destination address with the SID’s in the list to determine if there are any
associations in the association list that matches the beginning bits between the SID and the
destination address. Any such association is referred to as a match. The matching prefix starts
with the first bit and ends before the corresponding bits in the SID and in the destination address
begins to differ. Therefore the matching prefix can differ in length, and the match with the longest

matching prefix is called the longest prefix match. For discussion purposes, a situation where
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there are multiple associations each with an SID that matches the prefix of the destination address
(block 1415). For example, one matching prefix may be 56 bits long whereas another matching
prefix may be 48 bits long. Then the 56-bit long prefix has the longer match. When there are
multiple matches, the association with the longest prefix match is selected (block 1420). The

packet is tunneled to the routing address in accordance with the selected association (block 1425).

Figure 15a illustrates a flow diagram of example operations 1500 occurring in initiating a
location update. Operations 1500 may be indicative of operations occurring in a first device
implementing an LM function for a second device of a mobile network. Examples of the first

device may include MNNs, MRs, ARs, GWs, stand-alone LM devices, and the like.

Operations 1500 may begin with the first device detecting a change in mobility of a
second device (block 1505). Changes in mobility of a device may include the device leaving a
mobile network to another network, where the other network may or may not be mobile. The
second device may be a MNN, a MR, and the like. The first device may be the same as the second
device. If the first device detects the change in the mobility of the second device, the first device
may perform a check to determine if an update condition has been met (block 1510). The update
condition may be dependent on the first device (or where the LM function is being implemented).
Examples of update conditions may include, but are not limited to:

Case 1) When the MNN (the first device) has an [.LMc function (i.e., client-based mobile
IP is being used):

Update condition = The second device (also the first device) changes from a first
network to a second network.

Case 2) When an AR (the first device) has an LMc function (i.e., proxy mobile IP is being
used):

Update condition = The MNN (the second device) moves away from a first network
and attaches to a network supported by the AR and the MNN has an ongoing session using an
address of the first network.

Case 3) When a MR (the first device) has a LMc function:
Update condition = The MR moves from a first network to a second network and the

MR is supporting a third network that is moving with the MR.

If the update condition is met, the first device may update location information related to
the second device (block 1515). In other words, the first device may update its LM function. As
an illustrative example, the first device may generate an association for a prefix of an existing
address of the second device to a routing address of the second device. Aggregation may be used
to combine multiple associations into a smaller number of associations to simplify notation. The
first device may forward the updated location information (block 1520). Where the updated

location information is sent may be dependent on the first device. If the first device is the MNN
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(case 1 above), the updated location information may be sent to a parent of a router supporting the
first network. If the first device is an AR (case 2 above), the updated location information may be
sent to a device implementing the LM function of the network associated with the address from
the first network. If the first device is a MR (case 3 above), the updated location information is
sent to a device implementing the LM function of the first network along with updated location
information of all MNNs attached to the third network. It is noted that the updated location
information may be sent through intermediate routers with or without mobility support. However,
LM functions implemented at the first device and at its parent network implement the LM
function in an integrated manner. If the first device detects no change in the mobility of the

second device or if the update conditions are not met, operations 1500 may terminate.

Figure 15b illustrates a flow diagram of example operations 1550 occurring in
propagating a location update. Operations 1550 may be indicative of operations occurring in a
first device propagating a location update. Examples of the first device may include MRs, ARs,

GWs, stand-alone LM devices, and the like.

Operations 1550 may begin with the first device receiving updated location information
(block 1555). The updated location information may be trom a second device implementing a LM
function in a child network of the first device for a third device moving from a first network to a
second network. The first device updates its own location information with the updated location
information (block 1560). As an illustrative example, the updated location information comprises
an association for the second device. The first device may add the association to its LM function.
Aggregation may be used to combine multiple associations into a smaller number of associations
to simplify notation. The first device may perform a check to determine if a forward update
condition is met (block 1565). Examples of the forward update condition may include, but are not
limited to:

- The session prefix of a session involving the third device belongs in a block of prefixes
delegated from a parent network of the first network; and

- The parent network of the first network provides mobility support.
If the forward update condition is met, the first device may forward the updated location
information to a LM function of its parent network (block 1570). If the forward update conditions

are not met, operations 1550 may terminate.

Figure 16 is a block diagram of an example processing system 1600 that may be used for
implementing the devices and methods disclosed herein. Specific devices may utilize all of the
components shown, or only a subset of the components, and levels of integration may vary from
device to device. Furthermore, a device may contain multiple instances of a component, such as
multiple processing units, processors, memories, transmitters, receivers, etc. The processing

system may comprise a processing unit equipped with one or more input/output devices, such as a
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speaker, microphone, mouse, touchscreen, keypad, keyboard, printer, display, and the like. The
processing unit may include a central processing unit (CPU), memory, a mass storage device, a

video adapter, and an I/O interface connected to a bus.

The bus may be one or more of any type of several bus architectures including a memory
bus or memory controller, a peripheral bus, video bus, or the like. The CPU may comprise any
type of electronic data processor. The memory may comprise any type of non-transitory system
memory such as static random access memory (SRAM), dynamic random access memory
(DRAM), synchronous DRAM (SDRAM), read-only memory (ROM), a combination thereof, or
the like. In an embodiment, the memory may include ROM for use at boot-up, and DRAM for

program and data storage for use while executing programs.

The mass storage device may comprise any type of non-transitory storage device
configured to store data, programs, and other information and to make the data, programs, and
other information accessible via the bus. The mass storage device may comprise, for example,
one or more of a solid state drive, hard disk drive, a magnetic disk drive, an optical disk drive, or

the like.

The video adapter and the I/O interface provide interfaces to couple external input and
output devices to the processing unit. As illustrated, examples of input and output devices include
the display coupled to the video adapter and the mouse/keyboard/printer coupled to the I/O
interface. Other devices may be coupled to the processing unit, and additional or fewer interface
cards may be utilized. For example, a serial interface such as Universal Serial Bus (USB) (not

shown) may be used to provide an interface for a printer.

The processing unit also includes one or more network interfaces, which may comprise
wired links, such as an Ethernet cable or the like, and/or wireless links to access nodes or different
networks. The network interface allows the processing unit to communicate with remote units via
the networks. For example, the network interface may provide wireless communication via one
or more transmitters/transmit antennas and one or more receivers/receive antennas. In an
embodiment, the processing unit is coupled to a local-area network or a wide-area network for
data processing and communications with remote devices, such as other processing units, the

Internet, remote storage facilities, or the like.

Although the present disclosure and its advantages have been described in detail, it should
be understood that various changes, substitutions and alterations can be made herein without

departing from the spirit and scope of the disclosure as defined by the appended claims.
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WHAT IS CLAIMED IS:

1. A method for updating location information, the method comprising:
detecting, by a first device, a change in mobility of a second device;
determining, by the first device, that an update condition has been met; and
when the update condition has been met,
updating, by the first device, a first location management function in accordance
with location information of the second device, and
forwarding, by the first device, the location information of the second device to a

second location management function.

2. The method of claim 1, wherein the second device is implementing a location
management function client, and wherein the update condition comprises the second device

moving from a first network to a second network.

3. The method of claim 2, wherein the location information of the second device is

forwarded to a location management function of a parent network of the first device.

4. The method of claim 2, wherein the first device and the second device are one and the
same.
5. The method of claim 1, wherein the first device is an access router and the second device

is not implementing a location management function client, and wherein the update condition
comprises the second device moving from a first network to a second network supported by the

first device, and the second device operating in a session using an address from the first network.

6. The method of claim 5, wherein the location information of the second device is

forwarded to a third network associated with the address.

7. The method of claim 1, wherein the first device is a mobility router and the second device
is not implementing a location management function client, and wherein the update condition
comprises the first device moving from a first network to a second network, and the first device is

supporting a third network that is moving with the first device.

8. The method of claim 7, wherein the location information of the second device is

forwarded to a location management function of the first network.
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9. The method of claim 7, further comprising forwarding location information of devices in

the third network to a location management function of the first network.

10. The method of claim 1, wherein the first device is one of a mobile network node, a
mobile router, an access router, a gateway, and a standalone location management function

device.

11. The method of claim 1, wherein the second device is one of a mobile node and a mobility

router.

12. The method of claim 1, further comprising aggregating the location information of the

first location management function after the updating.

13. The method of claim 1, the change in mobility of the second device comprises the second

device detaching from a network including the first device.

14. A method for propagating location information, the method comprising:

receiving, by a first device, location information for a second device moving from a first
network to a second network;

updating, by the first device, a first location management function in accordance with the
location information of the second device;

determining, by the first device, that a forward update condition has been met; and

when the forward update condition has been met,

forwarding, by the first device, the location information of the second device to a

second location management function of a parent network of the first network.

15. The method of claim 14, wherein the forward update condition comprises the second
device being in a session assigned a session prefix that is within a group of prefixes delegated
from a third network supported by the first device where the third network is the parent network

of the first network, and the parent network of the first network supports mobility.

16. The method of claim 14, wherein the first device is one of a mobile router, an access

router, a gateway, and a standalone location management function device.

17. A method for routing a packet, the method comprising:
matching, by a first device, prefixes of a destination address of an intended recipient of

the packet to prefixes in a list of associations, wherein each association includes a prefix of a
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session address of a second device in an pre-existing session and a routing address of the second
device in a current session, thereby producing prefix matches;

selecting, by the first device, one of the prefix matches in accordance with prefix match
lengths between the first device and the routing addresses of the second device; and

forwarding, by the device, the packet to the routing address of the selected prefix match.

18. The method of claim 17, wherein the forwarding is initiated by a forwarding management

function of an integrated network and host mobility management function.

19. The method of claim 17, wherein the list of associations is maintained by a location

management function of an integrated network and host management function.

20. The method of claim 17, wherein the list of associations comprises location information

for third devices that have moved relative to a mobile network.

21. The method of claim 17, wherein the second device is a mobile host, and wherein an
association comprises a prefix of a session address used by a session involving the mobile host

and a routing address of the mobile host.

22. The method of claim 17, wherein the second device is a mobile router, and wherein an
association comprises a prefix of a session address used by a session involving a mobile network
node operating in a mobile network of the mobile router and a routing address of the mobile

router.

23. The method of claim 17, wherein selecting the one of the prefix matches comprises:
determining the lengths of the prefix matches; and

selecting a maximum of the lengths of the prefix matches as the selected prefix match.

24. A device in a communications system providing network-based mobility management,
the device comprising:

a processor; and

a non-transitory computer readable storage medium storing programming for execution
by the processor, the programming including instructions to:

detect a change in mobility of a second device, determine that an update

condition has been met, and when the update condition has been met, update a first location
management function in accordance with location information of the second device, and forward

the location information of the second device to a second location management function.
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25. The device of claim 24, wherein the first device is an access router and the second device
is not implementing a location management function client, and wherein the update condition
comprises the second device moving from a first network to a second network supported by the

first device, and the second device has a session using an address from the first network.

26. The device of claim 25, wherein the programming includes instructions to forward the

location information of the second device to a third network associated with the address.

27. The device of claim 24, wherein the first device is a mobility router and the second device
is not implementing a location management function client, and wherein the update condition
comprises the first device moving from a first network to a second network, and the first device is

supporting a third network that is moving with the first device.

28. The device of claim 27, wherein the programming includes instructions to forward the

location information of the second device to a location management function of the first network.

29. A device in a communications system providing network-based mobility management
comprises:

a processor; and

a non-transitory computer readable storage medium storing programming for execution
by the processor, the programming including instructions to:

receive location information for a second device moving from a first network to a

second network, update a first location management function in accordance with the location
information of the second device, determine whether a forward update condition has been met,
and when the forward update condition has been met, forward the location information of the

second device to a second location management function of a parent network of the first network.

30. The device of claim 29, wherein the forward update condition comprises the second
device is in a session with a session prefix that belongs in a block of prefixes delegated from a
third network supported by the first device where the third network is the parent network of the

first network, and the parent network of the first network supports mobility.

8-



WO 2015/106219 PCT/US2015/011060

1/19

100

\\‘

105~ sESSION IDENTIFICATION (SID)

1100 LoCATION MANAGEMENT (LM)

FORWARDING MANAGEMENT (FM)

1151
190~ PREFIXDELEGATION (PD)
FIG. 1
600
A ’6/05
MOBILITY MANAGEMENT 610~ sessioN IDENTIFICATION (SID)

~—
FOR MOBILE NODE
OR MOBILE NODES 615~]  LOCATION MANAGEMENT (LM)

FORWARDING MANAGEMENT (FM)
MOBILITY MANAGEMENT 620"

FOR MOBILE NETWORKS

PREFIX DELEGATION (PD)

625-"1

FIG. 6

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

2/19

¢ DIdAd

G¢c
/

VELNNIA

| G:ebd) 13N

0l
(zd) ZLaN ("ed) ¢1aN {“td) 113N

.

00¢

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

3/19

(mzd) ZiaN

.
00¢

¢ DId

% FELNNI

(“ed) €13N

6ze
/

FELNNI

(“td) t13N

SUBSTITUTE SHEET (RULE 26)



WO 2015/106219 PCT/US2015/011060

4/19

NET2 (P2::)

NET3 (P3:)

400
N

NET1 (P12)

225
FIG. 4

SUBSTITUTE SHEET (RULE 26)



WO 2015/106219 PCT/US2015/011060

5/19

&
& - N
e &
= S
t
=
C:(): H
o 4
g l
C(j St
m o
'._.
= HY
=

e

N
510

MNN13| w— =

500
N

FI1G. 5

NET1 (P12)

MNN131
/
225

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

6/19

L "DOIA
LEJuuwLged
=1£¢dIS
LEuuwLElLd LeLuuwLelLd
=leldis =1£1aIS
OS2~y eunnm SEL~C Lennm
leed “Eld
plauiLed LU L d
=edIS . =110IS
eLd/LaIs /
1774 0cL
P N
{NT+NA+0dH LYW . {adh1uw
2% S
~ —
S~
~ - GcL
g0.
e m ~ og/ .E:;e
0Lz (Ll ed - -2l d'LLalS)
(zd) 213N (zed) €13N (:1d) 1 L3N
004

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

7/19

8 DIA

U yed
=pedls
LEuuz el d

=1€10IS
S08~_ LELNNIN

“¢d
bawLed
zelezed =16qIS

018 Q%E_w

r\,_“am>>®

(zd) 21aN (zed) €13N

LEIuuwLELd

=L£1QIS
S8~ LCLNNIN

~Eld
LWL L d
= 1dIS

A 0cL

51/ >
gfiﬁ% NN+ Ol LN , {adhLun
/ /- -
/ 4/
(leluuwped - LELAIS Nm_m 28d - > SE_m ~ ™~
~
-~
T~ S E e U’ 0L

{NAHMD -

)

thm 12¢d < LE10IS)
(LWL ed -2l d'LLaIS)

(1d) LI3N

"
008

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

8/19

. LS U pEd
6 DId =p¢aIS
bEluuLELd
=}£10IS
G06 _~ {OWT+NLHELNNIN

(s

| auieg
zeteized =LEQIS

ois | |eramas| ¢

A%\ % S&

EEE ‘YEd - LELAIS)

pELUULLILE L
=LELdIs

SEL~ e NNi

s

v/ A

N+ +Od} LN .
3\

/

(zd) Z1aN (red) £1aN

“€ld
Lk id
=41aIS

024

{adh L un

/
/

GZ.
~ \H@/ 0.
0€L

—————T EIGH

]

(Lgjuuuiiyed - LELAIS)
(LpLed w——2CLd'LLaIS)

(c1d) L3N

.

006

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

9/19

w .
01 DI LE LUUMEZ P
=ZyQIS
LEJUUMELE L
=1210IS LU g L d
ES/E#E:QZ_,_E =1£10IS
~_ E SEL et
™~ eld
RITRER
=1QIS
0cL

(UUUEHE] - LELAIS)
GOOL  (LLawigd =—-=gld'LLAIS)

(“zd) glan (ted) £1aN (“pd) ¥LIN (1d) LLAN

"

0001

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

. LS LuuUZdd
q01 DIA o
LELULWE LG Ld
=1£1QIS
SLOL~C openatiesnnm JELUUUELE L d
161018
E LELNNI
neld
bjul L d
=110IS
0c.L

10/19

. <~ (adliun
.\
\/1‘. EEE :Zyd - LE1AIS)

E:;@

SE:E 2rd - |ELQIS)

(“zd) glan (ted) £1aN (“pd) ¥LIN (1d) LLAN

0501

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

11/19

IT "OIAd LS LULLE T
=ZpqlS
leluuield  gLol
=lelas
for+h VNN 4/ LELuuLE L d
=1¢10IS
GEL~_
oy \ LELNNI
}Laed .
eLd/LaIs _
/ =11dIS
{IWT+Nd+Qdh LN
\ |~ | o

N % % {adh rum

\

~ 7 {lgluuuizyd - LELAIS)
{wdhmo )
% Gcl

G0L
0€L

-

(LEluuuLZyd < —= |ELQIS)
(LLiuiigd - €1d'11aI8)

500} (“1d) LLAN

(“zd) glan (ted) £1aN (“pd) ¥LIN

"

00L1

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

12/19

Liclh

eZ1 "DId

00ci

™~

{mzd) zLaN

_NQ::E Zhd - LEECIS)

A ‘£d) €LIN

L UUWEZYd

=Zvals S 1T
Lzeluuwlzeld am&m&_w%a
P P SEEb~Czennm
{ONT+IWAHZELNNIN nZ€ld
» LeLauLeld
=1¢1LQIS

GeelL

(21

homw

SO

_

Licl

) {NT+N4+Qd} €L eI
%
S

/ ~tld
bW L
=LLdIs

\ (lzehuuuzyd <= 1ze1a1s)

-

(lzeiuuwigyd -——= 17610IS)

~—

(“yd) 713N (i) 113N

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

qQcl DId

Lgeituu celd

ooz sizi- s

[¢eld

LeLIwLelLd
JZgluuwieed =1¢10IS
=L£CaIS /171
LZEUUWELZE INOW < {WT+NA+adH S LU
=1ZeLaIs - S
{ONT+HNHZEINNN -
/ueed u i~€id
pE LI E: JLw | Ld
e Nma\mmm“m =Lds
= 6121
-~ {N1+N+ad} L
{W+wd+adh L PR~
@ {(lgLiusied - ze1d'1ELaIS)
(LepIWLed <= ZELd/LELAIS) %/
%) |
- & - TG
= G021
(lepiwyed -——= 781 d1eLals)
Liek SN
{mzd) zLaN (med) €L3N (“yd) 713N (i) 113N

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

o1 ‘DId

00cl1 VZE UMW 26 Ld
~ o =Z6101S
beb~Cyzennm
izeld
LW LELd
}ZE UL EEd —1e1dIS
=}eeqIS
L ZELUUWILZE L d Lict ) INT+N+OdHE LI
=126401S —— %
W T+HNIHZELNNN — fibbd
L LUEhd
-£ed - (1ZELbuLZhd < LZELalS) | FEld
Lo Led ) |,m¢m_w L b
=1EQIS | o =Cid LIS [ OYCL e
4 zeidieias | 9ECH
3 ) tiads )gfz.‘r@:mz
] {NT+INZ+QdH L EN <
fws+adhieram % \. % \ \\@/
/ :mte led < = Z€1d'161QIS) (Lg1iwi e+ z¢1d'lzelals)
cm:e 6d <> SZELIEIAIS) NS () rierd < Sl LAS) VS — v
U &) ™ Lindhime
- - €224 127, s0ct
(LEMWELEd w——m ZELDLELAIS)
LLTL 1021 (L 1awghd = Eld L1QIs)

(med) €L3N

{mzd) zLaN

(“yd) 713N

(i) 113N

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

PC1 "DId

0021 §ZeIUuW:ZYd
=ZvQIS
/A legluuurilegid LZELUBE L ZE L d
JZeluuusieed =L2eidIs ={2¢1aIS
=1£8aIS oWzl 08¢ e ek
LZELUUWELZELd / 1Z8hd
=1281QIS JepwzLE L d
CECL ol ze NN =lELaIS J1Z1
fged | \ {Wi+nd+adheram -~
LeLwLed | Feld
=1E0IS bW
> Zeld/LeLaIs =Hdais
o 6LC1L
i
~ {NT+WNS+QdHL S LI ’ oeel % (Wit Qd)i L
r %f N\ ~
(1261 0W2G = 13811S) ) ehuncap = > i)
(LELIUELEd < ZELd/1ELAIS) % N -
0 N )
EMO | . _
D SR
II
(LZeuuwzyd <——1Ze1als)
LLZL (Leiueiied - ZeiLd'LELals)
{mzd) zLaN (med) €L3N (“yd) 713N (i) 113N

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

°C1 DId

LI UIWEZYd

=¢valS LZELUuu L7 1 d
00ciL LZEIUUWELEed =1z€1LAIS
~ SLZh~_
=1£20IS S lamleaie | 1izeld
| ZELUULE L7} d L9Z1 =L2eials | e
=1Z6101S O oW+ ZELNNI =lgLaIs
CECL fopmemaize NN \
LIZ~], SNT+HNA+Qdb LS L EIN
ra / S
=10l | / _Ee hd
ZELA/LELAIS GZzl
>N \ =110
e
~ oect 6lcl
S {WTsW2+adh eLN / L (WTHAS+ON LI
~y
(Lzehuuw: NE - LEEIS) \ % ) :NQEE Thd < 1Z81QIS)
(LZeluuzyd - 1281015}
(1gLIWLed - SZCLd/LELaIS) % ,,,,,,,, Ve T el
wa\sw )
= BN
— o7 T
GoctL
BS ! 6oz €t iizey
60C) ot
0 {zeunrzrg <= 1ecais) , (1ZEIUULIZhd -—— LZELAIS)
L1k < L0z} (181U 5d <> ZE1IELCIS)
{zd) ZLaN (med) €L3N (“yd) 713N (i) 113N

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/011060

WO 2015/106219

17/19

¢l DIdAd

LEpuuLeed

=LEeqalIS
Leluuwiield
=1¢1QIS peluuwileld
Oom’ LELNNW =¢1dIS

reeq LELNNI
L ed _”mﬁ
=iediIS LWL LA
SEhdLLaIS | =111

124"

{W+a+adh L eI \ ) {adhram
| EO

¢eienged

{onT+HNlzeYY /,

B oLEl SE,
) Lo DOvdIs LY ¢ ) ............... i
&=k —— e S ) wovlss_ L=

{ENO

ndlemo I TN IHVIAIM\I\I\I \\\\\\\ Hin+ndiems J.\\d:\/“t\N\\\\ {Adhmo q0¢l
| \HU ,,,,,,, _ T — i
giel . . T . "
a\sm@o_@ Eé..@:a_@ a%@ig@
("zd) Z1aN ("ed) £L3N (3d) LN

SUBSTITUTE SHEET (RULE 26)



WO 2015/106219

18/19
1400
\‘ (' START )
Y
1405~ RECEIVE PACKET

Y

1410~ DETERMINE PREFIX OF
DESTINATION ADDRESS

Y
PREFIX MATCHES TO
1415-"]  MULTIPLE ASSOCIATIONS

\

SELECT ASSOCIATION WITH
1420-"]  LONGEST PREFIX MATCH

Y

TUNNEL TO ROUTING ADDRESS
1425-"]  OF SELECTED ASSOCIATION

Y

( END )

PCT/US2015/011060

FIG. 14
1600
‘\
CPU
MEMORY
MASS
STORAGE VIDEO
ADAPTER DISPLAY
NETWORK
NETWORK INTERFACE 0 MOUSE/
KEYBOARD/
INTERFACE PRINTER
FIG. 16

SUBSTITUTE SHEET (RULE 26)




WO 2015/106219

19/19

1500

\‘

1505

CHANGE
DETECTED IN DEVICE
MOBILITY?

UPDATE
CONDITION
MET?

UPDATE LOCATION
INFORMATION

Y

FORWARD UPDATED LOCATION
INFORMATION

1515

1520~

»

w
END

FIG. 15a

PCT/US2015/011060

1550
START '

RECEIVE UPDATED
LOCATION INFORMATION

|~ 1555

UPDATE LOCATION
INFORMATION

|~ 1560

FORWARD
UPDATE CONDITION
MET?

FORWARD UPDATED
LOCATION INFORMATION

N\
TO LM OF PARENT 1570

»

\

(e )
FIG. 15b

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US2015/011060

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - HO4W 8/02 (2015.01)
CPC - HO4W 8/06 (2015.04)

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC(8) - HOAL 12/28, 12/56, 29/06; HO4W 8/02, 36/00 (2015.01)
USPC - 370/328, 331, 338; 455/433, 456.1

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
CPC - H04W 8/02, 8/06, 8/26, 60/00, 80/04 (2015.04) (keyword delimited)

Electronic data base consulted during the international search (name of

PatBase, Google Patents, Google Scholar

data base and, where practicable, search terms used)

Search terms used:; distributed, integrated, mobility, support, mobile networks, update condition, location management

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2013/0176943 A1 (CHAN) 11 July 2013 (11.07.2013) entire document 1-5,10-14,16,24-25,29
Y 6915262830
Y US 6,771,604 B1 (DbMMETY et al) 03 August 2004 (03.08.2004) entire document 6-9,26-28

Y US 2011/0261800 A1 (YOU et al) 27 October 2011 (27.10.2011) entire document 1 15,30

A US 2009/0022115 A1 (BERZIN et al) 22 January 2009 (22.01.2009) entire document 1-16,24-30

D Further documents are listed in the continuation of Box C.

=

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
- 10 be of particular relevance
“E” earlier application or patent but published on or after the international
filing date
“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)
“0” document referring to an oral disclosure, use, exhibition or other
means .
“P”  document published prior to the international filing date but later than

the priority date claimed

“T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X” document of particular relevance: the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be

considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

08 May 2015

Date of mailing of the international search report

11JUN 2015

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

Authorized officer:
Blaine R. Copenheaver

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT International application No.

PCT/US2015/011060

Box No. I1 Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. D Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:

2. D Claims Nos.:

because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. D Claims Nos.:

because they are dependent claims and are not drafied in accordance with the second and third sentences of Rule 6.4(a).

Box No. III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:
See attached sheet.

1. D As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. D As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

3. D As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.: '

4. % No r_equired additiona! search fees were _timely pgid by. the applicant. Cpnsequent]y, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

1-16,24-30

Remark on Protest D The additional search fees were accompanied by the applicant’s protest and, where applicable, the
payment of a protest fee.

D The additional search fees were accompanied by the applicant’s protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

N/
M No protest accompanied the payment of additional search fees.
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(continued from Box lIl)

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1. In order for all inventions to be examined, the appropriate additional examination fees must be paid.

Group |, claims 1-16, 24-30, drawn to a method and device for updating location information.
Group I, claims 17-23, drawn to a method for routing a packet. ’

The inventions listed as Groups | and Il do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT
Rule 13.2, they lack the same or corresponding special technical features for the following reasons: the special technical feature of the
Group | invention: detecting a change in mobility of a second device as claimed therein is not present in the invention of Group Il. The
special technical feature of the Group ! invention: matching, by a first device, prefixes of a destination address of an intended recipient
of the packet to prefixes in a list of associations as claimed therein is not present in the invention of Group I.

Since none of the special technical features of the Group | or It inventions are found in more than one of the inventions, unity of invention
is lacking. . .
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