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1. An intrusion detection system for protecting an
g area of ground at ground level, comprising a c¢entral
q} monitoring and control unit, a plurality of distribution
{ units placed at selected locations in said area of ground to
i be protected, said distribution units being wired in circuit
relationship with said central monitoring and control unit,
a plurality of sensing means wired in circuit relationship
with said distribution units, each sensing means comprising
an electric switch in said circuit relationship, said switch
being adapted to activate alarm means;a movable magnetic
operator for said switch, said switch being in a first
switching position when said movable magnetic operator is in
close proximity thereto, said switch moving to a second
switching position when released by moving said magnetic
operator away from said switch, an elongated strand means
connected to said magnetic operator and inconspicuously
deployed over # portion of said area of ground, said
elongated strand means connected to said magnetic operator
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movement of an intruder to pull said magnetic operator a tz
from said switch to thereby activate said alarm meansaid
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first position to said second position, aéd a low volviig
direct current supply in said control unit ?or supp ;in
direct current operating power for said intrusion detec g
system.
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(57) Abstract \
25

The object of the invention is to effect surveillance of a specific area against undesired entry. This is achieved by
placing a number of sensing means (3) in the area. The sensing means are electrically connected to an alarm and control
centre (1) located some distance away. The means (3) are mechanically connected to one or more obstructions (4) in the
form of wires, cords, net or the like. The force required to break thie mechanical connection is almost negligible. Each sen- \
sing means (3) cooperates with one or more action members (5). An action member (5) may consist of a tape-recorder, a

search-light or a mine.
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SURVEILLANCE INSTALLATION

The present invention relates to a surveillance
installation. In public places with a large through-flow of
people TV cameras are generally used, connected to a
surveillance centre where an observer sits and watches
events. This is an efficient but extremely expensive
method. For surveillance of areas where only a few people
normally pass it is generally advisable to close off the
area by means of a barrier or signs stating that entry is
not permitted or is only permitted at certain times.

The present invention relates to an installation
for surveillance of an area of the latter type.

There is provided by the present invention an
intrusion detection system for protecting an area of ground
at ground level, comprising a central monitoring and control

unit, a plurality of distribution units placed at selected
locations in said area of ground to be protected, said
distribution units being wired in circuit relationship with
said central monitoring and control unit, a plurality of
sensing means wired in circuit relationship with said
distribution wunits, each sensing means cumprising an
electric switch in said circuit relationship, said switch
being adapted to activate alarm means,a movable magnetic
operator for said switch, said switch being in a first
switching position when said movable magnetic operator is in
close proximity thereto, said switch moving to a second
switching position when released by moving said magnetic
operator away from said switch, an elongated strand means
connected to said magnetic operator and inconspicuously
deployed over a portion of said area of ground, said
elongated strand means connected to said magnetic operator
and inconspicuously deployed over a portion of said area of
ground comprises a net, said strand means being tripped by
movement of an intruder to pull said magnetic operator away
from said switch to thereby activate said alarm means to
generate an alarm signal when said switch moves
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from said first position to said second position, and a low
voltage direct current supply in said control unit for
supplying direct current operating power for said intrusion

detecting system.

According to an advantageous embodiment the sensitive member
is provided at one end with a magnet loosely applied on the
sensing means and retained there by an attraction member
which may consist of a strip of ferrometal. 1If the
sensitive member is touched the magnet is easily dislodged
and the electrical state in the above-mentioned current
circuit is thus altered. Said magnet might, for instance,
influence a circuit breaker or switch so that, in the
absence of the magnet, a resistor is short-circuited.

It should be evident that the magnetic force of the magnet
at the sensing means can be controlled by varying the
distance between the magnet and the unit in the sensing
means to which the magnet is attracted.
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Electric current 1s transmitted between the central unit and a sensing

means through a two-way wire. Both direct and alternating current are

suitable for the purpose.

According to an advantageous embodiment of the present invention the
installation can also be used to initiate action members of various tyres.
Such action members may consist of a tape-recorder providing information
as to the cause of the trespassing. Other examples of action members are
search-lights or a unit emitting a smoke screen. For military appli-
cations the action member may consist of a mine or a unit emitting toxic

gas.

To enable the installation to be used for both gathering information and
taking action it is advisable to use two different direct voltages. The
same wire connections -:sed for the sensing means can then also be used for
the action members. Each sensing means, and possibly also the central
unit, should include a rectifier. This enables the two direct voltages to
be pole-invarted with respect to each other, one direct voltage only
cooperating with the sensing member and *the other direct voltage only

cooperating with the action member.

The two direct voltages may have the same or different values. In some
advisable a
cases it has proved -adwistabie for one voltage to havallow value and the

othemlhigh value,

Further characteristics of the present invention are revealed in the

following claims,

The present invention will be described in more detail with reference to

the accompanying drawings showing one embodiment thereof.

The drawings show in

 Figure 1 a wiring diagram for an alarm and control centre with a

distribution unit,

PCT/SE86/00359
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Figure 2 a wiring diagram for a non-activated sensing means,

Figure 3 a section of a sensing means,

Figure 4 a see-through view of an embodiment of a sensing means,

Figure 5 a wiring diagram for an installation in non-activated state,

Figure 6 a wiring diagram for an installation when triggered

Figure 7 a wiring diagram for an installation when triggered but with
the buzzer disconnected,

Figure 8 a wiring diagram f9r an installation with an action member
connected and

Figure 9 block diagram over a complete installation.

Figure 1 shows an alarm and control centre 1 connected to a distribution
unit 2. A sensing means and an action member, to be described in more
detall in the following, can be connected to the distribution unit. The
distribution unit 2 is connected to the alarm and control centre 1 by two
leads. One of these leads includes a circuit with a light-emitting diode
%94, two rectifiers 23A and 2U4A, a resistor 214 and a three-way switch 15A.

A buzzer 10 can also be’ connected in parallel to this circuit. One or

‘ other of two direct voltage sources 11 and 12 can be connected to the two

leads by means of circuit breakers 17, 18 and 19. The distribution unit 2
is provided with three connections, namely two outer connections and one
intermediate connection. The two outer connections are joined together
by a rectifier 16. The intermediate connection is connected to one of the
two wires to the alarm and control centre, and the other wire from the
alarm and control centre 1 is connected to one of the outer connections. A
sensing means 18 connected to the intermediate connection and one of the
outer connections and an action member is connected to the other outer

connection and the intermediate connection.

A number of distribution units 2 are connected to the central alarm and
control unit 1, each distribution unit having its own circuit consisting

of the units 9, 15, 21, 23 .and 24,

Figure 2 shows a wiring circuit for a sensing means containing two

switches 64 and 6B, The switches are actuated by magnets 7A and 7B,
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respectively, and each switch 1is enclosed in a protective gas tube. The
two switches are used to short-circuit a resis*or 8. A practical embodi-

ment of a sensing means is shown in Figure 4 revealing two pockets for the

magnets 7A and 7B, the pocket for magnet 7A being designated 13. The
¥ 5 pocket 1s located above the switch 6A which the magnet is to actuate.
Below each magnet 1s a ferrometallic unit which attracts the magnets T7A

: and 7B. When a magnet 1s 1in place in 1its pocket, the contact, tongue

f. assumes the position shown to the left in Figure 4 and, in the absence of
E: the magnet, the position shown for the righthand switch.

tf;

E 10 Figure 3 shows an embodiment of a switch with associated magnet. The force

r
:

F with which a magnet is retained in the sensing means can be controlled by
i making the ferrometallic strip adjustable in relation to a magnet placed
&‘ in the pocket.

In a sensing means of the type just described, each magnet may have an eye
connected to a cord or net, both cord and net being either suspended or

placed loose on the ground, preferably in such a danner'as to be difficult

to detect. The magnetic force shall be sufficient to remove the magnet
without the person coming into contact with the cord or net beilng aware

that he has encountered an obstruction.

Figures 5-8 describe a chain of events from alarm to action for an instal-
lation comprising a distribution unit 2, a sensing means 3 and an action
member 5. An installation comprising a larger number of sensing means and
action members would function in exac@ly the same manner. The relevant

current circuits have been indicated in thicker lines in the drawings.

The figures show a central alarm and control unit 1 connected to a distri-
bution unit 2A to which are connected a sensing means 3A and an action
member 5A. Figure 5 shows a situation in which current is supplied from a
voltage source 11, this being of any size. However, it 1s probably
advisable for this source to supply low voltage. A three-way switch 15A is
30 in the position shown in the figure. A faint lamp in the form of a light-
emitting diode 9 indicates if the sensing member 3A is correctly con-

nected. Should a person tread on the cord or net connected to the magnet
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TA, this magnet will be dislodged from the sensing means, whereupon the
switch will assume the position shown in Figure 6. This Figure shows ~

clearly that removal of the magnet has caused the resistor 8 to short-

circuit so that the light-emitting diode receives higher voltage and

5 shines more brightly. An operator in the alarm and control centre can

immediately see that someone is in the vicinity of the sensing means 3A.

At the same time as the light-emitting diode i1s caused to shine more

brightly, a buzzer 10 or some other means generating sound is also acti-

vated. If the three-way switch 15A is placed in its intermediate position

10 (Figure 7) the buzzer 10 will be disconnected. The installation is now

ready to initiate the action member SA. If the action member SA is to be

initiated the threz-way switch 15A must be brought to the position shown

in Figure 8. The switch 17 must then be brought to its righthand position

so that the distribution unit 2A is supplied with direct voltage from the

15 source 12 where the direct voltage is pole-inverted in relation to the

direct voltage supplied earlier. The existence of rectifiers 16 and 25

ensures that the pole-inverted direct‘voltage will be supplied only to the

action member SA. The action member 5A may consist of a.compact little

~unit containing tape-recorder and loud-speaker. Alternatively, the

20 action member may consist of a searchlight or any other suitable means, or

it may even consist of a unit emitting a smoke screen or toxic gases. A

water spray could also be initiated in this way. It is also feasible to

. connect a number of sénsing means in sefies or in parallel. The same

applies to the action members which may be connected in parallel or in

25 series. A combination of both series and parallel connection is also

possible.

Initiation of the action members can also be performed automatically
without manual intervention. The advantage of manual intervention is

’ that undesired initiation of the action members can be prevented.

30 After initiation of an action member, all switches are moved to the
positions shown in Figure 5 and dislodged magnets are returned to their

pockets.

e —
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It should be evident that each sensing neans may be provided with more
than two magnets. Furthermore, each magnet may be connected to one or

more cords or one or more nets.

F Figure 9 shows an example of how an area is screened off with the aid of a
(: 5 number of sensing means. Four cables lead from the alarm and control unit
1 to four branch units 14A, 14B, 14C and 14D. Distribution units are
connected to each branch unit. Two-way wiring cables lead to each distri-

dls‘\'\r ution

|

|

3

|

E, bution unit, each cable to a branch %git thus containing a number of wires

F corresponding to the number of ememek units plus one extra. In the top

10 righthand corner of Figure 9§ is a distribution unit 2A to which a sensing
means 3A is connected via a sensitive member 4A. In the lower righthand
corner are two sensing means, designated 3B and 3B', which are series-
co&nected. The sensing means 3B 18 provided with a sensitive member 4B
and the sensing means 3B' with a sensitive member 4B'. The lower lefthand

15 corner of the figure shows a distribution unit 2C to which are connected
two sensing members 3C and 3C'. The upper lefthand corner of Figure 9
shows that the agtion members 5 can be both series and parallel-connected,
two series-connected action members 5D and 5D' and one ‘parallel-connected

action member SD'' being shown.

RERN TSN

20 The concept of activating two different members by means of different,

pole-inverted direct voltages, used for the sensing means and action

member, respectively, is generally applicable and can be utilized in

other installations where two different members are to be actuated using

only direct voltage.

25 The sensing means utilized in the present invention can be used in instal-

lations where mechanical interference is to effect an alteration in a

current circuit.

In the foregoing there has been described a sensing means 3,
Of mechar cad
which causes an indication st=—a—mecsre=+ damage to wires,cords,
"30 net and the like. The indication is caused by the sensing means
allowlna a higher value of the current to pass through the same

after == damage, said change in current can also be obtained by
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othey o .
set mechanical means. Thus the means can consist of microphones

which feel vibrations in the ground or sound appearing at the
sensing means 3. It is also possible that the supply means of

the sensing means can be reacted by light of different freguences.
The supply means can emit light and receive light.

The control unit can have control units, which at change in cur-
rent value at a sensing means immediately connect the higher
voltage, which release the action means. In last mentioned

case it ought to be suitable to use a relay which at increasing
current from the sensing means attract the relay so that the
higher D.C. voltage is supplied to the action member 5.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. An intrusion detection system for protecting an
area of ground at ground level, comprising a central
monitoring and control unit, a plurality of distribution
units placed at selected locations in said area of ground to
be protected, said distribution units being wired in circuit
relationship with said central monitoring and control unit,
a plurality of sensing means wired in circuit relationship
with said distribution units, each sensing means comprising
an electric switch in said cirzuit relationship, said switch
being adapted to activate alarm means,a movable magnetic
operator for said switch, said switch being in a first
switching position when said movable magnetic operator is in
close proximity thereto, said switch moving to a second
switching position when released by moving said magnetic
operator away from said switch, an elongated strand means
connected to said magnetic operator and inconspicuously
deployed over a portion of said area of ground, said
elongated strand means connected to said magnetic operator
and inconspicuously deployed over a portion of said area of
ground comprises a net, said strand means being tripped by
movement of an intruder to pull said magnetic operator away
from said switch to thereby activate said alarm means to
generate an alarm signal when said switch moves from said
first position to said second position, and a low voltage
direct current supply in said control unit for supplying
direct current operating power for said intrusion detecting
system.

2. The intrusion detection system of claim 1 wherein
said elongated strand means connected to the magnetic
operator of each sensing unit being collectively arranged
around the perimeter of the area of ground to be protected.
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3. The intrusion detection system of claim 1 wherein
sald circuit relationship comprises a two-wires series
hookup between the central monitoring and control unit and
each individual distribution unit and its connected sensing
means and further comprising a light emitting circuit
element and three-way switch mounted in said monitoring and
control unit in series relationship between said low voltage
supply and the feed line to each respective distribution
unit.

4. The intrusion detection system of claim 3 wherein
the central monitoring and control unit includes a plurality
of parallel connected light emitting circuit elements and
three way switches to feed a plurality of distribution
units.

5. The intrusion detection system of claim 3 wherein
salid sensing means includes a voltage dropping resistor in
series circuit with said light emitting circuit element and
said three-way switch when said sensing means switch is in
said first position whereby said light emitting circuit
element emits a 1light of reduced intensity indicating
circuit integrity.

6. The intrusion detection system of claim 5 wherein
said voltage dropping resistor is bypassed when said sensing
means switch is moved to said second position whereby said
light emitting circuit element emits a light of greater
intensity indicating the presence of an intruder.

7. The intrusion detection system of claim 6 wherein
said sensing means includes a rectifier in series circuit
with said light emitting circuit element and three-way
switch permitting current flow in one direction only.

AR FRECS
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| 8. The intrusion detection system of claim 7 including
a plurality of series connected sensing means.

9. The intrusion detection system of claim 5 wherein
said light emitting circuit element comprises a 1light
emitting diode.

10. The intrusion detection system of claim 6 wherein
an audible signal means is wired in parallel with said light
emitting circuit element to yield an audible signal when
said light emitting circuit element is in said greater light
intensity state.

E‘J:. 11. The intrusion detection system of claim 10 wherein
- BRI operation of said audible signal means can be terminated by
l :..: operating said three-way switch to an audible signal means
A 5 open circuit position.

12, The intrusion detection system of claim 3 including
an intruder warning signal electrically connected to said
two-wire series hookup at said distribution unit.

13, The intrusion detection system of claim 12 wherein
said electrical connection at said distribution unit
includes a first, a second and a third terminal, said first
terminal being connected to said feed line from said central
monitoring and contrel uanit, said second terminal being
connected to said low voltage direct current supply, said
first and second terminals also being connected to' said
sensing unit, said second and third terminals being
connected to said intruder warning signal, and said first
and third terminals being connected by means of a rectifier.
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14. The intrusion detection system of claim 12 wherein
electrical isolation of said intruder warning signal in said
two-wire hookup is achieved by reversing the polarity of
said low voltage direct current supply with respect to the
polarity of the intruder sensing mode operation, reverse
current flow being blocked by said rectifiers in said
distribution unit and said sensing means.

15. The intrusion detection system of claim 14 wherein
polarity reversing is effected by relay and switching means
including a polarity reversing position of said three-way
switch in said monitoring and control unit.

16. The intrusion detection system of claim 15
including a plurality of series connected intruder warning
signals.

17. In an intrusion detection system for protecting an
area of ground at ground 1level, a sensing means for
detecting the presence of an intruder, said sensing means
comprising a housing having at least two opposed open ended
compartments, a pair of magnets one of each slidably
arranged for movement in and out of each said compartment, a
magnetically operated switch located adjacent each said
compartment, said switch being responsive to the presence of
said magnet in close proximity thereto to maintain a first
switching position, an elongated strand means connected to
said magnet and inconspeciuously deployed over a portion of
said area of ground, said strand means being tripped by
movement of an intruder to pull a said magnet out of either
said compartment thereby enabling said switch to move to a
second switching position.
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18. The intrusion detection system of claim 18 wherein

said magnetically operated switch comprises a glass sealed
reed switch.

DATED this 19th day of September, 1989.

«

UHLIN PER AXEL

WATERMARK

PATENT ATTORNEYS

50 QUEEN STREET
MELBOURNEE VIC. 30060
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