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criteria. The system includes decision engines or modules configured to evaluate one or more suitability metrics based on correspond-
ing criteria such as publication status, restriction status, context, compatibility, and classification. If content is unsuitable for content
modification because of entities or context depicted therein, privacy status, incompatibility with content modification, properties of the
content file itself, or other aspects, the system generates a tag indicating the content is unsuitable for content modification. If content
is suitable for content modification because of entities or context depicted therein, publication status, compatibility with content mod-
ification, properties of the content file itself, or other aspects, the system generates a content modification tag indicating the content is
suitable for content modification. Metadata associated with the content is updated based on the flag.
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SYSTEMS AND METHODS FOR DETERMINING WHETHER TO MODIFY CONTENT

Background

[0001] The present disclosure is directed to evaluating images, and, more particularly, to
systems for evaluating context and publishing information of an image to determine whether

itis a candidate for modification.

Summary

[0002] Photo-editing and processing software use object recognition to identify people or
objects within photos. For example, applications offer users the ability to automatically tag
their photos by auto-identifying faces to identify who is in the photos. In a further example,
some applications search for photos based on content based on a query or prompt (e.g.,
“Show me my images from Sicily”), with no need for tagging by the user. The ability to
identify particular photo elements allows for their editing, adjustment, or even replacement.
Should an application leverage such techniques for content modification, some problems may
arise. For example, photos might be selected for modification in a way that violates the
privacy of a user, is offensive to a user, is illegal, or is otherwise inappropriate. For example,
a user may find editing of a private photo or a photo of a wedding to be inappropriate.
Disclosed herein are systems and methods for screening photos or other content to determine
whether content modification is permissioned. For example, systems and methods disclosed
herein may avoid undesirable results by leveraging the fact users have already published a
photo, and using further contextual analysis to identify sensitive or otherwise restricted

photos.
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[0003] Content is identified and analyzed to determine whether it is suitable for
modification. The analysis includes, for example, a determination whether the content is
published or otherwise public, a determination whether the content is restricted, a
determination whether the content is compatible with modification, or a combination thereof.
The analysis is based on processing of the content, metadata associated with the content, or
both. The content is identified based on a request for modification, based on content-mining,

or at the time of generation of the content, for example.

Brief Description of the Drawings

[0004] The above and other objects and advantages of the disclosure will be apparent upon
consideration of the following detailed description, taken in conjunction with the
accompanying drawings, in which like reference characters refer to like parts throughout, and
in which:

[0005] FIG. 11is ablock diagram of an illustrative content analyzer evaluating two images,
in accordance with some embodiments of the present disclosure;

[0006] FIG. 2 is a block diagram of an illustrative system for screening an image, in
accordance with some embodiments of the present disclosure;

[0007] FIG. 3 is a block diagram of the illustrative image of FIG. 2 having corresponding
metadata, in accordance with some embodiments of the present disclosure;

[0008] FIG. 4 is a block diagram of an illustrative system communicating over a network,
in accordance with some embodiments of the present disclosure;

[0009] FIG. 5 is a block diagram of an illustrative system for locating and analyzing
content at one or more user devices over a network, in accordance with some embodiments of
the present disclosure;

[0010] FIG. 6 is a block diagram of an illustrative system for locating and analyzing
content over a network, in accordance with some embodiments of the present disclosure;
[0011] FIG. 7 shows an illustrative display of a user device with an application operating,
in accordance with some embodiments of the present disclosure;

[0012] FIG. 8 is a block diagram of an illustrative user equipment, in accordance with some
embodiments of the present disclosure;

[0013] FIG. 9 is a flowchart of an illustrative process for analyzing content for content

modification, in accordance with some embodiments of the present disclosure; and
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[0014] FIG. 10 is a flowchart of an illustrative process for creating and modifying content,

in accordance with some embodiments of the present disclosure.

Detailed Description

[0015] FIG. 1is ablock diagram of an illustrative content analyzer evaluating two images
101 and 102, in accordance with some embodiments of the present disclosure. Image 101,
for example, includes an adult person with a table in the background. Image 102, for
example, includes one adult person and two children. Content analyzer 110 screens each of
images 101 and 102 to determine if they are suitable for modification (e.g., adding item 121).
As illustrated, image analyzer 110 deems image 101 to be suitable for modification. As
illustrated, content analyzer 110 deems image 102 to be unsuitable for modification, and
accordingly image 102 is not modified. Content analyzer 110 may be implemented as any
suitable combination of software and hardware, spanning one or more devices.

[0016] Content analyzer 110 determines whether an image is suitable for content
modification based on one or more criteria. In some embodiments, content analyzer 110
includes one or more decision engines or modules configured to evaluate one or more
suitability metrics based on corresponding criteria. For example, illustrative content analyzer

110 includes or relies on:

Publication Engine 151 Determines whether content is fully public, partially

public, or private

Restriction Engine 152 Determines whether content is restricted from
modification
Context Engine 153 Determines context information for the content

Compatibility Engine 154 | Determines compatibility of the content with

modification

Classification Engine 155 | Determines a classification of the content

Reference Database 156 Includes reference information for screening content

[0017] In some embodiments, publication engine 151 determines whether content is
suitable for publication or public consumption. An image or other content that is private or
otherwise not public may be deemed unsuitable for content modification because the intended

consumer audience is small or nonexistent. Further, private content may not be intended for
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public consumption, and may include images, video, or audio that is sensitive or private in
nature. Publication engine 151 determines whether content is public or is a candidate for
being made public based on available information (e.g., a metadata tag, a status identifier),
determined information (e.g., identification of a public instance of the content), or both.
[0018] In some embodiments, restriction engine 152 determines whether content is
restricted from modification. An image or other content that includes objects, entities,
context, or a combination thereof that match restriction criteria may cause the content to be
restricted from modification. For example, an image may include a child, a revered entity, a
religious site (e.g., a shrine, temple, or other structure), an event (e.g., a wedding, a funeral,
or other event generally considered off-limits to content modification), a questionable or
sensitive object or act (e.g., a crime, a graphic image, or a controversial image), any other
attributes that may trigger restriction, or any combination thereof. In a further example,
content may be restricted from modification based on preference information (e.g., a user has
tagged a photo as restricted to modification), a classification (e.g., as determined by
classification engine 155), any other suitable information, or any combination thereof.
Restriction engine 152 determines whether content is restricted from content modification
based on available information (e.g., a metadata tag, a status identifier), determined
information (e.g., identification of a public instance of the content), or both.

[0019] In some embodiments, context engine 153 determines context information for
content. Context information includes information describing what is depicted or included in
content such as a "who" (e.g., entities present in the content), a "what" (e.g., an event or
description), a "where" (e.g., a location, a building, a structure), a "when" (e.g., a time of
year, a date, a time of day), any other suitable information, or a combination thereof. For
example, context information for image 102 may include a description such as:

Who child 1; child 2; Jane:mom

What | "family outdoors activity"
Where | "Concord, CA; ABC State Park"
When | "March 1, 2019; 13:12:00"

Context engine 153 determines context information of content based on available information
(e.g., a metadata tag), determined information (e.g., identification and categorization of

objects of the content), or both.
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[0020] In some embodiments, compatibility engine 154 determines whether content is
compatible with content modification, or for which types of modification the content is
compatible with. For example, an image may include a plurality of advertisements (e.g., a
photo taken in Times Square in New York City), and compatibility engine 154 may
determine that the image is compatible with content modification. In a further example, an
image may already include a plurality of advertisements (e.g., the photo taken in Times
Square in New York), and compatibility engine 154 may determine that the image is
compatible with certain products for content modification that do not conflict with the
existing depictions. In a further example, compatibility engine 154 may determine that a
quality, brightness, contrast, clarity, focus, arrangement, color palette, any other suitable
visual aspect of an image, or any combination thereof is not compatible with content
modification. Compatibility engine 154 determines compatibility information based on
available information (e.g., a metadata tag), determined information (e.g., identification and
categorization of objects of the content, evaluation of the content), or both.

[0021] In some embodiments, classification engine 155 determines a classification for the
content based on a predetermined classification scheme. For example, classification engine
155 may include a plurality of classes of content, and may assign content to one or more
classes. In some embodiments, for example, the other engines and databases of content
analyzer 110 perform their respective processes based on a classification assigned by
classification engine 155. In some embodiments, for example, classification engine 155
classifies the content based on determinations or information of the other engines and
databases of content analyzer 110. Classification engine 155 classifies the content based on
available information (e.g., a metadata tag), determined information (e.g., identification and
categorization of objects of the content, evaluation of the content), or both.

[0022] In some embodiments, reference database 156 stores reference information that may
be retrieved by the engines of content analyzer 110. Reference information includes, for
example, reference classes or classifications, reference content, reference restriction
categories, reference context categories, reference compatibility categories, reference content
signatures, reference object signatures, any other suitable information, or any combination
thereof.

[0023] In an illustrative example, content analyzer 110 identifies content such as image 101

or image 102. Content analyzer 110 then determines whether the content is suitable for



10

15

20

25

30

WO 2020/227318 PCT/US2020/031519

content modification based on at least one of publication information (e.g., whether content is
published and under what constraints), restriction information (e.g., whether content
corresponds to a content modification blacklist), context information (e.g., whether the
content's context is suitable for content modification), compatibility information (e.g.,
whether the content is compatible with content modification), classification (e.g., whether the
context's classification is suitable for content modification), reference information (e.g., used
to compare with the content for identification or other purposes), or any combination thereof.
Considering image 101, content analyzer determines that image 101 is suitable for content
modification. Considering image 102, content analyzer determines that image 102 is
unsuitable for content modification. Content analyzer 110 need not modify an image deemed
suitable for modification. For example, modification may be performed by a separate
application, device, application instance, or processing engine.

[0024] FIG. 2 is a block diagram of illustrative system 200 for screening an image, in
accordance with some embodiments of the present disclosure. FIG. 3 is a block diagram of
the illustrative image of FIG. 2 having corresponding metadata, in accordance with some
embodiments of the present disclosure. Content analyzer 250 identifies information 210
associated with an image under consideration. Content analyzer 250 retrieves further
information from database 220, in some circumstances, to aid in analyzing the image.
Content analyzer 250 identifies attributes 261-265 of the image and based on these attributes,
and other determinations, directs metadata manager 270 to update metadata associated with
the image. In some embodiments, for example, content analyzer 250, or components thereof,
are used to perform content modification analysis. In some embodiments, for example,
content analyzer 250 and metadata manager 270, or components thereof, are used to perform
content tagging (e.g., a tagging engine). In some embodiments, for example, content
analyzer 250 and metadata manager 270, or components thereof, are used to identify and
retrieve content (e.g., a photo selection engine).

[0025] Information 210 includes content data (e.g., the image itself) and metadata
corresponding to the content. For example, as illustrated, the image depicts three people, a
vehicle, and a building, and the metadata includes an image identifier (e.g., a file name), a
time/date stamp indicating a time of creation for the image, a location tag indicating where
the image was taken (e.g., generated when the content is created), metadata tags (e.g.,

keywords, scores, categorizations, and/or any other suitable information), and image details
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(e.g., quality, resolution, user-defined descriptions, and/or any other suitable information).
The image may be stored in any suitable file format, as a raster image or a vector image. For
example, the image may be stored as a JPEG, TIFF, GIF, BMP, PNG, SVG, or any other
suitable file type. In a further example, the image may be stored using any suitable
compression technique that may modify the file size of the image data. The metadata may be
stored using any suitable file type, having any suitable data structure and organization. For
example, the metadata may be stored as a collection of fields or elements each having one or
more entries (e.g., string arrays, numbers, or other data objects). In a further example, the
metadata may be stored in the same file as the content data, or may be stored in a separate file
(e.g., with the content data file including a reference to the metadata file).

[0026] Asillustrated in FIG. 3, information 210 includes image 211 and metadata 201-205
that correspond to image 211. Illustrative metadata 201-205 may be rearranged, added to,
reduced, or otherwise modified, or otherwise assume any suitable format, in accordance with
the present disclosure. The illustrative partitioning of metadata illustrated in FIG. 3 need not
be followed. For example, the metadata may be organized as a single grouping of
information with suitable organization and/or categorization.

[0027] Identifier 201, as illustrated, includes a device ID (e.g., identifying a device from
which the content is generated or stored), a file name (e.g., of the content data, the metadata,
or both), and a reference ID (e.g., used as an auxiliary identifier for the image, and may be
user-defined). In some embodiments, identifier 201 includes a device hardware address, a
device IP address, a device nickname (e.g., as defined by a DNS-type server), any other
suitable identification information, or any combination thereof. In some embodiments,
identifier 201 includes a file name, a file extension, a file type, a file size, directory
information for where the file is stored in memory, any other suitable file-related information,
or any combination thereof. In some embodiments, identifier 201 includes a file index, a file
nickname (e.g., as specified by a web-based application), a file name of accompanying
metadata, a file location of accompanying metadata, any other suitable reference information,
or any combination thereof.

[0028] Time/date stamp 202, as illustrated, includes a time of generation (e.g., when the
image was created), a time when content was saved (e.g., when the image was first or most
recently saved), a time content was uploaded (e.g., when the image was uploaded to a web-

based application), a time when content was retrieved (e.g., when the image was retrieved by
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content analyzer 250), and a time when content was modified (e.g., when the image was
modified, if at all). In some embodiments, time/date stamp 202 includes a temporal history
of transactions and events involving image 211. For example, a time of creation for each
instance of image 211, as saved in memory of one or more devices, may be included in
time/date stamp 202. In some embodiments, time/date stamp 202 may be application-
specific. For example, a social media application may store an instance of information 210,
with time/date stamp 202 including information relative to image 211 being stored and
identified by the application (e.g., the creation date is the date the image is submitted to the
application).

[0029] Location 203, as illustrated, includes, a user-defined location (e.g., as input by the
user to a touchscreen), GPS data (e.g., coordinates or locations based on GPS data), map data,
and an entity identifier (e.g., a site name such as "Citi Field"). In some embodiments,
location 203 includes a keyword tag inputted by a user (e.g., "Phoenix," "Mexico," "Yosemite
National Park"). In some embodiments, location 203 includes a GPS tag including raw data,
from each of a plurality of satellites, such as a satellite clock value, ephemeris values, and
almanac values. In some embodiments, location 203 includes a GPS tag including time,
longitude, latitude, altitude, and number of satellites the data is based on. In some
embodiments, location 203 includes a two-dimensional reference coordinate pair in the
context of a digital map. For example, location 203 may include area designation AS of an
alphanumerically partitioned map region, with letters denoting one dimension and numbers
denoting the orthogonal dimension. In some embodiments, location 203 includes a device-
generated tag based on GPS data. For example, location 203 may include a street name,
intersection identifier, neighborhood name, city name, state name, country name, park name,
body of water name, geological feature name (e.g., Grand Canyon, Mojave Desert),
geological feature description (e.g., mountain, forest, creekside), any other suitable tag
corresponding to a location, or any combination thereof.

[0030] Tags 204, as illustrated, include attributes, entities, privacy settings, restriction
settings, descriptions, user preferences, preferences, compatibilities, and keywords.
Attributes may include, for example, people, places, events, items, arrangements thereof, any
other suitable aspect depicted in content, or any combination thereof. For example, an
attribute may include a particular person (e.g., Jon Doe), a person identifier (e.g., adult,

woman, boy, baby), a binary indication of whether any person is depicted in the content, any
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other suitable person-related information, or any combination thereof. In a further example,
attributes may include an event name (e.g., "Christmas," "Boston Marathon," "Trip to
NYC"), an item identifier (e.g., a car, a boat, a building, a beverage, a computer, a user
device, a television), an arrangement of items (e.g., a set dinner table, a group of people, a car
race, a cityscape), any other suitable descriptors for aspects depicted in content, or any
combination thereof.

[0031] Details 205, as illustrated, include owner input, file history, modifications, posted
comments, file properties, and image quality. In some embodiments, details 205 include
input from a user or content owner (e.g., descriptions, preferences, or status identifiers), a file
transaction history (e.g., receiving, transmitting, storing, recalling, modifying), content
modifications (e.g., a mapping of changed pixels in a rasterized image), a history of users'
interaction with image 211 (e.g., comments, views, user tags such as "likes"), properties of
the content data file or metadata file (e.g., file size, file location, file compression), a quality
metric of image 211 (e.g., a resolution in units of pixels, a color scale such as
color/grayscale/black-and-white, quality identifier such as good, bad, or blurry), any other
suitable information, or any combination thereof.

[0032] Content analyzer 250, similar to content analyzer 150 of FIG. 1, includes
publication identifier 251, restriction identifier 252, content identifier 253, compatibility
identifier 254, image classifier 255, and database 256 (also each referred to as "application
modules"). Content analyzer 250 may include any or all of the functionality of application
modules 251-256, which are merely illustrative and need not be separate modules (e.g., a
single module may include all of their functionality). In some embodiments, content analyzer
250 is capable of retrieving information from external database 220. By applying any or all
of application modules 251-256, content analyzer 250 determines whether image 211 is
suitable for content modification, what type of content modification is suitable or unsuitable,
or a combination thereof. In some embodiments, the more particular determination and
identification of objects depicted in content is desired for content modification purposes. For
example, determination of advertisement audience and content modification appropriateness
may aid in the results of content modification (e.g., recognition and reaction by consumers),
and accordingly further detailed information of image 211 may be useful. As illustrated,
content analyzer 250 has identified attributes including location 261 (e.g., "A. Center"),
person 262 (e.g., adult 1), person 263 (e.g., adult 2), person 264 (e.g., child 1), and vehicle



10

15

20

25

30

WO 2020/227318 PCT/US2020/031519

265 (e.g., "2016 Fiat 500X"). Content analyzer 250 need not identify all attributes of a
content item, and may identify any suitable number of attributes (e.g., five as illustrated in
FIGS. 2-3). Context identifier 253 may be configured to identify objects of image 211 using
any suitable technique such as pattern recognition techniques, artificial intelligence-based
machine learning techniques, any other suitable techniques, or any combination thereof.
[0033] In some embodiments, publication identifier 251 determines whether image 211 is
public, publicly available, private, shared, or undesignated. In some embodiments,
publication identifier 251 accesses metadata (e.g., tags 204, details 205, or identifier 201) to
determine whether image 211 has been previously tagged as public or private (e.g., by a user,
an application, or a device). In some embodiments, publication identifier 251 determines
whether image 211 is public based on whether image 211 is publicly available (e.g.,
displayed in a social media application feed, displayed on a webpage). For example,
publication identifier 251 may generate one or more digital signatures corresponding to the
image, describing features and aspects of the image. Publication identifier 251 may then
compare the digital signatures against one or more reference signatures of publicly available
content to identify the image as being publicly available. In some circumstances, publication
identifier 251 may have insufficient information to make a determination of whether the
content is public. In some such circumstances, publication identifier 251 may determine
whether the content is suitable for publication. In some circumstances, publication identifier
251 may determine content is private and not suitable for content modification at all, or is
suitable for limited content modification.

[0034] In some embodiments, restriction identifier 252 determines whether content is
restricted from content modification, publication, or otherwise any modification. In some
embodiments, restriction identifier 252 accesses metadata (e.g., tags 204, details 205, or
identifier 201) to determine whether image 211 is restricted from modification. For example,
the tags 204 may include a restriction status identifier such as "restricted' or "unrestricted."
In a further example, restriction identifier 252 may access tags 204 to determine that image
211 includes a child (e.g., person 264), a spiritual place (e.g., location 261), or both, and in
response, determines that image 211 is restricted from content modification.

[0035] In some embodiments, context identifier 253 generates digital signatures
corresponding to the identified objects, describing features and aspects of the objects. In

some such embodiments, context identifier 253 is configured to compare the digital
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signatures against one or more reference signatures to identify the objects based on known
aspects of the reference signatures. For example, context identifier 253 may identify person
262 as a person depicted in image 211, and then may compare digital signatures of person
262 against known digital signatures for one or more identified users (e.g., Jon Doe) to
identify person 262 as Jon Doe. Accordingly, context identifier 253 may identify attributes
of image 211 generally (e.g., a person, a child) or more particularly (e.g., by the person's
name, gender, age range, race, or other descriptor). In a further example, context identifier
253 may identify a group of people (e.g., including person 262, 263, and 264), and that one
person of the group is a child (e.g., person 264). In a further example, context identifier 253
may identify vehicle 265 generally, and then compare one or more digital signatures for
vehicle 265 against reference digital signatures of known vehicles to identify vehicle 265. In
a further example, context identifier 253 may identify a location "A. Center" corresponding
to a business or non-profit entity. In an illustrative example, "A. Center" may be a meditation
center, and context identifier 253 may identify a context as spiritual or religious setting,
which may impact whether content modification is appropriate. In a further illustrative
example, "A. Center" may be a place of business such as a music store, and context identifier
253 may identify a context as commercial setting, which may impact whether content
modification is appropriate. In some embodiments, context identifier 253 identifies text,
numbers, words, or other symbols in image 211, and extracts keywords (e.g., to generate a
search query) to further determine attributes depicted in image 211. For example, context
identifier 253 may identify the text "A. Center" and along with a GPS tag, determine that the
object is a commercial entity "A. Center, LLC" having an address, business type, open hours,
social media application profile, and product type.

[0036] In some embodiments, compatibility identifier 254 determines whether image 211 is
compatible with content modification or for what type of modification image 211 is suitable.
For example, an image may include only natural scenes (e.g., a photo of a forest taken during
hiking) with no suitable objects or areas that lend themselves to content modification. In
some such circumstances, compatibility identifier 254 may determine that the image is not
compatible with content modification. In some embodiments, compatibility identifier 254
determines whether content is compatible with content modification based on the metadata.
For example, tags 204 may include tags indicating that image 211 depicts a private family

outing, and compatibility identifier 254 may determine that image 211 is not compatible with
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content modification. In some embodiments, compatibility identifier 254 accesses metadata
to determine what objects are depicted in the content.

[0037] In some embodiments, image classifier 255 classifies content based on any of the
application modules of content analyzer 250, based on metadata, or both. In some
embodiments, image classifier determines a category for an image based on which type of
modification is suitable or not suitable for the image. For example, image classifier 255 may
classify images depicting street scenes (e.g., having people, buildings, cars, and generally
many logos) as suitable for any type of content modification. In a further example, for
images depicting less objects, image classifier 255 may classify the image as being suitable
for only certain types of products, if any.

[0038] In some embodiments, databases 220 and 256 store information and content that
may be accessed by content analyzer 250. As illustrated, database 256 is local to content
analyzer 250 (e.g., implemented on the same computing hardware or device). For example,
database 256 may be stored in memory of a user device on which content analyzer 250 is
executed. As illustrated, database 220 is external to content analyzer 250, and accordingly
may be remote from content analyzer 250.

[0039] In some embodiments, the determination by content analyzer 250 regarding content
modification need not be performed explicitly at the time of analysis. For example, content
analyzer 250 may generate a content modification flag that is indicative of whether, and what
type of, content modification is appropriate. The flag may be evaluated at a later time, for
example, when a request to modify an image for content modification is received.
Accordingly, content analyzer 250 may analyze content at any suitable point between, and
including, content generation and reception of a request for content modification. For
example, content analyzer 250 may analyze content as it is created or may analyze content at
any suitable point in time after creation including in response to an explicit request. In an
illustrative example, in the absence of a request for content modification, content analyzer
250 may mine one or more network entities or devices for stored content, analyze the content
for content modification suitability, and generate a corresponding content modification flag
for storage (e.g., for use when a request is received). In some embodiments, content analyzer
250 generates one or more tags that may be used to evaluate, for a given modification type, if

an image is suitable.
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[0040] Metadata manager 270, which may be, but need not be, included as part of content
analyzer 250 (e.g., as illustrated, they are separate applications). Metadata manager 270
updates metadata of information 210, adds tags to metadata of information 210, generates
metadata of information 210, or otherwise manages updating and storing of metadata
corresponding to image 211. For example, in some embodiments, content analyzer 250
generates a products placement flag and transmits the flag to metadata manager 270, which
updates the existing metadata of information 210 based on the flag. In some embodiments,
metadata manager 270 reads and writes files to memory (e.g., local memory storage or
remote storage via a communications network). For example, in some embodiments,
metadata manager 270 opens a content data file and metadata and provides that information
to content analyzer 250. In a further example, content analyzer 250 may generate tags or
other changes to metadata, which may be provided to metadata manager 270, which in turn
writes this information to an appropriate file and saves the files in suitable storage.

[0041] FIGS. 4-6 illustrate systems having network-based arrangements. For example,
because content is typically generated and stored among user devices and network devices,
and transmitted via communications networks, aspects of the present disclosure will be
discussed in the context of the illustrative systems of FIGS. 4-6, although any suitable
network-based arrangement may be used, in accordance with the present disclosure.

[0042] FIG. 4 is a block diagram of illustrative system 400 communicating over a network,
in accordance with some embodiments of the present disclosure. Illustrative system 400 may
be representative of circumstances in which a user creates content at user device 450, views
content on a display of user device 450, downloads content from network entity 420 to user
device 450, uploads content from user device 450 to network entity 420, or a combination
thereof. In system 400, there may be more than one of each type of user device, but only one
of each is shown in FIG. 4 to avoid overcomplicating the drawing. In addition, each user
may utilize more than one type of user device and also more than one of each type of user
device.

[0043] User device 450, illustrated as a wireless-enabled device, may be coupled to
communications network 410 (e.g., connected to the Internet). For example, user device 450
is coupled to communications network 410 via a communications path to access point 440.
In some embodiments, user device 450 may be a computing device coupled to

communications network 410 via a wired connection. For example, user device 450 may also
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include wired connections to a LAN, or any other suitable communications link to network
410. Communications network 410 may be one or more networks including the Internet, a
mobile phone network, mobile voice or data network (e.g., a 4G or LTE network), cable
network, public switched telephone network, or other types of communications network or
combinations of communications networks. Communications paths may include one or more
communications paths, such as a satellite path, a fiber-optic path, a cable path, a path that
supports Internet communications, free-space connections (e.g., for broadcast or other
wireless signals), or any other suitable wired or wireless communications path or
combination of such paths. Although communications paths are not drawn between user
device 450 and network entity 420, these devices may communicate directly with each other
via communications paths, such as those described above, as well as other short-range point-
to-point communications paths, such as USB cables, IEEE 1394 cables, wireless paths (e.g.,
Bluetooth, infrared, IEEE 802-11x, etc.), or other short-range communication via wired or
wireless paths. BLUETOOTH is a certification mark owned by Bluetooth SIG, INC.
Devices may also communicate with each other directly through an indirect path via
communications network 410.

[0044] System 400 includes network entity 420 (e.g., a server or other suitable computing
device) coupled to communications network 410 via a suitable communications path.
Communications between network entity 420 and user device 450 may be exchanged over
one or more communications paths but are shown as a single path in FIG. 4 to avoid
overcomplicating the drawing. Network entity 420 may include a database, one or more
applications (e.g., as an application server, host server). A plurality of network entities may
exist and be in communication with network 410, but only one is shown in FIG. 4 to avoid
overcomplicating the drawing. In some embodiments, network entity 420 may include one
source device. In some embodiments, network entity 420 implements an application that
communicates with instances of applications at many user devices (e.g., user device 450).
For example, an instance of a social media application may be implemented on user device
450, with application information being communication to and from network entity 420
which may store profile information for user (e.g., so that a current social media feed
available on other devices than user device 450).

[0045] In some embodiments, network entity 420 includes one or more types of stored

information, including, for example, publication information, restriction criteria, metadata,
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reference digital signatures, historical communications records, user preferences, user profile
information, any other suitable information, or any combination thereof. Network entity 420
may include an applications-hosting database or server, plug-ins, a software developers kit
(SDK), an applications programming interface (API), or other software tools configured to
provide software (e.g., as download to a user device), run software remotely (e.g., hosting
applications accessed by user devices), or otherwise provide applications support to
applications of user device 450. In some embodiments, information from network entity 420,
is provided to user device 450 using a client-server approach. For example, user device 450
may pull information from a server, or a server may push information to user device 450. In
some embodiments, an application client residing on user device 450 may initiate sessions
with network entity 420 to obtain information when needed (e.g., when data is out-of-date or
when a user device receives a request from the user to receive data). In some embodiments,
information may include user information (e.g., user profile information, user-created
content). For example, the user information may include current and/or historical user
activity information such as what content transactions the user engages in, whether the user
interacts with a social network, at what times the user interacts with a social network to post
content, what types of content the user typically uploads, stored contacts of the user, frequent
contacts of the user, any other suitable information, or any combination thereof. In some
embodiments, the user information may identify patterns of a given user for a period of time.
[0046] In some embodiments, an application may be implemented on user device 450,
network entity 420, or both. For example, the application may be implemented as software or
a set of executable instructions which may be stored in storage of the user device 450,
network entity 420, or both, and executed by control circuitry of the respective devices. In
some embodiments, an application may include an imaging application, a photo management
application, a content modification application, or a combination thereof, that is implemented
as a client-server-based application where only a client application resides on user device
450, and a server application resides on a remote server (e.g., network entity 420). For
example, an application may be implemented partially as a client application on user device
450 (e.g., by control circuitry of user device 450) and partially on a remote server as a server
application running on control circuitry of the remote server (e.g., control circuitry of
network entity 420). When executed by control circuitry of the remote server, the application

may instruct the control circuitry to generate a display and transmit the generated display to
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user device 450. The server application may instruct the control circuitry of the remote
device to transmit data for storage on user device 450. The client application may instruct
control circuitry of the receiving user device to generate the application displays.

[0047] In some embodiments, the arrangement of system 400 is a cloud-based arrangement.
The cloud provides access to services, such as information storage, messaging, or social
networking services, among other examples, as well as access to any content described
above, for user devices. Services can be provided in the cloud through cloud computing
service providers, or through other providers of online services. For example, the cloud-
based services can include a storage service, a sharing site, a social networking site, or other
services via which user-sourced content is distributed for viewing by others on connected
devices. These cloud-based services may allow a user device to store information to the
cloud and to receive information from the cloud rather than storing information locally and
accessing locally stored information. Cloud resources may be accessed by a user device
using, for example, a web browser, a messaging application, a social media application, a
desktop application, a mobile application, and/or any combination of access applications of
the same. User device 450 may be a cloud client that relies on cloud computing for
application delivery, or user device 450 may have some functionality without access to cloud
resources. For example, some applications running on user device 450 may be cloud
applications (e.g., applications delivered as a service over the Internet), while other
applications may be stored and run on user device 450. In some embodiments, user device
450 may receive information from multiple cloud resources simultaneously.

[0048] In an illustrative example, a user may create images 480 and 470 using a camera
integrated into user device 450. In some embodiments, the user may use imaging application
460 to create images 470 and 480. Imaging application 460 may capable of file management,
file tagging, file storing, content modification, any other suitable functionality, or any
combination thereof. Imaging application 460 may be implemented as a software application
on user device 450, or may be included as an application operating within a host program
running on user device 450. In some embodiments, imaging application 460, or other
suitable application, generates metadata 471 and 481 for respective images 470 and 480 at the
time of creation. For example, when a photo is taken, the application may query the user for
information such as filename, file type, tags, description, public/private status, any other

suitable information, or any combination thereof. In some embodiments, imaging application
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460 manages formatting and storing images 470 and 480, while management of metadata and
tagging is performed by a separate application (e.g., at a later time than image creation). In
some embodiments, images 470 and 480, among a plurality of images, are stored in memory
of user device 450.

[0049] In an illustrative example, a user may download images from network entity 420 via
communications network 410 for viewing and storage in memory of user device 450. For
example, the user may download images from a social networking feed, a website, a file site,
another device (e.g., via a USB connection), any other suitable repository, or any
combination thereof. Downloaded content may include metadata as part of the content
file(s), separate metadata files, or both. In some embodiments, imaging application 460
generates metadata for downloaded images.

[0050] In an illustrative example, a user may upload images to network entity 420 via
communications network 410 for storage in memory of network entity 420. For example, the
user may upload images to a social networking feed, a website, a file site, another device
(e.g., via a USB connection), any other suitable repository, or any combination thereof.
Uploaded content may include metadata as part of the content file(s), separate metadata files,
or both. In some embodiments, imaging application 460 generates metadata for uploaded
images prior to uploading.

[0051] In an illustrative example, network entity 420 may search for content among devices
coupled to communications network 410. For example, network entity 420 may
communicate with user device 450 to discover new images that may be stored on network
entity 420. Further description of some such embodiments is provided in the context of FIG.
S, for example.

[0052] In an illustrative example, a photo selection engine may operate on control circuitry
of network entity 420, user device 450, or both, identifying and retrieving content from one
or more devices (e.g., user device 450). User device 450, network entity 420, or both, may
host a tagging engine, which generates tags as content is created (e.g., by updating metadata
481 and 471).

[0053] FIG. 5 is a block diagram of illustrative system 500 for locating and analyzing
content at one or more user devices 550-553 over network 510, in accordance with some
embodiments of the present disclosure. Illustrative system 500 may be representative of

circumstances in which multiple users create content at user devices 550, 551, 552, and 553
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and view content on respective displays of user devices 550-553, download content from
network entity 520 to user devices 550-553, upload content from user devices 550-553 to
network entity 520, or a combination thereof. Each user may utilize more than one type of
user device and also more than one of each type of user device. Any of user devices 550-553
may be the same as, or similar to, user device 450 of FIG. 4.

[0054] User devices 550-553 are coupled to communications network 510, which may be
the same as, or different from, network 410 o FIG. 4. In some embodiments, each of user
devices 550-553 may be a computing device coupled to communications network 510 via a
wired connection, a wireless connection, any other suitable communications link to network
510, or any combination thereof. Communications network 510 may be one or more
networks including the Internet, a mobile phone network, mobile voice or data network, cable
network, public switched telephone network, or other types of communications network or
combinations of communications networks. Communications paths may include one or more
communications paths, such as a satellite path, a fiber-optic path, a cable path, a path that
supports Internet communications, free-space connections (e.g., for broadcast or other
wireless signals), or any other suitable wired or wireless communications path or
combination of such paths. Although direct communications paths are not drawn between
user devices 550-553 and network entity 520, these devices may communicate directly with
each other via communications paths, such as those described above, as well as other short-
range point-to-point communications paths, such as USB cables, IEEE 1394 cables, wireless
paths (e.g., Bluetooth, infrared, IEEE 802-11x, etc.), or other short-range communication via
wired or wireless paths. BLUETOOTH is a certification mark owned by Bluetooth SIG,
INC. Devices may also communicate with each other directly through an indirect path via
communications network 510.

[0055] System 500 includes network entity 520 (e.g., a server or other suitable computing
device) coupled to communications network 510 via a suitable communications path.
Communications between network entity 520 and user devices 550-553 may be exchanged
over one or more communications paths but are shown as a single path in FIG. 5 to avoid
overcomplicating the drawing. Network entity 520 may include a database, one or more
applications (e.g., as an application server, host server), or both. A plurality of network
entities may exist and be in communication with network 510, but only one is shown in FIG.

5 to avoid overcomplicating the drawing. In some embodiments, network entity 520 may
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include one source device. In some embodiments, network entity 520 implements an
application that communicates with instances of applications at many user devices (e.g., user
devices 550-553). For example, an instance of a social media application may be
implemented on each of user devices 550-553, with application information being
communication to and from network entity 520 which may store profile information for each
user (e.g., so that a current social media feed available on other devices than user devices
550-553). In some embodiments, network entity 520 includes one or more types of stored
information, including, for example, publication information, restriction criteria, metadata,
reference digital signatures, historical communications records, user preferences, user profile
information, any other suitable information, or any combination thereof. Network entity 520
may include an applications-hosting database or server, plug-ins, a software developers kit
(SDK), an applications programming interface (API), or other software tools configured to
provide software (e.g., as download to a user device), run software remotely (e.g., hosting
applications accessed by user devices), or otherwise provide applications support to
applications of user devices 550-553. In some embodiments, information from network
entity 520, is provided to user devices 550-553 using a client-server approach. For example,
user devices 550-553 may each pull information from a server, or a server may push
information to each of user devices 550-553. In some embodiments, an application client
residing on any of user devices 550-553 may initiate sessions with network entity 520 to
obtain information when needed (e.g., when data is out-of-date or when a user device
receives a request from the user to receive data). In some embodiments, information may
include user information (e.g., user profile information, user-created content). For example,
the user information may include current and/or historical user activity information such as
what content transactions the user engages in, whether the user interacts with a social
network, at what times the user interacts with a social network to post content, what types of
content the user typically uploads, stored contacts of the user, frequent contacts of the user,
any other suitable information, or any combination thereof. In some embodiments, the user
information may identify patterns of a given user for a period of time.

[0056] In some embodiments, an application may be implemented on user devices 550-553,
network entity 520, or a combination thereof. For example, the application may be
implemented as software or a set of executable instructions which may be stored in storage of

each of user devices 550-553, network entity 520, or a combination thereof, and executed by
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control circuitry of the respective devices. In some embodiments, an application may include
an imaging application, a photo management application, a content modification application,
or a combination thereof, that is implemented as a client-server-based application where only
a client application resides on user devices 550-553, and a server application resides on a
remote server (e.g., network entity 520). For example, an application may be implemented
partially as a client application on user devices 550-553 (e.g., by control circuitry of
respective user devices 550-553) and partially on a remote server as a server application
running on control circuitry of the remote server (e.g., control circuitry of network entity
520). When executed by control circuitry of the remote server, the application may instruct
the control circuitry to generate respective displays and transmit the generated displays to
user devices 550-553. The server application may instruct the control circuitry of the remote
device to transmit data for storage on any or all of user devices 550-553. The client
application may instruct control circuitry of the receiving user device to generate the
application displays.

[0057] In some embodiments, the arrangement of system 500 is a cloud-based arrangement.
The cloud provides access to services, such as information storage, messaging, or social
networking services, among other examples, as well as access to any content described
above, for user devices. Services can be provided in the cloud through cloud computing
service providers, or through other providers of online services. For example, the cloud-
based services can include a storage service, a sharing site, a social networking site, or other
services via which user-sourced content is distributed for viewing by others on connected
devices. These cloud-based services may allow a user device to store information to the
cloud and to receive information from the cloud rather than storing information locally and
accessing locally stored information. Cloud resources may be accessed by a user device
using, for example, a web browser, a messaging application, a social media application, a
desktop application, a mobile application, and/or any combination of access applications of
the same. User devices 550-553 may be cloud clients that rely on cloud computing for
application delivery, or user devices 550-553 may have some functionality without access to
cloud resources. For example, some applications running on user devices 550-553 may be
cloud applications (e.g., applications delivered as a service over the Internet), while other
applications may be stored and run on user devices 550-553. In some embodiments, user

devices 550-553 may receive information from multiple cloud resources simultaneously.
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[0058] In an illustrative example, a user may create image 570 using a camera integrated
into user device 551. In some embodiments, the user may use an application to create, edit,
format, and store image 570. The application may be implemented as a software application
on user device 551, or may be included as an application operating within a host program
running on user device 551. In some embodiments, the application generates metadata 571
for image 570 at the time of creation. For example, when a photo is taken, the application
may query the user for information such as filename, file type, tags, description,
public/private status, any other suitable information, or any combination thereof. Images
570, among a plurality of images, is stored in memory of user device 551.

[0059] In an illustrative example, the user associated with user device 551 may upload, or
otherwise share image 570 with other users by making image 570 publicly available. An
application on user device 551 may manage uploading image 570 and metadata 571 to
network entity 520, which may in turn update one or more instances of the application on
user devices 550, 552, and 553 to reflect the publication of image 570. In some
embodiments, the application may update metadata 571 to reflect the publication of image
570.

[0060] In an illustrative example, network entity 520 searches among devices coupled to
network 510 for content that may be considered for content modification. In some
embodiments, network entity 520 may host an application to user devices 550-553. The
application may determine what content is stored in each of user devices 550-553, and for
any content not already considered for content modification, the application may determine
whether the content is suitable for content modification (e.g., as described in the context of
FIGS. 1-3). In some embodiments, network entity 520 generates metadata, updates existing
metadata, or both in response to analyzing content for suitability for content modification.
For example, network entity 520 may identify one or more products for placement, and then
search among content stored on, or associated with users of (e.g., and stored on network
entity 520), user devices 550-553.

[0061] In an illustrative example, applications operating on user devices 550-553 may
communicate with one another (e.g., via a WiFi, or data network such as 4G). In some
embodiments, a user may create and store image 570 locally. If the user does not upload
(e.g., to a cloud-based storage device), post (e.g., on a social media feed), share (e.g., via a

messaging application), or otherwise make image 570 public, other user devices (e.g., user
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devices 550, 552, and 553) and network entities (e.g., network entity 520) may have limited
access to image 570. Further, even with access to unpublished image 570, an application
searching for content for which content modification is suitable may recognize that image
570 is not published and determine that it is not suitable for content modification. The
application may determine that image 570 is not published based on metadata 571, lack of
uploading, posting, or sharing of image 570, or both. If the user does upload, post, share, or
otherwise make image 570 public, then an application operating on user devices 550, 552,
and 553, and network entity 520 may determine image 570 is published, and therefore
suitable to be considered for content modification (e.g., subject to analysis based on other
criteria as illustrated in FIGS. 1-3).

[0062] In an illustrative example, a photo selection engine may operate on control circuitry
of any or all of network entity 520 and user devices 550-553, identifying and retrieving
content from one or more devices (e.g., user devices 550-553). User devices 550-553,
network entity 520, or a combination thereof, may host a tagging engine, which generates
tags as content is created (e.g., by updating metadata 571). A content modification engine
may operate on control circuitry of network entity 520, user devices 550-553, or a
combination thereof, analyzing content for content modification suitability.

[0063] FIG. 6 is a block diagram of illustrative system 600 for locating and analyzing
content over network 610, in accordance with some embodiments of the present disclosure.
Tustrative system 600 may be representative of circumstances in which multiple network
entities (e.g., network entities 620, 21, 622, 623, and 624) communicate with each other over
network 610. Network entities 620-624 may include user devices, servers, application
servers, cloud-based databases, computers (e.g., personal computers, laptops, tablets), any
other suitable computing equipment, or any combination thereof.

[0064] Network entities 620-624 are coupled to communications network 610, which may
be the same as, or different from, network 410 o FIG. 4 or network 510 of FIG. 5. In some
embodiments, network entities 620-624 may be computing devices coupled to
communications network 610 via a wired connection, a wireless connection, any other
suitable communications link to network 610, or any combination thereof. Communications
network 610 may be one or more networks including the Internet, a mobile phone network,
mobile voice or data network, cable network, public switched telephone network, or other

types of communications network or combinations of communications networks.
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Communications paths may include one or more communications paths, such as a satellite
path, a fiber-optic path, a cable path, a path that supports Internet communications, free-space
connections (e.g., for broadcast or other wireless signals), or any other suitable wired or
wireless communications path or combination of such paths. Although direct
communications paths are not drawn between network entities 620-624, these devices may
communicate directly with each other via communications paths, such as those described
above, as well as other short-range point-to-point communications paths, such as USB cables,
IEEE 1394 cables, wireless paths (e.g., Bluetooth, infrared, IEEE 802-11x, etc.), or other
short-range communication via wired or wireless paths. BLUETOOTH is a certification
mark owned by Bluetooth SIG, INC. Devices may also communicate with each other
directly through an indirect path via communications network 610.

[0065] System 600 includes network entities 620-624 (e.g., each being a server or other
suitable computing device) coupled to communications network 610 via a suitable
communications path. Communications between network entities 620-624 may be
exchanged over one or more communications paths but are shown as a single path in FIG. 6
to avoid overcomplicating the drawing. Network entities 620-624 may each include a
database, an application server, a host server), or a combination thereof. In some
embodiments, network entities 620-624 implement an application that communicates with
instances of applications at other network entities. For example, an instance of an imaging
application may be implemented on each of network entities 620-624, with application
information being communication to and from the network entities, which may store profile
information for a plurality of users. In some embodiments, network entities 620-624 each
include one or more types of stored information, including, for example, publication
information, restriction criteria, metadata, reference digital signatures, historical
communications records, user preferences, user profile information, any other suitable
information, or any combination thereof. Any or all of network entities 620-624 may include
an applications-hosting database or server, plug-ins, a software developers kit (SDK), an
applications programming interface (API), or other software tools configured to provide
software (e.g., as download to a user device), run software remotely (e.g., hosting
applications accessed by user devices), or otherwise provide applications support to
applications of network entities 620-624. In some embodiments, information from any of

network entities 620-624 is provided to other of network entities 620-624 using a client-
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server approach. For example, network entities 620-624 may each pull information from a
server, o reach other, or a server may push information to any or all of network entities 620-
624. In some embodiments, an application client residing on any of network entities 620-624
may initiate sessions with any other network entity to obtain information when needed (e.g.,
when data is out-of-date or when a user device receives a request from the user to receive
data). In some embodiments, information may include content, metadata, user information,
content modification criteria information, any other suitable information, or any combination
thereof.

[0066] In some embodiments, an application may be implemented on network entities 620-
624. For example, the application may be implemented as software or a set of executable
instructions which may be stored in storage of each of network entities 620-624, and
executed by control circuitry of the respective devices. In some embodiments, an application
may include an imaging application (e.g., for creating, editing, and filing content in storage),
a photo management application (e.g., for storing and/or modifying content), a content
modification application (e.g., for analyzing content for suitability of content modification), a
content identifying application (e.g., for identifying content among network devices), or a
combination thereof, that is implemented as a client-server-based application where only a
client application resides on some of network entities 620-624, and a server application
resides on other of network entities 620-624. For example, an application may be
implemented partially as a client application on network entities 620-624 (e.g., by control
circuitry of respective network entities 620-624) and partially on a remote server as a server
application running on control circuitry of the remote server.

[0067] In some embodiments, the arrangement of system 600 is a cloud-based arrangement.
The cloud provides access to services, such as information storage, messaging, or social
networking services, among other examples, as well as access to any content described
above, for user devices. Services can be provided in the cloud through cloud computing
service providers, or through other providers of online services. For example, the cloud-
based services can include a storage service, a sharing site, a social networking site, or other
services via which user-sourced content is distributed for viewing by others on connected
devices. These cloud-based services may allow a network entity to store information to the
cloud and to receive information from the cloud rather than storing information locally and

accessing locally stored information. Cloud resources may be accessed by a network entity
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or user device using, for example, a web browser, a messaging application, a social media
application, a desktop application, a mobile application, and/or any combination of access
applications of the same. Network entities 620-624 may be cloud clients that rely on cloud
computing for application delivery, or network entities 620-624 may have some functionality
without access to cloud resources. For example, some applications running on network
entities 620-624 may be cloud applications (e.g., applications delivered as a service over the
Internet), while other applications may be stored and run on network entities 620-624. In
some embodiments, network entities 620-624 may receive information from multiple cloud
resources simultaneously.

[0068] In an illustrative example, network entity 620 may identify image 670 having
associated metadata 671. Network entity 620 may analyze image 670 for suitability for
content modification using any of the illustrative techniques described herein. In order to
determine publication status, for example, network entity 620 may search among content
catalogs 691, 692, 693, and 694 stored in memory of respective network entities 621, 622,
623, and 624. Network entity 620 may generate digital signatures of image 670, or objects
depicted therein, for comparison with content stored in content catalogs 691, 692, 693, and
694. Network entities 621-624 may store respective content catalogs 691-694 (e.g.,
collections of content, or a gallery), associated metadata, along with reference signatures of
images stored therein, reference signatures of objects depicted therein, or a combination
thereof. Network entity 620 may compare digital signatures associated with image 570 with
reference digital signatures of images of content catalogs 691-694. If a match is found, or
otherwise network entity 620 determines that image 570 corresponds to an image of content
catalogs 691-694, and the matching image is published, then network entity 620 may
determine that image 670 is published. If a match is found, or otherwise network entity 620
determines that image 570 corresponds to an image of content catalogs 691-694, and the
matching image is private, then network entity 620 may determine that image 670 is not
published. If no match is found, or otherwise network entity 620 determines that image 570
does not correspond to any image of content catalogs 691-694 then network entity 620 may
determine that image 670 is not published, publishable, not publishable, or determine another
publication status based on predetermined criteria. To illustrate, network 620 may determine

that image 695 of content catalog 694 of network entity 624 matches image 670, and
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accordingly may access metadata of image 695 to determine whether image 695 is public, or
otherwise suitable for content modification.

[0069] In an illustrative example, network entity 620 may receive a request for content
modification, a request for content suitable for content modification, one or more criteria for
analyzing content, or a combination thereof. In response, network entity 620 may search for
content stored in memory of network entity 620, among network entities 621-624, or a
combination thereof. In some circumstances, network entity 620 may receive one or more
digital signatures of an image, or attributes depicted therein, and compare the one or more
digital signatures with reference digital signatures (e.g., stored in any of network entities 620-
624). In some circumstances, network entity 620 may receive a request for content for which
content modification is suitable. In response, network entity 620 may search among, and
analyze, content of network entities 620-624). In some circumstances, network entity 620
may receive a request for content for which content modification of a particular type is
suitable. In response, network entity 620 may search among, and analyze, content of network
entities 620-624). In some circumstances, network entity 620 may receive one or more
criteria for content modification suitability analysis. In response, network entity 620 may
search among, and analyze, content of network entities 620-624), and analyze the content
based on the one or more criteria (e.g., generating or updating metadata after analysis).
[0070] In an illustrative example, a photo selection engine may operate on control circuitry
of network entity 620, identifying and retrieving content from one or more of network entities
621-624. Network entities 620-624, or a combination thereof, may host a tagging engine,
which generates tags as content is created and uploaded (e.g., for content in any of content
catalogs 691-694). A content modification engine may operate on control circuitry of any or
all of network entities 620-624, analyzing content for content modification suitability.

[0071] FIG. 7 shows an illustrative display of user device 700 with an application
operating, in accordance with some embodiments of the present disclosure. User device may
be the same as, similar to, or different than any of user device 450 of FIG. 4, user devices
550-553 of FIG. 5, for example. In some embodiments, user device 700 is a smartphone.
The display of user device 700 shows an application, which, as illustrated, may include a
social media feed or other platform for displaying and sharing content. The application
includes toolbar 701, search field 702, image gallery 703, input region 704, and region 705.

Although shown as separate regions, application includes toolbar 701, search field 702,
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image gallery 703, input region 704, and region 705 each may be omitted, combined with
other regions, further partitioned, or otherwise modified from the illustration of FIG. 7, in
accordance with some embodiments of the present disclosure.

[0072] Toolbar 701 includes soft buttons or selectable icons that provide indications or
commands to the application from the user (e.g., via haptic interaction with a touchscreen or
input to a displayed keyboard). In some embodiments, toolbar 701 provides options for the
user to interact with the application. For example, toolbar 701 may be used for changing the
display, launching add-ins or applications (e.g., camera applications, messaging applications),
searching (e.g., among contacts, content, functions, memory storage), any other suitable
function, or any combination thereof.

[0073] Search field 702 includes a region for text input by a user (e.g., using a displayed
keyboard), which may be used to generate a search query. In some embodiments, the user
may input text to search for content, contacts, or other information.

[0074] Image gallery 703 includes thumbnails or other representations of content stored in
memory of user device 700, stored in memory of a network entity hosting the application,
any other suitable content, or any combination thereof. As illustrated, for example, three
image thumbnails are shown, and the larger catalog may be perused by scrolling. Image
gallery 703, for example, may correspond to any of the content catalogs of FIG. 6, wherein
the respective network entity includes user device 700. In some embodiments, some, all, or
none of the images in image gallery 703 include advertising. For example, images of image
gallery 703 may be images as created, as stored, as modified, as uploaded, as downloaded, or
otherwise in any suitable state based on history of the content. In some embodiments, the
user may select one or more content items of image gallery 703 for further processing,
analysis for modification, downloading, uploading, sharing, any other suitable action, or any
combination thereof.

[0075] Input region 704 may include a region for text input by the user, selectable icons or
soft buttons, fields, displayed user profile information, any other suitable displayed objects,
or any combination thereof. In some embodiments, input region 704 includes a
representation of a file directory or file folder contents, allowing the user to select or browse
stored content. In some embodiments, input region 704 includes fields for user input for

analysis performed in region 705.
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[0076] Region 705 includes a display a representation of content undergoing analysis for
content modification, details of the analysis (e.g., progress, output, current determination,
completed determinations, metadata), regions for user input, any other suitable features, or
any combination thereof. In some embodiments, content selected by the user is analyzed, and
a representation of the analysis is presented in region 705.

[0077] In an illustrative example, the user may launch the application on user device 700,
which provides a display of image gallery 703 based on images stored in user device 700.
The user selects an image of image gallery 703, and enters text information to input region
704, which the application writes to metadata associated with the selected image. Any
modifications, such filtering, cropping, or other photo edits to the selected image are shown
in region 705. Accordingly, the user may use the application to manage storing an image,
modifying an image, generating metadata for an image, or otherwise interacting with an
image.

[0078] In an illustrative example, the user may launch the application on user device 700,
which provides a display of image gallery 703 based on images stored in user device 700.
The application may receive a request for content modification, and analyze images of image
gallery 703 to determine an image suitable for content modification. The application may
then modify the image with content modification and display the modified image in region
705 (e.g., as an advertisement in the user's feed displayed to the user).

[0079] In an illustrative example, the user may launch the application on user device 700,
which searches for, accesses, or otherwise identifies a plurality of images stored in memory
of a plurality of network entities, optionally including one or more user devices. The
application may receive a request for content modification from the user, and analyze the
plurality of images to determine an image suitable for content modification. The application
may then select and modify the image. The modified image may be stored in memory of, or
displayed on a display of, any suitable network entity, including user device 700.

[0080] In an illustrative example, the application may operate on user device 700, and the
application may receive a considered image for analysis. The application may search for,
accesses, or otherwise identify a plurality of images stored in memory of a plurality of
network entities, optionally including one or more user devices. In some embodiments, the
application may determine if the considered image is published by comparing one or more

digital signatures of the considered image with reference signatures of the plurality of images.

28



10

15

20

25

30

WO 2020/227318 PCT/US2020/031519

In some embodiments, the application may determine if the considered image is published by
comparing metadata associated with the considered image with metadata associated with the
plurality of images.

[0081] A user, or network entity may access content, an application, and other features
from one or more devices, one or more network-connected devices, one or more electronic
devices having a display, or a combination thereof, for example. Any of the illustrative
techniques of the present disclosure may be implemented by a user device, a network-
connected device, a device providing a display to a user, or any other suitable control
circuitry configured to identify and analyze content. FIG. 8 shows generalized embodiments
of an illustrative network-connected device. User device 800, as illustrated, includes smart
phone configured to generate content, display content, modify content, or otherwise provide
for an interaction between the user the content. Computing system 801 may include a server
or other computing device that is connected to a communications network, and optionally
may include, or be communicatively coupled to, display 812, audio equipment 814, and input
interface 810. In some embodiments, display 812 may include a television display or a
computer display. In some embodiments, user interface input 810 is a remote-control device.
Network device 816 may include one or more circuit boards. In some embodiments, the one
or more circuit boards include processing circuitry, control circuitry, and storage (e.g., RAM,
ROM, Hard Disk, Removable Disk, etc.). In some embodiments, circuit boards include an
input/output path. Each one of user equipment device 800 and computing system 801 may
receive content and data via input/output (hereinafter "I/O") path 802. I/O path 802 may
provide content and data to control circuitry 804, which includes processing circuitry 806 and
storage 808. Control circuitry 804 may be used to send and receive commands, requests, and
other suitable data using I/O path 802. /O path 802 may connect control circuitry 804 (and
specifically processing circuitry 806) to one or more communications paths (described
below). I/O functions may be provided by one or more of these communications paths but
are shown as a single path in FIG. 8 to avoid overcomplicating the drawing. While network
device 816 is shown in FIG. 8 for illustration, any suitable computing device having
processing circuitry, control circuitry, and storage may be used in accordance with the
present disclosure. For example, network device 816 may include, be replaced by, or

complemented by, a personal computer (e.g., a notebook, a laptop, a desktop), a network-
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based server hosting a user-accessible client device, a non-user-owned device, any other
suitable device, or any combination thereof.

[0082] Control circuitry 804 may be based on any suitable processing circuitry such as
processing circuitry 806. As referred to herein, processing circuitry should be understood to
mean circuitry based on one or more microprocessors, microcontrollers, digital signal
processors, programmable logic devices, field-programmable gate arrays (FPGAs),
application-specific integrated circuits (ASICs), etc., and may include a multi-core processor
(e.g., dual-core, quad-core, hexa-core, or any suitable number of cores) or supercomputer. In
some embodiments, processing circuitry is distributed across multiple separate processors or
processing units, for example, multiple of the same type of processing units (e.g., two Intel
Core 17 processors) or multiple different processors (e.g., an Intel Core i5 processor and an
Intel Core 17 processor). In some embodiments, control circuitry 804 executes instructions
for an application stored in memory (e.g., storage 808). Specifically, control circuitry 804
may be instructed by the application to perform the functions discussed above and below.
For example, the application may provide instructions to control circuitry 804 to generate the
media guidance displays. In some implementations, any action performed by control
circuitry 804 may be based on instructions received from the application.

[0083] In some client-server-based embodiments, control circuitry 804 includes
communications circuitry suitable for communicating with an application server or other
networks or servers. The instructions for carrying out the above-mentioned functionality may
be stored on the application server. Communications circuitry may include a cable modem,
an integrated-services digital network (ISDN) modem, a digital subscriber line (DSL)
modem, a telephone modem, an ethernet card, or a wireless modem for communications with
other equipment, or any other suitable communications circuitry. Such communications may
involve the Internet or any other suitable communications networks or paths. In addition,
communications circuitry may include circuitry that enables peer-to-peer communication of
user equipment devices, or communication of user equipment devices in locations remote
from each other (described in more detail below).

[0084] Memory may be an electronic storage device such as storage 808 that is part of
control circuitry 804. As referred to herein, the phrase "electronic storage device" or "storage
device" should be understood to mean any device for storing electronic data, computer

software, or firmware, such as random-access memory, read-only memory, hard drives,
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optical drives, solid state devices, quantum storage devices, gaming consoles, gaming media,
or any other suitable fixed or removable storage devices, and/or any combination of the same.
Storage 808 may be used to store various types of content described herein as well as media
guidance data described above. Nonvolatile memory may also be used (e.g., to launch a
boot-up routine and other instructions). Cloud-based storage, for example, may be used to
supplement storage 808 or instead of storage 808.

[0085] A user may send instructions to control circuitry 804 using user input interface 310.
Input interface 810, display 812, or both, may include a touchscreen configured to provide a
display and receive haptic input. For example, the touchscreen may be configured to receive
haptic input from a finger, a stylus, or both. In some embodiments, user device 800 may
include a front-facing screen and a rear-facing screen, multiple front screens, or multiple
angled screens. In some embodiments, input interface 810 includes a remote-control device
having one or more microphones, buttons, keypads, any other components configured to
receive user input or combinations thereof. For example, input interface 810 may include a
handheld remote-control device having an alphanumeric keypad and option buttons. In a
further example, input interface 810 may include a handheld remote-control device having a
microphone and control circuitry configured to receive and identify voice commands and
transmit information to network device 816. In some embodiments, a user may access
computing system 801 using a shell such as a secure shell (SSH), an unsecured shell, a virtual
private network, a login (e.g., hosted by an application), any other suitable technique for
accessing computing system 801, or any combination thereof.

[0086] Audio equipment 814 may be provided as integrated with other elements of each
one of user device 800 (e.g., and optionally of computing system 801, although not shown) or
may be stand-alone units. The audio component of videos and other content displayed on
display 812 may be played through speakers of audio equipment 814. In some embodiments,
the audio may be distributed to a receiver (not shown), which processes and outputs the audio
via speakers of audio equipment 814. In some embodiments, for example, control circuitry
804 is configured to provide audio cues to a user, or other audio feedback to a user, using
speakers of audio equipment 814. Audio equipment 814 may include a microphone
configured to receive audio input such as voice commands or speech. For example, a user

may speak letters or words that are received by the microphone and converted to text by
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control circuitry 804. In a further example, a user may voice commands that are received by
the microphone and recognized by control circuitry 804.

[0087] An application (e.g., for generating a display) may be implemented using any
suitable architecture. For example, a stand-alone application may be wholly implemented on
each one of user device 800 and computing system 801. In some such embodiments,
instructions of the application are stored locally (e.g., in storage 808), and data for use by the
application is downloaded on a periodic basis (e.g., from an out-of-band feed, from an
Internet resource, or using another suitable approach). Control circuitry 804 may retrieve
instructions of the application from storage 808 and process the instructions to generate any
of the displays discussed herein. Based on the processed instructions, control circuitry 804
may determine what action to perform when input is received from input interface 810. For
example, movement of a cursor on a display up/down may be indicated by the processed
instructions when input interface 810 indicates that an up/down button was selected. An
application and/or any instructions for performing any of the embodiments discussed herein
may be encoded on computer-readable media. Computer-readable media includes any media
capable of storing data. The computer-readable media may be transitory, including, but not
limited to, propagating electrical or electromagnetic signals, or may be non-transitory
including, but not limited to, volatile and non-volatile computer memory or storage devices
such as a hard disk, floppy disk, USB drive, DVD, CD, media card, register memory,
processor cache, Random Access Memory (RAM), etc.

[0088] In some embodiments, the application is a client-server-based application. Data for
use by a thick or thin client implemented on each one of user device 800 and computing
system 801 is retrieved on-demand by issuing requests to a server remote from each one of
user device 800 and computing system 801. For example, the remote server may store the
instructions for the application in a storage device. The remote server may process the stored
instructions using circuitry (e.g., control circuitry 804) and generate the displays discussed
above and below. The client device may receive the displays generated by the remote server
and may display the content of the displays locally on user device 800. This way, the
processing of the instructions is performed remotely by the server while the resulting displays
(e.g., that may include text, a keyboard, or other visuals) are provided locally on user device
800. User device 800 may receive inputs from the user via input interface 810 and transmit

those inputs to the remote server for processing and generating the corresponding displays.
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For example, user device 800 may transmit a communication to the remote server indicating
that an up/down button was selected via input interface 810. The remote server may process
instructions in accordance with that input and generate a display of the application
corresponding to the input (e.g., a display that moves a cursor up/down). The generated
display is then transmitted to user device 800 for presentation to the user.

[0089] In some embodiments, the application is downloaded and interpreted or otherwise run
by an interpreter or virtual machine (e.g., run by control circuitry 804). In some
embodiments, the application may be encoded in the ETV Binary Interchange Format
(EBIF), received by control circuitry 804 as part of a suitable feed, and interpreted by a user
agent running on control circuitry 804. For example, the application may be an EBIF
application. In some embodiments, the application may be defined by a series of JAVA-
based files that are received and run by a local virtual machine or other suitable middleware
executed by control circuitry 804.

[0090] In some embodiments, a system may include a user interface, with processing
occurring remotely (e.g., at a network entity), as illustrated in FIGS. 4-6, for example.
[0091] FIG. 9 is a flowchart of an illustrative process 900 for analyzing content for content
modification, in accordance with some embodiments of the present disclosure. Process 900
may be implemented by any suitable device or combination of devices including, any of the
devices illustrated in FIGS. 4-8.

[0092] Step 902 includes control circuitry identifying content stored in memory of one or
more devices. In some embodiments, the control circuitry identifies the content based on
receiving a request to analyze the content. In some embodiments, the control circuitry
identifies the content during a search process wherein a plurality of content is considered.
The control circuitry and memory may, but need not, reside within the same device.

[0093] Step 904 includes control circuitry extracting one or more objects depicted in the
content. In some embodiments, the control circuitry utilizes one or more known techniques
for object recognition including, for example, edge detection, color pattern recognition,
partial linear filtering, regression algorithms, neural network pattern recognition, or a
combination thereof. In some embodiments, the extracting the object is based on metadata
associated with the content. For example, the metadata may include one or more tags that
indicate that the content includes a person, a place, an item, any other suitable object, or a

combination thereof.
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[0094] Step 906 includes control circuitry generating signatures for each object extracted at
step 904. Signatures include, for example, information about one or more pixels associated
with an object of the content, information about the object (e.g., shape information, size
information, feature information), any other suitable information describing an object, or any
combination thereof.

[0095] Step 908 includes control circuitry comparing the signatures to reference signatures.
In some embodiments, the control circuitry utilizes one or more known techniques for
comparing digital signatures such as mean squared error, structural similarity, or other
suitable technique. In some circumstances, the control circuitry

determines a match between the signatures and reference signatures based on a previous
comparison of the determined object to known objects, previous determination of reference
signatures of objects, or other previous analysis.

[0096] Step 910 includes control circuitry determining context information about the
content. In some embodiments, the control circuitry determines context information about
the content based on the comparison of step 908. Context information includes, for example,
information about what is depicted in the content including objects, entities, events, scenes,
places, persons, items, or other aspects depicted in the content.

[0097] Step 912 includes control circuitry determining a publication status of the content.
In some embodiments, the control circuitry determines whether content is public, publicly
available, private, shared, or undesignated. In some embodiments, publication identifier 251
accesses metadata to determine whether content has been previously tagged as public or
private. In some embodiments, the control circuitry determines whether the content is public
based on whether is publicly available. For example, the control circuitry may generate one
or more digital signatures corresponding to the content that describe features and aspects of
the content. The control circuitry then compares the digital signatures against one or more
reference signatures of publicly available content to identify the content as being publicly
available.

[0098] Step 914 includes control circuitry generating a content modification flag. The
content modification flag may include one or more status identifiers (e.g., "restricted,"
"unrestricted," "conditionally restricted,"), flag values (e.g., binary values, a score or ranking,
or other numerical value), or a combination thereof. In some embodiments, the control

circuitry generates a score or other ranking value, which provides a relative indication of how
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suitable content is for content modification (e.g., for comparison with other content for the
most suitable content for a particular instance of content modification). In some
embodiments, the control circuitry generates a binary content modification flag, indicating
whether the content is suitable for modification or not. In some embodiments, the control
circuitry generates a list or collection of one or more keywords or designations, indicating for
which products the content is suitable for modification, what type of modification is suitable
(e.g., overlay, logo replacement, logo addition, logo removal, etc.). A content modification
flag may include any suitable information arranged in any suitable format, in accordance with
the present disclosure.

[0099] Step 916 includes control circuitry storing the content modification flag in memory
storage of a suitable device. After generating the content modification flat at step 914, the
control circuitry may then update metadata, generate metadata, or both. For example, the
control circuitry may add tags to existing metadata. In some embodiments, the control
circuitry reads and writes files to memory (e.g., local memory storage or remote storage via a
communications network). For example, in some embodiments, the control circuitry opens a
content data file and metadata, generates or updates tags or otherwise changes the metadata,
writes this information to an appropriate file and saves the files in suitable storage. In some
embodiments, the control circuitry updates one or more instances of metadata with the
content modification flags. For example, a plurality of network entities may store instances
of the content and metadata, and the control circuitry may update all, some, or at least one of
the instances of metadata.

[0100] FIG. 10 is a flowchart of illustrative process 1000 for creating and modifying
content, in accordance with some embodiments of the present disclosure. As illustrated,
process 1000 includes process 1001 for creating content and associated metadata, and
processes 1011 for analyzing and modifying the content. Process 1000 may be implemented
by any suitable device or combination of devices including, any of the devices illustrated in
FIGS. 4-8.

[0101] Step 1002 includes control circuitry generating content. In some embodiments, the
control circuitry generates content based on a camera or imaging application implemented on
a user device. For example, a user may access the application, and content may be generated
based on input from the user (e.g., capturing a photo by the user pressing a soft button). In a

further example, the application may select existing content and modify, convert, copy, or
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other generate new content based on the existing content (e.g., with or without user input).
Generating content may include, for example, storing one or more data files, storing one or
more metadata files,

[0102] Step 1004 includes control circuitry receiving and/or generating content
information. In some circumstances, content is generated at step 1002 and stored in memory
of a user device. At some later time, for example, the content may be identified and received
from memory by the control circuitry. In a further example, content is generated at step
1002, and content information (e.g., metadata) is received, retrieved, generated or a
combination thereof. In some embodiments, steps 1002 and 1004 are combined, with content
data and metadata being generated at approximately the same time.

[0103] Step 1006 includes control circuitry storing content, associated metadata or both. In
some embodiments, the control circuitry reads and writes files to memory (e.g., local memory
storage or remote storage via a communications network). For example, in some
embodiments, the control circuitry generates a content data file and metadata file for storage.
In a further example, the control circuitry writes this information to an appropriate existing
file and saves the files in suitable storage.

[0104] In an illustrative example, steps 1002, 1004, and 1006 may be performed at
substantially the same time, such as when an image is created and stored. Process 1001 may
be performed by a user device based on input from a user, by a network entity based on an
application, or a combination thereof. In some embodiments, any of steps 1002, 1004, and
1006 may be omitted combined with other steps, or otherwise modified, in accordance with
the present disclosure.

[0105] Step 1012 includes control circuitry retrieving content, metadata, or both. For
example, the control circuitry may retrieve the content and associated metadata stored during
process 1001, or any other suitable content and associated metadata. The content and
metadata, which may include one or more datafiles, may be stored in any suitable memory
storage (e.g., storage 808). In some embodiments, the control circuitry retrieves the content
and metadata in response to identifying the content, which is stored in memory of one or
more devices. For example, the control circuitry may identify the content based on receiving
a request to analyze the content. In some embodiments, the control circuitry identifies and/or

retrieves the content during a search process wherein a plurality of content is considered. The
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control circuitry and memory wherein the content is stored may, but need not, reside within
the same device.

[0106] Step 1014 includes control circuitry receiving a request for content modification.
Step 1014 may be performed before step 1012 (e.g., content is retrieved in response to the
request for content modification), after step 1012 (e.g., content is retrieved, and a request is
subsequently received), or at the same time as step 1012 (e.g., a request is received, wherein
the request includes identified content for analysis). In some embodiments, step 1014
includes two requests: a first request for analysis of content, and a second request for content
modification.

[0107] Step 1016 includes control circuitry analyzing whether the content is permissioned
for modification. Step 1016 includes any of the analyses described in the context of FIGS. 1-
3, for example. The control circuitry performs any or all of publication analysis (e.g., using
publication identifier 251), restriction analysis (e.g., using restriction identifier 252), context
analysis (e.g., using context identifier 253), compatibility analysis (e.g., using compatibility
identifier 254), and classification analysis (e.g., using image classifier 255), along with any
other suitable analyses. In some embodiments, the content is analyzed without respect to a
particular content modification (e.g., whether the content is permissioned for any content
modification). In some embodiments, the content is analyzed with respect to a particular
modification (e.g., whether the content is permissioned for the particular modification).
[0108] Step 1018 includes control circuitry determining whether the content is
permissioned for modification based on the analysis. In some embodiments, the control
circuitry determines whether the content is permissioned based on a content modification flag
or other indicator in metadata (e.g., generated during step 1016). In some embodiments,
steps 1016 and 1018 are combined or otherwise performed at the same time. The control
circuitry may determine that content is permissioned, non-permissioned, or conditionally
permissioned

[0109] In some embodiments, a binary metric is used to determine whether content is
permissioned at step 1018. For example, a content modification flag of "0" or "1," or other
binary indicator, may be determined based the analyses of step 1016. If the flag corresponds
to a permissioned value, then the content is determined to be permissioned, and if the flag
corresponds to a non-permissioned value, then the content is determined to be not

permissioned.
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[0110] In some embodiments, a score or other non-binary metric is determined and
compared to a threshold to determine whether content is permissioned at step 1018. For
example, a permission index may be determined based the analyses of step 1016, and the
permission index may be compared with a threshold. If the permission index exceeds the
threshold, the content is determined to be permissioned, and if the permission index does not
exceed the threshold, the content is determined to be not permissioned.

[0111] Step 1020 includes control circuitry modifying the content, the metadata, or both.
The control circuitry may, for example, modify the analyzed and permissioned content with
content modification, update metadata associated with the analyzed and permissioned content
with an indicator, or update metadata associated with the analyzed and non-permissioned
content with an indicator.

[0112] In an illustrative example, the control circuitry may receive a request for content
modification at step 1014, and then identify and retrieve a plurality of candidate content at
step 1012, The control circuitry may then analyze whether the candidate content is
permissioned for the content modification at step 1016, and if determined to be permissioned
at step 1018, the control circuitry may proceed to modify the content at step 1020.

[0113] In an illustrative example, the control circuitry may receive a request for content
modification at step 1014, which includes candidate content and metadata. The control
circuitry may then analyze whether the candidate content is permissioned for the content
modification at step 1016, and if determined to be permissioned at step 1018, the control
circuitry may proceed to modify the metadata with a content modification flag at step 1020.
[0114] The illustrative steps and processes of FIGS. 9-10 may be implanted using any
suitable systems, devices, and arrangements described in the context of FIGS. 1-8. For
example, processes 900, 1001, and 1011, or any steps thereof, may be performed by control
circuitry of a user device, a network entity, or both, based on content stored in memory of a
user device, a network entity, or both. In a further example, the control circuitry may
implement computer readable instructions of an application. In some embodiments, a tagging
engine generates tags for content, a photo selection engine identifies, retrieves and parses
content, and a content modification engine determines whether content is suitable for content
modification (e.g., and may perform the content modification). The tagging engine may
include any suitable aspects of, for example, content analyzer 250 and metadata manager 270.

The photo selection analyzer may include any suitable aspects of, for example, content
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analyzer 250. The content modification engine may include any suitable aspects of, for
example, content analyzer 250.

[0115] In an illustrative example, process 1001 may be performed at a user device. For
example, users' photos are typically stored in various locations including a user’s personal
devices (e.g., a smart phone or laptop) and in the cloud with services such as Google Photos,
Twitter, or Facebook (e.g., applications for managing content). In some embodiments, a user
submits a photo to an application or service (e.g., taking a photo on an 10S-based device,
Android-based device or other user device and having it appear in a feed, or posting a photo
in a social media feed such as Facebook, Twitter, or similar services), or otherwise shares the
photo (e.g., by emailing the photo or otherwise including it as part of a message). A tagging
engine (e.g., content analyzer 250 with metadata manager 270) tags the local copy of the
photo with a unique indicator (e.g., as a suitable hash, flag or score), identifying the photo as
having been published and, optionally, identifying the user or corresponding device. To
illustrate, the tagging engine may determine that content emailed to a contact might still be
considered private rather than published, while content submitted to a contest or website may
be considered as published and no longer private.

[0116] In an illustrative example, a content modification tag may be generated (e.g., by
content analyzer 250 with metadata manager 270) and stored in storage of a user device (e.g.,
user device 800). The tag may be stored in metadata of the content file, or as a separate file
in a directory or library structure of the user device. Storing the tag as metadata allows any
system to which the photo and metadata are subsequently copied to easily determine that the
photo has been previously published. In some embodiments, for example, the tagging engine
identifies the photo and sends it to a photo selection engine (e.g., described below).

[0117] In an illustrative example, the tagging engine may be a plug-in to the application
with which the photo is published. Alternatively, or additionally, the tagging engine may be
a feature of the operating system of the user’s device (e.g., user device 800). For example,
applications use an operating system (OS) application programming interface (API) call for
discovering locally-stored photos and selecting them for uploading, sharing, modifying, or
other actions. In some embodiments, the called routine will tag (e.g., update metadata for) the
photo, for example, just before uploading the photo to a service or application. In some
embodiments, if the tagging engine is resident on the user’s device, the tag is supplied as

metadata with the photo to the receiving service or application (e.g., Google Photos,
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Facebook, Twitter, etc.). Tags may be generated based on user input (e.g., user-specified tags
or "user-tagging"), based on analysis (e.g., of content analyzer 250 as an "auto-tagging"
process), or a combination thereof. In some embodiments, the tagging engine may update
metadata based on user-tagging, auto-tagging, or both. For example, the tagging engine may
weigh tags, with machine tags having a lower weight than a user tag.

[0118] In an illustrative example, the receiving service or application performs the tagging
(e.g., rather than the user device). Such services or applications may tag the photo upon
upload (e.g., when included initially in a tweet or Facebook post), at the time the photo is
actually shared (e.g., as opposed to when it is merely stored in a folder accessible only to the
user), or at some other time (e.g., as part of a scheduled analysis of content). The tag may be
stored as metadata associated with the photo or in a directory or library structure storing the
photo, which may reside in any suitable memory. In some embodiments, the photo is also
tagged with any privacy settings under which the photo was published. For example, the
photo may be considered published for some other users, for some restricted purposes, or
other conditional publishing. In some embodiments, services and applications may omit
tagging altogether and provide an API by which a photo selection engine may query the
service for published photos.

[0119] A photo selection engine selects or confirms photos for content modification (e.g.,
by a suitable content modification engine). The photo selection engine may include any
suitable aspects of content analyzer 250, for example.

[0120] In an illustrative example, the photo selection engine may be a component of a
cloud service (e.g., executing on an application server of Google Photo, Facebook, Twitter, or
other such services), resident on the user device (e.g., as part of a client of such services, or as
part of the OS), or executed on a third-party server that is queried by applications and
services for photos appropriate for content modification (e.g., a “clearinghouse” model).
[0121] In an illustrative example, a content modification engine may query (e.g., provide a
request to) the photo selection engine in a number of ways. In some embodiments, the
content modification engine supplies a user identifier and, optionally, a number of attributes.
The photo selection engine searches a dataset of photos (e.g., stored in memory of one or
more user devices or network entities) attempting to match the user identifier and attributes.

Matching photos are returned to the content modification engine.
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[0122] In an illustrative example, the content modification engine supplies an actual photo
(e.g., rather a user identifier and attributes). The content modification engine (e.g., content
analyzer 250 or modules thereof) will determine whether the photo has a tag (as described
above), or use pattern matching or other suitable processes (e.g., image or object recognition)
for determining whether there is a matching photo in its dataset. If there is a matching tag or
photo, the photo selection agent confirms via a suitable return value that the photo has been
published and is suitable for content modification.

[0123] In an illustrative example, the photo dataset of the photo selection engine may take
various forms. In some embodiments, the tagging engine identifies photos and sends them to
the photo selection engine. The photo selection engine stores and catalogs the photos, and
accompanying metadata. In some embodiments, the photo selection engine mines a user
device for tagged photos and catalogs the photos, optionally copying the photo or cataloging
its location. For example, the photo selection engine may update or otherwise modify
metadata associated with the photos for later analysis (e.g., by the content modification
engine).

[0124] In an illustrative example, the photo selection engine mines public feeds and web
pages for content. In some embodiments, the photo selection engine uses contextual data or
metadata to associate a photo with a user and track that the photo is published. In some
embodiments, the photo selection engine uses pattern matching and/or image recognition
techniques to identify who is in the picture. The photo selection engine may store a location
of the photo, scrape the photo (e.g., from a content catalog based on metadata), request a
copy of the photo via an API of the publishing application or service (if offered), and catalog
the photo and its attributes (e.g., by generating or updating metadata associated with the
photo). In some embodiments, the photo selection engine builds the dataset by requesting
published photos from applications or services (e.g., Google Photos, Facebook or twitter).
[0125] In some embodiments the photo selection engine, before selecting or confirming the
photo for content modification, analyzes the published photo and any metadata to determine
whether the photo contains material unsuitable for content modification (e.g., despite the fact
the photo has been published). The photo selection engine uses pattern/image recognition to
identify elements of the photo and determines whether such elements are on a blacklist (i.e., a
collection of attributes rendering content restricted from modification). The photo’s

associated metadata may also be searched for blacklisted elements. If matches are identified
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between the photo and the blacklist, the photo is not selected or confirmed for content
modification. A blacklist is constructed using any suitable technique, and may be unique to
each user, general for all users, or specific to products considered for placement. In some
embodiments, the blacklist is pre-populated to include sensitive topics given certain cultural
norms of the user. For example, the blacklist may be pre-populated to include images and
keywords associated with places of worship, funeral homes, or other venues or objects
generally regarded as inappropriate for content modification. In some embodiments, the
blacklist is constructed over time based on feedback from the user. For example, the photo
selection engine may provide an API by which applications (e.g., content modification
engines or tagging engines) can provide feedback. In an illustrative example, a social media
feed may offer a user interface (UI) element to allow a user to express displeasure with
content modification in a given photo. In response to the user’s use of the element, the social
media feed may communicate (e.g., generate a call) to the photo selection engine to register
the user’s displeasure (e.g., using any suitable message, information, or tag). Arguments for
the communication may include, for example, the photo itself, attributes of the photo, photo
metadata, an identification of what was placed, what was replaced, privacy settings of the
photo, any other information or images suitable for including in the blacklist, or any
combination thereof. In an illustrative example, the photo selection engine may apply facial
recognition software to filter out content including children for ethical purposes (e.g., to
prevent using someone’s child’s likeness to advertise products), legal reasons (e.g., data
privacy laws for people under 18 years of age, or under 13 years of age), user-specified
criteria (e.g., a user prefers not to have family photos considered for content modification), or
a combination thereof. In some embodiments, the photo selection engine may use privacy
settings of a photo when determining whether content is suitable or otherwise permissioned
for content modification. For example, the photo selection engine may determine not to
select photos that have something less than a publicly-shared privacy setting.

[0126] The above-described embodiments of the present disclosure are presented for
purposes of illustration and not of limitation, and the present disclosure is limited only by the
claims that follow. Furthermore, it should be noted that the features and limitations described
in any one embodiment may be applied to any other embodiment herein, and flowcharts or
examples relating to one embodiment may be combined with any other embodiment in a

suitable manner, done in different orders, or done in parallel. In addition, the systems and
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methods described herein may be performed in real time. It should also be noted, the systems
and/or methods described above may be applied to, or used in accordance with, other systems

and/or methods.
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This specification discloses embodiments which include. but are not limited to. the following:

1. A method for screening content for modification, the method

comprising:

identifying content associated with an entity;

extracting one or more objects of the content;

generating for each of the one or more objects a signature;

comparing each signature to a database of reference signatures;

determining context information based on the comparison of each
signature;

determining a publication status of the content;

generating a content modification flag based on the context
information and based on the publication status; and

storing the content modification flag in data storage, wherein the

content modification flag is linked to the content.

2. The method of item 1, further comprising:
receiving a request for candidate content suitable for content
modification; and
determining whether the content is suitable for content modification
based on the content modification flag, wherein:
if it is determined that the content is not suitable for content
modification, denying the request, and
if it is determined that the content is suitable for content

modification, accepting the request.

3. The method of item 1, wherein determining the publication status of
the content comprises:
determining a content signature of the content;
comparing the content signature with reference content signatures of a
plurality of content; and
based on the comparison, determining whether the content signature

matches a reference content signature.
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4. The method of item 1, further comprising retrieving metadata linked
to the content, wherein storing the content modification flag in the data storage comprises:
updating the metadata with the content modification flag; and

storing the updated metadata in the data storage.

S. The method of item 4, wherein the metadata comprises publication
information, and wherein determining the publication status is based on the publication

information.

6. The method of item 1, wherein generating the content modification
flag comprises determining one or more categories of suitable types of products for content

modification.

7. The method of item 1, wherein generating the content modification
flag comprises determining one or more portions of the content that are suitable for content

modification.

8. The method of item 1, wherein the content comprises an image, and
wherein the content modification flag is indicative of whether the image is suitable for

content modification.

9. The method of item 8, wherein extracting the one or more objects of
the content comprises identifying at least one of the group comprising a person, a place, and

an item represented by the content.

10. The method of item 1, further comprising generating metadata for
storage in the data storage, wherein the metadata comprises one or more of the group
comprising signatures of the one or more objects of the content, the context information, and

the content modification flag.

11. A system for screening content for modification, the system
comprising:
data storage configured to store data; and
control circuitry coupled to the data storage and configured to:

identify content associated with an entity;
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extract one or more objects of the content;

generate for each of the one or more objects a signature;

compare each signature to a database of reference signatures;

determine context information based on the comparison of each
signature;

determine a publication status of the content;

generate a content modification flag based on the context
information and based on the publication status; and

store the content modification flag in the data storage, wherein

the content modification flag is linked to the content.

12.  The system of item 11, wherein the control circuitry is further
configured to:
receive a request for candidate content suitable for content
modification; and
determine whether the content is suitable for content modification
based on the content modification flag, wherein:
if it is determined that the content is not suitable for content
modification, deny the request, and
if it is determined that the content is suitable for content

modification, accept the request.

13.  The system of item 11, wherein the control circuitry is further
configured to:
determine a content signature of the content;
compare the content signature with reference content signatures of a
plurality of content; and
based on the comparison, determine whether the content signature

matches a reference content signature.

14. The system of item 11, wherein the control circuitry is further
configured to:
retrieve metadata linked to the content;

update the metadata with the content modification flag; and
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store the updated metadata in the data storage.

15. The system of item 14, wherein the metadata comprises publication
information, and wherein determining the publication status is based on the publication

information.

16. The system of item 11, wherein the control circuitry is further
configured to determine one or more categories of suitable types of products for content

modification.

17.  The system of item 11, wherein the control circuitry is further
configured to determine one or more portions of the content that are suitable for content

modification.

18. The system of item 11, wherein the content comprises an image, and
wherein the content modification flag is indicative of whether the image is suitable for

content modification.

19.  The system of item 18, wherein the control circuitry is further
configured to identify at least one of the group comprising a person, a place, and an item

represented by the content.

20. The system of item 11, wherein the control circuitry is further
configured to generate metadata for storage in the data storage, wherein the metadata
comprises one or more of the group comprising signatures of the one or more objects of the

content, the context information, and the content modification flag.

21. A non-transitory computer readable medium having instructions
encoded thereon that when executed by control circuitry cause the control circuitry to:
identify content associated with an entity;
extract one or more objects of the content;
generate for each of the one or more objects a signature;
compare each signature to a database of reference signatures;
determine context information based on the comparison of each

signature;
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determine a publication status of the content;

generate a content modification flag based on the context information
and based on the publication status; and

store the content modification flag in data storage, wherein the content

modification flag is linked to the content.

22. The non-transitory computer readable medium of item 21, further
comprising instructions encoded thereon that when executed by control circuitry cause the
control circuitry to:

receive a request for candidate content suitable for content
modification; and
determine whether the content is suitable for content modification
based on the content modification flag, wherein:
if it is determined that the content is not suitable for content
modification, deny the request, and
if it is determined that the content is suitable for content

modification, accept the request.

23.  The non-transitory computer readable medium of item 21, further
comprising instructions encoded thereon that when executed by control circuitry cause the
control circuitry to:

determine a content signature of the content;

compare the content signature with reference content signatures of a
plurality of content; and

based on the comparison, determine whether the content signature

matches a reference content signature.

24, The non-transitory computer readable medium of item 21, further
comprising instructions encoded thereon that when executed by control circuitry cause the
control circuitry to:

retrieve metadata linked to the content;
update the metadata with the content modification flag; and

store the updated metadata in the data storage.
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25. The non-transitory computer readable medium of item 24, wherein the
metadata comprises publication information, further comprising instructions encoded thereon
that when executed by control circuitry cause the control circuitry to determine the

publication status is based on the publication information.

26. The non-transitory computer readable medium of item 21, further
comprising instructions encoded thereon that when executed by control circuitry cause the
control circuitry to determine one or more categories of suitable types of products for content

modification.

27. The non-transitory computer readable medium of item 21, further
comprising instructions encoded thereon that when executed by control circuitry cause the
control circuitry to determine one or more portions of the content that are suitable for content

modification.

28. The non-transitory computer readable medium of item 21, wherein the
content comprises an image, and wherein the content modification flag is indicative of

whether the image is suitable for content modification.

29. The non-transitory computer readable medium of item 21, further
comprising instructions encoded thereon that when executed by control circuitry cause the
control circuitry to identify at least one of the group comprising a person, a place, and an item

represented by the content.

30. The non-transitory computer readable medium of item 21, further
comprising instructions encoded thereon that when executed by control circuitry cause the
control circuitry to generate metadata for storage in the data storage, wherein the metadata
comprises one or more of the group comprising signatures of the one or more objects of the

content, the context information, and the content modification flag.
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What is Claimed is:
1. A method for screening content for modification, the method

comprising:

identifying content associated with an entity;

extracting one or more objects of the content;

generating for each of the one or more objects a signature;

comparing each signature to a database of reference signatures;

determining context information based on the comparison of each
signature;

determining a publication status of the content;

generating a content modification flag based on the context
information and based on the publication status; and

storing the content modification flag in data storage, wherein the

content modification flag is linked to the content.

2. The method of claim 1, further comprising:
receiving a request for candidate content suitable for content
modification; and
determining whether the content is suitable for content modification
based on the content modification flag, wherein:
if it is determined that the content is not suitable for content
modification, denying the request, and
if it is determined that the content is suitable for content

modification, accepting the request.

3. The method of any of claims 1 and 2, wherein determining the
publication status of the content comprises:
determining a content signature of the content;
comparing the content signature with reference content signatures of a
plurality of content; and
based on the comparison, determining whether the content signature

matches a reference content signature.
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4. The method of any of claims 1-3, further comprising retrieving
metadata linked to the content, wherein storing the content modification flag in the data
storage comprises:

updating the metadata with the content modification flag; and

storing the updated metadata in the data storage.

5. The method of claim 4, wherein the metadata comprises publication
information, and wherein determining the publication status is based on the publication

information.

6. The method of any of claims 1-5, wherein generating the content
modification flag comprises determining one or more categories of suitable types of products

for content modification.

7. The method of any of claims 1-6, wherein generating the content
modification flag comprises determining one or more portions of the content that are suitable

for content modification.

8. The method of any of claims 1-7, wherein the content comprises an
image, and wherein the content modification flag is indicative of whether the image is

suitable for content modification.

9. The method of claim 8, wherein extracting the one or more objects of
the content comprises identifying at least one of the group comprising a person, a place, and

an item represented by the content.

10. The method of any of claims 1-9, further comprising generating
metadata for storage in the data storage, wherein the metadata comprises one or more of the
group comprising signatures of the one or more objects of the content, the context

information, and the content modification flag.

51



WO 2020/227318 PCT/US2020/031519

11. A system for screening content for modification, the system
comprising:
memory; and
means for implementing the steps of the method of any of claims 1 to
10.

12. A non-transitory computer-readable medium having instructions
encoded thereon that when executed by control circuitry enable the control circuitry to

execute the steps of the method of any of claims 1 to 10.

13. A system for screening content for modification, the system
comprising:
means for implementing the steps of the method of any of claims 1 to

10.

52



PCT/US2020/031519

WO 2020/227318

\/\No_‘

uonesuIpo

Woly pajoLsay

T 'Ol

LLL

UOYEOIPO 10}
pauoissiuled

H3IZATVYNY LN3JLNOD

i

oSl A 3Svavlivd
4

gst A H3IHISSY10

y i

1 z._._.__m_._.<a_>_00
7

Y.

1X31NOD

levx d3a1oN1Ls3y

@dﬁ) 3asSvavivd

ﬂ“’ d314ISSV1O

Jﬁum.m\>>._._|__m ILVdNOOD

wdl_‘\) 1X31NOD
4

4] P> d310-H1S3d
! 4

2 F> da3Hsinand

4

HIZATVNY LNILNOD

ST AN da3HsIgand
4

E@@
®

\/Wo_‘

!
i
s
/
/
‘
/
i
1
i
‘
/
‘

1/10



WO 2020/227318

N>
.
o

~

201
202
203
204
205

PCT/US2020/031519

DATABASE 220

CONTENT ANALYZER 250
PUBLICATION IDENTIFIER 251
RESTRICTION IDENTIFIER 252
CONTEXT IDENTIFIER 253
COMPATIBILITY IDENTIFIER 254
IMAGE CLASSIFIER 255
DATABASE 256

U

METADATA MANAGER 270 /

UPDATE METADATA

ADD METADATA

FIG. 2

Attributes
————
Entities
e ——

\_ 281
[\
Preferences M\ 283
a\
"\

282

Privacy

284
Settings

Status

285

2/10



PCT/US2020/031519

WO 2020/227318

{:Aenp abew |}
{:sensado.id a4}
{:sjuswiwion pajsod}
{:suoneoyipo}
{:AioysiH a1}

{:yindu| JaumQ}

{:spiomAay}
{:semgnedwos}
{:saouaiajaid}
{is@oualep.d Josn}
{:suonduosaq}
{:sBumasg uonoisay}
{:sbuimag Aoeaud}
{:senpuz}
{isainqupv}

{1aipyuepr Apuz}
{eyep dep}
{-e1ep sdo}

{:pauyep-losn}

{:peypon}
{:penainoy}
{:pepeojdn}

{:peneg}
{:pojelousn)}

{:q| @ouaisjey}
{:oweN a1}
{:q1 eoneq}

S0¢c

0 N
_ sfieeq _

¥0¢

¢
-

€ Ol

mow
W _ uoneso _

NON
W_ sleq/ewl] _
rom

laua) 'y

Jaynuap|

3/10



PCT/US2020/031519

WO 2020/227318

010774
[ N N ]
ONW EEIe]s
@)
U@
qQ Oof 7
o8y )
UOIEJJIDO A JUDJUOD
Bunioyg ap4
09y Buibbe | aj4
Juswabeuep a4

(=

(11574
MIOMLAN SNOILVIINNIWNOD

—

0cv
ALILN3
AHOMLIN

N
—~—

4/10



WO 2020/227318

o
w0

% >
°Eg
-
Z W0
i
pd

553

552

COMMUNICATIONS NETWORK

5/10

571

570

551

PCT/US2020/031519

FIG. 5

550



PCT/US2020/031519

WO 2020/227318

G69 |

| | AuINa
— | OE0O0d MHOMLIN
AT e | [ [ [ |
| | | |
111010 ALIINT
R | | | | o | Y RS
L | | | | | %4 -JV B
OOl 019
| MHOMLIN SNOILYIINNIWINOD
b ALLINT
S | | o [ NHOMIAN
[ ||
[ | o o | |
Ok ALIINT 129 049 575
P | | | o | | AJOMLAN ALIIN3
169 MHOMLIN
| | | | | ,
Oty A
i \.\

o
o
N

6/10



WO 2020/227318

701/

7027

703

704

705

700

PCT/US2020/031519

—

)

1 ©© @ EGI o] [

)

Yy

)

7110



PCT/US2020/031519

WO 2020/227318

8 Ol

NN

m@ E

918

)

_— m/v Aeldsig

/ aoeLIo)U|

N

induj Jasn

8/10



WO 2020/227318 PCT/US2020/031519

900
IDENTIFY CONTENT 902
EXTRACT ONE OR MORE OBJECTS 904
GENERATE A SIGNATURE FOR EACH OBJECT |~ 208

y

COMPARE THE SIGNATURE(S) TO REFERENCE 908
SIGNATURE(S)

!

DETERMINE CONTEXT INFORMATION 910
912

DETERMINE A PUBLICATION STATUS o

!

GENERATE A CONTENT MODIFICATION FLAG |~

l

STORE THE CONTENT MODIFICATION FLAG | 916

914

FIG. 9

9/10



WO 2020/227318 PCT/US2020/031519

NON-
PERMISSIONED

1000
1001
RECEIVE/GENERATE 1004
1002 | GENERATE CONTENT CONTENT —
INFORMATION
| 1006
STORE CONTENT AND/OR METADATA
1011
RETRIEVE CONTENT AND/OR RECEIVE REQUEST
> METADATA 1 FOR MODIFICATION
l L1012 '1014

ANALYZE WHETHER CONTENT IS
PERMISSIONED FOR MODIFICATION

1018

CONDITIONALLY
PERMISSIONED

PERMISSIONED OR
RESTRICTED?

PERMISSIONED

MODIFY CONTENT AND/OR METADATA [«—
| 1020

FIG. 10

10/10




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2020/031519

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6F16/901 GO6F21/10
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

11 February 2016 (2016-02-11)
paragraph [0032]

19 July 2016 (2016-07-19)
column 2, Tine 13 - column 3,

paragraph [0037] - paragraph [0071]

line 52

X US 2016/042225 Al (BARAK DAN [US]) 1-13

A US 9 396 354 B1 (MURPHY ROBERT [US] ET AL) 1-13

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

10 July 2020

Date of mailing of the international search report

20/07/2020

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Chinzer, Azzurra

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2020/031519
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2016042225 Al 11-02-2016  NONE
US 9396354 Bl 19-07-2016  US 9396354 B1 19-07-2016
US 9785796 B1 10-10-2017
US 10572681 Bl 25-02-2020
US 2020193053 Al 18-06-2020

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - claims
	Page 53 - claims
	Page 54 - claims
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - drawings
	Page 59 - drawings
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - wo-search-report
	Page 66 - wo-search-report

