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(57) ABSTRACT

Devices, systems, and methods of user authentication. A
system includes a spatial challenge unit to distinguish
between a human user and a non-human user. The spatial
challenge unit requires the user to perform one or more
spatial operations that modify the spatial properties of an
electronic device operated by the user. Correct performance
of the required spatial operations, indicates that the user is
human. The system also includes a spatial password unit,
which tracks a manner in which a human user handles the
electronic device while the user enters a password; and then
utilizes this user-specific manner for user authentication, by
checking whether a manner in which the user enters his
password matches a reference manner of password entry or
a historical manner of password entry. The system also
utilizes sequence of spatial operations or spatial gestures, as
a pure spatial password or purely-spatial user-authentication
factor.
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SYSTEM, DEVICE, AND METHOD OF
THREE-DIMENSIONAL SPATIAL USER
AUTHENTICATION
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FIELD

[0007] The present invention is related to the field of
security of electronic devices and systems.

BACKGROUND

[0008] Millions of people utilize mobile and non-mobile
electronic devices, such as smartphones, tablets, laptop
computers and desktop computers, in order to perform
various activities. Such activities may include, for example,
browsing the Internet, sending and receiving electronic mail
(email) messages, taking photographs and videos, engaging
in a video conference or a chat session, playing games, or the
like.
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[0009] Some activities may be privileged, or may require
authentication of the user in order to ensure that only an
authorized user engages in the activity. For example, a user
may be required to enter a username and a password in order
to access an email account, or in order to access an online
banking interface or website.

SUMMARY

[0010] The present invention may include, for example,
systems, devices, and methods for differentiating or distin-
guishing between a human user and a non-human user (e.g.,
an automated script, automatic script, “bot”, malware). Such
differentiating may be performed as part of a user authen-
tication process or as part of a log-in or sign-in process to a
computerized service or system (e.g., during, or as part of,
a log-in of a user into an electronic commerce website or
service, or into an online banking website or service). Such
differentiating may also be performed not as part of a log-in
process; for example, when a user submits an excessive
number of queries to a search engine or to another online
service, or when the user attempts to download an excessive
number of files or items from an online repository, or the
like.

[0011] The present invention may further include, for
example, systems, devices, and methods for authenticating a
user by taking into account, at least, one or more three-
dimensional spatial characteristics of an electronic device
that is used for user authentication, and/or one or more
changes in the three-dimensional characteristics of an elec-
tronic device that is used for user authentication.

[0012] The present invention may provide other and/or
additional benefits or advantages.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a schematic block-diagram illustration of
a system, in accordance with some demonstrative embodi-
ments of the present invention.

[0014] FIG. 2 is a schematic block-diagram illustration of
a user authentication module, in accordance with some
demonstrative embodiments of the present invention.
[0015] FIG. 3 is a schematic block-diagram illustration of
another user authentication module, in accordance with
some demonstrative embodiments of the present invention.

DETAILED DESCRIPTION OF THE PRESENT
INVENTION

[0016] The term “password” as used herein may be or may
comprise, for example, a password or pass-phrase or Per-
sonal Identification Number (PIN), or other data-item or
secret, or other confidential data-item, which may be used
for user authentication or for logging-in or sign-in of a user
into an electronic device (e.g., smartphone, tablet, smart-
watch, laptop computer, desktop computer) or a service
(e.g., banking service or website, brokerage service or
website, email account, web-mail, social network, online
vendor, online merchant, electronic commerce website or
application or “app”), or other data-item or string that may
be used as authentication factor or authentication step (e.g.,
in a single-step or multiple-step authentication process), or
other log-in data that may be used in order to authorized
access to a privileged service and/or to a privileged location
(e.g., entry into, or exit from, or passage through a gate or
card-reader or turnstile), or other log-in data item that may
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be used in order to authorize a user to perform privileged
actions (e.g., to unlock or open a device or a vehicle; to start
or ignite a vehicle; to drive a vehicle).

[0017] The terms “service” or “computerized service”, as
used herein, may be or may comprise any suitable service,
or system, or device, which may require user authentication
in order to authorize user access to it, or in order to authorize
performance of one or more particular actions; including,
but not limited to, for example, user authentication for
accessing or operating or unlocking an electronic device
(e.g., smartphone, tablet, smart-watch, laptop computer,
desktop computer, smart-home device or appliance, Internet
of Things (IoT) device) or service (e.g., banking service or
website, brokerage service or website, email account, web-
mail, social network, online vendor, online merchant, elec-
tronic commerce website or application or “app”), or other
system or platform that requires user authentication (e.g.,
entry into, or exit from, or passage through a gate or
card-reader or turnstile; to unlock or open a device or a
vehicle; to start or ignite a vehicle; to drive a vehicle).

[0018] Reference is made to FIG. 1, which is a schematic
block-diagram illustration of a system 100 in accordance
with some demonstrative embodiments of the present inven-
tion. The components of system 100 may be implemented by
using suitable hardware units and/or software units; and may
be co-located within a single computer device or a single
computing system, or may be scattered or distributed across
two or more computing devices and/or computing systems.
In some embodiments, client-server architecture may be
used; such that some of the components and units may be
implemented locally at the end-user device, whereas other
components and units may be implemented remotely or by
using a remote server or a “cloud computing” server or
repository or computer. In some embodiments, some mod-
ules and functionality may be implemented by utilizing a
web-browser, a plug-in or extension or add-on to a web-
browser or to an Operating System (OS), by using a native
application or a mobile-web application, by using JavaScript
and/or CSS and/or HTMLS, and/or by using other suitable
technologies. Components of system 100 may interact or
communicate over one or more wireless communication
links, wired communication links, cellular communication,
client/server communication, peer-to-peer communication,
or the like.

[0019] System 100 may enable an end-user device 101 to
interact with a computerized service 102. The end-user
device 101 may be, for example, a smartphone, a tablet, a
laptop computer, a notebook computer, a desktop computer,
a cellular phone, a smart-watch (e.g., Apple iWatch), a
fitness bracelet (e.g., similar to FitBit or JawBone wearable
devices), a wearable device, a portable device, an Aug-
mented Reality (AR) device or glasses or helmet or headgear
(e.g., similar to Google Glass), a Virtual Reality (VR) device
or glasses or helmet or headgear (e.g., similar to Oculus
Rift), or the like. In some embodiments, the end-use device
101 may be a stand-alone machine or interface; a digital
kiosk or kiosk-type machine, a vending machine, an Auto-
mated Teller Machine (ATM), a point-of-sale (POS) termi-
nal or machine, or the like. In some embodiments, the
end-user device 101 may be a point-of-entry terminal, or a
user-identification terminal, such as a terminal or scanner or
dashboard or touch-screen which may be used for secure
physical entry or entrance or passage through a gate or door
or lobby or turnstiles or room or corridor, or as part of (or
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replacement of) a physical entry monitoring system. In yet
other embodiments, the end-user device 101 may be or may
comprise, or may be comprised in, a vehicle, a vehicular
device, a dashboard, a vehicular dashboard, a vehicular
computing system, a vehicular computing device, a vehicu-
lar ignition unit or system, a vehicular component that is
operable in conjunction with a vehicular ignition system, a
vehicular immobilizer unit, a vehicular component that is
operable in conjunction with a vehicular immobilizer unit,
or the like.

[0020] The computerized service 102 may be a local
and/or a remote computerized platform or service or appli-
cation or web-site or web-page. The computerized service
may be installed locally and entirely on the end-user device
101; or may be installed remotely and entirely on a remote
server or a remote computer which is then accessed by the
end-user device 101 either via one or more wired and/or
wireless communication link(s); or may be a hybrid imple-
mentation which utilizes one or more remote components
(e.g., a remote Application Server) and one or more local
components (e.g., a local native application; a local mobile-
web application; a local web-browser).

[0021] Some demonstrative and non-limiting examples, of
suitable computerizes service(s) which may be used in
conjunction with the present invention, may include: bank-
ing service, online banking services, retail banking services
(e.g., performed within or at an ATM or a branch of a bank);
brokerage or online brokerage services; usage and/or access
to electronic mail, email, SMS accounts, instant messaging
(IM) accounts and services, social networks; an enterprise
network or corporate network or organizational network
which is available only to employees or authorized users of
an organization or enterprise; a members-only network or
service, or a paying-members-only service or network, or a
premium service, which are available only to certain users
and/or to members and/or to paying users; applications
and/or websites and/or services that enable or perform
payment, electronic payment, utilization of credit card and/
or debit card and/or wire transfer and/or electronic funds
transfer; applications that access or utilize a secure database
storing confidential or non-public information; and/or any
suitable electronic service which may be accessed locally
and/or remotely by end-user device 101.

[0022] In some embodiments, the computerized service
102 need not be external to the end-user device 101, and may
be entirely internal to the end-user device 101, or may be the
end-user device 101, or may be a particular functionality or
a general functionality of the end-user device 101. For
example, the end-user device may be a smartphone or tablet;
and the computerized service 102 may be one or more
features or functionalities or applications of that smartphone
or tablets. In some embodiments, the present invention may
be used as part of a locking or unlocking mechanism of a
smartphone or tablet or other end-user device 101; or as part
of a process in which a user unlocks or “wakes up” a
hibernating device, or takes the device from reduced-power
mode (or from “sleep mode”) to fully-operational mode.

[0023] End-user device comprises an input unit 111, for
example, mouse, keyboard, stylus, touch-screen, multi-
touch-screen, trackball, joystick, or the like. End-user device
further comprises an output unit 112, for example, monitor,
screen, touch-screen, multi-touch-screen, or the like. In
some embodiments, the input unit and the output unit may
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be implemented as the same single unit, for example, as a
touch-screen or multi-touch screen.

[0024] A wuser interactions monitoring/sampling module
113 may monitor some or all of the user interactions and/or
user gestures; and may record, capture, or otherwise sample
such interactions and/or gestures. Optionally, an interactions
database 114 may log and/or may store data reflecting the
monitored user interactions, for a single user or for multiple
users.

[0025] User-specific features extractor 115 may extract or
estimate user-specific features or traits or characteristics or
attributes, that characterize an interaction (or a set or batch
or group or flow of interactions, or a session of interactions)
of a user with the computerized service 102. Optionally, an
extracted features database 116 may store data or records
which reflects users and their respective values of extracted
(or estimated) user-specific features.

[0026] Optionally, a comparator/matching module 117
may compare or match, between (or among): (a) values of
user-specific features that are extracted in a current user
session (or user interaction), and (b) values of respective
previously-captured or previously-extracted user-specific
features (of the current user, and/or of other users, and/or of
pre-defined sets of values that correspond to known auto-
mated scripts or “bots” or known attackers).

[0027] The user-specific features, whose values may be
compared or matched across usage-sessions, may include,
for example, curvature (or curvature radius) of mouse move-
ment or mouse strokes; acceleration and/or speed of mouse
movement in one or more directions; smoothness of move-
ment; velocity or speed of gestures; acceleration or decel-
eration of gestures; rate or frequency of mouse clicks;
accuracy or inaccuracy of gestures or clicks, or their relative
location (e.g., whether the user typically clicks correctly an
on-screen button, or sometimes misses the button and clicks
nearby); the particular type of manner that the user chose to
convey input (e.g., whether the user clicked on “submit”
button, or pressed the “enter” key; or, whether the use moved
between form fields by using the “tab” key or by using the
mouse cursor); particular sequences of keys or characters
that the user enters more rapidly (or more slowly) relative to
other characters or sequences; particular manner or pattern
in which the user navigates within fields or within a page or
an application; and/or other suitable features, for example:
device movements or input-unit movement during interac-
tion, movement and/or orientation and/or acceleration of the
entire device (e.g., a smartphone or tablet) during the
interaction, whether one single finger or multiple particular
fingers are used for interacting, the relations between fingers
while interacting, the relation to other body parts while
interacting, and/or other suitable gesture parameters.
Optionally a deep learning algorithm and/or a machine
learning algorithm or other suitable Artificial Intelligence
(A.L) algorithm may be utilized, in order to learn and to
define a user-specific profile based on the data that is
monitored or produced during the interaction (and option-
ally, immediately prior to the interaction and/or immediately
after the interaction); optionally, without necessarily using
any specific pre-define features or characteristics or features,
and optionally using a heuristic approach or holistic
approach or “fuzzy logic” algorithm that attempts to find a
unique identifier or a unique digital footprint without nec-
essarily being tied to a specific biometric parameter or to a
set of pre-defined biometric parameters. Some embodiments
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may thus generate a user-specific biometric profile or bio-
metric signature, without pre-defining a set of biometric
characteristics or parameters that are then used to calculate
the signature or profile; but rather, by utilizing deep learning
which utilizes mathematical generation of a unique profile or
signature without necessarily defining or pre-defining the set
of physical parameters that would be used for differentiating
among users.

[0028] Optionally, an interference injector 118 may oper-
ate to introduce, add, inject, generate and/or otherwise cause
an interference (or anomaly, or aberration, or inconsistency,
or deviation, or input-output interference, or input/output
anomaly) to the input and/or the output as they are reflected
to the user who utilizes the end-user device. Such intention-
ally-introduced input/output interference may be, for
example: temporarily hiding or removing the on-screen
mouse-pointer or on-screen pointer, in order to elicit the user
to react and to make gestures in an attempt to revive the
hidden on-screen pointer; intentional deviations or “jumps”
in the movement of the on-screen pointer, relative to the
actual manual gesture that is performed by the human user
(e.g., the human user drags the mouse eastbound, but the
on-screen pointer deviates and moves north-east, thereby
eliciting a corrective movement or corrective gestures by the
user); intentionally moving or re-locating an on-screen inter-
face component (e.g., a “submit” button or a “next” button)
while the user is dragging an on-screen pointer; and/or other
suitable interferences or anomalies, whose goal is to elicit
the user to react and/or to perform corrective steps or
corrective gestures; thereby enabling the user-specific fea-
tures extractor 115 to further extract user-specific attributes
or features that characterizes such corrective gestures or
such reactions to anomalies; e.g., the time period that it takes
the user to notice the anomaly and/or to correct it; the
manner in which the user corrects the anomaly (e.g., whether
the user tries to locate a disappeared on-screen pointer, by
shaking his mouse, or by moving the mouse sideways, or by
moving the mouse clockwise, or by moving the mouse
counter-clockwise, or by clicking the mouse-button once, or
by clicking the mouse-button multiple times, or by typing on
the keyboard.

[0029] In some embodiments, a corrective gestures ana-
lyzer unit 119 may monitor, track, analyze and/or charac-
terize such corrective actions or gestures of the user in
response to such interference or anomaly or aberration. In
some embodiments, a user reaction analyzer unit 120 may
monitor, track, analyze and/or characterize such gestures or
reactions of the user in response to such interference (which
may not necessarily involve a corrective action). In some
embodiments, these functionalities, of the corrective ges-
tures analyzer unit 119 and/or the user reaction analyzer unit
120 may be part of the functionality of the user-specific
features extractor 115.

[0030] Itis noted that in some embodiments, interferences
may be injected or used continuously; or may be used only
in particular portions or regions of the computerized service
(e.g., only on certain pages of a website, or only when
certain functionalities of the application are requested, such
as high-risk or higher-risk functions); or may be injected
pseudo-randomly, or at pre-defined time intervals; or may be
injected if one or more other conditions are true (e.g., if there
are other indicators of fraudulent activity or irregular activ-
ity); or may not be injected at all, for a particular user or for
a particular usage-session, or for all users or for a group of
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users. In some embodiments, optionally, an interference
selector module 121 may select or may determine, based on
one or more criteria or conditions, whether or not to intro-
duce an interference, or whether (or when exactly, or where
exactly) to trigger or to command the interference generator
118 to generate an interference; optionally by selecting a
suitable interference from a pre-defined interferences pool
122. For example, the interference selection may be based
on user characteristics, and/or based on attributes of the
computerized service, and/or based on pseudo-random
selection; or by selecting interferences of a type that was not
yet used for a particular user, or conversely by selecting
interferences of a type that had been already used for a
particular user, or by taking into account the level of risk
associated with a user-requested functionality of the com-
puterizes service, or the like. The injection of interferences,
and/or the analysis of user reactions to interference, and/or
the analysis of corrective gestures, may be optional.

[0031] Ifthe comparator/matching module 117 determines
that one or more features, or a set of features, that charac-
terize the current interaction session of the current user, does
not match those features as extracted in previous interaction
session(s) of that user, then, a possible-fraud signal may be
generated or sent or transmitted to other units of system 100
and/or to pre-defined recipients.

[0032] For example, combined factors and data may be
taken into account by a user identity determination module
131, which may determine or estimate whether or not the
current user is a “fraudster” or an attacker or an imposter.
The user identity determination module 131 may trigger or
activate a fraud mitigation module 132 able to perform one
or more fraud mitigating steps based on that determination
or estimation; for example, by requiring the current user to
respond to a challenge, to answer security question(s), to
contact customer service by phone, to perform two-step
authentication or two-factor authentication, or the like.

[0033] In accordance with the present invention, system
100 may comprise a user authentication module 150 which
may enable system 100 and/or computerized service 102
and/or end-user device 101 to perform user authentication,
or to authenticate or verify or confirm the identity of a user
of end-user device 101 (or of computerized service 102),
and/or to utilize the unique gestures and/or reactions of the
user as a user-identifying feature that may authorize a log-in
or may authorize access or may authorize a password
recover or a password reset process.

[0034] The user authentication module 150 may further
enable a user to perform password recovery or password
reset, or other user-authentication factor recovery or user-
authentication factor reset or user-authentication factor
replacement, without requiring the user to remember or to
submit one or more secret or confidential data-items, and/or
without requiring the user to remember or to submit correct
answers to previously-defined security questions.

[0035] Reference is made to FIG. 2, which is a schematic
block-diagram illustration of user authentication module
150A and its associated components, in accordance with
some demonstrative embodiments of the present invention.
The user authentication module 150A of FIG. 2 may be a
demonstrative example of the user authentication module
150 of FIG. 1; or may be comprised in, or may operate in
conjunction with, the user authentication module 150 of
FIG. 1.
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[0036] User authentication module 150A may be utilized
to enable Spatial or Three-Dimensional CAPTCHA or
mechanism for differentiating between a human user and a
non-human user (e.g., a computerized script, automated
script or program, automatic script, “bot”, malware).
[0037] The Applicants have realized that various conven-
tional implementations of the CAPTCHA mechanism
(“completely automated public Turing test to tell computers
and humans apart”) may be annoying or time-consuming for
human users, and/or may be error-prone for human users,
who often fail to correctly decipher a distorted version of a
word or a phrase presented on the screen.

[0038] The Applicants have further realized that conven-
tional CAPTCHA mechanisms may be bypassed by some
automated scripts, which may perform high-quality Optical
Character Recognition (OCR) of distorted text, and may still
reasonably estimate the required text.

[0039] The Applicants have devised a new CAPTCHA
mechanism and system, that may replace conventional
CAPTCHA mechanisms, or may augment or be added to
conventional CAPTCHA mechanisms in order to make them
stronger and less susceptible to automated attacks.

[0040] In accordance with the present invention, spatial
information of the computing device or electronic device,
which is utilized for performing the CAPTCHA challenge or
task, may be utilized as a part of the CAPTCHA mechanism.
[0041] In a demonstrative embodiment, an electronic
device (e.g., smartphone, tablet, laptop, smart-watch) may
comprise one or more accelerometers, one or more gyro-
scopes, one or more compass modules, one or more sensors,
one or more modules able to determine acceleration and/or
deceleration and/or orientation and/or position and/or loca-
tion, one or more sensors able to determine tilt and/or
angular orientation of the electronic device, one or more
sensors able to determine whether the electronic device is
horizontal or vertical or tilted or slanted (e.g., relative to the
ground, or relative to another plane of reference), one or
more sensors able to determine whether the electronic
device is being rotated or is spinning or is positioned (or
moving) upside-down or is positioned (or moving) side-
ways, one or more sensors able to determine physical
pressure applied by a user onto or into or towards a par-
ticular region or component of the electronic device (e.g., a
“Force Touch” touch-screen able to sense or measure the
amount of force applied by the user to the touch-screen),
and/or other spatial or three-dimensional properties of the
electronic device and/or its position and/or its orientation
and/or its movement, and/or changes or modifications in
such spatial or three-dimensional properties of the electronic
device. For demonstrative purposes, user authentication
module 150A is depicted to show some demonstrative
sensors, for example, an accelerometer 151, a gyroscope
152, a compass 153, a tilt sensor 154, an orientation sensor
155, and a Force Touch touch-screen 156; other suitable
types of sensors may be used, and they are depicted (and
may be referred to) as sensors 157.

[0042] Accordingly, a novel CAPTCHA mechanism in
accordance with the present invention, may request the user
(e.g., via a textual command displayed on the screen; via
audible instructions conveyed as audio; by showing a video-
clip or animation demonstrating the requested gestures), to
perform one or more physical or spatial operations, or
physical or spatial movements, or physical or spatial ges-
tures or patterns, that would affect or modify the spatial or
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three-dimensional properties of the electronic device. For
example, a Spatial CAPTCHA Generator 161 may generate
a CAPTCHA challenge that requires the user to perform one
or more spatial operations on the electronic device, or that
require the user to otherwise perform operations that modify
or affect the spatial properties of the electronic device (e.g.,
its acceleration, its altitude, its velocity, its orientation or tilt,
its slanting, or the like).

[0043] The Spatial CAPTCHA challenge may be inserted
or injected or added, for example, into a web-site, web-page,
application, mobile application or “app”, an online service,
an electronic commerce site or service, an online banking
service, a search engine, a web-page or service that enables
a user to submit a query or to upload a file, a web-page or
service that enables a user to download data or files, or the
like.

[0044] Optionally, the Spatial CAPTCHA Generator 161
may construct or generate the Spatial CAPTCHA challenge
by selecting one or more operations from a Pool of Spatial
Operations 162, and arranging them in a particular order.
Optionally, a Timing Unit 163 may determine a suitable a
time-slot that would be allocated to performing the Spatial
CAPTCHA challenge, for example, a time-slot that is esti-
mated to be sufficiently suitable for correctly performing the
sequence of spatial operations. For example, each spatial in
the pool of spatial operations 162, may be associated with a
pre-defined value indicating the maximum time-slot for that
operation (e.g., tilting is allotted 1 second; rotating by 360
degrees is allotted 3 seconds; drawing an “U” figure in
mid-air with the electronic device is allotted 2.5 seconds; or
the like); and the timing module 163 may combine or add
together the allotted time slots of each spatial operation in
the sequence, in order to determine the aggregate time slot
that would be allotted to performing the entire Spatial
CAPTCHA challenge.

[0045] The electronic device may monitor and/or record
and/or and track the spatial and three-dimensional properties
of the electronic device via its sensors 151-157. A spatial
sequence tracker/analyzer 164 may analyze the sensed data,
to determine whether the requested three-dimensional
operations were performed (at all, or partially, or accurately;
or beyond a pre-defined minimum threshold of accuracy);
and may utilize this determination in order to confirm that
the user is indeed a human user, or conversely, in order to
determine that the spatial CAPTCHA challenge has been
failed (and should be re-run as a second chance or third
chance, or should cause other consequences such as block-
ing the access of the user to a service, or requiring the user
to perform additional authentication processes).

[0046] Optionally, a sufficient accuracy detector 165 may
operate to determine that, even though a requested spatial
sequence was not performed perfectly or exactly as required,
the similarity between the actually-performed spatial
sequence and the required (the challenge) spatial sequence is
sufficient (e.g., beyond a pre-defined threshold value) in
order to regard the actual performance as passing the spatial
challenge. For example, the spatial challenge may require
the user to draw a circle in mid-air using his smartphone; the
user may draw 330 degrees of an entire circle, using his
smartphone; and the sufficient accuracy detector 165 may
determine that such actual performance suffices to pass the
spatial challenge. Conversely, if the user draws in mid-air
only a curve of 210 degrees, the sufficient accuracy detector
165 may determine that this is not sufficiently similar to the
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required spatial operation, and that the spatial challenge was
not passed. Optionally, one or more ranges or threshold
values may be used, for determining whether a spatial
challenge was completed or passed (e.g., a threshold value
of 300 degrees (or more) of an entire circle, in the above
example of drawing an entire circle by moving the electronic
device).

[0047] In a demonstrative embodiment, the electronic
device that a user operates, and/or a computerized service
that the user attempts to access or to operate, may request the
user to perform one or more of these demonstrative spatial
or three-dimensional operations, or a combination or set or
ordered-sequence of the following spatial or three-dimen-
sional operations: (a) tilt the electronic device K degrees
towards the ground (or towards the sky, or towards the
ceiling); (b) spin or rotate the electronic device K degrees
(e.g., 90 degrees, or 180 degrees, or 45 degrees, or 360
degrees) clockwise (or counter-clockwise), about a particu-
lar axis of rotation (e.g., while the electronic device remains
generally-parallel to the ground); (¢) flip the electronic
device over, to be upside-down, or to be positioned sideways
(e.g., perpendicular to the ground); (d) spin or rotate the
device counter-clockwise (or clockwise), an entire 360
degrees rotation, or a rotation of K degrees, or a pre-defined
number of rotations (e.g., two full circular rotations); (e)
rapidly shake the electronic device three times up-and-
down; () tilt the electronic device to the right, then to the
left, then to the right again (or other sequence of tilting
directions); (g) gently and carefully throw or toss your
device upwardly to the air and catch it again; (h) move the
entire electronic device in the air to draw a pre-defined
pattern or shape or letter or digit or character (e.g., draw the
letter “U” in the air by moving the entire smartphone; draw
the letter “V” in the air by moving the entire tablet; draw the
digit “8” in the air by moving the smart-watch; draw a
question mark character (“?”) in the air using the smart-
phone; draw a triangle in the air by moving the tablet; draw
a square in a counter-clockwise direction by moving the
entire smartphone; or the like); (i) accelerate the electronic
device upwardly, bring it to a stop, and then accelerate it
downwardly (such as, by raising the smartphone rapidly 30
centimeters upwardly, then changing direction and bringing
the smartphone rapidly 30 centimeters upwardly); (j) per-
form operations that change the altitude or location of the
smartphone in particular manner or sequence (e.g., lift the
smartphone 50 centimeters upwardly, then lower the smart-
phone 25 centimeters downwardly); and/or other suitable
operations or combinations. The value of K may be a
pre-defined value (e.g., 30 or 45 or 90 or 180 or 270 or 360
degrees), or may be a pseudo-random integer or number, or
may be selected pseudo-randomly from a pool or list of
possible K values (e.g., the pool containing the values of 45,
90, 180 and 360 degrees).

[0048] In some embodiments, the novel CAPTCHA
mechanism may be implemented by the Spatial CAPTCHA
Generator 161, able to select or define the requested spatial
operation(s) that form the spatial CAPTCHA sequence; as
well as the Spatial Sequence Tracker/Analyzer 164, able to
track the spatial properties of the electronic device, log the
changes in such spatial properties, and compare them to the
requested Spatial CAPTCHA challenge that was requested
of the user.

[0049] In some embodiments, the user may be allocated a
pre-defined time period (e.g., ten or twenty or thirty seconds)
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to perform the requested operation(s); and the user would
fail the challenge if the operation(s) are not performed
within the allotted time-slot. The Timing Module 162, in
association with a Real Time Clock (RTC) 166, may be
responsible for setting or selecting or defining the maximum
time that would be allotted for performing the spatial
challenge; for monitoring or tracking or measuring the
actual time that elapsed; and for determining whether or not
the spatial challenge was performed within the allotted
time-limit.

[0050] Optionally, a Spatial CAPTCHA Tolerance Modi-
fier 167 may be utilized in order to fine-tune or configure or
set or modify the tolerance level of the Spatial CAPTCHA
system to real-life physical operations performed by the
user; for example, enabling the service administrator to
configure a 10% tolerance, such that a request to tilt the
device by 90 degrees may be regarded as correctly fulfilled
if the user actually tilts the device by 84 degrees or by 89
degrees or by 96 degrees. In some embodiments, the spatial
challenge mechanism may be implemented in a manner that
allows a system administrator to provide as input, an indi-
cation of the tolerance level that is permitted, thereby
enabling the mechanism to be flexible or modular, to be
stricter or more allowing, depending on the type of service
that is about to be accessed, or depending on the type of
operation that is about to be performed by the user. For
example, a Spatial CAPTCHA challenge prior to performing
a wire transfer in a banking website, may have less tolerance
and may be stricter, compared to a spatial challenge that is
used for allowing a user to download an audio file from an
online music store.

[0051] In some embodiments, the tolerance level of the
Spatial CAPTCHA may be configured with regard to a series
of operations, allowing some tolerance in diverting from the
requested set of operations, if part of the performed gestures
appears to be in line with the requested sequence. For
example, the Spatial CAPTCHA may require the user to
perform a series of three operations (e.g., spin the device
clockwise; flip over the device; shake the device), and the
tolerance level may be configured such that if the user
performs correctly at least two of the three operations,
within a pre-defined time frame (e.g., within 20 seconds), in
the correct order, then the challenge would be regarded as
completed successfully.

[0052] In some embodiments, the requested Spatial
Operations of the Spatial Challenge may be conveyed to the
user by presenting a video-clip or animation of the required
operations, with a short instruction of “please perform the
spatial operations that are shown in the video/the anima-
tion”, and without presenting textual instructions at all (or,
in addition to textual instructions). The absence of textual
instructions may further strengthen the Spatial CAPTCHA
against computerized attempts to bypass it. In some embodi-
ments, for example, each spatial operation in the Pool of
spatial operations 162 may be associated with a pre-stored
video or animation or image or audio-segment, which dem-
onstrates or depicts or otherwise conveys instructions on
how to perform the required spatial operation; and a Spatial
Instructions Generator 168 may be used to stitch-together or
to combine a sequence of the instructions segments (or
instruction items) that correspond to the selected sequence
of spatial operations that are required as the spatial chal-
lenge.
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[0053] In some embodiments, the novel CAPTCHA
mechanism may be utilized as augmenting a conventional
CAPTCHA mechanism; for example, requesting the user to
enter the text that is shown as a distorted image, and also to
perform one or more spatial gestures on the computing
device or electronic device; thereby strengthening the
CAPTCHA mechanism against automated attempts to
bypass it.

[0054] In some embodiments, the user may be able to
select or to request, whether to use the Spatial CAPTCHA
mechanism, instead of using a conventional text-based or
audio-based CAPTCHA mechanism. For example, a user
that is frustrated from trying to solve a visual CAPTCHA
challenge of distorted text, may request the computerized
service or website or application to present to him a Spatial
Challenge instead.

[0055] Reference is made to FIG. 3, which is a schematic
block-diagram illustration of user authentication module
150B and its associated components, in accordance with
some demonstrative embodiments of the present invention.
The user authentication module 150B of FIG. 3 may be a
demonstrative example of the user authentication module
150 of FIG. 1; or may be comprised in, or may operate in
conjunction with, the user authentication module 150 of
FIG. 1.

[0056] User authentication module 150B may enable a
device or a system to authenticate a user based on, or by
taking into account (e.g., as one authentication factor out of
one or more authentication factors) a Spatial or Three-
Dimensional Password.

[0057] The Applicants have realized that many users uti-
lize an electronic device (such as a smartphone, a tablet, or
other electronic device or computing device) in order to
enter or submit user credentials or authentication data (e.g.,
username, password, PIN, pass-phrase, answers to security
questions); and such electronic devices may comprise, for
example, one or more accelerometers, one or more gyro-
scopes, one or more modules or elements able to determine
position or orientation or direction of velocity or accelera-
tion or deceleration of the device, or the like.

[0058] The Applicants have realized that it may be ben-
eficial to define and/or utilize a spatial or three-dimensional
password or pass-phrase or PIN or security response item or
other challenge-response item, in a manner that includes
both the content of the response (e.g., the password itself) as
well as one or more characteristics of the computing device
while the response is being entered; and to utilize such
combined data for authentication purposes or for user-
identification purposes or for user-differentiation purposes.
[0059] In a demonstrative implementation, the user
authentication module 150B may comprise, or may operate
in conjunction with, one or more sensors or components of
the electronic device; for example, accelerometer 151, gyro-
scope 152, compass 153, tilt sensor 154, orientation sensor
155, and Force Touch touch-screen 156; other suitable types
of sensors may be used, and they are depicted (and may be
referred to) as sensors 157.

[0060] In some embodiments, an Initial Enrollment Mod-
ule 171 may request a user to define a new password (e.g.,
upon creation of a new account). The user may utilize the
electronic device in order to enter his new password (e.g.,
“swordfish”); and a Password Payload Module 172 may
receive or capture the entered data, and may securely store
it as a password of that user or username (e.g., in a password
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database; or, may store a hashed value of the entered
password, or a salted and hashed value of the entered
password). A Password Entry-Manner Tracker 173 may
track and monitor the particular, user-specific, manner in
which the particular user operates the device while, or
immediately prior to, or immediately subsequent to, entering
his password. For example, the Password Entry-Manner
Tracker 173 may track or monitor or sense, by using one or
more of the sensors 151-157, the spatial properties (or the
modifications or changes to the spatial properties) of the
electronic device, prior to and/or during and/or subsequent
to the entry of the password by the user. For example, the
Password Entry-Manner Tracker 173 track and monitor the
acceleration, deceleration, velocity, tilt, orientation, spin,
rotation, position, location, slanting, force applied, pressure
applied, and/or other particular spatial characteristics of the
electronic device.

[0061] A Spatial Signature Generator 174 may generate or
may construct a user-specific signature, that describes, or
reflects, or corresponds to, a sequence of spatial operations
that the user performs during (and/or immediately before,
and/or immediately after) entry of the password, or a
sequence of spatial changes that the electronic device exhib-
its during (and/or immediately before, and/or immediately
after) entry of the password. The generated Spatial Signature
(or a hashed value thereof, or a salted and hashed value
thereof) may be stored as an additional secret, or as part of
a secret, that is associated with that user or username or
account, and which may be used for user authentication, or
as a user authentication factor, or as part of a user-authen-
tication factor.

[0062] Insome embodiments, the spatial signature may be
generated immediately upon the first definition or creation of
a new password by the user, or upon the first session in
which the user is requested to create a new password (and
optionally, to repeat or re-type it). In other embodiments, the
spatial signature may be generated based on the first K
sessions in which the user enters and/or defines his pass-
word, in order to extract the spatial gestures of the user are
characteristic to that user and/or that repeat over such K
sessions; and only from the K+1 session, the gesture or
spatial data may be actually utilized as an additional secret
or as a user-identifying feature.

[0063] For example, the system may monitor and track
one or more spatial or spatial-related data items (e.g., device
acceleration or deceleration; device orientation or position;
accelerometer data or events; gyroscope data or events;
touch-screen data or events; or the like), and may store them
as part of a secret (e.g., a combined secret representation of
password-and-spatial-data); thereby tailoring a password or
pass-phrase or PIN to have biometric characteristics and/or
user-specific characteristics and/or behavioral characteris-
tics that may be unique (or may be known) only to the
genuine user that defined the password, and not to an
attacker who attempts to enter the same password without
those additional characteristics.

[0064] In some implementations, a Password Payload/
Spatial Features Correlator 175 may associate between (i) a
particular gesture or sequence of gestures, or behavior, of the
user while (or before, or after) he enters the password, or a
spatial characteristic of the device being utilized, and (ii) a
password being entered or being submitted for authentica-
tion; and may treat the combination of the password-and-
gesture or password-and-device-data as a combined secret,
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for authentication purposes. Optionally, Timing Unit 163, in
association with Real Time Clock (RTC) 166, may further
provide data about the particular timing of spatial user
gestures and/or spatial changes of the electronic device, and
such timing characteristics may further be part of the com-
bined secret (e.g., that the password is typically entered over
a total time period of K milliseconds; that during the first 0.5
seconds of the password-entry process the user rotates the
smartphone by 30 degrees clockwise; or the like).

[0065] Subsequently, when the user (the genuine user, or
a human attacker, or an automated attacker or “bot” or
script) attempts to re-enter the password, the user authenti-
cation module 150B may utilize a Password Payload/Spatial
Features Matching Module 176 in order to take into account
two factors in aggregate as a condition for authenticating the
user: (I) whether the payload of the password is correct and
matches the reference password pre-stored for that account
or user or username, and also (II) whether the spatial
features or the three-dimensional features of the electronic
device, as currently tracked or as freshly tracked during (or
immediately before, or immediately after) the fresh entry of
the password, match (e.g., are identical to, or are sufficiently
similar to) the reference Spatial Signature of the user, that
was tracked and defined when the user had initially defined
his password.

[0066] In a demonstrative implementation, the system
may observe that the user defined his password (e.g., the
word “swordfish”) while holding the smartphone upside-
down (e.g., the user is lying in bed on his back); or that the
user tilted the smartphone about 30 degrees relative to a
horizontal plane; and may add this as an additional charac-
teristic for the manner of entering the password, as a
condition for authentication and in addition to the actual
matching of the content of the entered password. Accord-
ingly, a subsequent user that would attempt to enter the
payload of the password correctly (“swordfish”), but would
do so while standing up and holding the smartphone at
eye-level generally perpendicular to the ground, would fail
the authentication attempt since the Spatial Signature of the
device and/or of the user is not identical (and is not suffi-
ciently similar to) the reference Spatial Signature.

[0067] In another implementation, the system may moni-
tor and/or observe that the password was defined while
utilizing one or more unique directions-of-movement, or
angels, or spins, or tilting, or other device characteristics or
user-behavior characteristics that may be utilize for estab-
lishing a 3D-signature, optionally associated with a timing
scheme or timing representation (e.g., the user tilts the
device clockwise while entering the first character of the
password, and then after 0.5 seconds the user tilts the device
counter-clockwise while entering the fifth character of the
password, or the like). These user-specific characteristics
may be extracted from the manner in which the user had
entered his password, and may be used subsequently as an
additional factor of user authentication; such that, not only
the payload of the fresh password needs to match the
payload of the reference password, but also, the manner-of-
entry of the fresh password needs to match the historic or the
original or the reference manner-of-entry of the original or
historic password.

[0068] Accordingly, user authentication module 150B
may authenticate a user (or, may deny access of a user to an
account or a service; or may authorize or allow access of a
user to an account or a service) by taking into account, in
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combination: (a) the content or “payload” of a password or
PIN or pass-phrase or security-response; and/or (b) a three-
dimensional gesture or movement or spatial-data that char-
acterizes the manner in which the user enters his password;
and/or (c) other three-dimensional or spatial-related data of
the device (and not necessarily of the user), such as accel-
eration data or gyroscope data, during entry of such pass-
word; and/or (d) a timing scheme that associates a particular
characteristic of the above, with a particular time-offset or
point-in-time, or with a particular sequence or sequencing-
scheme (e.g., firstly tilting the device towards a first direc-
tion, and then tilting the device or spinning the device
towards a second direction).

[0069] In some embodiments, the above parameters may
be observed and utilized not only (or not at all) with regard
to the entry of the password; but rather, or instead, or in
addition to it, immediately-before entry of the password
and/or immediately-after entry of the password. For
example, the system may enable a user to define a user-
specific authentication sequence, in which the user: spins the
device clockwise approximately 40 degrees, then enters the
password, and then spins the device counter-clockwise
approximately 90 degrees; or may allow the user to define
other gestures or 3D-signatures or spatial information that
may be monitored, collected and/or utilized prior to entry of
the password, during the entry of the password, and/or
subsequent to the entry of the password.

[0070] The Spatial Password mechanism of the present
invention may be inserted or injected or added, for example,
into a web-site, web-page, application, mobile application or
“app”, an online service, an electronic commerce site or
service, an online banking service, a search engine, a web-
page or service that enables a user to submit a query or to
upload a file, a web-page or service that enables a user to
download data or files, or the like.

[0071] In some embodiments, the user authentication
module 150B may be configured to reduce friction of users
that attempt to authenticate; for example, by allowing a user
to pass authentication (e.g., to successtully log-in), even if
some (bon not all) of the payload of the password matches
the payload of the reference password, as long as the unique
user-specific manner in which the user enters the fresh
password is sufficiently matching to the historic or reference
manner-of-entry of that user or account. For example, user
Adam defines or creates his password “swordfish”, while
tilting his smartphone by 45 degrees and also accelerating
his smartphone upwardly. Later, user Adam attempts to
log-in to this account, but types incorrectly “swordfisj”
(replacing the last “h” with a “j”), but while still performing
the same sequence of spatial operations. The user authenti-
cation module 150B may be pre-configured, by a system
administrator, to tolerate this slight or partial deviation in the
payload of the password (e.g., a deviation or error that is
smaller than a pre-defined value; such as, a mistake in only
one or two or K characters of the payload), which is
compensated by the correct performance of the unique
user-specific manner of entry of the password.

[0072] Optionally, a sufficient accuracy detector 177 may
operate to determine that, even though the fresh spatial
sequence that is sensed when the user attempts to freshly
enter a password, does not perfectly or exactly match the
original or historic spatial sequence of features, the similar-
ity between the actually-performed spatial sequence and the
required (the reference) spatial sequence is sufficient (e.g.,
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beyond a pre-defined threshold value) in order to regard the
actual performance as passing. For example, the reference
password had been defined by user Bob while he performed
a rotation of his smartphone by 90 degrees clockwise; later,
user Bob may enter the same password (the same payload),
while also rotating his smartphone by 84 degrees clockwise;
and the sufficient accuracy detector 177 may determine that
such actual performance suffices to pass the spatial require-
ments, and that the fresh password can be regarded as if it
was entered according to the required, historic, manner-of-
entry. Conversely, if the user enters the password while also
rotating his phone by only 45 degrees, the sufficient accu-
racy detector 177 may determine that this is not sufficiently
similar to the required spatial features, and the user authen-
tication may be declared to as failure or rejection. Option-
ally, one or more ranges or threshold values may be used, for
determining whether the spatial signature matches or does
not sufficiently match (e.g., a threshold value of 80 degrees
(or more) of rotating the smartphone, in the above example).

[0073] In some embodiments, a Spatial Signature Updater
178 may continuously or periodically update the spatial
signature that reflects the particular spatial features of the
electronic device associated with the manner in which a
password is entered. In the above example, the Spatial
Signature Updater 178 may track and may determine that
even though the initial, original, password (“swordfish”) was
defined by user Bob while rotating his smartphone by 90
degrees clockwise, in 6 subsequent log-in sessions (that
were successful), user Bob has rotated his smartphone by
only 80 degrees while also entering his password correctly.
The Spatial Signature Updater 178 may learn, over such
multiple iterations, that the spatial signature needs to be
updated or adjusted, to reflect a clockwise rotation of 80
degrees instead of the original 90 degrees. The user need not
be informed or notified of such updating, which may occur
in the background and without the user’s knowledge. Upon
such updating of the spatial signature, the new value may be
used for subsequent authentication sessions. Later, if user
Bob rotates his smartphone by 77 degrees clockwise while
entering his password, the user authentication module 150B
may determine that the authentication is approved, since the
fresh value (77 degrees) is sufficiently similar to close to the
Updated spatial signature (80 degrees), even though the
fresh value (77 value) may be insufficiently close to the
original or historic spatial signature (90 degrees).

[0074] The present invention may further comprise
embodiments in which a string-based password that the user
is Null, or is skipped or discarded entirely; or is not entered
at all by a user; such that, in some embodiments, only a
three-dimensional spatial password is utilized for user
authentication, instead of requiring the user to create or
define a conventional password (e.g., a string of characters).
Such embodiments of the present invention may thus utilize
a Pure Spatial Password (or a purely spatial password), as an
authentication factor for a user, or to otherwise confirm or
affirm user identity; without the need to create and/or enter
and/or submit a string of characters as a conventional
password. This may be implemented, for example, by a Pure
Spatial Password Module 181 which may be part of user
authentication module 150, or may otherwise be associated
with a computing platform, an electronic device, an online
platform, or the like.

[0075] In a first set of embodiments that utilize a Pure
Spatial Password, a user may create a new account or a new
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user profile; but instead of requiring the user to enter a
user-selected string as a conventional password, the Pure
Spatial Password Module 181 may skip such request, and
may instead require the user to perform a sequence of spatial
gestures with the electronic device and/or with an input unit
of the electronic device. For example, the Pure Spatial
Password Module 181 may generate a sequence of spatial
operations or spatial gestures that will be regarded as
user-specific combination, such as, by selecting discrete
operations from pool of spatial operations 162; and a spatial
instructions generator 168 may present to the user a set of
spatial instructions requesting the user to perform that set or
sequence of spatial operations. The spatial operations and/or
their order or sequence, may be selected randomly or
pseudo-randomly from the pool of spatial operations 162.
For example, the Pure Spatial Password Module 181 may
thus generate for the user a pseudo-random sequence of
spatial operations, such as, “please lift your smartphone
upwardly 40 centimeters; then rotate your smartphone by
180 degrees clockwise as if you are reading the screen
upside-down; then shake your smartphone three times”. The
user may perform this sequence (one time, or multiple time),
and the Pure Spatial Password Module 181 may verify that
the user is capable of correctly performing the system-
selected sequence of spatial operations. Then, the Pure
Spatial Password Module 181 may inform or notify the user
that this spatial sequence is the new “password” (or, pass-
word equivalent, or authentication factor) of the user.
Optionally, the Pure Spatial Password Module 181 may ask
the user whether the user agrees to utilize this sequence as
a password replacement; or, whether the user prefers to
utilize another, different, sequence of spatial operations that
the Pure Spatial Password Module 181 would pseudo-
randomly select for the user. Once the user approves that he
is comfortable with using the spatial sequence, the Pure
Spatial Password Module 181 may generate and store a
Spatial Sequence Signature which corresponds to the spatial
properties, or to the changes in spatial properties, of the
electronic device while the Pure Spatial Password is per-
formed by the user (optionally taking into account the
particular user-specific variations of the particular user; such
as, if the original spatial instruction was “please rotate your
smartphone by 180 degrees”, but the particular user has
rotated his smartphone by 150 degrees across three repeated
iterations, the Pure Spatial Password Module 181 may
include in the spatial combination an indication of the actual
spatial gesture (150 degrees) as performed by the particular
user, and not the pre-selected spatial operation).

[0076] The Spatial Sequence Signature may be encrypted,
hashed, salted, salted-and-hashed, stored, securely stored,
and/or otherwise handled (e.g., securely transmitted to a
remote location), and may be stored in association with the
username or account-identifier of that user’s account or
profile. Subsequently, when a user attempts to authenticate
or log-in into that account or profile, the Pure Spatial
Password Module 181 may determine that no conventional
password (“string” based password) exists or is required,
and that a Pure Spatial Password is defined for that account;
and may require the user to perform the particular sequence
of spatial operations that had been defined as its spatial
password.

[0077] In some embodiments, the Pure Spatial Password
Module 181 does not present to the user any spatial instruc-
tions at this stage of user authentication, but rather, only
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requires the user to recall from his memory what the spatial
sequence was and to perform it correctly. In other embodi-
ments, the Pure Spatial Password Module 181 may provide
initial or partial instructions to the user, such as, “Please
perform the sequence of spatial operations that begin by
shaking your smartphone three times”. In yet other embodi-
ments, the Pure Spatial Password Module 181 may provide
partial or even full spatial instructions to the user that
attempts to authenticate via the Spatial Password, and may
authenticate (or reject, or block) the user based on identi-
fying the particular user-specific manner that the current
user utilizes to perform the requested sequence, based on its
similarity to the previously-performed reference sequence
that was performed when the spatial password was created
or defined. For example, the formal instructions to the user
that attempts to authenticate may be ‘“Please rotate your
smartphone by 180 degrees”; however, the Spatial Sequence
Signature of the genuine user may indicate that the genuine
user had performed a rotation of only 150 degrees for this
spatial step, and therefore the Pure Spatial Password Module
181 may check whether the current user that attempts to
authenticate similarly perform such 150 degrees rotation,
and not the instructions-based 180 degrees rotation.

[0078] If the Pure Spatial Password Module 181 deter-
mines that the freshly-performed sequence of spatial opera-
tions or gestures, matches the original sequence of spatial
operations as reflected in the Spatial Sequence Signature,
then the Pure Spatial Password Module 181 declares that
this user authentication factor is fulfilled or is passed suc-
cessfully (such as, the user becomes authenticated if this is
the single factor for authentication; or the system proceeds
to utilize a second factor of user authentication if the Pure
Spatial Password is one factor out of two-step or multiple-
step authentication process).

[0079] In another set of demonstrative embodiments,
instead of (or in addition to) utilizing the Pure Spatial
Password Module 181 for the purpose of generating a
system-selected pseudo-random sequence of spatial opera-
tions that is then proposed to the user as a new spatial
password, the Pure Spatial Password Module 181 may
propose to the user that the user himself would create his
own sequence of spatial operations. For example, the Pure
Spatial Password Module 181 may notify the user, “Please
create your unique spatial password, by performing any
sequence of spatial operations within the next five seconds,
selected at your choice from the following list of spatial
operations: tilt your smartphone by N degrees, rotate your
smartphone by K degrees, shake your smartphone N times”.
The user may then proceed to create his own user-selected
sequence of spatial operation, while the spatial sequence
tracker/analyzer 164 monitors and records the spatial ges-
tures or the changes in spatial properties of the electronic
device, and the spatial signature generator 174 may then
generate a Spatial Sequence Signature that reflects the
unique user-specific sequence of spatial operations, and the
particular manner in which the particular user performed it.
This user-defined (and not system-selected) Spatial
Sequence Signature may then be used by the system as a
Pure Spatial Password, for user authentication purposes or
as a user authentication factor.

[0080] In accordance with the present invention, a three-
dimensional password or a spatial password or a gesture-
based password, may be or may comprise, for example: (a)
a secret sequence of spatial operations and/or spatial ges-
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tures that the user is required to perform, within a pre-
defined time-frame and in a particular order; or, (b) a
particular user-specific manner in which the user performs
such secret sequence (e.g., the particular manner of user Bob
who regularly rotates his smartphone by 160 degrees, even
though the original definition of his password suggested to
him to rotate the smartphone by 180 degrees); or, (c) the
secret sequence of item (a) above, in combination with the
payload or the actual string of a characters-based password
(or a hashed value thereof); or, (d) the secret sequence of
item (b) above, in combination with the payload or the actual
string of a characters-based password (or a hashed value
thereof).

[0081] It is noted that in accordance with the present
invention, monitoring and/or analyzing of “user interac-
tions” and/or “user gestures”, may further comprise the
monitoring and/or analyzing of interactions, gestures, and/or
sensed data that is collected shortly before or immediately
before the actual interaction, and/or interactions, gestures,
and/or sensed data that is collected shortly after or imme-
diately after the actual interaction; in addition to the data
collected or sensed or monitored during the interaction
itself.

[0082] It is noted that in accordance with the present
invention, the “user interaction data” may comprise, for
example, any data that is sensed or captured by the end-user
device or by any sensors thereof or by other (e.g., external)
sensors, and which may relate directly or indirectly to the
user interaction or to the input-output exchange between the
user and the device (or the service). For example, data
sensed by the accelerometer and/or gyroscope(s) and/or
orientation sensor(s) of the end-user device, during the
interaction and/or shortly prior to the interaction and/or
shortly after the interaction, may be utilized as part of the
data from which a user-specific behavioral profile or cog-
nitive biometric profile is generated; for example, identify-
ing that user Adam typically orients his smartphone at a 30
degrees angle during the actual touch-screen interaction;
identifying that user Bob typically rotates his smartphone
clockwise by 20 degrees immediately prior to performing a
touch-screen gestures; identifying that use Carl typically
causes a movement sideways, or a movement to the left side,
or a tilting to a certain direction, of the entire electronic
device, prior to the interaction (the task performance) or
immediately prior to it or immediately after it; or the like.

[0083] It is noted that in some embodiments, the user
authentication or controlled access methods of the present
invention, may optionally be used in conjunction with
sensing and/or analyzing other user-specific features or
biometric traits; for example, using an image or photo or
video of the user (e.g., before or during or after the actual
interaction is performed), or using an audio or speech
utterance or voice utterance by the user (e.g., before or
during or after the actual interaction is performed), face
recognition, retina scanning, speech analysis, fingerprints,
and/or other biometric features and/or user-specific charac-
teristics. For example, the image or voice of the user, may
be utilized as an assisting parameter in the decision whether
or not the current user, who is performing the required task
by interactions or gestures, is indeed the genuine user. For
example, if the system of the present invention is utilized in
order to authorize or reject the access of a user into a
building or a vehicle, then utilization of the user’s image
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and/or voice may further be used as part of the decision-
making process in which the user is authenticated or is
blocked.

[0084] The terms “mobile device” or “mobile electronic
device” as used herein may include, for example, a smart-
phone, a cellular phone, a mobile phone, a smart-watch, a
tablet, a handheld device, a portable electronic device, a
portable gaming device, a portable audio/video player, an
Augmented Reality (AR) device or headset or gear, a Virtual
Reality (VR) device or headset or gear, or the like.

[0085] The term “pointing device” as used herein may
include, for example, a mouse, a trackball, a pointing stick,
a stylus, a joystick, a motion-sensing input device, a touch
screen, a touch-pad, or the like.

[0086] The terms “device” or “electronic device” as used
herein may include, for example, a mobile device, a non-
mobile device, a non-portable device, a desktop computer, a
workstation, a computing terminal, a laptop computer, a
notebook computer, a netbook computer, a computing
device associated with a mouse or a similar pointing acces-
sory, a smartphone, a tablet, a smart-watch, and/or other
suitable machines or devices.

[0087] The term “genuine user” as used herein may
include, for example, an owner of a device; a legal or lawful
user of a device; an authorized user of a device; a person
who has legal authorization and/or legal right to utilize a
device, for general purpose(s) and/or for one or more
particular purpose(s); or the person who had originally
defined user credentials (e.g., username and password) for
performing an activity through the device.

[0088] The term “fraudulent user” as used herein may
include, for example, any person who is not the “genuine
user” of the device; an attacker; an intruder; a man-in-the-
middle attacker; a man-in-the-browser attacker; an unau-
thorized user; an impersonator; a hacker; a cracker; a person
attempting to hack or crack or compromise a security
measure utilized by the device or by a system or a service or
a website, or utilized by an activity or service accessible
through the device; a fraudster; a human fraudster; a “bot”
or a malware or an automated computerized process (e.g.,
implemented by using software modules and/or hardware
components) which attempts to imitate human behavior or
which attempts to act as if such “bot” or malware or process
was the genuine user; or the like.

[0089] The present invention may be used in conjunction
with various suitable devices and systems, for example,
various devices that have a touch-screen; an ATM; a kiosk
machine or vending machine that has a touch-screen; a
touch-keyboard; a system that utilizes Augmented Reality
(AR) components or AR glasses (e.g., Google Glass®); a
device or system that may detect hovering gestures that do
not necessarily touch on the screen or touch-screen; a
hovering screen; a system or device that utilize brainwave
analysis or brainwave control in which the user’s brain-
waves are captured or read and the user’s brain may directly
control an application on the mobile device; and/or other
suitable devices or systems.

[0090] Some embodiments may identify multiple (differ-
ent) users that utilize the same device, or the same account,
before or after a typical user profile is built, or even during
a training period in which the system learns the behavioral
patterns. This may be used for detection of “friendly fraud”
incidents, or identification of users for accountability pur-
poses, or identification of the user that utilized a particular
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function in an Administrator account (e.g., optionally used
in conjunction with a requirement that certain users, or users
with certain privileges, may not share their password or
credentials with any other person); or identification of a
licensee in order to detect or prevent software piracy or
unauthorized usage by non-licensee user(s), for software or
products that are sold or licensed on a per-user basis or a
per-seat basis.

[0091] Some embodiments may be utilized to identify or
detect a remote access attacker, or an attacker or a user that
utilizes a remote access channel to access (or to attack, or to
compromise) a computerized service, or an attacker or
cyber-attacker or hacker or impostor or imposter or “fraud-
ster” that poses as a genuine user or as a true owner of an
account, or an automatic script or “bot” or malware. Some
embodiments may be used to differentiate or distinguish
among, for example, an authorized or legitimate or genuine
or human user, as opposed to an illegitimate and/or unau-
thorized and/or impostor human attacker or human user,
and/or as opposed to a “bot” or automatic script or auto-
mated script or automated program or malware.

[0092] Some embodiments may be utilized for authenti-
cating, or confirming the identity of, a user who is already
logged-in or signed-in; or conversely, a user that did not
perform (or did not yet perform, or did not complete) a
log-in or sign-in process; or a user that did not successfully
perform a log-in or sign-in process; or a user who is
interacting with a computerized service prior to signing-in or
logging in (e.g., filling-out fields in an electronic commerce
website as part of checking-out as a guest), or during a log-in
process, or after a log-in process; or to confirm the identity
of a user who is already-logged-in, or who is not-yet
logged-in, or who operates a system or service that does not
necessarily require or utilize a log-in process.

[0093] Although portions of the discussion herein relate,
for demonstrative purposes, to wired links and/or wired
communications, some embodiments of the present inven-
tion are not limited in this regard, and may include one or
more wired or wireless links, may utilize one or more
components of wireless communication, may utilize one or
more methods or protocols of wireless communication, or
the like. Some embodiments may utilize wired communi-
cation and/or wireless communication.

[0094] The system(s) and/or device(s) of the present
invention may optionally comprise, or may be implemented
by utilizing suitable hardware components and/or software
components; for example, processors, processor cores, Cen-
tral Processing Units (CPUs), Digital Signal Processors
(DSPs), circuits, Integrated Circuits (ICs), controllers,
memory units, registers, accumulators, storage units, input
units (e.g., touch-screen, keyboard, keypad, stylus, mouse,
touchpad, joystick, trackball, microphones), output units
(e.g., screen, touch-screen, monitor, display unit, audio
speakers), acoustic microphone(s) and/or sensor(s), optical
microphone(s) and/or sensor(s), laser or laser-based micro-
phone(s) and/or sensor(s), wired or wireless modems or
transceivers or transmitters or receivers, GPS receiver or
GPS element or other location-based or location-determin-
ing unit or system, network elements (e.g., routers, switches,
hubs, antennas), and/or other suitable components and/or
modules.

[0095] The system(s) and/or devices of the present inven-
tion may optionally be implemented by utilizing co-located
components, remote components or modules, “cloud com-
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puting” servers or devices or storage, client/server architec-
ture, peer-to-peer architecture, distributed architecture, and/
or other suitable architectures or system topologies or
network topologies.

[0096] In accordance with embodiments of the present
invention, calculations, operations and/or determinations
may be performed locally within a single device, or may be
performed by or across multiple devices, or may be per-
formed partially locally and partially remotely (e.g., at a
remote server) by optionally utilizing a communication
channel to exchange raw data and/or processed data and/or
processing results.

[0097] Some embodiments may be implemented by using
a special-purpose machine or a specific-purpose device that
is not a generic computer, or by using a non-generic com-
puter or a non-general computer or machine. Such system or
device may utilize or may comprise one or more compo-
nents or units or modules that are not part of a “generic
computer” and that are not part of a “general purpose
computer”, for example, cellular transceivers, cellular trans-
mitter, cellular receiver, GPS unit, location-determining
unit, accelerometer(s), gyroscope(s), device-orientation
detectors or sensors, device-positioning detectors or sensors,
or the like.

[0098] Some embodiments may be implemented as, or by
utilizing, an automated method or automated process, or a
machine-implemented method or process, or as a semi-
automated or partially-automated method or process, or as a
set of steps or operations which may be executed or per-
formed by a computer or machine or system or other device.
[0099] Some embodiments may be implemented by using
code or program code or machine-readable instructions or
machine-readable code, which may be stored on a non-
transitory storage medium or non-transitory storage article
(e.g., a CD-ROM, a DVD-ROM, a physical memory unit, a
physical storage unit), such that the program or code or
instructions, when executed by a processor or a machine or
a computer, cause such processor or machine or computer to
perform a method or process as described herein. Such code
or instructions may be or may comprise, for example, one or
more of: software, a software module, an application, a
program, a subroutine, instructions, an instruction set, com-
puting code, words, values, symbols, strings, variables,
source code, compiled code, interpreted code, executable
code, static code, dynamic code; including (but not limited
to) code or instructions in high-level programming lan-
guage, low-level programming language, object-oriented
programming language, visual programming language,
compiled programming language, interpreted programming
language, C, C++, C#, Java, JavaScript, SQL, Ruby on
Rails, Go, Cobol, Fortran, ActionScript, AJAX, XML,
JSON, Lisp, Eiffel, Verilog, Hardware Description Lan-
guage (HDL, BASIC, Visual BASIC, Matlab, Pascal,
HTML, HTMLS5, CSS, Perl, Python, PHP, machine lan-
guage, machine code, assembly language, or the like.

[0100] Discussions herein utilizing terms such as, for
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example, “processing”, “computing”, “calculating”, “deter-
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mining”, “establishing”, “analyzing”, “checking”, “detect-
ing”, “measuring”, or the like, may refer to operation(s)
and/or process(es) of a processor, a computer, a computing
platform, a computing system, or other electronic device or
computing device, that may automatically and/or autono-
mously manipulate and/or transform data represented as

physical (e.g., electronic) quantities within registers and/or
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accumulators and/or memory units and/or storage units into
other data or that may perform other suitable operations.
[0101] Some embodiments of the present invention may
perform steps or operations such as, for example, “deter-
mining”, “identifying”, “comparing”, “checking”, “query-
ing”, “searching”, “matching”, and/or “analyzing”, by uti-
lizing, for example: a pre-defined threshold value to which
one or more parameter values may be compared; a com-
parison between (i) sensed or measured or calculated value
(s), and (ii) pre-defined or dynamically-generated threshold
value(s) and/or range values and/or upper limit value and/or
lower limit value and/or maximum value and/or minimum
value; a comparison or matching between sensed or mea-
sured or calculated data, and one or more values as stored in
a look-up table or a legend table or a legend list or a database
of possible values or ranges; a comparison or matching or
searching process which searches for matches and/or iden-
tical results and/or similar results among multiple values or
limits that are stored in a database or look-up table; utiliza-
tion of one or more equations, formula, weighted formula,
and/or other calculation in order to determine similarity or a
match between or among parameters or values; utilization of
comparator units, lookup tables, threshold values, condi-
tions, conditioning logic, Boolean operator(s) and/or other
suitable components and/or operations.

[0102] The terms “plurality” and “a plurality”, as used
herein, include, for example, “multiple” or “two or more”.
For example, “a plurality of items” includes two or more
items.

[0103] References to “one embodiment”, “an embodi-
ment”, “demonstrative embodiment”, “various embodi-
ments”, “some embodiments”, and/or similar terms, may
indicate that the embodiment(s) so described may optionally
include a particular feature, structure, or characteristic, but
not every embodiment necessarily includes the particular
feature, structure, or characteristic. Furthermore, repeated
use of the phrase “in one embodiment™ does not necessarily
refer to the same embodiment, although it may. Similarly,
repeated use of the phrase “in some embodiments” does not
necessarily refer to the same set or group of embodiments,
although it may.

[0104] As used herein, and unless otherwise specified, the
utilization of ordinal adjectives such as “first”, “second”,
“third”, “fourth”, and so forth, to describe an item or an
object, merely indicates that different instances of such like
items or objects are being referred to; and does not intend to
imply as if the items or objects so described must be in a
particular given sequence, either temporally, spatially, in
ranking, or in any other ordering manner.

[0105] Some embodiments may be used in, or in conjunc-
tion with, various devices and systems, for example, a
Personal Computer (PC), a desktop computer, a mobile
computer, a laptop computer, a notebook computer, a tablet
computer, a server computer, a handheld computer, a hand-
held device, a Personal Digital Assistant (PDA) device, a
handheld PDA device, a tablet, an on-board device, an
off-board device, a hybrid device, a vehicular device, a
non-vehicular device, a mobile or portable device, a con-
sumer device, a non-mobile or non-portable device, an
appliance, a wireless communication station, a wireless
communication device, a wireless Access Point (AP), a
wired or wireless router or gateway or switch or hub, a wired
or wireless modem, a video device, an audio device, an
audio-video (A/V) device, a wired or wireless network, a
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wireless area network, a Wireless Video Area Network
(WVAN), a Local Area Network (LAN), a Wireless LAN
(WLAN), a Personal Area Network (PAN), a Wireless PAN
(WPAN), or the like.

[0106] Some embodiments may be used in conjunction
with one way and/or two-way radio communication sys-
tems, cellular radio-telephone communication systems, a
mobile phone, a cellular telephone, a wireless telephone, a
Personal Communication Systems (PCS) device, a PDA or
handheld device which incorporates wireless communica-
tion capabilities, a mobile or portable Global Positioning
System (GPS) device, a device which incorporates a GPS
receiver or transceiver or chip, a device which incorporates
an RFID element or chip, a Multiple Input Multiple Output
(MIMO) transceiver or device, a Single Input Multiple
Output (SIMO) transceiver or device, a Multiple Input
Single Output (MISO) transceiver or device, a device having
one or more internal antennas and/or external antennas,
Digital Video Broadcast (DVB) devices or systems, multi-
standard radio devices or systems, a wired or wireless
handheld device, e.g., a Smartphone, a Wireless Application
Protocol (WAP) device, or the like.

[0107] Some embodiments may comprise, or may be
implemented by using, an “app” or application which may
be downloaded or obtained from an “app store” or “appli-
cations store”, for free or for a fee, or which may be
pre-installed on a computing device or electronic device, or
which may be otherwise transported to and/or installed on
such computing device or electronic device.

[0108] In some embodiments, a method comprises: (A)
determining whether a user of an electronic device is (i) a
human user, or (ii) a non-human user; by performing: (a)
generating a spatial challenge that requires the user to cause
a particular sequence of spatial changes to spatial properties
of the electronic device; (b) sensing and tracking actual
spatial changes to the spatial properties of the electronic
device; (c) if the actual spatial changes to the spatial
properties of the electronic device that are sensed in step (b),
match the particular sequence of spatial changes that were
required in the spatial challenge of step (b), then determining
that the user of the electronic device is a human user.

[0109] In some embodiments, a method comprises: (d) if
the actual spatial changes to the spatial properties of the
electronic device that are sensed in step (b), do not match the
particular sequence of spatial changes that were required in
the spatial challenge of step (b), then determining that the
user of the electronic device is a non-human user.

[0110] In some embodiments, a method comprises: defin-
ing a level-of-tolerance associated with analysis of spatial
changes of the electronic device; based on the defined
level-of-tolerance, determining whether the actual spatial
changes to the spatial properties of the electronic device that
are sensed in step (b), sufficiently match the particular
sequence of spatial changes that were required in the spatial
challenge of step (b).

[0111] In some embodiments, generating the spatial chal-
lenge comprises: generating a spatial challenge that requires
to virtually draw a particular shape in space by moving in
space an entirety of the electronic device.

[0112] In some embodiments, generating the spatial chal-
lenge comprises: generating a spatial challenge that requires
to rotate the electronic device at a particular rotation manner.
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[0113] In some embodiments, generating the spatial chal-
lenge comprises: generating a spatial challenge that requires
to tilt the electronic device at a particular tilting angle.
[0114] In some embodiments, generating the spatial chal-
lenge comprises: generating a spatial challenge that requires
to accelerate the electronic device at a particular accelera-
tion.

[0115] In some embodiments, generating the spatial chal-
lenge comprises: generating a spatial challenge that requires
to shake the electronic device at a particular shake pattern.
[0116] In some embodiments, generating the spatial chal-
lenge comprises: generating a spatial challenge that requires
to move the electronic device to a particular direction.
[0117] In some embodiments, generating the spatial chal-
lenge comprises: constructing, from a pool of discrete spa-
tial operations, a particular sequence of two or more selected
discrete spatial operations.

[0118] In some embodiments, generating the spatial chal-
lenge comprises: constructing, from a pool of discrete spa-
tial operations, a particular sequence of two or more selected
discrete spatial operations; wherein the pool of discrete
spatial operations comprise at least one or more of: tilting
the electronic device, rotating the electronic device, accel-
erating the electronic device, lifting the electronic device,
lowering the electronic device, orienting the electronic
device, shaking the electronic device.

[0119] In some embodiments, generating the spatial chal-
lenge comprises: allocating a maximum time-slot for per-
formance of the spatial challenge.

[0120] In some embodiments, generating the spatial chal-
lenge comprises: constructing, from a pool of discrete spa-
tial operations, a particular sequence of two or more selected
discrete spatial operations, wherein each discrete spatial
operation is associated with a time-slot for completion of
said discrete spatial operation; allocating a maximum time-
slot for performance of the spatial challenge, based on the
aggregate sum of time-slots for completion of the discrete
spatial operations that are comprised in the constructed
spatial challenge.

[0121] In some embodiments, a method comprises: gen-
erating the spatial challenge in response to an attempt of a
user to perform at least one of: accessing a particular
web-page, submitting a query, downloading a content-item.
[0122] Insome embodiments, a system comprises: a hard-
ware processor able to execute code; an accelerometer able
to sense acceleration data of an electronic device; a gyro-
scope able to sense orientation data of said electronic device;
a three-dimensional spatial CAPTCHA module to generate
a spatial challenge for distinguishing between a human user
and a machine, by requiring a user of the electronic device
to perform a particular sequence of spatial operations with
the electronic device, that can be sensed by at least one of
said accelerometer and said gyroscope.

[0123] In some embodiments, the three-dimensional spa-
tial CAPTCHA module is to generate said spatial challenge
by pseudo-randomly selecting a plurality of discrete spatial
operations from a pool of pre-defined spatial operations.
[0124] In some embodiments, the three-dimensional spa-
tial CAPTCHA module is to generate said spatial challenge
by: (i) pseudo-randomly selecting a plurality of discrete
spatial operations from a pool of pre-defined spatial opera-
tions, and (ii) allocating a time-frame for performing said
particular sequence of spatial operations.
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[0125] In some embodiments, the three-dimensional spa-
tial CAPTCHA module is to monitor sensed device-accel-
eration data and sensed device-orientation data; and to
determine, based on at least one of the sensed device-
acceleration data and the sensed device-orientation data,
whether or not the user successfully performed said particu-
lar sequence of spatial operations with the electronic device.
[0126] In some embodiments, the electronic device com-
prises a device selected from the group consisting of: a
smartphone, a tablet, a smart-watch.

[0127] In some embodiments, a portable electronic device
comprises: a hardware processor able to execute code; an
accelerometer able to sense acceleration data of the portable
electronic device; a gyroscope able to sense orientation data
of'the portable electronic device; a three-dimensional spatial
CAPTCHA module, which is internal to said portable elec-
tronic device, to generate a spatial challenge for distinguish-
ing between a human user and a machine, by requiring a user
of the portable electronic device to perform a particular
sequence of spatial operations with the portable electronic
device, that can be sensed by at least one of said acceler-
ometer and said gyroscope.

[0128] In some embodiments, a method comprises: (a)
generating a spatial sequence signature that corresponds to
a sequence of particular spatial operations, that are per-
formed by a human user on an entirety of an electronic
device; (b) subsequently, requesting from a subsequent user
to perform a set of spatial operations as a user authentication
factor; (c) while said subsequent user performs spatial
operations via said electronic device, sensing spatial
changes in spatial properties of said electronic device; (d) if
the sensed spatial changes in spatial properties of the elec-
tronic device, that are sensed while the subsequent user
performs spatial operations, match said spatial sequence
signature, then determining that said subsequent user is
authenticated as said human user.

[0129] In some embodiments, step (a) of generating the
spatial sequence signature comprises: constructing, from a
pool of discrete spatial operations, a particular sequence of
two or more selected discrete spatial operations.

[0130] In some embodiments, generating the spatial
sequence signature comprises: constructing, from a pool of
discrete spatial operations, a particular sequence of two or
more selected discrete spatial operations; wherein the pool
of discrete spatial operations comprise at least one of: tilting
the electronic device, rotating the electronic device, accel-
erating the electronic device, lifting the electronic device,
lowering the electronic device, orienting the electronic
device, shaking the electronic device.

[0131] In some embodiments, generating the spatial
sequence signature comprises: tracking spatial gestures that
the human user performs on said electronic device for a
pre-defined time period; based on the tracked spatial ges-
tures, generating said spatial sequence signature for said
human user.

[0132] In some embodiments, generating the spatial
sequence signature comprises: tracking spatial gestures that
the human user performs on said electronic device for a
pre-defined time period; based on the tracked spatial ges-
tures, generating said spatial sequence signature for said
human user; wherein the spatial gestures that the human user
performs on said electronic device, and that are utilized for
generating the spatial sequence signature, comprise one or
more spatial operations selected from the group consisting
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of: tilting the electronic device, rotating the electronic
device, accelerating the electronic device, lifting the elec-
tronic device, lowering the electronic device, orienting the
electronic device, shaking the electronic device.

[0133] In some embodiments, step (a) comprises: gener-
ating a spatial sequence signature that corresponds to a
sequence of particular spatial operations, that are performed
by said human user on an entirety of an electronic device,
and that can be measured by an accelerometer of said
electronic device; wherein step (¢) comprises: while said
subsequent user performs spatial operations via said elec-
tronic device, sensing via said accelerometer spatial changes
in spatial properties of said electronic device; wherein step
(d) comprises: if the sensed spatial changes in spatial
properties of the electronic device, that are sensed by said
accelerometer while the subsequent user performs spatial
operations, match said spatial sequence signature, then
determining that said subsequent user is authenticated as
said human user.

[0134] In some embodiments, step (a) comprises: gener-
ating a spatial sequence signature that corresponds to a
sequence of particular spatial operations, that are performed
by said human user on an entirety of an electronic device,
and that can be measured by a gyroscope of said electronic
device; wherein step (¢) comprises: while said subsequent
user performs spatial operations via said electronic device,
sensing via said gyroscope spatial changes in spatial prop-
erties of said electronic device; wherein step (d) comprises:
if the sensed spatial changes in spatial properties of the
electronic device, that are sensed by said gyroscope while
the subsequent user performs spatial operations, match said
spatial sequence signature, then determining that said sub-
sequent user is authenticated as said human user.

[0135] In some embodiments, step (a) comprises: gener-
ating a spatial sequence signature that corresponds to a
sequence of particular spatial operations, that are performed
by said human user on an entirety of an electronic device,
and that can be measured by a device-orientation sensor of
said electronic device; wherein step (c) comprises: while
said subsequent user performs spatial operations via said
electronic device, sensing via said device-orientation sensor
spatial changes in spatial properties of said electronic
device; wherein step (d) comprises: if the sensed spatial
changes in spatial properties of the electronic device, that are
sensed by said device-orientation sensor while the subse-
quent user performs spatial operations, match said spatial
sequence signature, then determining that said subsequent
user is authenticated as said human user.

[0136] In some embodiments, step (a) comprises: gener-
ating a spatial sequence signature that corresponds to a
sequence of particular spatial operations, that are performed
by said human user on an entirety of an electronic device,
and that can be measured by a device-tilt sensor of said
electronic device; wherein step (¢) comprises: while said
subsequent user performs spatial operations via said elec-
tronic device, sensing via said device-tilt sensor spatial
changes in spatial properties of said electronic device;
wherein step (d) comprises: if the sensed spatial changes in
spatial properties of the electronic device, that are sensed by
said device-tilt sensor while the subsequent user performs
spatial operations, match said spatial sequence signature,
then determining that said subsequent user is authenticated
as said human user.
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[0137] Insome embodiments, a system comprises: a hard-
ware processor able to execute code; an accelerometer able
to sense acceleration data of an electronic device; a gyro-
scope able to sense orientation data of said electronic device;
a pure spatial password module to define a pure spatial user
password that requires a user of the electronic device to
perform a particular sequence of spatial operations with the
electronic device, that can be sensed by at least one of said
accelerometer and said gyroscope, as a user-authentication
factor.

[0138] In some embodiments, the pure spatial password
module is to monitor sensed device-acceleration data and
sensed device-orientation data; and to determine, based on at
least one of the sensed device-acceleration data and the
sensed device-orientation data, whether or not the user
successfully performed said particular sequence of spatial
operations with the electronic device.

[0139] In some embodiments, a process comprises: (a)
requesting a user to define a password for user-authentica-
tion purposes; (b) receiving from the user, via an electronic
device that the user operates, an input indicating a user-
selected string for said password; (c¢) while the user enters
said string via the electronic device in step (b), sensing
spatial changes in spatial properties of said electronic
device; (d) generating a combined secret, that is based on: (i)
said user-selected string, and also (ii) said spatial changes in
spatial properties of said electronic device that were sensed
while the user entered said string.

[0140] In some embodiments, the process comprises: (e)
subsequently, in a fresh user-authentication attempt, deter-
mining whether or not a current user is authenticated, based
on both (I) whether a freshly-entered string matches the
user-selected string, and also (II) whether fresh spatial
changes to the electronic device during string entry match
the sensed spatial changes of step (c).

[0141] In some embodiments, the sensing of step (c)
comprises sensing changes in accelerometer data during
entry of said user-selected string; wherein a user is subse-
quently authenticated by taking into account whether fresh
changes in accelerometer data, measured during fresh entry
of'user password, match previously-sensed changes in accel-
erometer data during password creation.

[0142] In some embodiments, the sensing of step (c)
comprises sensing changes in gyroscope data during entry of
said user-selected string; wherein a user is subsequently
authenticated by taking into account whether fresh changes
in gyroscope data, measured during fresh entry of user
password, match previously-sensed changes in gyroscope
data during password creation.

[0143] In some embodiments, the sensing of step (c)
comprises sensing changes in device-orientation data during
entry of said user-selected string; wherein a user is subse-
quently authenticated by taking into account whether fresh
changes in device-orientation data, measured during fresh
entry of user password, match previously-sensed changes in
device-orientation data during password creation.

[0144] In some embodiments, the sensing of step (c)
comprises sensing changes in device-tilt data during entry of
said user-selected string; wherein a user is subsequently
authenticated by taking into account whether fresh changes
in device-tilt data, measured during fresh entry of user
password, match previously-sensed changes in device-tilt
data during password creation.
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[0145] In some embodiments, the process comprises: (e)
subsequently, in a fresh user-authentication attempt, receiv-
ing a fresh input that a current user enters as the password,
and tracking current spatial changes in spatial properties of
the electronic device while the current user enters the fresh
input; (f) if both: (A) the fresh input of step (e) matches the
user-selected string of step (b), and also (B) the current
spatial changes in spatial properties of the electronic device
in step (e) match the sensed spatial changes in step (c), then
determining that the fresh user is authenticated.

[0146] In some embodiments, the process comprises: (e)
subsequently, in a fresh user-authentication attempt, receiv-
ing a fresh input that a current user enters as the password,
and tracking current spatial changes in spatial properties of
the electronic device while the current user enters the fresh
input; (f) if (A) the fresh input of step (e) matches the
user-selected string of step (b), but (B) the current spatial
changes in spatial properties of the electronic device in step
(e) does not match the sensed spatial changes in step (c),
then rejecting the fresh user-authentication attempt.

[0147] In some embodiments, the process comprises: (e)
subsequently, in a fresh user-authentication attempt, receiv-
ing a fresh input that a current user enters as the password,
and tracking current spatial changes in spatial properties of
the electronic device while the current user enters the fresh
input; (f) if both: (A) the fresh input of step (e) matches a
part but not all of the user-selected string of step (b), and also
(B) the current spatial changes in spatial properties of the
electronic device in step (e) match the sensed spatial
changes in step (c), then determining that the fresh user is
authenticated.

[0148] Functions, operations, components and/or features
described herein with reference to one or more embodiments
of the present invention, may be combined with, or may be
utilized in combination with, one or more other functions,
operations, components and/or features described herein
with reference to one or more other embodiments of the
present invention. The present invention may comprise any
possible combinations, re-arrangements, assembly, re-as-
sembly, or other utilization of some or all of the modules or
functions or components that are described herein, even if
they are discussed in different locations or different chapters
of the above discussion, or even if they are shown across
different drawings or multiple drawings.

[0149] While certain features of some demonstrative
embodiments of the present invention have been illustrated
and described herein, various modifications, substitutions,
changes, and equivalents may occur to those skilled in the
art. Accordingly, the claims are intended to cover all such
modifications, substitutions, changes, and equivalents.

What is claimed is:

1. A method comprising:

(a) generating a spatial sequence signature that corre-
sponds to a sequence of particular spatial operations,
that are performed by a human user on an entirety of an
electronic device;

(b) subsequently, requesting from a subsequent user to
perform a set of spatial operations as a user authenti-
cation factor;

(c) while said subsequent user performs spatial operations
via said electronic device, sensing spatial changes in
spatial properties of said electronic device;

(d) if the sensed spatial changes in spatial properties of the
electronic device, that are sensed while the subsequent
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user performs spatial operations, match said spatial
sequence signature, then determining that said subse-
quent user is authenticated as said human user.

2. The method of claim 1, wherein step (a) of generating
the spatial sequence signature comprises:

constructing, from a pool of discrete spatial operations, a

particular sequence of two or more selected discrete
spatial operations.

3. The method of claim 1, wherein generating the spatial
sequence signature comprises:

constructing, from a pool of discrete spatial operations, a

particular sequence of two or more selected discrete
spatial operations;

wherein the pool of discrete spatial operations comprise at

least:

tilting the electronic device,

rotating the electronic device,

accelerating the electronic device,

lifting the electronic device,

lowering the electronic device,

orienting the electronic device,

shaking the electronic device.

4. The method of claim 1, wherein generating the spatial
sequence signature comprises:

tracking spatial gestures that the human user performs on

said electronic device for a pre-defined time period;
based on the tracked spatial gestures, generating said
spatial sequence signature for said human user.
5. The method of claim 1, wherein generating the spatial
sequence signature comprises:
tracking spatial gestures that the human user performs on
said electronic device for a pre-defined time period;

based on the tracked spatial gestures, generating said
spatial sequence signature for said human user;

wherein the spatial gestures that the human user performs
on said electronic device, and that are utilized for
generating the spatial sequence signature, comprise one
or more spatial operations selected from the group
consisting of:

tilting the electronic device,

rotating the electronic device,

accelerating the electronic device,

lifting the electronic device,

lowering the electronic device,

orienting the electronic device,

shaking the electronic device.

6. The method of claim 1, wherein step (a) comprises:
generating a spatial sequence signature that corresponds to
a sequence of particular spatial operations, that are per-
formed by said human user on an entirety of an electronic
device, and that can be measured by an accelerometer of said
electronic device;

wherein step (c¢) comprises: while said subsequent user

performs spatial operations via said electronic device,
sensing via said accelerometer spatial changes in spa-
tial properties of said electronic device;

wherein step (d) comprises: if the sensed spatial changes

in spatial properties of the electronic device, that are
sensed by said accelerometer while the subsequent user
performs spatial operations, match said spatial
sequence signature, then determining that said subse-
quent user is authenticated as said human user.

7. The method of claim 1, wherein step (a) comprises:
generating a spatial sequence signature that corresponds to
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a sequence of particular spatial operations, that are per-
formed by said human user on an entirety of an electronic
device, and that can be measured by a gyroscope of said
electronic device;

wherein step (¢) comprises: while said subsequent user
performs spatial operations via said electronic device,
sensing via said gyroscope spatial changes in spatial
properties of said electronic device;

wherein step (d) comprises: if the sensed spatial changes
in spatial properties of the electronic device, that are
sensed by said gyroscope while the subsequent user
performs spatial operations, match said spatial
sequence signature, then determining that said subse-
quent user is authenticated as said human user.

8. The method of claim 1, wherein step (a) comprises:
generating a spatial sequence signature that corresponds to
a sequence of particular spatial operations, that are per-
formed by said human user on an entirety of an electronic
device, and that can be measured by a device-orientation
sensor of said electronic device;

wherein step (¢) comprises: while said subsequent user
performs spatial operations via said electronic device,
sensing via said device-orientation sensor spatial
changes in spatial properties of said electronic device;

wherein step (d) comprises: if the sensed spatial changes
in spatial properties of the electronic device, that are
sensed by said device-orientation sensor while the
subsequent user performs spatial operations, match said
spatial sequence signature, then determining that said
subsequent user is authenticated as said human user.

9. The method of claim 1, wherein step (a) comprises:
generating a spatial sequence signature that corresponds to
a sequence of particular spatial operations, that are per-
formed by said human user on an entirety of an electronic
device, and that can be measured by a device-tilt sensor of
said electronic device;

wherein step (¢) comprises: while said subsequent user
performs spatial operations via said electronic device,
sensing via said device-tilt sensor spatial changes in
spatial properties of said electronic device;

wherein step (d) comprises: if the sensed spatial changes
in spatial properties of the electronic device, that are
sensed by said device-tilt sensor while the subsequent
user performs spatial operations, match said spatial
sequence signature, then determining that said subse-
quent user is authenticated as said human user.

10. A system comprising:

a hardware processor able to execute code;

an accelerometer able to sense acceleration data of an
electronic device;

a gyroscope able to sense orientation data of said elec-
tronic device;

a pure spatial password module to define a pure spatial
user password that requires a user of the electronic
device to perform a particular sequence of spatial
operations with the electronic device, that can be
sensed by at least one of said accelerometer and said
gyroscope, as a user-authentication factor.

11. The system of claim 10, wherein the pure spatial
password module is to monitor sensed device-acceleration
data and sensed device-orientation data; and to determine,
based on at least one of the sensed device-acceleration data
and the sensed device-orientation data, whether or not the
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user successfully performed said particular sequence of
spatial operations with the electronic device.

12. A process comprising:

(a) requesting a user to define a password for user-
authentication purposes;

(b) receiving from the user, via an electronic device that
the user operates, an input indicating a user-selected
string for said password;

(c) while the user enters said string via the electronic
device in step (b), sensing spatial changes in spatial
properties of said electronic device;

(d) generating a combined secret, that is based on: (i) said
user-selected string, and also (ii) said spatial changes in
spatial properties of said electronic device that were
sensed while the user entered said string.

13. The process of claim 12, further comprising:

(e) subsequently, in a fresh user-authentication attempt,
determining whether or not a current user is authenti-
cated, based on both (I) whether a freshly-entered string
matches the user-selected string, and also (II) whether
fresh spatial changes to the electronic device during
string entry match the sensed spatial changes of step
©-

14. The process of claim 12, wherein the sensing of step
(c) comprises sensing changes in accelerometer data during
entry of said user-selected string;

wherein a user is subsequently authenticated by taking
into account whether fresh changes in accelerometer
data, measured during fresh entry of user password,
match previously-sensed changes in accelerometer data
during password creation.

15. The process of claim 12, wherein the sensing of step
(c) comprises sensing changes in gyroscope data during
entry of said user-selected string;

wherein a user is subsequently authenticated by taking
into account whether fresh changes in gyroscope data,
measured during fresh entry of user password, match
previously-sensed changes in gyroscope data during
password creation.

16. The process of claim 12, wherein the sensing of step
(c) comprises sensing changes in device-orientation data
during entry of said user-selected string;

wherein a user is subsequently authenticated by taking
into account whether fresh changes in device-orienta-
tion data, measured during fresh entry of user pass-
word, match previously-sensed changes in device-ori-
entation data during password creation.

17. The process of claim 12, wherein the sensing of step
(c) comprises sensing changes in device-tilt data during
entry of said user-selected string;

wherein a user is subsequently authenticated by taking
into account whether fresh changes in device-tilt data,
measured during fresh entry of user password, match
previously-sensed changes in device-tilt data during
password creation.

18. The process of claim 12, further comprising:

(e) subsequently, in a fresh user-authentication attempt,
receiving a fresh input that a current user enters as the
password, and tracking current spatial changes in spa-
tial properties of the electronic device while the current
user enters the fresh input;

(® if both: (A) the fresh input of step (e) matches the
user-selected string of step (b), and also (B) the current
spatial changes in spatial properties of the electronic
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device in step (e) match the sensed spatial changes in
step (c), then determining that the fresh user is authen-
ticated.

19. The process of claim 12, further comprising:

(e) subsequently, in a fresh user-authentication attempt,
receiving a fresh input that a current user enters as the
password, and tracking current spatial changes in spa-
tial properties of the electronic device while the current
user enters the fresh input;

(®) if (A) the fresh input of step (e) matches the user-
selected string of step (b), but (B) the current spatial
changes in spatial properties of the electronic device in
step (e) does not match the sensed spatial changes in
step (c), then rejecting the fresh user-authentication
attempt.

20. The process of claim 12, further comprising:

(e) subsequently, in a fresh user-authentication attempt,
receiving a fresh input that a current user enters as the
password, and tracking current spatial changes in spa-
tial properties of the electronic device while the current
user enters the fresh input;

(®) if both: (A) the fresh input of step (e) matches a part
but not all of the user-selected string of step (b), and
also (B) the current spatial changes in spatial properties
of the electronic device in step (e) match the sensed
spatial changes in step (c), then determining that the
fresh user is authenticated.

#* #* #* #* #*
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