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(57) Abstract: Provided is a method for data contention testing and proof-generation, based on multithreaded program constraint
construction; according to multithreaded program semantics, a constraint expression is constructed; a data contention testing prob -
lem is converted to a constraint solving problem; a constraint solver is used to detect data contention that could exist, and generate a
program execution path triggering data contention; first, a tested program is stubbed, and the program is executed to obtain an exe -
cution path; next, according to the multithreaded program execution semantics, the execution path is converted to a first-order logic
expression having no quantifiers, the constraint expression encompassing all possible thread interleavings; then, according to the
timing relationship between statements when data contention occurs, a data contention candidate set is constructed and conditions
for contention of candidates are generated; lastly, the candidate set is iterated to determine whether data contention exists; if so, then
a corresponding proof sequence is generated. The present method identifies all data contention in a primary execution, and presents
no false positives; a proof sequence showing the data contention triggering process is generated for each data contention.
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WE B, AR WEEE SC 4RI 5 U4 AR v, EE N R

BIR S - I ARSI RE 7, DA RE B AT o R R AT i 5%
LRERNT, PATRBIFET, st F#1tn=(1,2,3,4,5,6,7,8,9,10,11]; /),
PR AR B U A, A5 {1,5,7,9,10} .

AIRS2) « WREERE T AT IE U AT AR RS H . BRI R
A TG B 1] — BB Rk S, W AT B AR 2 AR B AL S R AR A
WARBZA R . S R ARLAR . T LR [ LA AL R F
G T HPATEARFTA W RIS SR A . Bk, B 2 Bor, R LU N AR IE

RS B Y 2 AR AR A 5

S201) HAe, MWHEIRAIE AL EUrn AL, By SSA # L, Wl

PR

initialization: x, =0,y =0

1:x) =0;

2: create(1);
3: create(2),

4: lock(m);
5:x2=a+b,
6: unlock(m);
Ty, =yt
8: lock(m);
9:x) =x) +1;
101y, =y +1;
11: unlock(m);



WO 2016/004808 PCT/CN2015/081062

o, dFaRmEE x5y WM MaRrs (o 55 (w) , EMRX
AR BB EAE, MR 0 s N HIAa IR AE

R, MRAEAER SSA M, HIZEWHE M BAa e RILA, e
X

X=0A)0=0A

=T = 2 o

2 1 1 3 0 2 2
X, =0AXx, =a+bry, =y +1Ax, =x +1Ay =y +1

$202) My WAL, SR — SOrEi A, e I A B L RE P
I AT o I 2K

omo= [\ /\ 0 <0

Ti€T e4,ei44€T;
VS AR i O B 2, BB R 2 2R

o(e) <o(e))<o(e)
o(e,)<o(e) <o(e,)<o(e) A
o(e))<o(e) <o(e,)<o(e))

Horr, o &on 5 AT IR AU AU I HEAU 7 5

$203) UM EHMUTF LR, =R A TRIENS . XFH—
K2Ry, QRIENITA N AT R B SR G, 2 WAR DY A 3t ek
TEBEERSEMEES. Gl T A

41

ol

@, = /\ \/ (v, = v, AO(e,) < 0(e,)) A /\ (0(ey) < 0(ey,) AO(e,)
< 0(e))}

Horp, e N dift, e, Se, NG HM . ARG BB, iR FH e b
v BER B T S Fe, T v, B Le e, 2, BO0(e,) < 0(e);
INE BT NS E A e, ZHT, EAfte, L.

AT, X T2RERE x, R ={e}, W =/{epeyes e}, HiLEKR
Rkt 2

{x'=x no(e)<o(e)(o(e)>o(e)vole)>o(e))}V

{x'=x no(e)<o(e)(o(e)>o(e)vole)>o(e))}



WO 2016/004808 PCT/CN2015/081062

Horpr, A8 x MBS AT REEAT V281, 458 94T x IR A 128 1 47
x WIS, MWL B 1ATIESR 9 AT 2l HER 5 ATx x S AREARETE
P 18]y AR B IELT %,

S204) {FE AP iE X4 R, @45 lock/unlock 5 wait/signal P IS #1E -

1) SR D LR (lock/unlock #AE) 1N, ZERTE ) — B F 41
lock/unlock £E&LH, Xt TATLE A lock/unlock FEA4XTF: L/u; S5l /uy, 205 &

on= [\ 0 <owvow) <o

Li/upli/uk€EL
Horr, AL/ B A RAETE BT L /e 2 HT, B A RAETEHE
2)  MEFEMNAEFRDIE LR (wait/signal ) I, i &4 B4
wait A0 00 B — A signal #4F, T— signal #RAF 22 WM — > wait #41
S F A 42 & cond, AWTAERNTE cond I wait BAEIES, 4 SG 1E
NTE cond [T A signal 0B S . WL 2 2 FgctE, i LR AR
o= [\ (C\/ 0w > 0(esg) Apairsf =) Y paing, = 1)

eWtEWT eSgESth eESGWt

Horft, Ae AWTH I —NITCE, SGueR ey, 1T LAVLIC 1 signal BRAE
b, WTegomes, n LUCHL Y wait BAF ARG o A SO A8 Rrpain 9 1 75
T 1 RKFRores it 5 HeyMILHC . T4 K eesq,, paing: = 1R, X F&E—
wait #1E e, WA — ™ signal #4FE5 2 VLAL.

e, HAM m, FEPELARAXDT:

o(e,)<o(e,) v oe,) < ofe,)

Horr, Y REREALRE AL 1 ik Blos < 0g, BALEFE 2 Ju3KHL
Blog, < 040

8205) FEARIT LA, HBE: WIRERAE AR, Ak
FEI T A5 S 0 B AR S B0 2 S5 AT« WUR A AT R RO 3 1E, B A%k
LA LR RE I A A EAE L AR AT . A CN create/fork #RAE 1 F £ 4,



WO 2016/004808 PCT/CN2015/081062

A1 Ry join BV T RS £, 4 20
Do = [\ 0Ceo) < firsted) A \ 0(e)) > tast(e))

eceC ejej]

Hodt, e NEEREOIEFM:, first(e,) Ne ST & 128 P2 o AN =45 10 0P 5
e NERFRLE AL last(e)) e T 45 o [ 22 K B 5 1R IR

fEB A, LFEQIEIEAINO, 05, HARFFRARAF W T AKX

o(e,)<o(e,) ro(e) <o(e,)

Horh, LR RAFEAI IR A5 2 A7 B AR 1 s A A TR
17

S206) ¥ LA b HAA KBTS, SRR F.

BEES3) - MEBHE ARG RS, MUK — MR 5 5 R R
o XTI A AL B S e, ey, e He o WK me Ml — MNFAE S F
ANFAE; FRE, e e i il RoRe R — R4S E—Ng4E, BAPIHE KR
LR TS (AR VIR E— WA oA

0(e;) < 0(ey) < 0(e;) NO(ey,) < O(e;) < O(ey) -

SR A r R 38 B A AR S S R AR SR T

73 KA

<1,5> o(e,)<o(e))no(e)<o(e)<ole)

<1,9> o(e,)<o(e))no(e)<o(e)<o(e,)

<5,9> o(e,)<o(e,)<o(e)no(e)<o(e)<ole,)
<7,10> o(e,)<o(e,)no(e)<o(e)<o(e,)

HOHR 5% 4 1 52 SON WA LR RE TR N U 1) [l — A A7, AL — A5 R AE
PLER 4 Mk B, ofe,) <o(e,) Aole,)<o(e)<o(e )RR TIT5E 10
ITZ MR AR S F 261, HHo(e) <o(e,)<o(e,) R 7 AT Re s K A AL
B 10AT AT — 2 (BB 94T HRE—HM B 1147 2l HTHE 747A
AR R, M Ho(e,)<o(e,) WIEH ML VLSS 7 47 555 10 47 7] BAH)
I U5 1A [ — A2 By, U H BN SE

10



WO 2016/004808 PCT/CN2015/081062

B S4—ST) « EFXAE AL, IR RMEF Ap, 50 UEBE % 5
(1% & DRCS ™1 I A IR 6 2 75 9 RO 58 4 o LR 38— 30 WE AR A 1k«

KUEF Ao(e,) <o(e,) no(e)<o(e)<ole), ARMBHE 1ITHE 5 ITAK
AU 55

AEF Ao(e)<o(e)no(e)<o(e)<ole,), GiRBHE 11758 91T R
AU 55

IAEF Ao(e,) <o(e)<o(e)nole)<ole)<ole), ZREBNE 5 1755 9
AT R A B 58 4

IGUEF Ao(e,)<o(e,) no(e,) <o(e)<o(e,), GiRMHE 71755 9472 ]
Bt e g, HAEHET 51 N: 1,2,3,4,5,6,8,9,10,7,11.

i Jjj 56 DRCS Z J&, L3 uE TAE.

AR S8 W AR JT A U 56 4 LA KR N R4 T A

11



WO 2016/004808 PCT/CN2015/081062

BRI ZE RS

[ [E S RE 25 Y e S b WA <= /i i ikl RS RN 1A VD O R PP S (18
£F, ST,

S fEST AT, AT Otk F R Ee Fp CUE s ARic 50, H
A AT B AR TR B A B 1) i DASE T2 RO 3

S2) MRIEFEFFHATIE SCRPATEARPIRGE T RS  Zi IR AR N LR
] —priZ R, WRLE 7 RIS HUR A 1) 2 KRR T IR
HAAH I

S3) CRe AR AT A SR B AT RE R A B T T P AN R SE S, i
G TR it F M R T2 4 i B2 & DRCS, IRl ARYE B4l 2.5+ 1) 52 U & A
IR I TE g R BT ps

SR TE TR AR p, MIHZAKRIFSR AL 1\ p 2158

S5) WRAM, WFORMTEF A AR TG T T WwRTw, W
TN AR AN 2 Al R B 52 45

S6) HAFFERHETE TN, Ain tH iz A TE S B ULYE A

ST) X TEHEFE LS DRCS, WERME A, M ra a5 &, 50,
MBGE T A e TR

S8) WUEAS AU, fay AT IR ) P ediE 55 5 LS BLIESE 41 o

2. ARAEBCAIESR 1 PR T 2 2R R i3 20 R S22 1 B8 S e N 5 R 3 A
ROk, HAFEAE T, Prid b iR SO itk TAF R ARE IR i — i 10 )2
BT, MRAE TR ZE Eog, BARSERTEN: Bk il £
PR PR A B AL T () = 1 A6 3G, B LLVM 795 SR e H AR il g
HITE A AR R ;s fixJa R RN B P AT 7 = A5 B 4 BT AT R 7

3. MRIEBORMER 1 ik 5 T 2 LR i 20 AR 2 1) 308 52 A il 5 e s A
5k, AR T, Frid DOk S2)mh £ (R ERFE P BT AR A R 17 4 55
PATBEAZ PTG T RERI S GV F, B0 TR 4R AR RIA T WAERE A TR

12



WO 2016/004808 PCT/CN2015/081062

BEHRARLN P AR FDEXAR, & X35

D B RIEN: BN E - HEE, DL il 2R RS
e s

DN ABMAR: FoRBFiEa, BEZRANRKER, RHABF 2t
(RI15 30, M ZUELE CPU 2% 8 QR 7 35 60 (10 I SR AT FE P 5

3) BEHRARAMR: ECRREMFE A, e IlE R i
I, Ak B ¥IdaME BA K il ) S48

O MFLAR: XL A QR LR S & LA R R EE A R R 2R
) 2 A I 5 4R

5) A8 X AR 5 R 8] [FP B R RS A 2 [ I 7 0 R

Horfr, &SN : R DEREP ALY SSA #%30, XF T4k
A SSA A MPAT A, B EILE G M) AT — A58 BB e - R

4. MRAEBURER 3 Pk T2 AR 77 20 R M 2 OB 32 5 A T 5 e 4R 2
Rk, AR T, kDI S2) 2 LR RE P T IR 20 R 1 i Hy
BIEAAE LT R AE:

D it EERAEN, DIERILE A RIS R

2) WEPNABRILZ, CLERE N BRG)E ) Z B IR A&

3) WHEEGRALWN, LB ERRR 1 - 8

4) TR E XL, e LERAFET R R,

5) HERF AR, DRG] E S & RE 3

wa, He U ETMAR, R RRAREH F.

5. MEACHI ISR 4 Frid 5T 2 LRI 7 2 R 22 () 5080 58 Al 5 9 A
BTk, HARFAEET, & XHAIT AR FHECE, = {T;|0 <i <k}, HFkNL
BB, T, = {ey, ey .., e, MENERREINPAT P F, e, RomT IS n A FAF,
0(en) R Flhe, BT, nRoRT,HM4LE, .

Pt ik i A 2 TR I S5 ik

ReBE NP ALy SSA #3, HIR SSA #% U Fl AL N %12

13



WO 2016/004808 PCT/CN2015/081062

RIEA;
PITik A2 B A g T ST

KA — SRR, G 8RR S8 PR 7 7 AT, AR P IV g4
B > R 5 4R

o= [\C [\ 0G0 <0

Ti€T ejej+1€T;

Hre e T H &R WIELL S, 7 oA &FE 51

PITid 825 2k RA WY T+ 5L IT ik

R ERERERE TRIENS, X TH-HX=ZA8y, SRIENTEX
HFET RN FAES, SWIEATTAN LT SRIENFEERS, 4l

o= \ \/ 1@ = v r 0@ <0 n [\ (06en) < 0Cen) A0Ge,) < 0(e))

erER ey, €W eyeEW

H, e, NEFHM, e, He, NEGFMH, v M, NFthe, Se, ITHEAE AR
B, ARNREMZEBE, WRFE e T v BERE T e, T, &
Je B e, e, )5, RI0(e,) < 0(e,)s 285 20 R A 'S B AfLe, L HI
e, 2 )5

Fr i [ 25 8 LAV B 55 12 45 lock/unlock 55 wait/signal #5284 1F .

1) lock/unlock #AE 14) B ¥ A4 B 40 [H 8 AR, ESRTE [H— B 7810
lock/unlock #ALA, XFTFAERFEA lock/unlock FAERF: 1 /u; 51, fuy, i
AR

syn
Li/uply /ug€L

ol /\ 0(u;) < 0(l) v O(u) < 0(l)

Horlr, B fu BEA R EFEBINT L, fw Z 8T, AR ARG,

2> wait/signal #RAEH B KR FMARRF D E AW, L2 %M.
A wait #RIE L AU N —A> signal #:4E, 11— signal #:4F % 2 M EE—A4>
wait #E, X T [F— %4 E cond, SWTHENTE cond L H wait #{EII4E
H, 2 SGAENTE cond FFTH signal #RAEMIE S, WEWLZ LR, 0

14



WO 2016/004808 PCT/CN2015/081062
D) S /NS W
@;’;ﬁf = /\ {( \/ O(ewr) > 0(egy) Apairy? =1) A Z pairt, =1}

ethWT engSth BESth

Hordr, e, AWTHHIE—TTER, S, Fne,, "] LAILEC K signal #1E 5
s e5g S Gy TAT — signal #AEE M, FIH AR B pain,] B 15T 1 KRERe 2
% ey MILEL, T ARYeesq,, Paitg: = 1R, M T4 wait #1Fe,
I —) signal B 5 2Z JLALD,

v it A Fr> 2y AR T 55585 -

HEHE: WRFEIE AR, B AR B AR TR S A
g 2 JE AT W R R PAT R & LR AR, B AR 2 L BRI PR S
LIS F U Z B 2 CN create/fork #HAERI LS, 2JEN join HAEM
FMES: AELN:

Dy = /\ O(e.) < first(e,) /\/\ O(e;) > last(ej)

eceC ejej

H, e NEREQIEHFM, first(e) Ne JTRIEIIZRE E A FH 4 BUIFT 5
e NETRL L FAE; last(e) e T 45 I Z TR J2 F A4 1 I

I R DL B R A AR S M A AR [

6~ FRIEBCFIEESR 1 ATid AT 2 LR PR R 20 JROR 22 00 500 5 S R 5 AE B A
R, JURRETE T, Al D3R S3) Hisa g AR p M VLI W
R - FBERT =<T11000T, >, HPT, RIE, 1,2ER, FHffeHemTA
[l (LT F HAR Vi ) [ — N AE, BOF A5, B ZHFZMRAE TR
e, MoE1E 2 e 5 e, B 52 4 PIESE T3 X5 T U5 10 7l — B & 1) FH i e, S ey
e, Se RN e INET — NFMH S )G — A FFE, e, He, 70 RN e, IHT
AR E A, A B R A 5 G BRI 1) ) — AR A
pN:

0(e;) < 0(e,) < 0(e;)AO(e,) < O(e;) < O(ey) .

T ARAE BRI R 1 Fr iR T 22 2R TR FR 3 240 T AL 222 11 00908 52 4 R M 5 SIE 4

15



WO 2016/004808 PCT/CN2015/081062

HRTTR, FURAEE T, gk
Fe i, DAAliaR H Ak g f

R ST xS T AR AN T g AR & AR G

16



WO 2016/004808

(s mmsmiERs |

st

it BESER

{

1/2

K1

S1

A 4 f

b E R

S2

y f

MR RRIENARE
3
4
HERESSERES /
DRCS
sS4
L 4
| xjpROSHE—p /
> KEEF Ap
S5
AN
! v
& BT B
]

v N
= S8

PCT/CN2015/081062



WO 2016/004808

( BN HiTHRE )

A

y

MR RIAN

A

AR RILIR

ERE

ERLR

A

MR RF LR

A

HERE] S8 LR

v

X

< Hiti: i

SHNSE S

K] 2

2/2

S201

5202

5203

5204

S205

5206

PCT/CN2015/081062



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2015/081062

A. CLASSIFICATION OF SUBJECT MATTER

GOO6F 11/36 (2006.01) i
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNKI, CNABS, DWPI, SIPOABS: thread, data competition, data race, dynamic

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A CN 102760095 A (UNIV. QINGHUA) 31 October 2012 (31.10.2012) , the whole document 1-7

A CN 103488563 A (LOONGSON TECHNOLOGY CO., LTD.) 01 January 2014 (01.01.2014) , 1-7
the whole document

A US 2009282288 A1 (NEC LAB AMERICA INC.) 12 November 2009 (12.11.2009) , the whole 1-7
[document

PX CN 104077144 A (UNIV. XIAN JTAOTONG) 01 October 2014 (01.10.2014) , the whole 1-7
[document

[ Further documents are listed in the continuation of Box C.

X See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not

considered to be of particular relevance

“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or

other means

“P” document published prior to the international filing date
but later than the priority date claimed

“T” later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

“X” document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve

an inventive step when the document is taken alone
“Y” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person

skilled in the art

“&”document member of the same patent family

Date of the actual completion of the international search

27 July 2015 (27.07.2015)

Date of mailing of the international search report

14.08. 2015

IName and mailing address of the ISA
State Intellectual Property Office of the P. R. China
No. 6, Xitucheng Road, Jimengiao
Haidian District, Beijing 100088, China

[Facsimile No. (86-10) 62019451

Authorized officer
Zhang, Yiliang
Telephone No. (86-10) 62089422

Form PCT/ISA /210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/CN2015/081062

Patent Documents referred

in the Report Publication Date Patent Family Publication Date
CN 102760095 A 31.10.2012 CN 102760095 B 26.11.2014
CN 103488563 A 01.01.2014 None
US 2009282288 Al 12.11.2009 US 8200474 B2 12.06.2012
CN 104077144 A 01.10.2014 CN 104077144 B 03.06. 2015

Form PCT/ISA /210 (patent family annex) (July 2009)




[ P i & [ H 5
PCT/CN2015/081062

A. E/]/\ﬂé
GO6F 11/36(2006.01) i

FEIR EFR %R 7328 (TPC) B [ I 42 i [ 28 79 SR RN TPC P f 732

B. o ZR AT

T 2R ) B AR BR S S0k (PR B 73 2R R GL A3 2K 5)
606

AL RS Z AT (93 Fo 1 PR SCHR A A O B SRR

7 E BrAs R i & R I T AR E (BRER SRR, RS R CUEA) )
CNKI, CNABS, DWPI, STPOABS: £k#%2, ##E7%%, )&, thread, data competition, data race, dynamic

C. AEIR A
% Ry SIHCE, WER, FEHMECRE eI
A CN 102760095 A (GEHKZ) 20124 10H 31H (2012 - 10 - 31) 1-7
23
A CN 103488563 A (e ARHEABRAE) 20144F 15 1H (2014 - 01 - 01) 1-7
23
A US 2009282288 Al (NEC LAB AMERICA INC) 20094 117 12H (2009 - 11 - 12) 1-7
23
PX CN 104077144 A (FHZZAZIAK%) 20144 10H 1H (2014 - 10 - 01) 1-7
23
[ st sesotbeormsemisp o, R R
«  BUASCHRI R R,
wyr WHTERRIAL K% T VA B — Bk A S f «pr EEVHAGANESELOR, SHRAMRME, EhTERE
wpr EEEREHISRAL G DAV g T o BRBKALAE, AR, WESERRP R
v AR SEAL TSR AG BT B SCAE, SRR 5 — RSB SO BB HA al
(e 2x A E i A s e S Aok o ek m 5 A SO (AR i oyr FEBBARILIE, SUiEs A R E LR U a0t
BLARED ﬁmuﬁ?$uﬁﬁ*Aﬁﬁi i 5 B, BESR
wor WROSATF, (LM, BRI MR A FFEA eI
wpr AT ST R LR TR M S “© FREAIECH
Il prr 2% L Froe AU B B EPr e s RS B3 H #1
20154F 7H 27H 20154F 8H 14H
TSA/CNIYI 4 BRI 25 M b FHUE R
chi e A RS [ R AT AR (TSA/CN)
AL SUTTHEE X & IR PG Ik 6 5 k—R
100088 w1 [H
HHES (86-10)62019451 HLiE 5 (86-10) 62089422

% PCT/ISA/210 (Z5271) (2009%7H)



B ZAR W RS
AT A PCT/CN2015/081062
K2 3 B & SO Pl Rl 7l Pl
CN 102760095 20124F 10H 31H CN 102760095 B 20144 11H 26H
----- CN 103488563 2014f|51H 1H 36
----- us -""5(-)-(-)-9282288 Al 2009f|511H 12H US 8200474 B2 2012£|56H 12H
----- CN """"i‘(‘)‘4077144 A 2014f|510H 1H CN 104077144 B 2015f|56ﬁ 3H

3R PCT/TSA/210 (RIGEERIFHE) (200947 H)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - claims
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - wo-search-report
	Page 22 - wo-search-report
	Page 23 - wo-search-report
	Page 24 - wo-search-report

