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(7) ABSTRACT

An information providing system and method and a storage
medium which provide information services to each client
apparatus on which a browser for browsing content and at
least one object operate, through the cooperation with the
operation of the object. A server apparatus has a view server
for providing content to the browser, a communication
server for making communication with the object, and an
application sever for making the view server and the appli-
cation server cooperate with each other. When a read opera-
tion from the object is performed, the communication server
notifies the application server of a result of the read opera-
tion, thereby providing synchronization between the com-
munication server and the view server.

0BJECT COMMUNICATION | [APPLIGATION

Tieb BROVSER
| 11 | rCLIENT 13| ISERVER 55| lserer 53 |5AM 57|
SELECT SERVIGE
gM\ “\%\ CONCERNED QN
GN BROWSER
PARMIETER:
AT HFORIAT O
WMU :
THIS PO
ED TfON LS PO ey
N EMAT N 15 RELD | nEomuAT 10N
INTO BEAN NECESSARY FOR
(THIS. BEAN BECONES | TRIS BEAN INGLUDES
ARGUIENT TO SUol RFORIAT
U R o
SILSED o 555?&”%5’%“
B on A
ATALIED AETER TNFORMAT 10N
0 START SERVICE FIN. GO AT
REQUEST ACCEPTANCE
SELEC
AT THIS POINT
SENERATE ApPL | OF TINE, GET
s | | 0 IIE, G
| FRON USER-AGENT.
| INITIALIZECLIENT | | START OPEN ()
Ny TIALY
ZE igny
STARTS UP CLIENT FOR
BEUIGE TINCTHE Cace oF |—IENT START-gp
DYNAIC START-UP NODE) | il |
PARAMETER:
DESTINATION URL
SESSION 1D
SERVICE NAME
UNTIL ESTABL| SHYENT
WAHMRD CF’,"‘,’Y..% ........




US 2003/0093571 A1

Patent Application Publication May 15,2003 Sheet 1 of 10

LS WVS
OL HOMLIN (QyvD 921)
0¢ 123rgo
GG UIAMIS|
NOI LV INNWNOD [*——f— ]
el IN31TD
193,90
€59 J3IAY3S 2L L/ _
NOI1vD11ddV TIVMIN | 4 TivMIyi4| | dNLEvLS
Ll
4IASMOME 9aMm
1N31NOD LG Ol SNLVdYddY INII 1D
g3m HIAYIS MIIA
0S SNLVHVddVY ¥3AY3S



Patent Application Publication May 15, 2003 Sheet 2 of 10 US 2003/0093571 A1

CLIENT
APPARATUS
10

2

FIG.

READER/WRITER

IC CARD 30




May 15, 2003 Sheet 3 of 10 US 2003/0093571 A1

Patent Application Publication

e T TV EERIEL R
NOJLD3NNGD Qvd 0 <
INBHS I VIS TIND LIVE 5
JWYN JD1AY3S -
al NO1SS3S NOWWOD
N NOILVNILS3T
/ (300K dn LaVie S NN
di-Iwgs - YRHOHE 01N0 JOVSSIH I Li0Hd
N3] 30, 2S¥9 3HL NI) 391430 ABONVLS AYTdSIQ BA¥3S MIIA “IWIL WS 3HL LV
D 404 IN3IT0 dN SIAVLS NOTLIVO I TddY LNB1TD dN SLYYLS HOTHI LO3NNOD
(N3 0L 3dAL FNIN S313103dS YIANIS MITA_ ¥3SN €03
317 oV NOISNALY3 BRIZIWILINT LN31 10 STI¥D §3IM3S 1A
1wy,
\l\"\JI\I‘\\\
() N30 LIS | N30 321 W1 LN WA 0N 9V NDISIALIA 4108 S3LIO3SS NS 1)
INTOY-Y3SN MO b ] NOI1vD TV QVD ON1S53004d 804
AL INIID & QYIUHL ONY HISHOHE HLI i NOI LYDINNWIOD ¥O4 QY3HI
139 311 40 ZHL NOI 1Y) Tddy Tvangs OINI ONIHONYAS) NOTLOFN00 OuV0 KOM S3H00” 1STNO3Y
IN10d SiHL 1V NOILOZNNOD 1IN SLTVM HBAY3S M3I1A 300W SIAL A
. > "300% $03H0”SnLv LS
0 L03S 0L SIHOLINS ¥3AMIS MIIA “INIL730 INTOJ STHL 1
INVLE0DY o) BNVISNI 3HL 30 ROTIWAND DT Fsehl. Toalnans
30IAYIS 404 15 oL 183 LNIHN9YY SY NV3E N
NOLLVRY T30 W13 [y s 18 ONIA4193dS A JONVISNI NOILYDT1ddv 3Lv4aNa0 0L 9yl
NOTINILX3 ONIZITVILINT H3AM3S STT¥D HIAYIS MIIA
s s\l
NO| 1YWHO4N! RETEAELALS
INdNi d3snz| O3 3§V NOISS3S
TN JDINTS ENNN IR
SV ONIL 14l AGVIETY 30N
QW) 404 AMYSSIOAN AUVEI
NDJ LYAOANT HONS 01 INSNONY
SUMIONI Nv39 SIHL| SIN0038 Ny3g SIHD)
404 AMVSSI0aN N¥3g_OLN|
Aol IHREDLNI | T34 S| 01 LYWAOAK] m
od Siel'le | wum &&%ﬁw
YO LYRMONI LN QW JHIL 0 INI0d STRL I TS N 410
e
B
ND GININ0D
) 3F1A433 157138
€8 sl |GG wnas| jEL mmm Ll ’ 1G :
LS WS 155 1v91dav] | NoiLvoNioD 193080 HISHONE 9oH HINES MTA € 91 4




May 15, 2003 Sheet 4 of 10 US 2003/0093571 A1

Patent Application Publication

"JWVN 301 AY3S

(ON3d0 S1¥v1S

rgo
NOI LVO | 1ddV /
Noi1 g

0l L33NNOD zo~h<o‘

014

$53008d | vs

(LNMO
0d

!
I\Mvﬁww 01 .NM.WDQWQ

. : oo
431INVEVd 7103y

TN 0L NYNLIY

SIH NO SiHi .
INIIT10 NvO) )

MY FZITVILINI

P80 | y3ai¥e' 1T RaNTA
NOI1vVOilddY
0L LO3NNOD | = |
BUCTR LIRS
€9 yIm3s SS IS
LS W NO ! 1¥D1 HdY NO | LYDINNHOD

EL NI
193rgo

-1
43SHOHE qoH

Al‘ill-v"ll.nl
INOHd 371190
A..:A..-.O..&..::-nnn.
NOWNGD
v OI14
XS
IATS M3A




US 2003/0093571 A1

1Ins3y
NOI Ly} [n3y RETTERERIE
nys——o 3INOHd 3 1i90N
WNLny AdLION . QIHSINGG— =TTd T
3s
NOL1¥S] 1Ny NOWNOD

.\\\\\\\.\\\\\\\W ]
GIHSINI
auyo 9!
\\\\\\\\\\\\\\\\\\\\\\\\\\w 04
09 mh<o“kzmxkn<
,mmuwowwzwrk:< “VALAN Nn
f
S
20:<o:2wr._.3mmzomm.um

VAl f———
" ISNOdS 3y
NOI 1v9 IINIHInY

YNLNW
\\\
yy2 -0l

\\\\\\\\\\\\\\\\\\\\\\\\\\w NOD
w04 ONYWNO
0 | L¥D 1 INJHLAY
04 GNVAWOO |NO iy
zoaﬂuw_wruzks< WALON
e
N3y )
NOI LYl INFy Iy -

] G 914
01 1% 1 4G

€G 43S GG WIS L N3 Ll LG
LS s K0 11¥D1 Tdd¥ NO1 190 INTHHOD 193780 YHO8E 5oN NINGS KIIA

Patent Application Publication May 15,2003 Sheet 5 of 10



US 2003/0093571 A1

Patent Application Publication May 15,2003 Sheet 6 of 10

/
av3iy >&~b%ﬁ BTy
E IE
|\I\|\|\|\|\\|\\\|\I\|v
omzm.z_w
QNVIWWNOD
\\\\\\\\\\\\\1\\\\\\\\\\\\w av3ad quvD Ol
ns3p qv3d A4 110N
f
wwzo&wwm ET
f
MWZOQWMZ aviy
\\I\|\|\||\\|\|\\I\|w
ONVWWNOD
\\\\\\\\\\\\\\\\\\\\\\\\\\w av3yd gdvo Ol
QNYIWWOOD ay3ad auvd Ol
.f
V34 O1|ISTnomy ———
QNVIWO0O.
qv3yd auyo o
Gg
LG WS m%:%ﬁ% s:sh%ﬁw

INOHd 311901
A'...'-..........|.‘.

od

L nam
193r80

k1l
4IM0HA 9M

LG
I H3IA

NOWWOO

9 ©14



May 15, 2003 Sheet 7 of 10 US 2003/0093571 A1

Patent Application Publication

OR:ENNEEL)
AINO
STIVO

——
PR
l—

137dwo9)|
A41LON aNy
NO | LYWHOAN]
L1NdN|
139 ‘1 ns3y
av3y Avidsiq

pes—

LG WS

€S wIngs
NO1IVO1 Wdd¥

NOTIVD

| NNIOD

/
1NS34 (ndN|

. GIHSINTT
zo~HwJasom

i1
anv zo_h<smoumq

139 "17ns3
avay ><4mw_m

pe——

1VIN0d

RETSLE :
. ———>un HLIM 1INS3
San Hilm 1ns3d L av3y AV1dS1a
ﬁ\lbkMM\MﬁMﬁ&hﬁ.\.\1\||“\|\|\zmﬂ
GG yInas el

ILEIRN
133740

dN 14vis
40 INJI 70
0L 193NNoD

S

N1 d¥3sn

/
Ad110N

1N3LINOD

..\mmap<smamz_.pmo oL 1S3n03y

NOILYWHON | AVIdS| @

1205 Gvad Ad1ION
1

— ]

—>

e

........ - 2

o

NO 1 LVWY

¥o4d 1D3NN0OO—3

A/
SOLVYLIS A4110N

\
NOTLVWE03N]

< AJIION |
W04 IndgN]

17ns3y av3y
“[Ans3y avay
L a3sia oL

133no3y

oL Ls3no3d ANV

<

3dNOHd 371190W
T SR

NOWWOO

L D14

_ L *
HSHoHG M

LS

YIS H31A




US 2003/0093571 A1

Patent Application Publication May 15,2003 Sheet 8 of 10

m|||;|||;1
INOFd 371790N
LA A
NOWAOD
8 OI4

f
1S3y
%
SNOdS3Y 31w
gansiINid
\\\\\
QNVWWOD
| 3118M QEYO ol
\\\\\\\I\\u\\.“q
ol
GNVWINOO 31/ dM Quvo
/
ETNEYm OL| S35 ————
\\\\\\\V
311 HM
oL 153n03d
99
E) 7 R

€1 189
103ra0

L
ESLI e

LG
I3 MIIA




US 2003/0093571 A1

Patent Application Publication May 15,2003 Sheet 9 of 10

AVIdS1A 17INS3Y JL11 UM

fs——

[un H

LG WS

€6 wyams
NOI 1Y} ddY

ON3 AdT10N

1T Lns3d
UM AVIdSHd

| 311N AVISID

y

——

NI AdIIoN

e e 2]

[ aauSINId_ 3
un HLtM 1S3
Jmuh_m;\><4¢m,o
| e ]
S INILNOS

SS9

NO | 1¥D [ NG

0L ¥3A IdAL A4AANVLS Od+SISvd SW

LEILEN

103ra0

HSH0HE 9o

B ESEL

INOHd 37190W
S ¥ R
NOWROD
s— | i ieeans Y
dn Lavis 1 adn
40 L34S zo_k<WWMmz_
OL 103NNOD | yo4 1D3INNOD-3X
1INS3y
ALIYM AVIgS|g
BRLEED wm_ma
o nsad A 3003
3110 AVdSH
\ [l
—vdS1a Lnsad LIt Ad1LON 6 914
€L WNID L1 - LS




May 15,2003 Sheet 10 of 10  US 2003/0093571 Al

Patent Application Publication

HN1SS3004d ANS

01 ¥3A IdALl ALANVYLS 2d+SISvE SH

3014438 G5
| T

—SINJLNOD

J1AY3S o
N3 Ad1LON

@d314193dS 139

Awn|;|1|;|
3INOHd 317a0N
ond A
NOWWOD
OL ©O14

]
E——
RETEREICL oN 1[sS300dd ON3
<—
e B
R
o”PMJQEOW qEsTNT | Ovd
joud QN ke
oN155390Y -
3

248 0000 131

A8 Q009 INT[T5

\\\\u\l\\v

3Nod

<=1 |3Ag 0009 NETYES

N3 1AdTLON JAg Q00D Y3AMIS
\
35010
oL 1S3ND3Y

& G —
LS ¥ zm¢_<wwwmwm zo_h<o_uwbmww. %uwvww

_ Ll _
HSHONG qoM

LG

HINIS M3LA




US 2003/0093571 Al

INFORMATION PROVIDING SYSTEM AND
METHOD AND STORAGE MEDIUM

BACKGROUND OF THE INVENTION

[0001] The present invention relates generally to an infor-
mation providing system and method and a storage medium
which provide information services to an client apparatus on
which a content browser and at least one object operate.
More particularly, the present invention relates to an infor-
mation providing system and method and a storage medium
which provide information services to a client apparatus on
which an object such as an IC card operates.

[0002] Still more particularly, the present invention relates
to an information providing system and method and a
storage medium which write information content provided
in an information space to an object such as an IC card via
an information processing terminal and read the information
content from the object. Yet more particularly, the present
invention relates to an information providing system and
method and a storage medium which associate read/write
operations on a browser and an object on an information
processing apparatus.

[0003] A variety of devices which use identification num-
bers and passwords for personal identification and authen-
tication processing have been designed and put into practical
use. For example, when users use their cash cards and credit
cards at financial institutions such as banks, pay-in and
pay-out operations are performed by financial terminals such
as cash dispensers by prompting users to enter their identi-
fication numbers and passwords and confirming the entry of
correct identification numbers and passwords as a means of
verifying the identity of the users.

[0004] In a storage medium such as a magnetic stripe
disposed on one piece of cash card, there is a storage area
which is available to the bank only. Therefore, since the
entry of the above-mentioned identification number or pass-
word is merely the access to this single storage area, the
security against forgery and theft is hardly adequate.

[0005] For this reason, from the viewpoint of forgery
prevention for example, contact-type IC cards having elec-
trical contacts and non-contact-type IC cards on which data
read/write operations are performed via wireless data have
recently come to be widely used as cash cards and credit
cards. For example, IC card reader/writer apparatuses
installed inside cash dispensers and at the entrance of
concert halls and the ticket barrier of railway stations can
access the IC cards presented by their users in a non-contact
manner.

[0006] Identification confirmation or authentication pro-
cessing between the IC card and the IC card reader/writer is
performed by matching the identification number entered by
user into the IC card reader with the identification number
stored on the IC card. When the identification confirmation
or authentication processing is successful, an application for
example stored in the IC card becomes available. This
application includes the value information about electronic
money or electronic tickets for example. (The identification
number for use in-IC card accessing is referred to as a PIN
(Personal Identification Number).

[0007] Recently, with the rapid enhancement in microfab-
rication technologies, IC cards which have a comparatively
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large storage space have come into a wide use. Since
conventional cash cards hold only a single storage area or a
single application, a user must own a plurality of cards
corresponding to various uses or purposes. On the other
hand, the IC cards having a large memory such as above can
store a plurality of applications at the same time, so that one
IC card can be used for a plurality of uses. For example, two
or more applications such as electronic money for electronic
account settlement, an electronic ticket for a particular
concert may be stored on a single IC card to apply it to
various uses.

[0008] Moreover, the IC card may be connected to infor-
mation processing terminals such as mobile phones, PDAs
(Personal Digital Assistants), and personal computers via a
reader/writer or via an external interface other than non-
contact interface or an IC card chip may be incorporated in
information processing terminals.

[0009] In this case, various application services based on
the IC card may be executed on information processing
terminals. For example, the user interaction to the IC card
may be performed on information processing terminals by
use of the user interface such as keyboard and display
monitor of each terminal.

[0010] For example, if the IC card is connected to an
information processing terminal connected to an informa-
tion retrieval space such as the Internet, the user can search
a WWW information space via a Web browser which
operates on the information processing terminal and down-
load (or write) retrieved content to the connected IC card or
upload (or read) content from the IC card to a location
retrieved in the WWW information space.

[0011] Meanwhile, a general-purpose Web browser can
display, as a page screen, content such as HTML provided on
a WWW server. Especially, recently, the server side can
create dynamic pages by means of a scheme such as JSP
(Java Server Pages). Handling designed HTML documents
as JSP files allows the reflection of database values for
example. For example, pages may be worked out as JSP files
by designer and their servelet is described by developer for
use of databases.

[0012] The Web browser can search the WWW informa-
tion space for the locations of desired content. Therefore, the
user can find the content necessary for peripheral devices
such as IC cards connected to information processing ter-
minals from the WWW information space by use of the Web
browser.

[0013] However, the Web browser itself cannot directly
operate the peripheral devices such as IC cards connected to
information processing terminals. This consequently
requires to have a device communication program for allow-
ing peripheral devices such as IC cards to communicate with
desired servers, in general.

[0014] The device communication program is activated by
the Web browser for example, however, since the Web
browser has no mechanism for operating cooperatively with
the device communication program, no cooperative opera-
tion or synchronization is performed between them.

[0015] As described above, while Web servers can per-
form a dynamic page creating operation by use of a scheme



US 2003/0093571 Al

such as JSP, this page creation cannot be linked with the
communication program for devices such as IC cards.

SUMMARY OF THE INVENTION

[0016] Tt is therefore an object of the present invention to
provide an information providing system and method and a
storage medium for preferably moving information content
provided in an information space to devices such as IC cards
via an information processing terminal.

[0017] Tt is another object of the present invention to
provide an information providing system and method and a
storage medium for moving information content provided in
an information space to devices such as IC cards via an
information processing terminal while operating, in a coop-
erative manner, servers and clients in the information space
and the devices connected to the clients.

[0018] It is still another object of the present invention to
provide, via a browser for browsing content, an information
providing system and method and a storage medium for
providing information services to client apparatuses on
which the browser and at least one object operate while
providing a cooperation between the provision of content to
the browser and the communication with the object.

[0019] According to the first aspect of the present inven-
tion, there is provided A system for providing information to
a client apparatus on which a browser for browsing content
and at least one object operate, including: a view server for
providing content to the browser; a communication server
for making communication with the object; and an applica-
tion server for making the view server and the communica-
tion server cooperate with each other.

[0020] Term “system” as used herein denotes a logical
collection of a plurality of apparatuses (or functional mod-
ules for implementing particular functions) and has no
implication whether each of the apparatuses or modules is
accommodated in a single housing.

[0021] According to the second aspect of the present
invention, there is provided an information providing
method for providing information services to a client appa-
ratus on which a browser for browsing content and at least
one object operate, including the steps of: providing content
to the browser; making communication with the object; and
making the view server and the communication server
cooperate with each other.

[0022] The above-mentioned view server can dynamically
generate content by use of JSP (Java Server Pages). There-
fore, the cooperation with the communication server via the
application server can allow to dynamically generate content
synchronized with the communication with the object on the
client apparatus side and provide the generated content to
the browser.

[0023] For example, when connection is made with the
object of the client apparatus, the communication server
notifies the application server of the establishment of the
connection, thereby can provide synchronization between
the communication server and the view server.

[0024] When mutual authentication is performed with the
object of the client apparatus, the communication server
notifies the application server of a result of the mutual
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authentication, thereby can provide synchronization
between the communication server and the view server.

[0025] When a read operation is performed on the object
of the client apparatus, the communication server notifies
the application server of a result of the read operation,
thereby can provide synchronization between the commu-
nication server and the view server. In this case, in response
to the read result notice from the communication server, the
application server notifies the view server of the contents of
the read result, thereby can synchronize display contents on
the browser with the result of the read operation done on the
object.

[0026] When a write operation is performed on the object
of the client apparatus, the communication server notifies
the application server of a result of the write operation,
thereby can provide synchronization between the commu-
nication server and the view server. In this case, in response
to the write result notice from the communication server, the
application server notifies the view server of the contents of
the write result, thereby can synchronize display contents on
the browser with the result of the write operation done on the
object.

[0027] When the communication with the object of the
client apparatus is closed, the communication server notifies
the application server of a result of the close operation,
thereby can provide synchronization between the commu-
nication server and the view server.

[0028] According to the third aspect of the present inven-
tion, there is provided a storage medium storing a computer-
readable software coded to execute, on a computer system,
processing for providing information services to a client
apparatus on which a browser for browsing content and at
least one object operate, the computer-readable software
including the steps of: providing content to the browser;
making communication with the object; and making provi-
sion of content to the browser and communication with the
object cooperate with each other.

[0029] The storage medium associated with the above-
mentioned aspect provide, in a computer-readable form,
computer software to a general-purpose computer system on
which various program codes are executable, for example.
This storage medium includes detachable and portable stor-
age medium such as DVD (Digital Versatile Disc), CD
(Compact Disc), FD (Floppy Disc), or MO (Magneto-
Optical disc) for example. Alternatively, it is technologically
possible to provide computer software to a particular com-
puter system via a transmission medium such as a network
(regardless of wired or wireless).

[0030] The storage medium associated with the above-
mentioned aspect defines the cooperative relationship
between computer software and storage medium in order to
realize the functionality of particular computer software on
a computer system. In other words, installation of predeter-
mined computer software on a computer system via the
storage medium associated with the above-mentioned aspect
allows to provide a cooperative action on the computer
system, thereby can provide generally the same functional
effects as the system and the method associated with the
above-mentioned respective aspects.

[0031] According to the first aspect of the present inven-
tion described above, an information providing system and
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method and a storage medium can be provided which are
capable of moving information content provided in an
information space to IC cards for example via an informa-
tion processing terminal.

[0032] According to the second aspect of the present
invention described above, an information providing system
and method and a storage medium can be provided which
are capable of moving information content provided in an
information space to IC cards via an information processing
terminal by making servers and clients in the information
space and devices connected to the clients cooperate with
each other.

[0033] According to the third aspect of the present inven-
tion described above, an information providing system and
method and a storage medium can be provided which are
capable of providing information services via a browser for
browsing content to each client apparatus on which the
browser and at least one object operate, through the coop-
eration with the operation of the object.

BRIEF DESCRIPTION OF THE DRAWINGS

[0034] These and other objects of the invention will be
seen by reference to the description, taken in connection
with the accompanying drawing:

[0035] FIG. 1 is a schematic diagram illustrating a con-
figuration of a network system associated with one embodi-
ment of the present invention;

[0036] FIG. 2 is a schematic diagram illustrating the
connection of an IC card 30 to a client apparatus 10 via an
IC card reader/writer;

[0037] FIG. 3 is a sequence diagram illustrating a pro-
cessing procedure for initializing the connection between an
application and the IC card 30;

[0038] FIG. 4 is a sequence diagram illustrating another
processing procedure for initializing the connection between
an application and the IC card 30;

[0039] FIG. 5 is a sequence diagram illustrating a pro-
cessing procedure for mutual authentication of the IC card
30,

[0040] FIG. 6 is a sequence diagram illustrating a pro-
cessing procedure for a server apparatus 50 to access the IC
card 30 for a read operation via a client apparatus 10;

[0041] FIG. 7 is a sequence diagram illustrating a pro-
cessing procedure for the server apparatus 50 to display a
result of reading from the IC card 30 onto a Web browser 11
of the client apparatus 10;

[0042] FIG. 8 is a sequence diagram illustrating a pro-
cessing procedure for the server apparatus 50 to access the
IC card 30 for a write operation via the client apparatus 10;

[0043] FIG. 9 is a sequence diagram illustrating a pro-
cessing procedure for the server apparatus 50 to display a
result of writing to the IC card 30 onto the Web browser 11
of the client apparatus 10; and

[0044] FIG. 10 is a sequence diagram illustrating a pro-
cessing procedure for the server apparatus 50 to close the
communication with the client apparatus 10.
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DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0045] This invention will be described in further detail by
way of example with reference to the accompanying draw-
ings.

[0046] Now, referring to FIG. 1, there is schematically
shown a configuration of a network system 1 practiced as
one embodiment of the invention. On the network system 1,
a client apparatus 10 which requests content and other
network services and a server apparatus 50 which provides
content and other services are interconnected via a network
70 and their firewalls 71 and 72. On the network 70, many
clients and servers exist; however, for the brevity of descrip-
tion and prevention of complexity of drawings, only one
client and one server are shown.

[0047] The client apparatus 10 is constituted by an infor-
mation processing terminal such as a personal computer
(P1), a mobile phone, or a PDA (Personal Digital Assistant)
for example.

[0048] An IC card 30 having memory capability is con-
nected to the client apparatus 10. There is not any special
restriction to the connection form between the client appa-
ratus 10 and the IC card 30. For example, the IC card 30 may
be connected to the client apparatus 10 via an IC card
reader/writer locally connected to the client apparatus 10
(refer to FIG. 2). For the client apparatus such as a mobile
phone or a PDA, the IC card 30 may be connected to the
client apparatus 10 via a card slot disposed thereon or via a
wired interface or an IC card chip may be installed on the
client apparatus 10. It should be noted that the IC card chip
and the IC card are generically referred to an IC card herein.

[0049] Operating on the client apparatus 10 are a Web
browser 11 for searching an information space such as
WWW (World Wide Web) built on the network 70 and a
client for object or an object client 13 for such an object
operating on the client apparatus 10 as a peripheral device
like the IC card 30 and an application to communicate with
the server apparatus 50. In the example shown in FIG. 1, the
client apparatus 10 has only the IC card 30 as an object
which communicates with the server apparatus 50, so that
only the single object client 13 is active; if a plurality of
objects are operating, a plurality of object clients corre-
sponding to these objects may operate.

[0050] The Web browser 11 and the object client 13 can
send HTTP requests to the server apparatus 50 on the
network 70 and receive HTTP responses from the server
apparatus 50. However, because of the conditions such as
the existence of firewalls and the network configuration, the
Web browser 11 and object client 13 do not basically receive
HTTP requests from the server apparatus 50.

[0051] On the other hand, the server apparatus 50 is
constituted by such a computer system having a compara-
tively powerful computing power and a mass storage device
as a workstation (WS) or a personal computer (PC). Gen-
erally, the server apparatus 50 is managed by a service
providing business entity.

[0052] The server apparatus 50 provides information ser-
vices to the client apparatus 10 on which the Web browser
11 and at least one object (for example, a peripheral device
such as the IC card 30 and an application). On this server
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apparatus 50, a view server 51, an application server 53, and
a communication server 55 are operating. Also, the server
apparatus 50 has a temper-proof hardware module SAM
(Secure Application Module) 57.

[0053] The view server 51 provides Web content
described in HTML (Hyper Text Markup Language) to the
Web browser. The present embodiment is adapted to provide
dynamic HTML content to the view server 51 by use of JSP
(Java Server Pages).

[0054] The communication server 55 controls the com-
munication with such objects operating on the client appa-
ratus 10 as a peripheral device like the IC card 30 connected
to the client apparatus 10 and an application.

[0055] Generally, no cooperative operation is performed
between the view server 51 and the communication server
55. On the client apparatus 10, there is no cooperative
operation between the Web browser 11 and the object client
13 (the Web browser 11 may activate the object client 13,
but, once the activation has been performed, the Web
browser 11 and object client 13 operate independently of
each other) Hence, the displaying of content supplied from
the view server 51 to the Web browser 11 cannot be
synchronized with the communication between the object
such as the IC card 30 and the communication server 55.
Namely, if the view server 51 can dynamically create
content for the Web browser 11 on the basis of JSP for
example, the displaying of the content is performed inde-
pendently of the communication between the object such as
the IC card 30 and the communication server 55.

[0056] On the contrary, in the present embodiment, the
application server 53 performs a cooperative operation
between the view server 51 and the communication server
55. Consequently, the view server 51 can dynamically
generate Web content corresponding to the communication
with such an object on the client apparatus 10 as the IC card
30 and, at the same time, the client apparatus 10 can display
the page corresponding to the communication between the
object on the client apparatus 10 and the server apparatus 50
onto the Web browser 11 (to be described later in more
detail).

[0057] The SAM 57 hides all such access technologies
associated with the IC card 30 as the key and logic for
accessing the information of high security like the value
information stored in the IC card 30. The communication
server 55 uses the SAM 57 in order to access the IC card 30
in read/write operations and authenticate the IC card 30.

[0058] FIGS. 3 and 4 shows the processing procedures
for initializing the connection between an application and
the IC card 30.

[0059] When a user operating the client apparatus 10
selects a desired service on the screen of the Web browser 11
and then enters a predetermined parameter, the view server
51 gets the client type at this point of time and returns a
corresponding message to the Web browser 11.

[0060] At this point of time, the view server 51 or the
application server 53 holds all necessary information in
Bean (this Bean becomes an argument to library; the infor-
mation necessary for this Bean is such information neces-
sary for writing to the IC card 30 as service name and user
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input information). Hence, the sessions already established
are also maintained in the following sequences.

[0061] The user performs a final confirmation for service
acceptance (by clicking the OK button, for example). In
response, the Web browser 11 requests the view server 51 for
starting service provision.

[0062] The view server 51 calls an expansion tag for
initialization for server to generate an application instance
for the IC card 30 (specifies name Bean as an argument).
After generating the instance, the view server 51 disconnects
the thread. At this point of time, the view server 51 switches
to the status check mode. In this mode, the view server 51
waits until a connection request comes from the card con-
nection (the threads branches into a thread for communicat-
ing with the Web browser 11 and a thread for processing a
card application). The view server 51 specifies both the
expansion tag and Bean.

[0063] In response to the generation of the application
thread, the application server 53 gets the client type from the
user agent and start an open operation, attempting to initial-
ize the client.

[0064] Upon calling of an expansion tag for initializing for
client, the view server 51 specifies MINE type to the user
and sends content so that the object client 13 is activated for
the object such as IC card 30 to communicate with the server
apparatus 50. At the same time, view server 51 displays a
message for prompting a wait onto the screen of the Web
browser 11. Then, the view server 51 waits until connection
is established between the application server 53 and the
communication server 55.

[0065] Inresponse to the message from the view server 51,
the Web browser 11 requests to start the object client 13. At
the same time, the Web browser 11 requests the view server
51 to wait until the connection, namely the card connection
is established between the communication server 55 and the
object client 13 (this is in the case in which the client
apparatus 10 operates in a multithread mode as with a PC).

[0066] Subsequently, the object client 13 performs a hand-
shake operation for establishing connection with the com-
munication server 55.

[0067] The communication server 55 reports the activa-
tion of the client to the application server 53. The application
server 53 connects to the application object.

[0068] The application server 53 requests the communi-
cation server 55 for the establishment of connection of the
SAM 57. In response the communication server 55 issues a
connection establishment request to the SAM 57.

[0069] Upon completion of the connection establishment,
the SAM 57 sends information thereof to the communication
server 55. Then, the communication server 55 reports the
establishment of the card connection and the application
connection to the application server 53. The application
server 53 connects to the application object. As a result,
synchronization is provided between the communication
server 55 and the view server S1.

[0070] FIG. 5 shows a processing procedure for perform-
ing mutual authentication of the IC card 30.

[0071] The application server 53 requests the communi-
cation server 55 for mutual authentication. In response, the
communication server 55 issues a mutual authentication
request to the SAM 57.
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[0072] The SAM 57 sends a mutual authentication com-
mand for the IC card 30 to the communication server 55. The
communication server 55 sends the received mutual authen-
tication command for the IC card 30 to the object client 13.

[0073] The object client 13 performs a mutual authenti-
cation procedure for the IC card 30 which responded to the
mutual authentication command and returns a mutual
authentication response to the communication server 55.
The communication server 55 sends the received mutual
authentication response to the SAM 57.

[0074] The transmission of the mutual authentication
command and the returning of the mutual authentication
response are repeated by the necessary number of times.
Then, lastly, the object client 13 sends a finished message to
the communication server 55 and the communication server
55 sends a mutual authentication result to the application
server 53, thereby providing synchronization between the
communication server 55 and the view server 51, upon
which this processing procedure comes to an end.

[0075] FIG. 6 shows a processing procedure for the server
apparatus 50 to access the IC card 30 for a read operation via
the client apparatus 10.

[0076] The application server 53 requests the communi-
cation server 55 for reading the IC card 30. In response, the
communication server 55 issues a read request to the SAM
57.

[0077] The SAM 57 sends a read command for the IC card
30 to the communication server 55. The communication
server 55 sends the received read command for the IC card
30 to the object client 13.

[0078] The object client 13 performs a read procedure on
the IC card 30 which responded to the read command and
returns a read response to the communication server 55. The
communication server 55 transfers the read response to the
SAM 57.

[0079] The transmission of the read command and the
returning of the read response are repeated by the necessary
number of times. Then, lastly, the object client 13 sends a
finished message to the communication server 55 and the
communication server 55 sends a read result to the appli-
cation server 53, thereby providing synchronization between
the communication server 55 and the view server 51, upon
which this processing procedure comes to an end.

[0080] FIG. 7 shows a processing procedure for the server
apparatus 50 to display a read result from the IC card 30 onto
the Web browser 11 of the client apparatus 10.

[0081] Inresponse to the result report (refer to FIG. 6), the
application server 53 sends the contents of the read result
and issues a user information get request to the view server
51.

[0082] If the client apparatus 10 is not a PC but a device
which operates on a single thread like a mobile phone, the
Web browser 11 is in a stopped state while the 13 is
operating. Hence, application server 53 activates the Web
browser 11 via the communication server 55 and object
client 13 to transfer a read result display request with URL.
The Web browser 11 performs the read result display request
on the view server 51 on the basis of the received URL.
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[0083] In response to the read result display request, the
view server 51 sends a read result display information input
form to the Web browser 11. In response, the Web browser
11 sends the information to the view server 51 and view
server 51 sends the status to the Web browser 11. The view
server 51 dynamically generates contents corresponding to
the state of communication with the IC card 30 by use of a
scheme such as JSP. As a result, by the cooperation between
the view server 51 and the communication server 55 on the
side of the server apparatus 50, the Web browser 11 can
present to the user the page which is synchronized with the
communication state of the object, namely the IC card 30.

[0084] If the client apparatus 10 is a device which operates
on multiple threads such as a PC, the Web browser 11
requests the view server 51 for information update re-
connection.

[0085] If the client apparatus 10 is a device which operates
on a single thread like a mobile phone, the object client 13
is in a stopped state while the Web browser 11 is operating,
so that the Web browser 11 requests the object client 13 for
connection or activation and sends a read result display input
information get completion notice to the application server
53 via the communication server 55. The application server
53 issues an information get request to the view server 51.

[0086] In response to the information update re-connect
request from the Web browser 11 or the information get
request from the application server 53, the view server 51
sends an input result notice to the application server 53.

[0087] Receiving the read result display information input
form, the Web browser 11 can enter the information to be
written to the object, namely the IC card 30 or the infor-
mation which affects the information to be written to the IC
card 30. At the same time, the Web browser 11 can sends the
entered information from the view server 51 to the applica-
tion server 53. Receiving this information, the application
server 53 can manipulate the received information and send
a notice to the object, namely the IC card 30 via the
communication server 55 to specify an operation such as
read or write which corresponds to the object and user
request.

[0088] FIG. 8 shows a processing procedure for the server
apparatus 50 to access the IC card 30 for a write operation
via the client apparatus 10.

[0089] The application server 53 requests the communi-
cation server 55 to write to the IC card 30. In response, the
communication server 55 issues a write request to the SAM
57.

[0090] The SAM 57 sends the write command for the IC
card 30 to the communication server 55. The communication
server 55 sends the received write command for the IC card
30 to the object client 13.

[0091] The object client 13 performs a read procedure on
the IC card 30 which responded to the write command and
returns a write response to the communication server 55.
The communication server 55 sends the received write
response to the SAM 57.

[0092] The transmission of the write command and the
returning of the corresponding write response are repeated
by the necessary number of times. Lastly, the object client 13
sends a finished message to the communication server 55. At
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the same time, when the communication server 55 reports a
write result to the application server 53, synchronization is
provided between the communication server 55 and the view
server 51, upon which this processing procedure comes to an
end.

[0093] FIG. 9 shows a processing procedure for the server
apparatus 50 to display a result of writing to the IC card 30
onto the Web browser 11 of the client apparatus 10.

[0094] In response to a write result notice (refer to FIG.
8), the application server 53 issues a write result contents
notice to the view server 51.

[0095] 1If the client apparatus 10 operates not on a PC but
on a single thread such as a mobile phone, the Web browser
11 is in the stopped state while the object client 13 is
operating. Hence, the application server 53 activates the
Web browser 11 via the communication server 55 and the
object client 13 to send the write result contents notice to the
Web browser 11 as in a form of write result display with
URL. Then, on the basis of the received URL, the Web
browser 11 requests the view server 51 for displaying the
write result.

[0096] In response to the write result display request, the
view server 51 displays the write result onto the Web
browser 11. The view server 51 dynamically generates the
content corresponding to the state of communication with
the IC card 30 by use of a scheme such as JSP. As a result,
by the cooperation between the view server 51 and the
communication server 55 on the side of the server apparatus
50, the Web browser 11 can present to the user the page
which is synchronized with the communication state of the
object, namely the IC card 30.

[0097] If the client apparatus 10 is a device which operates
on multiple threads such as a PC, the Web browser 11
requests the view server 51 for information update re-
connection.

[0098] If the client apparatus 10 operates on a single
thread such as a mobile phone, the object client 13 is in the
stopped state while the Web browser 11 is operating, so that
the Web browser 11 requests the object client 13 for con-
nection or activation and sends a close notice to the appli-
cation server 53 via the communication server 55.

[0099] FIG. 10 shows a processing procedure for the
server apparatus 50 to end the communication with the client
apparatus 10.

[0100] the application server 53 issues a close request to
the communication server 55.

[0101] In response to the close request, the communica-
tion server 55 sends a close notice to the SAM 57 and, at the
same time, performs a handshake operation with the object
client 13 for close processing.

[0102] If the client apparatus 10 is a device which is
built-in device such as a mobile phone, the object client 13
issues a connection request to the Web browser 11 for
connection to the close URL. In response, the Web browser
11 accesses the view server 51 to get the content specified by
the URL.

[0103] When the close processing has been completed, the
SAM 57 returns the information thereof to the communica-
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tion server 55. The communication server 55 notifies the
application server 53 of the completion of close operation.

[0104] The application server 53 notifies the view server
51 of the completion of close processing. As a result,
synchronization is provided between the communication
server 55 and the view server S1.

[0105] The view server 51 notifies the Web browser 11 of
the end of service. The user operating the client apparatus 10
can know the end of service on the screen of the Web
browser 11.

[0106] While the preferred embodiments of the present
invention have been described using specific terms, such
description is for illustrative purposes only, and it is to be
understood that changes and variations may be made with-
out departing from the spirit or scope of the appended
claims. It is therefore necessary for the understanding of the
present invention to take the scope of claims herein into
account.

What is claimed is:

1. Asystem for providing information to a client apparatus
on which a browser for browsing content and at least one
object operate, comprising:

a view server for providing content to said browser;

a communication server for making communication with
said object; and

an application server for making said view server and said

communication server cooperate with each other.

2. The system according to claim 1, wherein said view
server dynamically generates contents.

3. The system according to claim 2, wherein said view
server dynamically generates contents by use of JSP (Java
Server Pages).

4. The system according to claim 1, wherein, when
connection is made with said object on said client apparatus,
said communication server notifies said application server of
the establishment of connection, thereby providing synchro-
nization between said communication server and said view
server.

5. The system according to claim 1, wherein, when mutual
authentication is performed with said object of said client
apparatus, said communication server notifies said applica-
tion server of a result of said mutual authentication, thereby
providing synchronization between said communication
server and said view server.

6. The system according to claim 1, wherein, when a read
operation is performed on said object of said client appara-
tus, said communication server notifies said application
server of a result of said read operation, thereby providing
synchronization between said communication server and
said view server.

7. The system according to claim 5, wherein said appli-
cation server notifies said view server of the contents of the
read operation result in response to the read result notice
from said communication server, thereby synchronizing
display contents on said browser with said read result.

8. The system according to claim 1, wherein, when a write
operation is performed on said object of said client appara-
tus, thereby providing synchronization between said com-
munication server and said view server.

9. The system according to claim 7, wherein, in response
to the write result notice from said communication server,
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said application server notifies said view server of a result of
said write operation, thereby synchronizing display contents
on said browser with the write result from said object.

10. The system according to claim 1, wherein, when the
communication with said object of said client apparatus is
closed, said communication server notifies said application
server of a result of the close operation, thereby providing
synchronization between said communication server and
said view server.

11. A method for providing information services to a
client apparatus on which a browser for browsing content
and at least one object operate, comprising the steps of:

providing content to said browser;
making communication with said object; and

making provision of content to said browser and commu-

nication with said object cooperate with each other.

12. The method according to claim 10, wherein the step
of providing content to said browser dynamically generate
content by use of JSP.

13. The method according to claim 10, wherein, when
connection is made with said object of said client apparatus,
the provision of content to said browser is made cooperate
with the communication with said object.

14. The method according to claim 10, wherein, when
mutual authentication is performed with said object of said
client apparatus, the provision of content to said browser is
made cooperate with the communication with said object.

15. The method according to claim 10, wherein, when a
read operation is performed on said object of said client
apparatus, the provision of content to said browser is made
cooperate with the communication with said object.

16. The method according to claim 14, wherein a coop-
eration is provided between a result of said read operation
from said object and content to be provided to said browser,
thereby synchronizing display contents on said browser with
the result of said read operation on said object.
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17. The method according to claim 10, wherein, when a
write operation is performed on said object of said client
apparatus, the provision of content to said browser is made
cooperate with the communication with object.

18. The method according to claim 16, wherein, a coop-
eration is provided between a result of said write operation
on said object and content to be provided to said browser,
thereby synchronizing display contents on said browser with
the result of said write operation on said object.

19. The method according to claim 10, wherein commu-
nication with said object of said client apparatus is closed,
a cooperation is provided between the provision of content
to said browser and the communication with said object.

20. A storage medium storing a computer-readable soft-
ware coded to execute, on a computer system, processing for
providing information services to a client apparatus on
which a browser for browsing content and at least one object
operate, said computer-readable software comprising the
steps of:

providing content to said browser;
making communication with said object; and

making provision of content to said browser and commu-
nication with said object cooperate with each other.
21. A computer software program coded to execute, on a
computer system, processing for providing information ser-
vices to a client apparatus on which a browser for browsing
content and at least one object operate, said computer
software program comprising the steps of:

providing content to said browser;
making communication with said object; and

making provision of content to said browser and commu-
nication with said object cooperate with each other.



