
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2003/0093571 A1 

Oshima 

US 20030093571A1 

(54) 

(75) 

(73) 

(21) 

(22) 

(30) 

Oct. 31, 2001 

WEW SERVER CALLS SERVER NITIALZING EXTENTON 
TAG TO GENERATE APPLICATION INSTANCE (BY SPECIFYING 

k GENERATION OF THE ENSTANCE. 
AHSPORT CETME VIEW SERVER SWITCHESTO 

NAE BEANAS ARGUMEN 
CSCONNEC THREAD PO 

INFORMATION PROVIDING SYSTEMAND 
METHOD AND STORAGE MEDIUM 

Inventor: Takuya Oshima, Tokyo (JP) 

Correspondence Address: 
OBLON, SPIVAK, MCCLELLAND, MAIER & 
NEUSTADT, P.C. 
1940 DUKE STREET 
ALEXANDRIA, VA 22314 (US) 

Assignee: SONY CORPORATION, Tokyo (JP) 

Appl. No.: 10/283,145 

Filed: Oct. 30, 2002 

Foreign Application Priority Data 

(JP)...................................... 2001-334969 

WEN SERVER 
5 

We BROWSER 
11 

OBIANCIENT TYPE A 
REURN MESSAGE ACCORD 

STATS CHECK MODE. 
N THIS MODE, VIEW SERVER WAS UNTIL CONNECO 
REQUEST COMES FROM CARD CONNECTION (BRANCHING INTO 
THREAD FOR COMMUNCAON THBROWSER AND THREAD 

TH 
NG 

S 
LY 

FOR PROCESSNG CARD PE1892; WESERVER SPECIFIES BOTH EXTE SON AG AND BEAN. 

PONT OF TME AND 

(43) Pub. Date: May 15, 2003 

Publication Classification 

(51) Int. Cl." ..................................................... G06F 15/16 
(52) U.S. Cl. .............................................................. 709/248 

(57) ABSTRACT 

An information providing System and method and a Storage 
medium which provide information Services to each client 
apparatus on which a browser for browsing content and at 
least one object operate, through the cooperation with the 
operation of the object. A Server apparatus has a view Server 
for providing content to the browser, a communication 
Server for making communication with the object, and an 
application Sever for making the View Server and the appli 
cation Server cooperate with each other. When a read opera 
tion from the object is performed, the communication Server 
notifies the application Server of a result of the read opera 
tion, thereby providing Synchronization between the com 
munication Server and the View Server. 
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INFORMATION PROVIDING SYSTEMAND 
METHOD AND STORAGE MEDIUM 

BACKGROUND OF THE INVENTION 

0001. The present invention relates generally to an infor 
mation providing System and method and a storage medium 
which provide information Services to an client apparatus on 
which a content browser and at least one object operate. 
More particularly, the present invention relates to an infor 
mation providing System and method and a storage medium 
which provide information Services to a client apparatus on 
which an object Such as an IC card operates. 
0002 Still more particularly, the present invention relates 
to an information providing System and method and a 
Storage medium which write information content provided 
in an information Space to an object Such as an IC card via 
an information processing terminal and read the information 
content from the object. Yet more particularly, the present 
invention relates to an information providing System and 
method and a storage medium which associate read/write 
operations on a browser and an object on an information 
processing apparatus. 

0003) A variety of devices which use identification num 
bers and passwords for personal identification and authen 
tication processing have been designed and put into practical 
use. For example, when users use their cash cards and credit 
cards at financial institutions Such as banks, pay-in and 
pay-out operations are performed by financial terminals. Such 
as cash dispensers by prompting users to enter their identi 
fication numbers and passwords and confirming the entry of 
correct identification numbers and passwords as a means of 
Verifying the identity of the users. 
0004. In a storage medium Such as a magnetic Stripe 
disposed on one piece of cash card, there is a storage area 
which is available to the bank only. Therefore, since the 
entry of the above-mentioned identification number or pass 
word is merely the access to this single Storage area, the 
Security against forgery and theft is hardly adequate. 
0005 For this reason, from the viewpoint of forgery 
prevention for example, contact-type IC cards having elec 
trical contacts and non-contact-type IC cards on which data 
read/write operations are performed via wireleSS data have 
recently come to be widely used as cash cards and credit 
cards. For example, IC card reader/writer apparatuses 
installed inside cash dispensers and at the entrance of 
concert halls and the ticket barrier of railway Stations can 
access the IC cards presented by their users in a non-contact 

C. 

0006 Identification confirmation or authentication pro 
cessing between the IC card and the IC card reader/writer is 
performed by matching the identification number entered by 
user into the IC card reader with the identification number 
stored on the IC card. When the identification confirmation 
or authentication processing is Successful, an application for 
example stored in the IC card becomes available. This 
application includes the value information about electronic 
money or electronic tickets for example. (The identification 
number for use in-IC card accessing is referred to as a PIN 
(Personal Identification Number). 
0007 Recently, with the rapid enhancement in microfab 
rication technologies, IC cards which have a comparatively 
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large Storage Space have come into a wide use. Since 
conventional cash cards hold only a single Storage area or a 
Single application, a user must own a plurality of cards 
corresponding to various uses or purposes. On the other 
hand, the IC cards having a large memory Such as above can 
Store a plurality of applications at the same time, So that one 
IC card can be used for a plurality of uses. For example, two 
or more applications Such as electronic money for electronic 
account Settlement, an electronic ticket for a particular 
concert may be stored on a single IC card to apply it to 
various uses. 

0008 Moreover, the IC card may be connected to infor 
mation processing terminals. Such as mobile phones, PDAS 
(Personal Digital ASSistants), and personal computers via a 
reader/writer or via an external interface other than non 
contact interface or an IC card chip may be incorporated in 
information processing terminals. 

0009. In this case, various application services based on 
the IC card may be executed on information processing 
terminals. For example, the user interaction to the IC card 
may be performed on information processing terminals by 
use of the user interface Such as keyboard and display 
monitor of each terminal. 

0010 For example, if the IC card is connected to an 
information processing terminal connected to an informa 
tion retrieval Space Such as the Internet, the user can Search 
a WWW information space via a Web browser which 
operates on the information processing terminal and down 
load (or write) retrieved content to the connected IC card or 
upload (or read) content from the IC card to a location 
retrieved in the WWW information space. 

0011. Meanwhile, a general-purpose Web browser can 
display, as a page Screen, content Such as HTML provided on 
a WWW server. Especially, recently, the server side can 
create dynamic pages by means of a Scheme Such as JSP 
(Java Server Pages). Handling designed HTML documents 
as JSP files allows the reflection of database values for 
example. For example, pages may be worked out as JSP files 
by designer and their servelet is described by developer for 
use of databases. 

0012. The Web browser can search the WWW informa 
tion Space for the locations of desired content. Therefore, the 
user can find the content necessary for peripheral devices 
Such as IC cards connected to information processing ter 
minals from the WWW information space by use of the Web 
browser. 

0013 However, the Web browser itself cannot directly 
operate the peripheral devices Such as IC cards connected to 
information processing terminals. This consequently 
requires to have a device communication program for allow 
ing peripheral devices Such as IC cards to communicate with 
desired Servers, in general. 

0014. The device communication program is activated by 
the Web browser for example, however, since the Web 
browser has no mechanism for operating cooperatively with 
the device communication program, no cooperative opera 
tion or Synchronization is performed between them. 

0015. As described above, while Web servers can per 
form a dynamic page creating operation by use of a Scheme 
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Such as JSP, this page creation cannot be linked with the 
communication program for devices Such as IC cards. 

SUMMARY OF THE INVENTION 

0016. It is therefore an object of the present invention to 
provide an information providing System and method and a 
Storage medium for preferably moving information content 
provided in an information Space to devices Such as IC cards 
via an information processing terminal. 
0.017. It is another object of the present invention to 
provide an information providing System and method and a 
Storage medium for moving information content provided in 
an information Space to devices Such as IC cards via an 
information processing terminal while operating, in a coop 
erative manner, Servers and clients in the information Space 
and the devices connected to the clients. 

0.018. It is still another object of the present invention to 
provide, via a browser for browsing content, an information 
providing System and method and a storage medium for 
providing information Services to client apparatuses on 
which the browser and at least one object operate while 
providing a cooperation between the provision of content to 
the browser and the communication with the object. 
0.019 According to the first aspect of the present inven 
tion, there is provided A System for providing information to 
a client apparatus on which a browser for browsing content 
and at least one object operate, including: a view Server for 
providing content to the browser; a communication server 
for making communication with the object; and an applica 
tion Server for making the view Server and the communica 
tion Server cooperate with each other. 
0020 Term “system” as used herein denotes a logical 
collection of a plurality of apparatuses (or functional mod 
ules for implementing particular functions) and has no 
implication whether each of the apparatuses or modules is 
accommodated in a Single housing. 
0021 According to the second aspect of the present 
invention, there is provided an information providing 
method for providing information Services to a client appa 
ratus on which a browser for browsing content and at least 
one object operate, including the Steps of: providing content 
to the browser, making communication with the object; and 
making the view Server and the communication Server 
cooperate with each other. 

0022. The above-mentioned view server can dynamically 
generate content by use of JSP (Java Server Pages). There 
fore, the cooperation with the communication Server via the 
application Server can allow to dynamically generate content 
Synchronized with the communication with the object on the 
client apparatus Side and provide the generated content to 
the browser. 

0023 For example, when connection is made with the 
object of the client apparatus, the communication Server 
notifies the application server of the establishment of the 
connection, thereby can provide Synchronization between 
the communication Server and the view Server. 

0024. When mutual authentication is performed with the 
object of the client apparatus, the communication Server 
notifies the application Server of a result of the mutual 
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authentication, thereby can provide Synchronization 
between the communication Server and the view Server. 

0025. When a read operation is performed on the object 
of the client apparatus, the communication Server notifies 
the application Server of a result of the read operation, 
thereby can provide Synchronization between the commu 
nication Server and the View Server. In this case, in response 
to the read result notice from the communication Server, the 
application Server notifies the view Server of the contents of 
the read result, thereby can Synchronize display contents on 
the browser with the result of the read operation done on the 
object. 
0026. When a write operation is performed on the object 
of the client apparatus, the communication Server notifies 
the application Server of a result of the write operation, 
thereby can provide Synchronization between the commu 
nication Server and the View Server. In this case, in response 
to the write result notice from the communication Server, the 
application Server notifies the view Server of the contents of 
the write result, thereby can Synchronize display contents on 
the browser with the result of the write operation done on the 
object. 

0027. When the communication with the object of the 
client apparatus is closed, the communication Server notifies 
the application Server of a result of the close operation, 
thereby can provide Synchronization between the commu 
nication Server and the View Server. 

0028. According to the third aspect of the present inven 
tion, there is provided a storage medium storing a computer 
readable Software coded to execute, on a computer System, 
processing for providing information Services to a client 
apparatus on which a browser for browsing content and at 
least one object operate, the computer-readable Software 
including the Steps of providing content to the browser; 
making communication with the object; and making provi 
Sion of content to the browser and communication with the 
object cooperate with each other. 
0029. The storage medium associated with the above 
mentioned aspect provide, in a computer-readable form, 
computer Software to a general-purpose computer System on 
which various program codes are executable, for example. 
This Storage medium includes detachable and portable Stor 
age medium such as DVD (Digital Versatile Disc), CD 
(Compact Disc), FD (Floppy Disc), or MO (Magneto 
Optical disc) for example. Alternatively, it is technologically 
possible to provide computer Software to a particular com 
puter System via a transmission medium Such as a network 
(regardless of wired or wireless). 
0030 The storage medium associated with the above 
mentioned aspect defines the cooperative relationship 
between computer Software and Storage medium in order to 
realize the functionality of particular computer Software on 
a computer System. In other words, installation of predeter 
mined computer Software on a computer System via the 
Storage medium associated with the above-mentioned aspect 
allows to provide a cooperative action on the computer 
System, thereby can provide generally the same functional 
effects as the System and the method associated with the 
above-mentioned respective aspects. 
0031. According to the first aspect of the present inven 
tion described above, an information providing System and 
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method and a Storage medium can be provided which are 
capable of moving information content provided in an 
information Space to IC cards for example via an informa 
tion processing terminal. 

0032. According to the second aspect of the present 
invention described above, an information providing System 
and method and a storage medium can be provided which 
are capable of moving information content provided in an 
information Space to IC cards via an information processing 
terminal by making Servers and clients in the information 
Space and devices connected to the clients cooperate with 
each other. 

0.033 According to the third aspect of the present inven 
tion described above, an information providing System and 
method and a Storage medium can be provided which are 
capable of providing information Services via a browser for 
browsing content to each client apparatus on which the 
browser and at least one object operate, through the coop 
eration with the operation of the object. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0034. These and other objects of the invention will be 
Seen by reference to the description, taken in connection 
with the accompanying drawing: 

0.035 FIG. 1 is a schematic diagram illustrating a con 
figuration of a network System associated with one embodi 
ment of the present invention; 

0.036 FIG. 2 is a schematic diagram illustrating the 
connection of an IC card 30 to a client apparatus 10 via an 
IC card reader/writer; 

0037 FIG. 3 is a sequence diagram illustrating a pro 
cessing procedure for initializing the connection between an 
application and the IC card 30; 
0.038 FIG. 4 is a sequence diagram illustrating another 
processing procedure for initializing the connection between 
an application and the IC card 30; 
0.039 FIG. 5 is a sequence diagram illustrating a pro 
cessing procedure for mutual authentication of the IC card 
30; 

0040 FIG. 6 is a sequence diagram illustrating a pro 
cessing procedure for a Server apparatuS 50 to access the IC 
card 30 for a read operation via a client apparatus 10; 
0041 FIG. 7 is a sequence diagram illustrating a pro 
cessing procedure for the Server apparatus 50 to display a 
result of reading from the IC card 30 onto a Web browser 11 
of the client apparatus 10; 
0.042 FIG. 8 is a sequence diagram illustrating a pro 
cessing procedure for the Server apparatuS 50 to access the 
IC card 30 for a write operation via the client apparatus 10; 
0.043 FIG. 9 is a sequence diagram illustrating a pro 
cessing procedure for the Server apparatus 50 to display a 
result of writing to the IC card 30 onto the Web browser 11 
of the client apparatus 10; and 
0044 FIG. 10 is a sequence diagram illustrating a pro 
cessing procedure for the Server apparatuS 50 to close the 
communication with the client apparatus 10. 
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DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0045. This invention will be described in further detail by 
way of example with reference to the accompanying draw 
ings. 

0046) Now, referring to FIG. 1, there is schematically 
shown a configuration of a network System 1 practiced as 
one embodiment of the invention. On the network system 1, 
a client apparatus 10 which requests content and other 
network services and a server apparatus 50 which provides 
content and other Services are interconnected via a network 
70 and their firewalls 71 and 72. On the network 70, many 
clients and Servers exist; however, for the brevity of descrip 
tion and prevention of complexity of drawings, only one 
client and one Server are shown. 

0047 The client apparatus 10 is constituted by an infor 
mation processing terminal Such as a personal computer 
(P1), a mobile phone, or a PDA (Personal Digital Assistant) 
for example. 
0048. An IC card 30 having memory capability is con 
nected to the client apparatuS 10. There is not any special 
restriction to the connection form between the client appa 
ratus 10 and the IC card 30. For example, the IC card 30 may 
be connected to the client apparatus 10 via an IC card 
reader/writer locally connected to the client apparatus 10 
(refer to FIG. 2). For the client apparatus such as a mobile 
phone or a PDA, the IC card 30 may be connected to the 
client apparatus 10 via a card slot disposed thereon or via a 
wired interface or an IC card chip may be installed on the 
client apparatus 10. It should be noted that the IC card chip 
and the IC card are generically referred to an IC card herein. 
0049 Operating on the client apparatus 10 are a Web 
browser 11 for Searching an information Space Such as 
WWW (World Wide Web) built on the network 70 and a 
client for object or an object client 13 for such an object 
operating on the client apparatuS 10 as a peripheral device 
like the IC card 30 and an application to communicate with 
the server apparatus 50. In the example shown in FIG. 1, the 
client apparatus 10 has only the IC card 30 as an object 
which communicates with the server apparatus 50, so that 
only the Single object client 13 is active; if a plurality of 
objects are operating, a plurality of object clients corre 
sponding to these objects may operate. 

0050. The Web browser 11 and the object client 13 can 
send HTTP requests to the server apparatus 50 on the 
network 70 and receive HTTP responses from the server 
apparatus 50. However, because of the conditions such as 
the existence of firewalls and the network configuration, the 
Web browser 11 and object client 13 do not basically receive 
HTTP requests from the server apparatus 50. 
0051. On the other hand, the server apparatus 50 is 
constituted by Such a computer System having a compara 
tively powerful computing power and a mass Storage device 
as a workstation (WS) or a personal computer (PC). Gen 
erally, the Server apparatus 50 is managed by a Service 
providing business entity. 

0052 The server apparatus 50 provides information ser 
vices to the client apparatus 10 on which the Web browser 
11 and at least one object (for example, a peripheral device 
such as the IC card 30 and an application). On this server 
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apparatus 50, a view server 51, an application server 53, and 
a communication Server 55 are operating. Also, the Server 
apparatus 50 has a temper-proof hardware module SAM 
(Secure Application Module) 57. 
0053) The view server 51 provides Web content 
described in HTML (HyperText Markup Language) to the 
Web browser. The present embodiment is adapted to provide 
dynamic HTML content to the view server 51 by use of JSP 
(Java Server Pages). 

0.054 The communication server 55 controls the com 
munication with Such objects operating on the client appa 
ratus 10 as a peripheral device like the IC card 30 connected 
to the client apparatuS 10 and an application. 
0.055 Generally, no cooperative operation is performed 
between the view server 51 and the communication server 
55. On the client apparatus 10, there is no cooperative 
operation between the Web browser 11 and the object client 
13 (the Web browser 11 may activate the object client 13, 
but, once the activation has been performed, the Web 
browser 11 and object client 13 operate independently of 
each other) Hence, the displaying of content Supplied from 
the view server 51 to the Web browser 11 cannot be 
Synchronized with the communication between the object 
Such as the IC card 30 and the communication server 55. 
Namely, if the view server 51 can dynamically create 
content for the Web browser 11 on the basis of JSP for 
example, the displaying of the content is performed inde 
pendently of the communication between the object Such as 
the IC card 30 and the communication server 55. 

0056. On the contrary, in the present embodiment, the 
application Server 53 performs a cooperative operation 
between the view server 51 and the communication server 
55. Consequently, the view server 51 can dynamically 
generate Web content corresponding to the communication 
with Such an object on the client apparatus 10 as the IC card 
30 and, at the Same time, the client apparatuS 10 can display 
the page corresponding to the communication between the 
object on the client apparatus 10 and the server apparatus 50 
onto the Web browser 11 (to be described later in more 
detail). 
0057 The SAM 57 hides all such access technologies 
associated with the IC card 30 as the key and logic for 
accessing the information of high Security like the value 
information stored in the IC card 30. The communication 
Server 55 uses the SAM 57 in order to access the IC card 30 
in read/write operations and authenticate the IC card 30. 

0.058 FIGS. 3 and 4 shows the processing procedures 
for initializing the connection between an application and 
the IC card 30. 

0059 When a user operating the client apparatus 10 
Selects a desired service on the screen of the Web browser 11 
and then enters a predetermined parameter, the View Server 
51 gets the client type at this point of time and returns a 
corresponding message to the Web browser 11. 

0060. At this point of time, the view server 51 or the 
application Server 53 holds all necessary information in 
Bean (this Bean becomes an argument to library; the infor 
mation necessary for this Bean is Such information neces 
sary for writing to the IC card 30 as service name and user 
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input information). Hence, the Sessions already established 
are also maintained in the following Sequences. 
0061 The user performs a final confirmation for service 
acceptance (by clicking the OK button, for example). In 
response, the Web browser 11 requests the view server 51 for 
Starting Service provision. 
0062) The view server 51 calls an expansion tag for 
initialization for Server to generate an application instance 
for the IC card 30 (specifies name Bean as an argument). 
After generating the instance, the View Server 51 disconnects 
the thread. At this point of time, the view server 51 Switches 
to the status check mode. In this mode, the view server 51 
waits until a connection request comes from the card con 
nection (the threads branches into a thread for communicat 
ing with the Web browser 11 and a thread for processing a 
card application). The view server 51 specifies both the 
expansion tag and Bean. 
0063. In response to the generation of the application 
thread, the application Server 53 gets the client type from the 
user agent and Start an open operation, attempting to initial 
ize the client. 

0064. Upon calling of an expansion tag for initializing for 
client, the view server 51 specifies MINE type to the user 
and sends content so that the object client 13 is activated for 
the object such as IC card 30 to communicate with the server 
apparatus 50. At the same time, view server 51 displays a 
message for prompting a wait onto the Screen of the Web 
browser 11. Then, the view server 51 waits until connection 
is established between the application server 53 and the 
communication server 55. 

0065. In response to the message from the view server 51, 
the Web browser 11 requests to start the object client 13. At 
the same time, the Web browser 11 requests the view server 
51 to wait until the connection, namely the card connection 
is established between the communication server 55 and the 
object client 13 (this is in the case in which the client 
apparatus 10 operates in a multithread mode as with a PC). 
0066. Subsequently, the object client 13 performs a hand 
Shake operation for establishing connection with the com 
munication server 55. 

0067. The communication server 55 reports the activa 
tion of the client to the application server 53. The application 
Server 53 connects to the application object. 
0068 The application server 53 requests the communi 
cation server 55 for the establishment of connection of the 
SAM 57. In response the communication server 55 issues a 
connection establishment request to the SAM 57. 
0069. Upon completion of the connection establishment, 
the SAM 57 sends information thereof to the communication 
server 55. Then, the communication server 55 reports the 
establishment of the card connection and the application 
connection to the application Server 53. The application 
Server 53 connects to the application object. As a result, 
Synchronization is provided between the communication 
Server 55 and the view server 51. 

0070 FIG. 5 shows a processing procedure for perform 
ing mutual authentication of the IC card 30. 
0071. The application server 53 requests the communi 
cation Server 55 for mutual authentication. In response, the 
communication Server 55 issues a mutual authentication 
request to the SAM 57. 
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0072 The SAM 57 sends a mutual authentication com 
mand for the IC card 30 to the communication server 55. The 
communication server 55 sends the received mutual authen 
tication command for the IC card 30 to the object client 13. 
0073. The object client 13 performs a mutual authenti 
cation procedure for the IC card 30 which responded to the 
mutual authentication command and returns a mutual 
authentication response to the communication Server 55. 
The communication server 55 sends the received mutual 
authentication response to the SAM 57. 

0.074 The transmission of the mutual authentication 
command and the returning of the mutual authentication 
response are repeated by the necessary number of times. 
Then, lastly, the object client 13 Sends a finished message to 
the communication server 55 and the communication server 
55 sends a mutual authentication result to the application 
server 53, thereby providing synchronization between the 
communication server 55 and the view server 51, upon 
which this processing procedure comes to an end. 

0075 FIG. 6 shows a processing procedure for the server 
apparatus 50 to access the IC card 30 for a read operation via 
the client apparatus 10. 

0.076 The application server 53 requests the communi 
cation server 55 for reading the IC card 30. In response, the 
communication server 55 issues a read request to the SAM 
57. 

0077. The SAM 57 sends a read command for the IC card 
30 to the communication server 55. The communication 
server 55 sends the received read command for the IC card 
30 to the object client 13. 
0078. The object client 13 performs a read procedure on 
the IC card 30 which responded to the read command and 
returns a read response to the communication server 55. The 
communication server 55 transfers the read response to the 
SAM 57. 

0079 The transmission of the read command and the 
returning of the read response are repeated by the necessary 
number of times. Then, lastly, the object client 13 sends a 
finished message to the communication Server 55 and the 
communication Server 55 sends a read result to the appli 
cation server 53, thereby providing synchronization between 
the communication server 55 and the view server 51, upon 
which this processing procedure comes to an end. 

0080 FIG. 7 shows a processing procedure for the server 
apparatus 50 to display a read result from the IC card 30 onto 
the Web browser 11 of the client apparatus 10. 

0081. In response to the result report (refer to FIG. 6), the 
application server 53 sends the contents of the read result 
and issues a user information get request to the view Server 
51. 

0082) If the client apparatus 10 is not a PC but a device 
which operates on a single thread like a mobile phone, the 
Web browser 11 is in a stopped state while the 13 is 
operating. Hence, application server 53 activates the Web 
browser 11 via the communication server 55 and object 
client 13 to transfer a read result display request with URL. 
The Web browser 11 performs the read result display request 
on the view server 51 on the basis of the received URL. 
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0083. In response to the read result display request, the 
view server 51 sends a read result display information input 
form to the Web browser 11. In response, the Web browser 
11 sends the information to the view server 51 and view 
server 51 sends the status to the Web browser 11. The view 
Server 51 dynamically generates contents corresponding to 
the state of communication with the IC card 30 by use of a 
Scheme Such as JSP. As a result, by the cooperation between 
the view server 51 and the communication server 55 on the 
side of the server apparatus 50, the Web browser 11 can 
present to the user the page which is Synchronized with the 
communication state of the object, namely the IC card 30. 
0084. If the client apparatus 10 is a device which operates 
on multiple threads such as a PC, the Web browser 11 
requests the view server 51 for information update re 
connection. 

0085. If the client apparatus 10 is a device which operates 
on a Single thread like a mobile phone, the object client 13 
is in a stopped state while the Web browser 11 is operating, 
so that the Web browser 11 requests the object client 13 for 
connection or activation and Sends a read result display input 
information get completion notice to the application Server 
53 via the communication server 55. The application server 
53 issues an information get request to the view server 51. 
0086. In response to the information update re-connect 
request from the Web browser 11 or the information get 
request from the application server 53, the view server 51 
Sends an input result notice to the application Server 53. 
0.087 Receiving the read result display information input 
form, the Web browser 11 can enter the information to be 
written to the object, namely the IC card 30 or the infor 
mation which affects the information to be written to the IC 
card 30. At the same time, the Web browser 11 can sends the 
entered information from the view server 51 to the applica 
tion Server 53. Receiving this information, the application 
Server 53 can manipulate the received information and Send 
a notice to the object, namely the IC card 30 via the 
communication Server 55 to Specify an operation Such as 
read or write which corresponds to the object and user 
request. 

0088 FIG. 8 shows a processing procedure for the server 
apparatus 50 to access the IC card 30 for a write operation 
via the client apparatus 10. 
0089. The application server 53 requests the communi 
cation server 55 to write to the IC card 30. In response, the 
communication server 55 issues a write request to the SAM 
57. 

0090 The SAM 57 sends the write command for the IC 
card 30 to the communication server 55. The communication 
server 55 sends the received write command for the IC card 
30 to the object client 13. 
0091. The object client 13 performs a read procedure on 
the IC card 30 which responded to the write command and 
returns a write response to the communication Server 55. 
The communication server 55 sends the received write 
response to the SAM 57. 
0092. The transmission of the write command and the 
returning of the corresponding write response are repeated 
by the necessary number of times. Lastly, the object client 13 
Sends a finished message to the communication Server 55. At 
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the same time, when the communication Server 55 reports a 
write result to the application Server 53, Synchronization is 
provided between the communication server 55 and the view 
Server 51, upon which this processing procedure comes to an 
end. 

0.093 FIG. 9 shows a processing procedure for the server 
apparatus 50 to display a result of writing to the IC card 30 
onto the Web browser 11 of the client apparatus 10. 
0094. In response to a write result notice (refer to FIG. 
8), the application server 53 issues a write result contents 
notice to the view server 51. 

0.095 If the client apparatus 10 operates not on a PC but 
on a single thread such as a mobile phone, the Web browser 
11 is in the stopped state while the object client 13 is 
operating. Hence, the application Server 53 activates the 
Web browser 11 via the communication server 55 and the 
object client 13 to send the write result contents notice to the 
Web browser 11 as in a form of write result display with 
URL. Then, on the basis of the received URL, the Web 
browser 11 requests the view server 51 for displaying the 
write result. 

0096. In response to the write result display request, the 
view server 51 displays the write result onto the Web 
browser 11. The view server 51 dynamically generates the 
content corresponding to the State of communication with 
the IC card 30 by use of a scheme such as JSP. As a result, 
by the cooperation between the view server 51 and the 
communication server 55 on the side of the server apparatus 
50, the Web browser 11 can present to the user the page 
which is Synchronized with the communication State of the 
object, namely the IC card 30. 
0097. If the client apparatus 10 is a device which operates 
on multiple threads such as a PC, the Web browser 11 
requests the view server 51 for information update re 
connection. 

0.098 If the client apparatus 10 operates on a single 
thread such as a mobile phone, the object client 13 is in the 
stopped state while the Web browser 11 is operating, so that 
the Web browser 11 requests the object client 13 for con 
nection or activation and Sends a close notice to the appli 
cation server 53 via the communication server 55. 

0099 FIG. 10 shows a processing procedure for the 
server apparatus 50 to end the communication with the client 
apparatus 10. 

0100 the application server 53 issues a close request to 
the communication server 55. 

0101. In response to the close request, the communica 
tion server 55 sends a close notice to the SAM 57 and, at the 
Same time, performs a handshake operation with the object 
client 13 for close processing. 

0102) If the client apparatus 10 is a device which is 
built-in device such as a mobile phone, the object client 13 
issues a connection request to the Web browser 11 for 
connection to the close URL. In response, the Web browser 
11 accesses the view server 51 to get the content specified by 
the URL. 

0103) When the close processing has been completed, the 
SAM 57 returns the information thereof to the communica 
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tion server 55. The communication server 55 notifies the 
application Server 53 of the completion of close operation. 
0104. The application server 53 notifies the view server 
51 of the completion of close processing. As a result, 
Synchronization is provided between the communication 
Server 55 and the view server 51. 

0105. The view server 51 notifies the Web browser 11 of 
the end of Service. The user operating the client apparatus 10 
can know the end of Service on the screen of the Web 
browser 11. 

0106 While the preferred embodiments of the present 
invention have been described using Specific terms, Such 
description is for illustrative purposes only, and it is to be 
understood that changes and variations may be made with 
out departing from the Spirit or Scope of the appended 
claims. It is therefore necessary for the understanding of the 
present invention to take the Scope of claims herein into 
acCOunt. 

What is claimed is: 
1. A System for providing information to a client apparatus 

on which a browser for browsing content and at least one 
object operate, comprising: 

a view Server for providing content to Said browser; 
a communication Server for making communication with 

Said object; and 
an application Server for making Said View Server and Said 

communication Server cooperate With each other. 
2. The System according to claim 1, wherein Said view 

Server dynamically generates contents. 
3. The System according to claim 2, wherein Said view 

Server dynamically generates contents by use of JSP (Java 
Server Pages). 

4. The System according to claim 1, wherein, when 
connection is made with Said object on Said client apparatus, 
Said communication Server notifies Said application Server of 
the establishment of connection, thereby providing Synchro 
nization between said communication Server and Said view 
SCWC. 

5. The System according to claim 1, wherein, when mutual 
authentication is performed with Said object of Said client 
apparatus, Said communication Server notifies Said applica 
tion Server of a result of Said mutual authentication, thereby 
providing Synchronization between Said communication 
Server and Said view Server. 

6. The System according to claim 1, wherein, when a read 
operation is performed on Said object of Said client appara 
tus, Said communication Server notifies said application 
Server of a result of Said read operation, thereby providing 
Synchronization between Said communication Server and 
Said view Server. 

7. The System according to claim 5, wherein Said appli 
cation server notifies said view server of the contents of the 
read operation result in response to the read result notice 
from Said communication Server, thereby Synchronizing 
display contents on Said browser with Said read result. 

8. The System according to claim 1, wherein, when a write 
operation is performed on Said object of Said client appara 
tus, thereby providing Synchronization between Said com 
munication Server and Said view Server. 

9. The System according to claim 7, wherein, in response 
to the write result notice from Said communication Server, 
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Said application Server notifies Said View Server of a result of 
Said write operation, thereby Synchronizing display contents 
on said browser with the write result from said object. 

10. The system according to claim 1, wherein, when the 
communication with Said object of Said client apparatus is 
closed, Said communication Server notifies Said application 
Server of a result of the close operation, thereby providing 
Synchronization between Said communication Server and 
Said view Server. 

11. A method for providing information Services to a 
client apparatus on which a browser for browsing content 
and at least one object operate, comprising the Steps of: 

providing content to Said browser; 
making communication with Said object, and 
making provision of content to Said browser and commu 

nication with Said object cooperate with each other. 
12. The method according to claim 10, wherein the step 

of providing content to Said browser dynamically generate 
content by use of JSP. 

13. The method according to claim 10, wherein, when 
connection is made with Said object of Said client apparatus, 
the provision of content to Said browser is made cooperate 
with the communication with Said object. 

14. The method according to claim 10, wherein, when 
mutual authentication is performed with Said object of Said 
client apparatus, the provision of content to Said browser is 
made cooperate with the communication with Said object. 

15. The method according to claim 10, wherein, when a 
read operation is performed on said object of Said client 
apparatus, the provision of content to Said browser is made 
cooperate with the communication with Said object. 

16. The method according to claim 14, wherein a coop 
eration is provided between a result of Said read operation 
from Said object and content to be provided to Said browser, 
thereby Synchronizing display contents on Said browser with 
the result of Said read operation on Said object. 
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17. The method according to claim 10, wherein, when a 
write operation is performed on Said object of Said client 
apparatus, the provision of content to Said browser is made 
cooperate with the communication with object. 

18. The method according to claim 16, wherein, a coop 
eration is provided between a result of Said write operation 
on Said object and content to be provided to Said browser, 
thereby Synchronizing display contents on Said browser with 
the result of Said write operation on Said object. 

19. The method according to claim 10, wherein commu 
nication with Said object of Said client apparatus is closed, 
a cooperation is provided between the provision of content 
to Said browser and the communication with Said object. 

20. A Storage medium Storing a computer-readable Soft 
ware coded to execute, on a computer System, processing for 
providing information Services to a client apparatus on 
which a browser for browsing content and at least one object 
operate, Said computer-readable Software comprising the 
Steps of 

providing content to Said browser; 
making communication with Said object, and 
making provision of content to Said browser and commu 

nication with Said object cooperate with each other. 
21. A computer Software program coded to execute, on a 

computer System, processing for providing information Ser 
vices to a client apparatus on which a browser for browsing 
content and at least one object operate, Said computer 
Software program comprising the Steps of: 

providing content to Said browser; 
making communication with Said object, and 
making provision of content to Said browser and commu 

nication with Said object cooperate with each other. 


