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1. 

STATELESS HUMAN DETECTION FOR 
REAL-TIME MESSAGING SYSTEMS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a Continuation of and claims benefit 
from U.S. patent application Ser. No. 1 1/275,854 that was 
filed on Jan. 31, 2006, and that is incorporated herein by 
reference in its entirety. 

BACKGROUND 

Messaging systems, such as e-mail systems, instant mes 
saging systems, and the like, are susceptible to unwanted 
attacks in the form of spam, phishing, viruses, etc. Most of 
these attacks are carried out by automated Systems that pro 
grammatically generate thousands of messages to legitimate 
systems, bombarding them with advertisements, messages 
containing viruses or deceptive information gathering mes 
Sages, etc. 

Non-real-time systems (e.g. e-mail systems) have Suffi 
cient time to adequately filter messages and can detect and 
delete most undesirable messages. But the problem becomes 
even more pronounced in real-time systems, such as an 
instant messaging system, because the real-time nature of the 
system prevents implementation of rigorous authorization 
logic. 
One method that has been used to prevent automated 

attacks in non-real-time systems is to provide a challenge to a 
sender of a message that requires human intervention to 
answer. In some instances, the challenge is a graphic that 
includes a word jumbled to a point where automated character 
recognition cannot recognize the word, but a human can. A 
human can provide an appropriate response to the challenge 
for authorization where a machine cannot. 

However, providing a challenge to suspect users in a real 
time system that typically processes thousands of messages 
per second requires a prohibitive amount of overhead and 
processing in-band challenges can adversely affect the real 
time performance required in Such systems. 

SUMMARY 

The present description relates to stateless human detec 
tion for real-time systems, implementations are described 
that allow a real-time system to provide challenges that 
ensure a human user has originated a message sent to the 
system. Once a challenge is sent, to a sender, no state related 
to the challenge is maintained by the system, thereby over 
coming the real-time overhead issues (i.e., memory and pro 
cessing time) that have previously prevented implementation 
of Such a challenge scheme in a real-time system. 
When a real-time messaging system determines to issue a 

challenge to a sender of an incoming message, the system 
creates a challenge packet that, includes the challenge and an 
encrypted portion that can only be decrypted by the system 
that originates the challenge. The encrypted portion includes 
at least an answer to the challenge and may also include other 
data. 
The sender of the original message responds to the chal 

lenge and the challenge packet is returned to the system with 
the sender response. When the real-time system receives the 
response to the challenge, the encrypted portion of the chal 
lenge packet is decrypted. Measures may be taken to ensure 
that the challenge is a challenge that originated from the 
system and that the original challenge has not been tampered 
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2 
with, if the challenge is a valid challenge, the sender response 
is compared to the challenge answer to determine if the chal 
lenge was successfully answered, if so, the Sender is allowed 
to access the system. 

In the following description, it will be seen that, no state is 
saved once a challenge has issued. The information required 
to identify the challenge and determine if the challenge was 
answered correctly is included in the challenge packet that is 
exchanged between the real-time system and the sender. 
Therefore, the information required to process the challenge 
response is received from the sender in the response to a 
challenge. 

DESCRIPTION OF THE DRAWINGS 

The present description references the following figures. 
FIG. 1 is an exemplary prior art CAPTCHA (Completely 

Automated Public Turing test to tell Computers and Humans 
Apart) challenge. 

FIG. 2 is a diagram that shows an exemplary generalized 
data flow for the stateless human detection techniques 
described herein. 

FIG. 3 is a block diagram showing an exemplary client 
server configuration that implements a stateless human detec 
tion system. 

FIG. 4 is a flow diagram that depicts an exemplary meth 
odological implementation of a stateless human detection 
technique. 

FIG. 5 is a block diagram depicting an exemplary comput 
ing environment in which the presently described techniques 
may be implemented. 

DETAILED DESCRIPTION 

The following description relates generally to real-time 
messaging systems. For discussion purposes, the following 
description relates specifically to an instant messaging sys 
tem that is used to dynamically authorize and bridge feder 
ated networks. However, it is noted that one or more tech 
niques described herein may be applied to one or more other 
types of real-time and or non-real-time systems. 
Exemplary Challenge 

In the following description, challenges are presented that 
are designed to require a human interaction to provide an 
answer to a challenge. A particular example utilized herein is 
a challenge known as a CAPTCHA, or Completely Auto 
mated Public Turing test to tell Computers and Humans 
Apart. A CAPTCHA is well known in the art and comprises a 
graphic that has a meaning decipherable only to a human 
being. The graphic is typically a word or series of alphanu 
meric characters that are skewed in alignment, dispersed 
among arbitrary markings, displayed over a distracting back 
ground, etc. So that optical character recognition techniques 
cannot determine what the characters are. 

FIG. 1 depicts a prior art example of a CAPTCHA. In the 
example shown in FIG. 1, the CAPTCHA includes a string of 
alphanumeric characters consisting of the following charac 
ters: U95E. However, automated character recognition tech 
niques would not be able to determine this particular string 
from the exemplary CAPTCHA because of the distortion of 
the image and the characters. 

Other challenges may be utilized with the techniques 
described herein without departing from the scope of the 
present description and the claims appended hereto. As long 
as a challenge can be relied upon to require human interaction 
to provide a correct answer to the challenge, the challenge can 
be used as described herein. 
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Exemplary Generalized Data Flow 
FIG. 2 is a diagram 200 that shows an exemplary general 

ized data flow for the stateless human detection techniques 
described herein. The diagram 200 is meant to provide an 
overview of the data transactions that generally occur in the 
stateless human detection techniques described herein. Fur 
ther details of the stateless human detection techniques will 
be provided below, with respect to subsequent figures. 

The techniques described herein contemplate a client 202 
that attempts to access an instant messaging system server 
204 by sending an IM (Instant Message) message 206 to the 
server 204. In the present example, the instant messaging 
system is a real-time messaging system that may be used to 
dynamically authorize and bridge federated networks. The 
client 202 may be a client within a same network as the server 
204 or it may be a remote client 202 that is unknown to the 
server 204. Generally, the client 202 may be any computing 
device configured to transmit, an electronic message to the 
Server 204. 
The server 204 is configured to determine whether to issue 

a challenge in response to the IM Message 206 (block 208). In 
some instances, it may be desirable for the server 204 to 
challenge the client 202 to ensure that a message received 
from the client is not a message generated by an automated 
application, in other words, in an effort to prevent spam, 
viruses and the like, the server 204 may be configured to 
challenge messages that are not generated by a human user. 

For example, if a message includes a URL (Universal 
Resource Locator) the server 204 may be configured to autho 
rize a sender of the message since viruses can be propagated 
through the use of URLs that leverage a client API (Auto 
mated Programming Interface) of the instant messaging sys 
tem to re-send the URL to all of the users in a targets address 
book. 

Likewise, the server 204 may be configured to challenge 
any message received from a previously unknown network, 
since spam can come in the form of automated systems that 
attempt to send messages to enterprises that would otherwise 
not receive messages from that particular source. However, 
because dynamic means of federation are enable, the sending 
system may be allowed. 

Other message sources may be challenged by the server 
204 for other reasons in accordance with the purposes of the 
systems, articles and methods described and claimed herein. 
When the server 204 determines that a challenge should be 

issued in response to the reception of the message 206, the 
server 204 selects a challenge to transmit to the client 202 
(block 210). In at least one implementation which is dis 
cussed herein, a challenge is selected from a stored challenge 
library. The challenge library is a fixed size data structure that 
stores at least a plurality of challenges and corresponding 
answers thereto, in one or more implementations described 
herein, the challenge library may also include a challenge 
identifier that is used to identify a particular challenge within 
the challenge library. 
As will be seen as the present discussion progresses, the 

only data that the server stores to implement the challenge 
process is the data in the challenge library. No state is saved 
regarding a particular challenge or a message that caused the 
challenge to be sent. Therefore, the storage required for the 
described implementations is a fixed amount that is easier to 
manage than memory that is dynamically allocated. 
A challenge packet that includes the challenge and any 

challenge parameters that may be transmitted with the chal 
lenge is assembled (block 212). The challenge parameters are 
encrypted by the server so that the client 202 cannot access 
the challenge parameters. The challenge parameters that may 
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4 
be included in the challenge packet include a challenge 
answer, a challenge identifier (as referenced above), a server 
identifier, a time stamp and the like. It is noted that different 
implementations may include different combinations of these 
or other challenge parameters. The server identifier uniquely 
identifies the server 204 so that a returned challenge can be 
verified as having originated with the server 204. The time 
stamp may be included to help prevent attacks on the chal 
lenge (e.g. replay attacks). 
The challenge packet is transmitted to the client 202 (IM 

with Challenge Packet 214). The only portion of the challenge 
packet that is accessible at the client 202 is the challenge itself 
and a user interface that explains why the challenge is being 
presented and provides instructions for answering the chal 
lenge. The user interface may be a part of the client 202 or it 
may be included in the IM with Challenge Packet 214). 
A human response (216) is necessary to provide a sender 

answer to the challenge. An IM with the challenge packet and 
the sender answer are provided in a sender response (IM 
Response with Challenge, Challenge Packet and Sender 
Answer 218) is transmitted back to the server 204. It is noted 
that since the server 204 did not retain any state regarding the 
challenge, the information regarding the challenge that the 
server requires to validate the challenge is contained in the 
sender response (218). 
The server receives the sender response that includes the 

original challenge, the still-encrypted challenge parameters 
and the sender answer to the challenge (block 220). From the 
sender response, the server can decrypt the encrypted infor 
mation and compare the challenge answer (now unencrypted) 
to the sender answer. If the challenge packet includes a server 
identifier, the source of the challenge can be validated (block 
222) to prevent false challenge responses that are manufac 
tured to attack a system. If the server is validated and the 
challenge answer matches the sender answer (block 224), 
then it can be reliably determined that the sender is not an 
automated application but is a human user. 
The general steps outlined above are described in greater 

detail below, with respect to Subsequent figures. 
Exemplary Client-Server Configuration 

FIG. 3 is a block diagram showing an exemplary client 
server configuration 300 that implements a stateless human 
detection system as described herein. The client-server con 
figuration 300 is a simplified diagram of a server 302 and a 
client 304 that communicate over a network 306. The exem 
plary diagram is not intended to show every element in a 
client-server configuration that is necessary to provide an 
operational system. Rather, the client server configuration 
300 shows particular elements that are relevant to the present 
discussion. Those skilled in the art will realize other elements 
that may be included in the configuration or other arrange 
ments of the configuration that may function similarly to the 
implementations described herein. 

It is noted that although the client-server configuration 300 
is shown with certain functionality attributed to particular 
elements, functions described herein may be allocated differ 
ently among the same or different elements than are actually 
depicted. The generalized configuration shown in FIG. 3 is 
meant only to describe a particular implementation of the 
systems and methods shown and described herein. 
The server 302 includes a communications stack 308, such 

as a SIP (Session Initiation Protocol) stack, a system clock 
310 and a messaging module 312. The messaging module 312 
is configured to send messages to and receive messages from 
one or more other computing devices within an enterprise 
network in which the server 302 is situation or remote from 
the enterprise network. 
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The server 302 also includes challenge library 314 that 
stores a plurality of challenges 316 and corresponding chal 
lenge answers 318. The challenge library 314 is a data struc 
ture that has a fixed size. The exact size of the challenge 
library 314 is an implementation detail that depends on a 
design of the system and how many unique challenges 316 are 
deemed necessary, given the traffic expected in the system, 
the ration of Suspect messages to trusted messages, etc. 

In at least one implementation in accordance with the 
present description, the challenge module 314 also includes a 
sequence table 320 that serves as a challenge identifier to 
track which challenges 316 have been issued. Although 
described as a sequence table 320, this module can be con 
figured in any of several ways. In one implementation, the 
sequence table 320 is a binary number that has a number of 
bits equal to a number of challenges 316 included in the 
challenge library. 
When a challenge is issued, a sequence identifier corre 

sponding to the set bit is included in a challenge packet that is 
sent to the sender of the original message. For example, if the 
sequence table 320 is a 128-bit binary number, a 128-bit 
number may be used as a sequence identifier where only one 
of the bits is a “1” and the other bits are “O'”. The location of 
the “1” corresponds to a particular challenge in the challenge 
library and thus identifies the challenge. 
When a response to a challenge is received, a bit in the 

sequence table that corresponds to a sequence identifier 
included in the challenge response is set. For example, if a 
sequence identifier is a 128-bit binary number that begins 
with “1000... then a high-order bit in the sequence table is 
set (i.e. changed from “0” to “1”). If that bit is already set, then 
it indicates that this is a second response to the challenge, 
which could indicate an attack on the system (e.g. repeatedly 
sending response to a challenge to try to get one correct by 
chance). 

Challenge responses may also be invalidated if they are 
received too late, i.e. after a certain period of time has elapsed 
since the challenge was issued. A delayed response could 
indicate that a hacker or a computer had spent, Some time 
trying to illegitimately formulate a response to a challenge. 
Timing out a delayed response can prevent this from occur 
r1ng. 
A time stamp can be utilized with the sequence table to 

allow the sequence table to be reset and challenges to be 
re-used. For example, if the system is configured to time-out 
challenges after sixty seconds, sequence table processing can 
be configured to allow a challenge to be re-used after more 
than sixty seconds have elapsed since the challenge was origi 
nally issued. This can be done in one of many ways, such as 
by resetting a bit set in the sequence table after an expiration 
time associated with a challenge corresponding to that bit has 
elapsed. 
The server 302 also includes a cryptographic module 322 

that is configured to encrypt and decrypt messages or portion 
thereof with one or more keys 324 or certificates—associ 
ated therewith. For example, when the server 302 issues a 
challenge to the client 304, the challenge is included in a 
challenge packet that also includes other data that is 
encrypted. In at least one implementation, the other data 
includes a correct answer to the challenge. Since the purpose 
of issuing the challenge would be defeated if the client could 
access the answer, the cryptographic module 322 of the server 
302 encrypts the other data in the challenge packet (i.e. the 
answer) so that the client 304 cannot access the other data. 

In one or more other implementations, the entire challenge 
packet—including the challenge itself may be encrypted. It 
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6 
is also noted that the cryptographic module 322 may also be 
used to encrypt other types of messages. 

In addition to encryption, the cryptographic module 322 is 
also configured to decrypt messages or portions of messages. 
For example, since the stateless nature of the techniques 
described herein do not provide for saving any state related to 
a challenge or a challenged message, challenge parameters 
are included in a challenge packet that is transmitted to the 
client 304. When the challenge parameters are returned in a 
Subsequent message, the cryptographic module 322 decrypts 
the challenge parameters. 
The client 304—also referred to herein as a sender in 

cludes a communications stack 326, a clock 328 and a mes 
saging module 330 that serve basically the same functions as 
outlined as similar elements in the server 302. The client 304 
also includes a cryptographic module 332 that is used to 
decrypt challenges received from the server 302, in the event 
that challenges from the server 302 are encrypted. 

In at least one implementation according to the present 
description, the challenge packet sent from the server 302 to 
the client 304 is encrypted. Such encryption provides an 
additional layer of security that encrypts the challenge itself 
as well as the challenge parameters included in the challenge 
packet. It is noted that the challenge packet is encrypted with 
a private key that is unavailable to the client 304 and, there 
fore, this part of the message cannot be decrypted by the client 
304. The cryptographic module 330 is configured to decrypt 
the challenge portion of the challenge packet if the challenge 
portion is encrypted, if the challenge portion is encrypted, 
then the server 302 makes a certificate, or key, available to the 
client 304 that allows the client to decrypt the challenge. 
The client 304 also includes a display 334 that is configured 

to display a user interface 336 and a challenge graphic 338. In 
at least one implementation, the challenge graphic is a 
CAPTCHA. The user interface 336 displays text associated 
with the challenge graphic and explains to a user where the 
challenge originates, why it is being sent and instructions for 
processing the challenge. The user interface 336 may be a 
custom user interface designed specifically to receive Such 
challenges, or the user interface 336 may be a generic user 
interface 336 that can display text, and/or graphics that, are 
sent from the server 302. 
The example shown in FIG.3 depicts exemplary messages 

that, are sent between the server 302 and the client 304. A first 
exemplary message 340 sent from the server 302 to the client 
304 in response to the server 302 receiving a message from a 
client, 304 includes a challenge and a set of challenge param 
eters. The set of challenge parameters is encrypted with a 
private certificate associated with the server 302. The chal 
lenge parameters include a sequence number associated with 
the challenge, a challenge answer, a time stamp associated 
with the message and a server identifier. 

Although all of the listed challenge parameters are not 
required in all implementations of the described techniques, 
one or more of the challenge parameters shown in the 
example are used to prevent unauthorized attacks on the chal 
lenge. For example, the sequence number may be used to 
verify a particular challenge when it is returned. Furthermore, 
the time stamp may be used to verify that the challenge is 
answered within a predefined time period that is short enough 
to prevent a user from taking the challenge and figuring out a 
way to circumvent the challenge. Also, the server identifier 
may be used to Verify that a challenge did indeed originate 
from the server 302. 
A second exemplary message 342 is sent from the client 

304 to the server 302 in response to the first exemplary mes 
sage 340. The second exemplary message 342 includes the 
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still-encrypted challenge parameters and a sender answer (i.e. 
a client user's response to the challenge). In at least one 
alternative implementation, the challenge is also returned to 
the server 302 in this message. 

The second exemplary message 342 contains the informa 
tion required for the server 302 to verify the challenge answer 
and approve or deny authorization for the client 304 to access 
the server system. Unlike present systems, which would 
require the server 302 to maintain state related to issued 
challenges, the described system allows the server 302 to 
proceed without storing any state related to the challenge 
and/or the messages 340,342. The server 302 can utilize the 
challenge parameters included with a message returned from 
the client 304 to verify: (1) that the challenge was answered 
correctly; (2) that the challenge originated with the server 302 
and was not created by a hacker; (3) that the message 342 is a 
timely response to a server 302 challenge; and (4) that the 
challenge is not an old challenged being used in a replay 
attack on the server 302. 

Further details of the server 302 and client 304, their ele 
ments and the functionality associated therewith are 
described below. 
Exemplary Methodological 
Human Detection 

FIG. 4 is a flow diagram 400 that depicts an exemplary 
methodological implementation of Stateless human detec 
tion. It is noted that the described implementation is exem 
plary only and that the steps described in relation to the flow 
diagram 400 may be implemented in a different order than 
shown, or with more or fewer steps than shown, without 
departing from the spirit and scope of the claims appended 
hereto. 

In the following discussion, continuing reference is made 
to the elements and reference numerals shown and described 
with respect to one or more previous figures. 

At block 402, the server 302 receives an instant message 
(IM) message from the client 304. The message is checked to 
determine whether the message includes a response to a pre 
vious challenge (block 404). In at least one implementation, 
all incoming messages are checked to determine if they con 
tain a response to a challenge. It is noted that decryption of at 
least a portion of the message may be required to make this 
determination. However, some implementations may not 
require decryption at this point. 

If the message does not include a response to a previous 
challenge (“No” branch, block 404), then the server 302 
makes a determination as to whether the message requires a 
challenge (block 406). 
As previously discussed, the server 302 is configured to 

present a challenge to certain messages. Although not 
required, the logic for handling this determination is can 
typically be implemented in the communications stack 308 of 
the server 302. The server 302 can be configured to send a 
challenge upon receipt of a message that: is from an unknown 
source (i.e. a client in a remote network from which the server 
has not previously received a message); that includes a URL: 
is randomly selected to be challenge; or that is suspected at 
any point where prevention of automated messages is desir 
able or for any reason that the message may be suspected of 
being automatically generated. 

If the server 302 determines that a challenge to the message 
is not required (“No” branch, block 406), then the message is 
forwarded to an intended recipient or otherwise processed 
normally, if the server 302 determines that a challenge is 
required, the server 302 creates a challenge packet at block 
408. 

Implementation: Stateless 
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8 
As previously described, the challenge packet (212, FIG. 

2) includes at least a challenge 316 selected from the chal 
lenge library 314 and a challenge answer 316 associated with 
the selected challenge 316. The challenge answer 316 is 
encrypted with a private certificate 324 associated with the 
server 302 so that the challenge answer 316 cannot be 
decrypted by any other party. 
The challenge packet 212 may also include other challenge 

parameters, such as one of a challenge identifier (e.g. a 
sequence identifier as described above); a time stamp; a 
server identifier; etc.). 
A time stamp may be included and challenge responses 

may be required to be completed within a certain time period. 
This can prevent a hacker from having Sufficient time to 
manually figure an answer to a challenge and resubmit the 
challenge to gain access to the server. The time period must be 
defined according to the practical properties of the system so 
that premature time-outs don't cause unwarranted rejections. 
Sufficient time should be given to allow for message trans 
mission and user interaction without providing enough time 
for a hacker to manipulate the system. 
A server identifier that uniquely identifies the server may 

be included in the challenge packet. When verifying a chal 
lenge response, the server 302 may use the server identifier to 
verify that the challenge originated with the server. The server 
identifier, as previously noted, is encrypted and therefore 
cannot be tampered with. This prevents a hacker from pre 
senting a challenge response that did not originate with the 
server so that the hacker can present an illegitimate challenge 
response to gain access to the server 302. 

After creating the challenge packet, the server 302 trans 
mits the challenge packet to the client at block 410. 

If the incoming message includes a response to a previous 
challenge (“Yes” branch, block 404), then the cryptographic 
module 320 of the server 302 decrypts any encrypted 
portion(s) of the message at block 412 and attempts to Vali 
date the challenge and a sender (client) response to the chal 
lenge at block 414. 
The validation may include from one to several steps. In its 

simplest form, the validation consists merely of comparing a 
challenge answer 318 with a sender answer received from the 
client 302. As previously discussed, a sequence number, a 
time stamp, a server identifier and/or other validation means 
may be used to validate the challenge and answer. 

If the response is a valid response, i.e. the challenge is valid 
and originated with the server, the response is returned within 
a predefined time period, etc. (“Yes” branch, block 414), then 
the IM message is processed as requested at block 416. If the 
response includes an invalid challenge or an incorrect answer 
to the challenge, the IM message is rejected (block 418). 
Exemplary Operating Environment 
FIG.5 and the following discussion are intended to provide 

a brief, general description of a Suitable computing environ 
ment in which all or a portion of a worm containment system 
may be implemented. The operating environment of FIG. 5 is 
only one example of a Suitable operating environment and is 
not intended to suggest any limitation as to the scope of use or 
functionality of the operating environment. Other well known 
computing systems, environments, and/or configurations that 
may be suitable for use as a worm containment system 
described herein include, but are not limited to, personal 
computers, hand-held or laptop devices, multiprocessor sys 
tems, micro-processor based systems, programmable con 
Sumer electronics, network personal computers, server com 
puters, mini computers, mainframe computers, distributed 
computing environments that include any of the above sys 
tems or devices, and the like. 
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Although not required, the worm containment, system will 
be described in the general context of computer-executable 
instructions, such as program modules, being executed by one 
or more computers or other devices. Generally, program mod 
ules include routines, programs, objects, components, data 
structures, etc., that, perform particular tasks or implement 
particular abstract data types. Typically, the functionality of 
the program modules may be combined or distributed as 
desired in various environments. In a distributed environ 
ment, program modules may be located in both local and 
remote computer-storage media including memory-storage 
devices. 

With reference to FIG. 5, an exemplary system for imple 
menting a worm containment system includes a computing 
device, such as computing device 500. In its most basic con 
figuration, computing device 500 typically includes at least 
one processing unit 502 and memory 504. Depending on the 
exact configuration and type of computing device, memory 
504 may be volatile (such as RAM), non-volatile (such as 
ROM, flash memory, etc.) or some combination of the two. 
This most basic configuration is illustrated in FIG. 5 by 
dashed line 506. Additionally, device 500 may also have 
additional features and/or functionality. For example, device 
500 may also include additional storage (e.g., removable 
and/or non-removable) including, but not limited to, mag 
netic or optical disks or tape. Such additional storage is illus 
trated in FIG.5 by removable storage 508 and non-removable 
storage 510. Computer storage media includes volatile and 
non-volatile, removable and non-removable media imple 
mented in any method or technology for storage of informa 
tion Such as computer readable instructions, data structures, 
program modules, or other data. Memory 504, removable 
storage 508, and non-removable storage 510 are all examples 
of computer storage media. Computer storage media 
includes, but is not limited to, RAM, ROM, EEPROM, flash 
memory or other memory technology, CD-ROM, digital ver 
satile disks (DVDs) or other optical storage, magnetic cas 
settes, magnetic tape, magnetic disk storage or other mag 
netic storage devices, or any other medium which can be used 
to store the desired information and which can be accessed by 
device 500. Any such computer storage media may be part of 
device 500. 

Device 500 may also contain communication 
connection(s) 512 that allow the device 500 to communicate 
with other computing devices, such as other nodes within a 
computing system network 511. Communications connec 
tion(s) 512 is an example of communication media. Commu 
nication media typically embodies computer readable 
instructions, data structures or program modules. By way of 
example, and not limitation, communication media includes 
wired media such as a wired network or direct-wired connec 
tion, and wireless media Such as acoustic, radio frequency, 
infrared, and other wireless media. 

Device 500 may also have input device(s) 514 such as 
keyboard, mouse, pen, Voice input device, touch input device, 
laser range finder, infra-red cameras, video input devices, 
and/or any other input device. Output device(s) 516 such as 
display, speakers, printer, and/or any other output device may 
also be included. 

In the description that follows, the present invention is 
described with reference to acts and symbolic representations 
of operations that are performed by one or more computing 
devices, unless indicated otherwise. As such, it will be under 
stood that such acts and operations, which are at times 
referred to as being computer-executed, include the manipu 
lation by the processing unit of the computing device of 
electrical signals representing data in a structured form. This 
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10 
manipulation transforms the data or maintains them at loca 
tions in the memory system of the computing device, which 
reconfigures or otherwise alters the operation of the device in 
a manner well understood by those skilled in the art. While the 
following description is described in the foregoing context, it 
is not meant to be limiting as those of skill in the art will 
appreciate that, various of the acts and operations described 
hereinafter may also be implemented in hardware. For 
example, by utilizing conventional techniques knownto those 
skilled in the art that all, or a portion of the software instruc 
tions may be carried out by a dedicated circuit, such as a DSP 
programmable logic array, or the like. 
The data structures where data are maintained are physical 

locations of the memory that have particular properties 
defined by the format of the data. Those skilled in the art will 
realize that storage devices utilized to store program instruc 
tions can be distributed across a network. For example, a 
remote computer may store an example of the process 
described as Software. A local or terminal computer may 
access the remote computer and download a part or all of the 
Software to run the program. Alternatively, the local computer 
may download pieces of the software as needed, or distribu 
tively process by executing some Software instructions at the 
local terminal and some at the remote computer (or computer 
network). 

CONCLUSION 

While exemplary implementations and applications of the 
code module initialization have been illustrated and 
described, it is to be understood that the invention is not 
limited to the precise configuration and resources described 
above. Various modifications, changes, and variations appar 
ent to those skilled in the art may be made in the arrangement, 
operation, and details of the methods and systems of the 
present, invention disclosed herein without departing from 
the scope of the invention, as both described above and 
claimed below. 
We claim: 
1. A method performed on a computing device, the method 

comprising: 
receiving a message from a source; 
determining if the received message is a response to a 

previously transmitted challenge message; 
if the received message is the response, then processing the 

received message; and 
if the received message is not the response, then: 

creating, by the computing device based on the received 
message, a challenge message comprising an unen 
crypted portion that can be accessed by the source and 
that includes a challenge directed to the source, and 
that further comprises an encrypted portion that can 
not be accessed by the Source and that includes a 
correct answer to the challenge and an identifier of the 
computing device, and 

transmitting the created challenge message to the 
SOUC. 

2. The method of claim 1 further comprising decrypting, if 
the received message is the response, an encrypted portion of 
the response that matches an encrypted portion of the previ 
ously transmitted challenge message. 

3. The method of claim 2 where the determining that the 
response is a valid response comprises determining that a first 
identifier of the decrypted portion identifies the computing 
device. 

4. The method of claim 2 where the determining that the 
response is a valid response comprises determining that a 
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second identifier of the decrypted portion identifies the pre 
viously transmitted challenge message. 

5. The method of claim 2 where the determining that the 
response is a valid response comprises determining that an 
answer indicated by the response matches a correct answer 
indicated by the decrypted portion. 

6. The method of claim 1 where the creating is further 
based on the source being an unknown source to the comput 
ing device. 

7. The method of claim 1 further comprising rejecting, if 
the received message is the response, the received message in 
response to determining that the received response is not a 
valid response to the previously transmitted challenge mes 
Sage. 

8. At least one computer storage device storing computer 
executable instruction that, when executed by a computing 
device, cause the computing device to perform actions com 
prising: 

receiving a message from a source: 
determining if the received message is a response to a 

previously transmitted challenge message; 
if the received message is the response, then processing the 

received message; and 
if the received message is not the response, then: 

creating, by the computing device based on the received 
message, a challenge message comprising an unen 
crypted portion that can be accessed by the source and 
that includes a challenge directed to the source, and 
that further comprises an encrypted portion that can 
not be accessed by the source and that includes a 
correct answer to the challenge and an identifier of the 
computing device, and 

transmitting the created challenge message to the 
SOUCC. 

9. The at least one computer storage device of claim 8, the 
actions further comprising decrypting, if the received mes 
Sage is the response, an encrypted portion of the response that 
matches an encrypted portion of the previously transmitted 
challenge message. 

10. The at least one computer storage device of claim 9 
where the determining that the response is a valid response 
comprises determining that a first identifier of the decrypted 
portion identifies the computing device. 

11. The at least one computer storage device of claim 9 
where the determining that the response is a valid response 
comprises determining that a second identifier of the 
decrypted portion identifies the previously transmitted chal 
lenge message. 

12. The at least one computer storage device of claim 9 
where the determining that the response is a valid response 
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comprises determining that an answer indicated by the 
response matches a correct answerindicated by the decrypted 
portion. 

13. The at least one computer storage device of claim 8 
where the creating is further based on the source being an 
unknown source to the computing device. 

14. The at least one computer storage device of claim 8, the 
actions further comprising rejecting, if the received message 
is the response, the message in response to determining that 
the received response is not a valid response to the previously 
transmitted challenge message. 

15. A system comprising a computing device, a memory, 
and at least one program module that are together configured 
for performing actions comprising: 

receiving a message from a source: 
determining if the received message is a response to a 

previously transmitted challenge message; 
if the received message is the response, then processing the 

received message; and 
if the received message is not the response, then: 

creating, by the computing device based on the received 
message, a challenge message comprising an unen 
crypted portion that can be accessed by the source and 
that includes a challenge directed to the source, and 
that further comprises an encrypted portion that can 
not be accessed by the source and that includes a 
correct answer to the challenge and an identifier of the 
computing device, and 

transmitting the created challenge message to the 
SOUICC. 

16. The system of claim 15, the actions further comprising 
decrypting, if the received message is the response, an 
encrypted portion of the response that matches an encrypted 
portion of the previously transmitted challenge message. 

17. The system of claim 16 where the determining that the 
response is a valid response comprises determining that a first 
identifier of the decrypted portion identifies the computing 
device. 

18. The system of claim 16 where the determining that the 
response is valid comprises determining that a second iden 
tifier of the decrypted portion identifies the transmitted chal 
lenge message. 

19. The system of claim 16 where the determining that the 
received response is a valid response comprises determining 
that an answer indicated by the response matches a correct 
answer indicated by the decrypted portion. 

20. The system of claim 15 where the creating is further 
based on the source being an unknown source to the comput 
ing device. 


