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(57) ABSTRACT

System and methods for selectively or automatically migrat-
ing resources between storage operation cells are provided. In
accordance with one aspect of the invention, a management
component within the storage operation system may monitor
system operation and migrate components from storage
operation cell to another to facilitate failover recovery, pro-
mote load balancing within the system and improve overall
system performance as further described herein. Another
aspect of the invention may involve performing certain pre-
dictive analyses on system operation to reveal trends and
tendencies within the system. Such information may be used
as the basis for potentially migrating components from one
storage operation cell to another to improve system perfor-
mance and reduce or eliminate resource exhaustion or con-
gestion conditions.
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SYSTEMS AND METHODS FOR MIGRATING
COMPONENTS IN A HIERARCHICAL
STORAGE NETWORK
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MANAGEMENT filed Dec. 19, 2005, attorney docket num-
ber 4982/102.

BACKGROUND OF THE INVENTION

[0016] The invention disclosed herein relates generally to
performing storage operations on electronic data in a com-
puter network. More particularly, the present invention
relates to migrating resources used in performing storage
operations from one storage operation cell to another.

[0017] Storage management systems have evolved over
time into complex entities with many components including
hardware and software modules designed to perform a variety
of different storage operations on electronic data. Current
storage management systems employ a number of different
methods to perform storage operations on electronic data. For
example, data can be stored in primary storage as a primary
copy or in secondary storage as various types of secondary
copies including, as a backup copy, a snapshot copy, a hier-
archical storage management copy (“HSM”), as an archive
copy, and as other types of copies.

[0018] A primary copy of data is generally a production
copy or other “live” version of the data which is used by a
software application and is typically in the native format of
that application. Primary copy data may be maintained in a
local memory or other high-speed storage device that allows
for relatively fast data access. Such primary copy data is
typically retained for a period of time (e.g., a number of
seconds, minutes, hours or days) before some or all of the data
is stored as one or more secondary copies, for example, to
prevent loss of data in the event a problem occurs with the data
stored in primary storage.

[0019] Secondary copies may include point-in-time data
and may be intended for long-term retention (e.g., weeks,
months or years depending on retention criteria, for example
as specified in a storage policy as further described herein)
before some or all of the data is moved to other storage or
discarded. Secondary copies may be indexed so users can
browse and restore the data at another point in time. After
certain primary copy data is copied to secondary storage, a
pointer or other location indicia such as a stub may be placed
in the primary copy to indicate the current location of that
data.

[0020] One type of secondary copy is a backup copy. A
backup copy is generally a point-in-time copy of the primary
copy data stored in a backup format as opposed to in native
application format. For example, a backup copy may be
stored in a backup format that is optimized for compression
and efficient long-term storage. Backup copies generally have
relatively long retention periods and may be stored on media
with slower retrieval times than other types of secondary
copies and media. In some cases, backup copies may be
stored at an offsite location.

[0021] Another form of secondary copy is a snapshot copy.
From an end-user viewpoint, a snapshot may be thought of as
a representation or image of the primary copy data at a given
point in time. A snapshot generally creates a bit map or block
level representation of a primary copy volume at a particular
moment in time. Users typically gain a read-only access to the
record of files and directories of the snapshot. By electing to
restore primary copy data from a snapshot taken at a given
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point in time, users may also return the current file system to
the prior state of the file system that existed when the snapshot
was taken.

[0022] A snapshot may be created instantly, using a mini-
mum of file space, but may still function as a conventional file
system backup. A snapshot may not actually create another
physical copy of all the data, but may simply create pointers
that are mapped to specific blocks of data taken at the point in
time of the snapshot.

[0023] In some conventional systems, once a snapshot has
been taken, the original blocks in use at the time at snapshot
are preserved in a cache such that only subsequent changes to
the file system would overwrite them. Therefore, the initial
snapshot may use only a small amount of disk space needed to
record a mapping or other data structure representing or oth-
erwise tracking the blocks that correspond to the current state
of the volume (e.g., a bit map). Additional disk space is
usually only required when files are actually modified later.
[0024] Furthermore, when files are modified, typically only
the pointers which map to blocks are copied, not the blocks
themselves. In some systems, for example in the case of
copy-on-write snapshots, when a block changes in primary
storage, the block is copied to secondary storage before the
block is overwritten in primary storage and the snapshot
mapping of file system data is updated to reflect the changed
block(s) at that particular point in time.

[0025] A Hierarchical Storage Management (“HSM”)
copy is generally a copy of the primary copy data, but typi-
cally includes only a subset of the primary copy data that
meets a certain criteria and is usually stored in a format other
than the native application format. For example, an HSM
copy might include only that data from the primary copy that
is larger than a given size threshold or older than a given age
threshold and that is stored in a backup format. Often, HSM
data is removed from the primary copy, and a stub is stored in
the primary copy to indicate its new location. When a user
subsequently requests access to the HSM data that has been
removed or migrated, systems then use the stub to locate the
data and often make recovery of the data appear transparent,
even though the HSM data may be stored at a location difter-
ent from the remaining primary copy data.

[0026] An archive copy is generally similar to an HSM
copy, however, the data satistying criteria for removal from
the primary copy is generally completely removed with no
stub left in the primary copy to indicate the new location (i.e.,
where it has been moved to). Archive copies of data are
generally stored in a backup format or other non-native appli-
cation format. In addition, archive copies are generally
retained for very long periods oftime (e.g., years) and in some
cases are never deleted. Such archive copies may be made and
kept for extended periods in order to meet compliance regu-
lations or for other permanent storage applications.

[0027] In some systems, data may be moved over its life-
time moves from expensive quick access storage, to less
expensive slower access storage. This process of moving data
through these various tiers of storage is sometimes referred to
as information lifecycle management (“ILM”). This is the
process by which data is “aged” from more expensive forms
of secondary storage with faster access/restore times down
through less expensive secondary storage with slower access/
restore times, for example, as the data becomes less important
or mission critical over time.

[0028] Examples of various types of data and copies of data
are further described in the above-referenced related applica-
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tions that are hereby incorporated by reference in their
entirety. One example of a system that performs storage
operations on electronic data that produce such copies is the
QINETIX storage management system by COMMVAULT
Systems of Oceanport, N.J.

[0029] The QINETIX system provides a modular storage
management architecture that may include, among other
things, storage manager components, client or data agent
components, and media agent components as further
described in U.S. patent application Ser. No. 10/818,749
which is hereby incorporated herein by reference in its
entirety.

[0030] The QINETIX system also provides for hierarchi-
cally configuring storage operation cells to perform certain
other types of storage operations including snapshot copies,
HSM copies, archive copies, and certain other types of copies
of electronic data, as further described in U.S. patent appli-
cation Ser. No. 11/120,619 which is hereby incorporated by
reference in its entirety.

[0031] The QINETIX system, as further disclosed in U.S.
patent application Ser. No. 11/120,619, also provides for
meaningful integration between and among HSM systems
and Storage Resource Management (“SRM”) systems. SRM
systems are typically concerned with monitoring the health,
status, and other information associated with primary copies
of data (e.g., live or production line copies). For example, an
SRM application may monitor the capacity of a volume stor-
ing a primary copy of data, and the rate of data transfer
relative to the available storage of that volume. In contrast,
HSM systems are typically concerned with data transport to
secondary storage, such as the parameters and particulars
associated with the storage and migration of secondary copy
data as opposed to monitoring of information associated with
primary copy data. HSM systems are thus generally directed
to secondary copies and other archival data volumes. For
example, an HSM system may be directed to migrating or
otherwise transferring data to a secondary copy.

[0032] Transferring data to any one of the aforementioned
secondary copy types may be performed using a storage
management system, using one or more copy devices, com-
ponents or other data transfer resources. Depending on stor-
age requirements, secondary copy operations or other storage
operations may be performed at various times which may
result in an undesirably high number of storage operations
being performed at a particular time using the same or similar
resources. Meanwhile, other secondary copy resources may
be underutilized.

[0033] Insome instances, it may be desirable to migrate or
reassign storage resources from one storage operation sys-
tem, or subset of a system, such as a cell, to another to provide
additional routing options or to help alleviate any bottlenecks
or congestion that may occur based on established commit-
ments or system configuration.

[0034] There are also situations where storage resources
may be physically moved, and certain storage management
components should be migrated to new places in the system to
continue to support the moved storage resources.

[0035] Moreover, in certain situations, component migra-
tion, reallocation or movement, may be desired or necessary,
such as in a disaster recovery (DR) situation where data
and/or resources are temporarily or permanently moved to
another storage operation cell.

SUMMARY OF THE INVENTION

[0036] Aspects of the present invention are directed
towards systems and methods for selectively or automatically
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migrating storage system resources between various storage
operation cells. In accordance with one aspect of the inven-
tion, a management component within the storage operation
system may monitor system operation and migrate compo-
nents from storage operation cell to another to facilitate
failover recovery, promote load balancing within the system
and improve overall system performance as further described
herein. Another aspect of the invention may involve perform-
ing certain predictive analyses on system operation to identify
trends and/or tendencies within the system. Such information
may be used as the basis for potentially migrating compo-
nents from one storage operation cell to another to improve
system performance and reduce or eliminate resource
exhaustion or congestion conditions.

[0037] In one illustrative embodiment of the invention, a
method for automatically transferring a resource from a first
storage operation cell to a second storage operation cell is
provided. The method includes monitoring a first operational
characteristic of a first resource in the first storage operation
cell wherein the first operational characteristic has an associ-
ated first threshold; identifying a second storage operation
cell including a second resource having a second operational
characteristic that does not exceed a second threshold; deter-
mining whether the first resource may be transferred to the
second storage operation cell such that the transfer is capable
of causing the first operational characteristic to remain within
the first threshold; and automatically transferring the first
resource to the second storage operation cell if the first opera-
tional characteristic is near or exceeds the first threshold.
[0038] In accordance with another embodiment of the
present invention, a system for optimizing performance of
storage operations in a storage system including a plurality of
storage operation cells and resources is provided. The system
may include a storage manager that monitors an operational
characteristic of a plurality of storage operation cells in the
storage system; wherein the storage manager identifies a
group first resources in a first storage operation cell and
identifies a plurality of second storage operation cells to
which the group of first resources may be transferred; and
wherein the storage manager determines a potential effect
that a transfer of the group of first resources to the plurality of
second storage operation cells would have on the perfor-
mance storage operations, and if the determined potential
effect of a transfer of the group of first resources improves the
performance of storage operations, the storage manager
transfers the group of first resources to the plurality of second
storage operation cells.

BRIEF DESCRIPTION OF THE DRAWINGS

[0039] Aspects of the invention are illustrated in the figures
of the accompanying drawings which are meant to be exem-
plary and not limiting, in which like references are intended to
refer to like or corresponding parts, and in which:

[0040] FIG.1is ablock diagram of a storage operation cell
in a system to perform storage operations on electronic data in
a computer network according to an embodiment of the
invention;

[0041] FIG. 2 is a block diagram of a hierarchically orga-
nized group of storage operation cells in a system to perform
storage operations on electronic data in a computer network,
according to an embodiment of the invention;

[0042] FIG. 3 is a block diagram of a hierarchically orga-
nized group of storage operation cells in a system to perform
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resource migration between storage operation cells according
to an embodiment of the invention;

[0043] FIG. 4 schematically depicts migration of various
clients and media agents between storage operation cells in
the hierarchically organized network of FIG. 3, according to
an embodiment of the invention;

[0044] FIG. 5 is a flow diagram of a method for migrating
one or more resources from one storage operation cell to
another, according to an embodiment of the invention;
[0045] FIG. 6 is a flow diagram of a method for dynamic
resource allocation, according to an embodiment of the inven-
tion; and

[0046] FIG. 7 is a flow diagram of a method for resource
allocation based on predictive analysis, according to an
embodiment of the invention;

DETAILED DESCRIPTION

[0047] Systems and methods for migrating one or more
components of a storage operation cell in a storage network,
and for predicting certain requirements of storage operation
cell components within the network are provided. In various
illustrative embodiments, the present invention, among other
things, provides for migrating or “reallocating” resources or
components from one storage operation cell to another stor-
age operation cell such that the migrated resources from the
“source” storage operation cell become part of and operate
with resources in the destination or “target” storage operation
cell. Such migration typically involves logical reassignment
of certain resources from one storage operation cell to another
(i.e., no actual physical movement), but, in some embodi-
ments, may include a physical movement of resources or
components. For example, a change of'a logical association or
reassignment of resources or components may include modi-
fying associations or groups as defined in certain manage-
ment software components which may involve changing a
pointer, address or other referential element in a storage man-
agement system index or database and may indicate a new or
changed network pathway to a migrated resource. Physical
movement however, may involve actual physical movement
of some or all components from one location to another
(which also, in some embodiments, may involve logical reas-
signment or update in management software, e.g., new
cabling, routing, etc.). Migrated resources may include cli-
ents, media agents, storage managers, storage devices and/or
certain associated storage media, clients, transmission
resources such as pathways, switches, routers or other
resources or components.

[0048] The migration of resources between storage opera-
tion cells may occur in various situations, and may be tem-
porary or permanent. Some examples of scenarios in which
resource migration maybe desirable include: failure of one or
more storage operation cell resources (e.g., if one or more
storage operation cell resources fails, a resource may be iden-
tified in another storage operation cell to replace the failed
storage operation cell), merging storage operation cell
resources (e.g., due to certain conditions within an enterprise
or environment, storage operation cells may be merged to
improve system performance or otherwise consolidate sys-
tem resources, or to be substituted for other storage operation
cells which may be removed), assisting in alleviating or
reducing network congestion (e.g., one or more data path-
ways may be overburdened with a high volume of data trans-
fers), changes or efficiency in using network pathways (e.g.,
one network pathway may be taken offline, or a network
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pathway may have comparatively faster/slower data transfer
characteristics), load balancing (e.g., one or more media
agents, storage devices or other component may be migrated
to handle a high volume of data transfer streams or to more
evenly distribute workload), addition or removal of storage
operation cell resources (e.g., if a new storage operation cell
resource may be migrated to a storage operation cell having
the greatest need for such new resource, or if a resource is
removed, another resource may be migrated to replace the
removed resource), or other situations to facilitate certain
system goals such resource optimization or data security
which may arise in a storage management system.

[0049] Thus, in general, to optimize performance of storage
operations in a storage management system, storage opera-
tion cell resources may be migrated to more evenly distribute
workload, promote failover response and system robustness,
take advantage of particular storage characteristics of a par-
ticular resource for a storage operation, merge, reorganize or
otherwise reconfigure system resources, information, or data,
improve or maintain network accessibility and data protec-
tion, or improve any other performance characteristics as
contemplated by various aspects of the invention.

[0050] As further described herein, resource migration may
be performed under user supervision (e.g., by commands or
scripts input by a user via a GUI); or automatically (i.e.,
without user supervision; e.g., by migration or management
components throughout a network or by storage managers)
based on user set parameters, a threshold, a storage policy,
storage preference or other preference as further described
herein; or through any combination of user commands and
automatically executing components. Storage operation cell
migration operations may be initiated automatically as a sug-
gested, corrective, or preemptive action with respect to
enhancing system performance (e.g., to improve performance
in various storage operation scenarios as described herein); or
for other reasons (e.g., consolidation or reconfiguration, etc.).
[0051] One exemplary storage management system which
may provide storage operation cell resource migration is
described with reference to FIGS. 1 through 7, although it will
be understood other storage management system architec-
tures known in the art may also use the principles of the
inventions described herein. FIG. 1 illustrates a block dia-
gram of an illustrative storage operation cell 50 that may
perform storage operations on electronic data in a computer
network in accordance with an embodiment of the present
invention. As shown, storage operation cell 50 may generally
include a storage manager 100, a data agent 95, a media agent
105, a storage device 115, and, in some embodiments, may
include certain other components such as a client 85, a data or
information store 90, databases 110 and 111, jobs agent 120,
an interface module 125, and a management agent 130. Such
system and elements thereof are exemplary of a modular
storage operation system such as the COMMVAULT
QINETIX system, and also the COMMVAULT GALAXY
storage operation system, available from COMMVAULT
Systems, Inc. of Oceanport, N.J., and further described in
U.S. Pat. No. 7,035,880, which is incorporated herein by
reference in its entirety.

[0052] A storage operation cell, such as cell 50, may gen-
erally include combinations of hardware and software com-
ponents associated with performing storage operations on
electronic data. Exemplary storage operation cells according
to embodiments of the invention may include, as further
described herein, CommCells as embodied in the QNet stor-
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age management system and the QINETIX storage manage-
ment system by COMMVAULT Systems of Oceanport, N.J.
[0053] Additional storage operations performed by storage
operation cells may include creating, storing, retrieving, and
migrating primary data copies and secondary data copies
(which may include, for example, snapshot copies, backup
copies, HSM copies, archive copies, and other types of copies
of electronic data). In some embodiments, storage operation
cells may also provide one or more integrated management
consoles for users or system processes to interface with in
order to perform certain storage operations on electronic data
as further described herein. Such integrated management
consoles may be displayed at a central control facility or
several similar consoles distributed throughout multiple net-
work locations to provide global or geographically specific
network data storage information.

[0054] Storage operations may be performed accordingto a
storage policy. A storage policy is generally a data structure or
other information source that includes a set of preferences
and other storage criteria for performing a storage operation.
The preferences and storage criteria may include, but are not
limited to, a storage location, relationships between system
components, network pathway to utilize, retention policies,
data characteristics, compression or encryption require-
ments, preferred system components to utilize in a storage
operation, and other criteria relating to a storage operation.
Thus, a storage policy may indicate that certain data is to be
stored in a specific storage device, retained for a specified
period of time before being aged to another tier of secondary
storage, copied to secondary storage using a specified number
of streams, etc. A storage policy may be stored to a storage
manager database 111, to archive media as metadata for use in
restore operations or other storage operations, or to other
locations or components of the system.

[0055] A schedule policy may specify when to perform
storage operations and how often and may also specity per-
forming certain storage operations on sub-clients of data and
how to treat those sub-clients. A sub-client may represent
static or dynamic associations of portions of data of a volume
that are mutually exclusive. Thus, a portion of data may be
given a label, and the association may be stored as a static
entity in an index, database or other storage location used by
the system. Sub-clients may also be used as an effective
administrative scheme of organizing data according to data
type, department within the enterprise, storage preferences,
etc. For example, an administrator may find it preferable to
separate e-mail data from financial data using two different
sub-clients having different storage preferences, retention
criteria, etc.

[0056] Storage operation cells may contain not only physi-
cal devices, but also may represent logical concepts, organi-
zations, and hierarchies. For example, a first storage opera-
tion cell 50 may be configured to perform HSM operations,
such as data backup or other types of data migration, and may
include a variety of physical components including a storage
manager 100 (or management agent 130), a media agent 105,
a client component 85, and other components as described
herein. A second storage operation cell may contain the same
or similar physical components, however, it may be config-
ured to perform other storage operations, such as monitoring
a primary data copy or performing other known storage
operations.

[0057] Thus, as can be appreciated from the above,
although the first and second storage operation cells are logi-
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cally distinct entities and may be configured to perform dif-
ferent management functions (e.g., HSM and SRM respec-
tively), each storage operation cell may contain the same or
similar physical devices. Alternatively, in other embodi-
ments, different storage operation cells may contain some or
none of the same physical devices. For example, a storage
operation cell 50 configured to perform SRM tasks may con-
tain a media agent 105, client 85, or other network device
connected to a primary storage volume, while a storage
operation cell 50 configured to perform HSM tasks may
instead include a media agent 105, client 85, or other network
device connected to a secondary storage volume and not
contain the elements or components associated with and
including the primary storage volume. These two storage
operation cells, however, may each include a different storage
manager 100 that coordinates storage operations via the same
media agents 105 and storage devices 115. This “overlap-
ping” configuration allows storage resources to be accessed
by more than one storage manager 100 such that multiple
paths exist to each storage device 115 facilitating failover,
load balancing, and promoting robust data access via alterna-
tive routes.

[0058] Alternatively, in some embodiments, the same stor-
age manager 100 may control two or more storage operation
cells 50 (whether or not each storage operation cell 50 has its
own dedicated storage manager 100). Moreover, in certain
embodiments, the extent or type of overlap may be user-
defined (e.g., through a control console (not shown)) or may
be automatically configured to optimize data storage and/or
retrieval.

[0059] Data agent 95 may be a software module or partof'a
software module that is generally responsible for archiving,
migrating, identifying, and recovering data from client com-
puter 85 stored in an information store 90 or other memory
location. Each client computer 85 may have at least one data
agent 95 and the system can support multiple client comput-
ers 85. In some embodiments, data agents 95 may be distrib-
uted between client 85 and storage manager 100 (and any
other intermediate components (not shown)) or may be
deployed from a remote location or its functions approxi-
mated by a remote process that performs some or all of the
functions of data agent 95.

[0060] Embodiments of the present invention may employ
multiple data agents 95 each of which may perform a storage
operation, e.g., backup, migrate, and recover data associated
with a different application. For example, different individual
data agents 95 may be designed to handle MICROSOFT
EXCHANGE® data, Lotus Notes data, MICROSOFT WIN-
DOWS® 2000 file system data, MICROSOFT Active Direc-
tory Objects data, and other types of data known in the art.
Other embodiments may employ one or more generic data
agents 95 that can handle and process multiple data types
rather than using the specialized data agents described above.
[0061] Ifaclient computer 85 hastwo or moretypes of data,
one data agent 95 may be required for each data type to
archive, migrate, and restore the client computer 85 data. For
example, to backup, migrate, and restore all of the data on a
MICROSOFT EXCHANGE® 2000 server, the client com-
puter 85 may use one MICROSOFT EXCHANGE® 2000
Mailbox data agent 95 to backup the EXCHANGE 2000
mailboxes, one MICROSOFT EXCHANGE® 2000 Data-
base data agent 95 to backup the EXCHANGE 2000 data-
bases, one MICROSOFT EXCHANGE® 2000 Public Folder
data agent 95 to backup the EXCHANGE 2000 Public Fold-
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ers, and one MICROSOFT WINDOWS® 2000 File System
data agent 95 to backup the client computer’s 85 file system.
These data agents 95 would be treated as four separate data
agents 95 by the system even though they reside on the same
client computer 85.

[0062] Alternatively, other embodiments may use one or
more generic data agents 95, each of which may be capable of
handling two or more data types. For example, one generic
data agent 95 may be used to back up, migrate and restore
MICROSOFT EXCHANGE® 2000 Mailbox data and
MICROSOFT EXCHANGE® 2000 Database data while
another generic data agent may handle MICROSOFT
EXCHANGE® 2000 Public Folder data and MICROSOFT
WINDOWS® 2000 File System data, etc.

[0063] Generally speaking, storage manager 100 may be a
software module or other application that coordinates and
controls storage operations performed by storage operation
cell 50. Storage manager 100 may communicate with some or
all elements of the storage operation cell 50 including client
computers 85, data agents 95, media agents 105, and storage
devices 115, to initiate and manage system backups, migra-
tions, and data recovery.

[0064] Storage manager 100 may include a jobs agent 120
that monitors the status of some or all storage operations
previously performed, currently being performed, or sched-
uled to be performed by storage operation cell 50. Jobs agent
120 may be communicatively coupled with an interface agent
125 (typically a software module or application). Interface
agent 125 may include information processing and display
software, such as a graphical user interface (“GUI”), an appli-
cation program interface (“API”), or other interactive inter-
face through which users and system processes can retrieve
information about the status of storage operations. Through
interface 125, users may optionally issue instructions to vari-
ous storage operation cells 50 regarding performance of the
storage operations as described and contemplated by the
present invention. For example, a user may modity a schedule
concerning the number of pending snapshot copies (or other
types of copies) scheduled as needed to suit particular needs
or requirements. As another example, a user may employ the
GUI to view the status of pending storage operations in some
or all of the storage operation cells in a given network; or to
monitor the status of certain components in a particular stor-
age operation cell (e.g., the amount of storage capacity left in
a particular storage device). As a further example, interface
125 may display the cost metrics associated with a particular
type of data storage and may allow a user to determine overall
and target cost metrics associated with a particular data type,
or certain storage operation cell 50 or other storage operation
as predefined or user-defined (discussed in more detail
below).

[0065] Storage manager 100 may also include a manage-
ment agent 130 that is typically implemented as a software
module or application program. In general, management
agent 130 provides an interface that allows various manage-
ment components 100 in other storage operation cells 50 to
communicate with one another. For example, assume a cer-
tain network configuration includes multiple storage opera-
tion cells 50 adjacent to one another or otherwise logically
related in a WAN or LAN configuration (not shown). With
this arrangement, each storage operation cell 50 may be con-
nected to the other through each respective interface module
125. This allows each storage operation cell 50 to send and
receive certain pertinent information from other storage
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operation cells 50, including status information, routing
information, information regarding capacity and utilization,
etc. These communication paths may also be used to convey
information and instructions regarding storage operations.
[0066] For example, a management agent 130 in first stor-
age operation cell 50 may communicate with a management
agent 130 in a second storage operation cell 50 regarding the
status of storage operations in the second storage operation
cell. Another illustrative example includes the case where a
management agent 130 in first storage operation cell 50 com-
municates with a management agent 130 in a second storage
operation cell to control the storage manager 100 (and other
components) of the second storage operation cell via the
management agent 130 contained in the storage manager 100.
[0067] Another illustrative example is the case where man-
agement agent 130 in the first storage operation cell 50 com-
municates directly with and controls the components in the
second storage operation cell 50 and bypasses the storage
manager 100 in the second storage operation cell. If desired,
storage operation cells 50 can also be organized hierarchi-
cally such that hierarchically superior storage operation cells
control or pass information to hierarchically subordinate stor-
age operation cells or vice versa. More information regarding
hierarchical organization of operation storage cells 50 will be
provided below.

[0068] Storage manager 100 may also maintain an index
cache, a database, or other data structure 111. The data stored
in database 111 may be used to indicate logical associations
between components of the system, user preferences, man-
agement tasks, or other useful data. As further described
herein, some of this information may be stored in a media
agent database or other local data store according to some
embodiments. For example, the storage manager 100 may use
data from database 111 to track logical associations between
media agents 105 and storage devices 115.

[0069] Generally speaking, a media agent 105 may be
implemented as software module that conveys data, as
directed by a storage manager 100, between a client computer
85 and one or more storage devices 115 such as a tape library,
a magnetic media storage device, an optical media storage
device, or any other suitable storage device. In one embodi-
ment, media agents 105 may be communicatively coupled
with and control a storage device 115 associated with that
particular media agent. A media agent 105 may be considered
to be associated with a particular storage device 115 if that
media agent 105 is capable of routing and storing data to
particular storage device 115.

[0070] In operation, a media agent 105 associated with a
particular storage device 115 may instruct the storage device
to use a robotic arm or other retrieval means to load or remove
a certain storage media, and to subsequently archive, migrate,
or restore data to or from that media. Media agents 105 may
communicate with a storage device 115 via a suitable com-
munications path such as a SCSI or fiber channel communi-
cations link. In some embodiments, the storage device 115
may be communicatively coupled to a media agent 105 via a
Storage Area Network (“SAN”).

[0071] Each media agent 105 may maintain an index cache,
adatabase, or other data structure 110 which stores index data
generated during backup, migration, and restore and other
storage operations as described herein. For example, per-
forming storage operations on MICROSOFT EXCHANGE®
data may generate index data. Such index data provides a
media agent 105 or other external device with a fast and
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efficient mechanism for locating data stored or backed up.
Thus, in some embodiments, a storage manager database 111
may store data associating a client 85 with a particular media
agent 105 or storage device 115, for example, as specified in
a storage policy, while media agent database 110 may indi-
cate where specifically the client 85 data is stored in storage
device 115, what specific files were stored, and other infor-
mation associated with storage of client 85 data. In some
embodiments, such index data may be stored along with the
data backed up in a storage device 115, with an additional
copy of the index data written to index cache 110. The data in
index cache 110 is thus readily available for use in storage
operations and other activities without having to be first
retrieved from the storage device 115.

[0072] In some embodiments, certain components may
reside and execute on the same computer. For example, in
some embodiments, a client computer 85 such as a data agent
95, a media agent 105, or a storage manager 100 coordinates
and directs local archiving, migration, and retrieval applica-
tion functions as further described in U.S. Pat. No. 7,035,880.
This client computer 85 can function independently or
together with other similar client computers 85.

[0073] FIG. 2 presents a generalized block diagram of a
hierarchically organized group of storage operation cells in a
system to perform storage operations on electronic data in a
computer network in accordance with an embodiment of the
present invention. It will be understood that although the
storage operation cells generally depicted in FIG. 2 have
different reference numbers from the storage operation cell
50 shown in FIG. 1, these storage operation cells may be
configured the same as or similar to the storage operation cell
50 depicted in FIG. 1.

[0074] As shown, the system illustrated in FIG. 2 may
include a master storage manager component 135 and various
other storage operation cells. As shown, the illustrative
embodiment in FIG. 2 includes a first storage operation cell
140, a second storage operation cell 145, a third storage
operation cell 150, a fourth storage operation cell 155, a fifth
storage operation cell 160, and an nth storage operation cell
165. However, it will be understood this illustration is only
exemplary and that fewer or more storage operation cells may
be present or interconnected differently if desired.

[0075] Storage operation cells, such as the ones shown in
FIG. 2 may be communicatively coupled and hierarchically
organized. For example, a master storage manager compo-
nent 135 may be associated with, communicate with, and
direct storage operations for, a first storage operation cell 140,
a second storage operation cell 145, a third storage operation
cell 150, a fourth storage operation cell 155, a fifth storage
operation cell 160, and an nth storage operation cell 165. In
some embodiments, the master storage manager component
135 may not be part of any particular storage operation cell. In
other embodiments (not shown), master storage manager
component 135 may itself be part of a certain storage opera-
tion cell.

[0076] Thus, in operation, master storage manager compo-
nent 135 may communicate with a management agent of the
storage manager of the first storage operation cell 140 (or
directly with the other components of first storage operation
cell 140) with respect to storage operations performed in the
first storage operation cell 140. For example, in some embodi-
ments, master storage manager component 135 may instruct
the first storage operation cell 140 with certain commands
regarding a desired storage operation such as how and when
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to perform particular storage operations including the type of
operation and the data on which to perform the operation.
[0077] In other embodiments, master storage manager
component 135 may track the status of its associated storage
operation cells, such as the status of jobs, system components,
system resources utilization, and other items, by communi-
cating with manager agents (or other components) in the
respective storage operation cells. Moreover, master storage
manager component 135 may track the status of its associated
storage operation cells by receiving periodic status updates
from the manager agents (or other components) in the respec-
tive storage operation cells regarding jobs, system compo-
nents, system resources, and other items. For example, master
storage manager component 135 may use methods to monitor
network resources such as mapping network pathways and
topologies to, among other things, physically monitor storage
operations and suggest, for example, alternate routes for stor-
ing data as further described herein.

[0078] In some embodiments, master storage manager
component 135 may store status information and other infor-
mation regarding its associated storage operation cells and
other system information in an index cache, database 137 or
other data structure accessible to mater storage manager com-
ponent 135. A presentation interface included in certain
embodiments of master storage manager component 135 may
access this information and present it to users and system
processes with information regarding the status of storage
operations, storage operation cells, system components, and
other information of the system.

[0079] As mentioned above, storage operation cells may be
organized hierarchically. With this configuration, storage
operation cells may inherit properties from hierarchically
superior storage operation cells or be controlled by other
storage operation cells in the hierarchy (automatically or
otherwise). Thus, in the embodiment shown in FIG. 2, storage
operation cell 145 may control or is otherwise hierarchically
superior to storage operation cells 150, 155, 160, and 165.
Similarly, storage operation cell 155 may control storage
operation cells 160 and 165. Alternatively, in some embodi-
ments, storage operation cells may inherit (or otherwise be
associated with) storage policies, storage preferences, storage
metrics, or other properties or characteristics according to
their relative position in a hierarchy of storage operation cells.
[0080] Storage operation cells may also be organized hier-
archically according to function, geography, architectural
considerations, or other factors useful or desirable in per-
forming storage operations. For example, in one embodi-
ment, storage operation cell 140 may be directed to create
snapshot copies of primary copy data, while storage operation
cell 145 may be directed to create backup copies of primary
copy data or other data.

[0081] As another example, storage operation cell 140 may
represent a geographic segment of an enterprise, such as a
Chicago office, and storage operation cell 145 may represents
a different geographic segment, such as a New York office. In
this example, the second storage operation cells 145, 150,
155,160, and 165 may represent departments within the New
York office. Alternatively, these storage operation cells could
be further divided by function performing various storage
operations for the New York office or load balancing storage
operations for the New York office.

[0082] As another example, and as previously described
herein, different storage operation cells directed to different
functions may also contain the same or a subset of the same
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set of physical devices. Thus, one storage operation cell in
accordance with some embodiments of the present invention
may be configured to perform SRM operations (such as a
QSM cell in the COMMVAULT QINETIX system) and may
contain the same, similar or a subset of the same physical
devices as a cell configured to perform HSM or other types of
storage operations. Each storage operation cell may, however,
share the same parent or, alternatively, may be located on
different branches of a storage operation cell hierarchy tree.
For example, storage operation cell 140 may be directed to
SRM operations whereas storage operation cell 155 may be
directed to HSM operations. Similarly, storage operation cell
150 may be configured to perform SRM operations and stor-
age operation cell 155 may be configured to perform HSM
operations. Those skilled in the art will recognize that a wide
variety of such combinations and arrangements of storage
operation cells are possible to address a broad range of dif-
ferent aspects of performing storage operations in a hierarchy
of storage operation cells.

[0083] Insome embodiments, hierarchical organization of
storage operation cells facilitates, among other things, system
security and other considerations. For example, in some
embodiments, only authorized users may be allowed to
access or control certain storage operation cells. A network
administrator for an enterprise may have access to many or all
storage operation cells including master storage manager
135. But a network administrator for the New York office,
according to a previous example, may only have access to
storage operation cells 145-165, which form the New York
office storage management system.

[0084] The hierarchical organization of storage operation
cells may facilitate storage management planning and deci-
sion-making. For example, in some embodiments, data and
other information related to HSM storage operation cells and
SRM storage operation cells may be normalized (e.g., con-
verted into a common format with normalized identifiers and
other information) and combined by a master storage man-
ager component or other hierarchically superior (or, if
desired, hierarchically subordinate) component, and a user of
master storage manager component 135 may view the status
of some or all jobs in associated storage operation cells as
well as the status of each component of the storage operation
cells present in the system. Users may then plan and make
decisions based on this global data. For example, a user may
view high-level information regarding storage operations for
the entire system, such as job status, component status,
resource status (such as network pathways, etc.), and other
information. This may be done from an SRM perspective to
view primary copy information or from an HSM perspective
to view secondary copy information. A user may also drill
down through menus or use other means to obtain more
detailed information regarding a particular storage operation
cell or group of storage operation cells.

[0085] Inother embodiments master storage manager com-
ponent 135 may alert a user such as a system administrator
when a particular resource is unavailable or congested. For
example, a particular storage device might be full or require
additional media. As another example, a master storage man-
ager component may use information from an HSM storage
operation cell and an SRM storage operation cell to present
indicia or otherwise alert a user or otherwise identify aspects
of storage associated with the storage management system
and hierarchy of storage operation cells.
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[0086] Alternatively, a storage manager in a particular stor-
age operation cell may be unavailable due to hardware failure,
software problems, or other reasons. In some embodiments,
master storage manager component 135 (or another storage
manager within the hierarchy of storage operation cells) may
utilize the global data regarding its associated storage opera-
tion cells to suggest solutions to such problems when they
occur (or act as a warning prior to occurrence). For example,
master storage manager component 135 may alert the user
that a storage device or other resource in a particular storage
operation cell is full or otherwise congested, and then sug-
gest, based on job and data storage information contained in
its database, an alternate storage device or resource to migrate
to the storage operation cell. Other types of corrective actions
based on such information may include suggesting an alter-
nate data path to a particular storage device, or dividing data
to be stored among various available storage devices as a load
balancing measure or to otherwise optimize storage or
retrieval time. In some embodiments, such suggestions or
corrective actions may be performed automatically, if
desired.

[0087] Examples of the types of information that may be
monitored for an application such as MICROSOFT
EXCHANGE® include:

[0088] File Systems and File Analysis
[0089] Distribution by file types
[0090] Distribution by file sizes
[0091] Distribution by modification time/access time
[0092] Distribution by owner, etc.
[0093] Capacity and Asset Reporting
[0094] By host
[0095] By disk
[0096] By partitions
[0097] Availability Reporting
[0098] Disks
[0099] Hosts
[0100] Applications

[0101] Message Level
[0102] Distribution across mailboxes
[0103] By Message attachment type
[0104] By Message age
[0105] Data Migration report
[0106] Usage Reporting
[0107] By Storage Group
[0108] By Store
[0109] By Mailbox, etc.

[0110] In alternate embodiments, HSM and SRM compo-

nents may be aware of each other due to a common database
or metabase of information, which may include normalized
data. Therefore, in those embodiments there is no need for
such information to pass through a master storage manager as
these components may be able to communicate directly with
one another. For example, storage operation cell 150 may
communicate directly with storage operation cell 165 and
vice versa. This may be accomplished through a direct com-
munications link between the two (not shown) or by passing
data through intermediate storage operation cells, such as
storage operation cells 145-160 in this case.

[0111] FIG. 3 illustrates a block diagram of a hierarchically
organized group of storage operation cells in a system to
perform SRM and HSM storage operations on electronic data
in a computer network in accordance with various illustrative
implementations for migrating resources between storage
operation cells in accordance with the present invention. As

Jan. 13, 2011

will be further understood from the following description,
however, implementing storage operation cell component
migration according to the present invention is not limited to
having a particular organization of storage operation cells,
nor to having storage operation cells with HSM and/or SRM
component functionality. For instance, the storage operation
cells may be organized non-hierarchically or hierarchically,
and may be implemented with or without a storage operation
cell having a storage manager that functions as a master
storage manager. As a further example, the network is not
required to include a storage operation cell that performs
SRM operations and not HSM storage operations.

[0112] As shown, the network in FIG. 3 includes a first
storage operation cell 170, a second storage operation cell
173, a third storage operation cell 175, and a fourth storage
operation cell 180. First storage operation cell 170 includes a
client 185 in communication with a primary volume 190
storing data, and a storage manager component 195 in com-
munication with a storage manager database 200 and with
client 185. Second storage operation cell 173 includes a client
186 in communication with a primary volume 191, a media
agent 206 in communication with a secondary storage media
211 and a secondary storage media 213, clients 236-244 in
communication with respective primary volumes (not shown
for clarity of illustration), media agents 208, 210, and 212 in
communication with one or more of storage volumes 211,
213, 217, and 219, and storage manager 196 in communica-
tion with each of the media agents 206, 208, 210, and 212 in
storage operation cell 173. Third storage operation cell 175
includes clients 246 and 250 in communication with respec-
tive primary volumes (not shown), media agents 214, 216,
and 218 in respective communication with secondary storage
media 221, 223, and 225, and storage manager 260 in com-
munication with each of the media agents in storage operation
cell 175. Fourth storage operation cell includes a master stor-
age manager component 215 in communication with a master
storage manager database 220.

[0113] With regard to FIG. 3, databases 220 and 200
respectively associated with storage managers 215 and 195
are expressly depicted, storage managers 196 and 260 are
similarly each in communication with a respective database;
however, these databases are not separately depicted and may
be considered as being included in storage managers 196 and
260, in accordance with the illustrative storage manager 100
of FIG. 1. Additionally, in this embodiment, each depicted
client device in storage operation cells 173 and 175 is in
communication with the storage manager within its storage
operation cell, but connecting lines are not shown for clarity
of illustration. Depicted lines connecting media agents with
clients and with storage volumes represent possible data flow
paths according to the illustrative configuration. Thus, a given
media agent may be operative in storage operations (e.g.,
backup, archiving, restoring) with respect to any storage vol-
ume and any client to which it is illustrated as being con-
nected by a solid line. Depicted lines connecting a media
agent to a storage manager represent control information
and/or metadata paths.

[0114] The first storage operation cell 170 may be config-
ured to perform a particular type of storage operation, such as
SRM storage operations. For example, the first storage opera-
tion cell 170 may monitor and perform SRM-related calcu-
lations and operations associated with primary copy data.
Thus, the first storage operation cell 170 includes a client
component 185 in communication with a primary volume
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190 for storing data. For example, client 185 may be directed
to using EXCHANGE data, SQL data, Oracle data, or other
types of production data used in business applications (or
other applications) and stored in primary volume 190. Stor-
age manager component 195 may contain modules or other
logic directed to monitoring or otherwise interacting with
attributes, characteristics, metrics, and other information
associated with the data stored in primary volume 190. Stor-
age manager 195 may track and store this and other informa-
tion in storage manager database 200 which may include
index information. For example, in some embodiments, stor-
age manager component 195 may track or monitor the
amount of available space and other similar characteristics of
data associated with primary volume 190.

[0115] In some embodiments, as further described herein,
storage manager component 195 may also issue alerts or take
other actions when the information associated with primary
volume 190 satisfies certain criteria, such as alert criteria,
criteria defined in a storage policy, a threshold, such as a user
defined threshold or default threshold, or other criteria. In
some embodiments, action may be taken or alerts sent if a
characteristic relating to a storage manager, media agent,
database, storage device, storage library, client or other com-
ponent matches the criteria. Such criteria may relate to
resource characteristics, including, for example, network
bandwidth utilization, resource capacity used or available,
time period between storage operations, scheduling conflicts,
processor loads, or other characteristics relating to perform-
ing a storage operation.

[0116] Second storage operation cell 173 may be directed
to another type of storage operation, such as HSM storage
operations. For example, the second storage operation cell
173 may perform backups, data migrations, snapshots, or
other types of HSM-related operations known in the art. For
example, in some embodiments, data is migrated from faster
and more expensive storage such as magnetic disk storage
(i.e., primary storage) to less expensive storage such as tape
storage (i.e., secondary storage).

[0117] Thus, the second storage operation cell 173 includes
client component 186 in communication with the primary
volume 191 storing data. In some embodiments, client com-
ponent 186 and primary volume 191 are the same physical
devices as the client component 185 and primary volume 190
in the first storage operation cell 170. Similarly, in some
embodiments, the storage manager component 196 and its
associated database (not shown, and which may include index
information) in the second storage operation cell 173 are the
same physical devices as the storage manager component and
index in the first storage operation cell 170. Storage manager
component 196, however, typically also contains HSM mod-
ules or other logic associated with the second storage opera-
tion cell 173 directed to performing HSM storage operations
on primary volume 191 data.

[0118] Storage operation cell 173 therefore may also con-
tain media agent 206 and a secondary storage media 211
configured for performing HSM-related operations on pri-
mary copy data stored on primary volume 191. For example,
storage manager 196 may migrate primary copy data from
primary volume 191 to secondary volume 211 using media
agent 206. Storage manager 196 may also track and store
information associated with primary copy migration and
other similar HSM-related operations in its storage manager
database (not shown). For example, in some embodiments,
storage manager component 196 may direct HSM storage
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operations on primary copy data according to a storage policy
associated with the primary copy 191 and stored in an index.
In some embodiments, storage manager 196 may also track
where primary copy information is stored, for example in
secondary storage 211. Storage manager 196, media agents
206,208,210, and 212, and secondary storage media 213 and
217 may also be configured to perform such HSM storage
operations with respect to primary copy data associated with
clients 236, 238, 240,242, and 244. Further, storage operation
cell 175 may similarly be configured for performing such
HSM storage operations with respect to primary copy data
associated with clients 246, 248, and 250.

[0119] Storage operation cell 180 may include a master
storage manager 215 and a master storage manager 220. In
some embodiments (not shown), additional storage operation
cells may be located hierarchically in between storage opera-
tion cell 180 and storage operation cells 170,173, and 175. In
some embodiments, additional storage operation cells hier-
archically superior to operation cell 180 may also be present
in the hierarchy of storage operation cells.

[0120] In some embodiments, storage operation cells 170,
173, and 175 may be connected by communications link 197,
which may be any suitable communications link such as a
fiber channel or SCSI connection that allows storage opera-
tion cells 170, 173, and 175 to communicate directly with one
another (i.e., without necessarily directly or indirectly involv-
ing storage operation cell 180). Such communication
between cells 170 and 173 may be accomplished, for
example, by storage manager 195 communicating with stor-
age manager 196 via link 197. This allows storage operation
cells 170 and 173 to share information such as status or
operational characteristics with one another such as availabil-
ity on primary or secondary storage, trigger events based on
such information, etc. This allows for the direct transfer of
stored data to and from the storage operation cells (via link
197) without the need to communicate with or pass data
through master storage manager 215.

[0121] Storage operation cell 180 is also generally directed
to performing certain types of storage operations, such as
integration of SRM and HSM data from other storage opera-
tion cells, such as storage operation cells 170,173, and 175. In
some embodiments, fourth storage operation cell 180 also
performs other types of storage operations and might also be
directed to HSM, SRM, or other types of storage operations
for other reasons such as convenience, hardware allocation,
media managers, administrative or organization reasons, etc.
[0122] FIG. 4 is a schematic depiction of migration of
various components or resources, such as clients, media
agents, primary storage, secondary storage databases, storage
managers or other components from one storage operation
cell to another storage operation cell in accordance with cer-
tain aspects of the present invention. As shown, this may
include, for example, movement of certain resources from
storage operation cell 173 to storage operation cells 170 and
175 in the illustrative configuration of FIG. 3. As described
herein, migration of storage operation cell resources may be
used to optimize, consolidate, reorganize or otherwise recon-
figure or transfer storage resources or components within the
system. As mentioned above, migration of resources typically
involves logical reassignment of certain resources, but may,
in certain situations, also involve physical movement.
[0123] Logical migration may include associating or
assigning a resource to another storage operation cell. This
may involve logically reassigning the resource to another
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storage operation cell by transferring the management infor-
mation associated with that resource, as well as reassigning
that resource itself to another storage operation cell. For
example, a media agent may be transferred from one storage
operation cell to another by transferring management infor-
mation regarding the media agent to the new storage opera-
tion cell and logically reassigning the media associated with
that agent to the new storage operation cell (without any
actual physical movement). Thus, for example, storage man-
ager database entries may be copied and repopulated with
new links, path, and address information, etc. as necessary to
complete the transfer and bring the transferred resources to a
fully operational state within the new storage operation cell.
[0124] Migration of resources may be initiated by a storage
manager, such as a master storage manager, or other compo-
nent, or by a user, according to user selections or preferences.
For example, a user may identify certain resources within a
storage operation cell that are operating beyond a specified
capacity or that are underutilized, and mark those resources as
possible migration candidates (e.g., placed in a migration
pool).

[0125] Alternatively, a storage manager, or other system
component, may monitor storage operation cells to determine
whether storage operation cell resources are performing
adequately or as desired, e.g., within a threshold or according
to an operating criteria or characteristic, or otherwise detect
that storage operation cell configurations are performing
below an optimal, required or desired level. Based on
acquired information, resources may be migrated to provide
load balancing, promote efficient use of resources (e.g., stor-
age media), improve data throughput, or provide other
resource optimization. Resources may also be migrated and/
or combined for convenience or administrative or organiza-
tional purposes (e.g., merge or close physical offices etc.).
[0126] In general, migrating a resource from a source stor-
age operation cell to a target storage operation cell may
involve logically associating the migrated resource with tar-
get storage operation cell (without necessarily requiring
actual physical movement). Information relating to the logi-
cal association(s) of migrated components may be stored in
an index, metabase, or database, for example database 220
(e.g., a storage manager database). Such logical associations
may include pointers to a new storage operation cell, a net-
work pathway, or other indication that a storage operation cell
resource has migrated. For example, if a client is moved from
one storage operation cell to another, information from the
source storage operation cell including information from a
storage manager and/or associated media agent(s) may also
be migrated to the appropriate resources in the target storage
operation cell; and a pointer or other referential element may
be placed in the source storage operation cell to indicate the
client’s new location.

[0127] Insomeembodiments, substantially all of this infor-
mation may be moved to the target storage operation cell from
the source storage operation cell. For example, some or all
information such as management information in an index or
metabase may be migrated along with the resource so the
resource may be reconstituted and resume normal operation
in the target storage operation cell. This may include both data
and media (e.g., media agents and their associated media
libraries).

[0128] However, in certain circumstances, some or all of
this management information may remain in the source stor-
age operation cell. For example, a client may be moved from
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one storage operation cell to another, but one or more storage
devices that store data from that client may remain in the
source storage operation cell. In this case, this data from that
client may remain in the source storage operation cell along
with associated management information.

[0129] Inthe case where data needs to be retrieved from the
source storage operation cell, the target storage operation cell
may include a pointer or other reference to the appropriate
location in the source storage operation cell. In other embodi-
ments, however, associated storage devices and/or the data
itself associated with the migrated client may be migrated to
the target storage operation cell, in which case substantially
all management information may be also be migrated to the
target storage operation cell. In yet other embodiments, man-
agement information may remain in both storage operation
cells with both sets of information updated as changes occur.
In yet other embodiments, data may be present in one storage
operation cell with the client in a different storage operation
cell, with pointers and references at the storage managers of
each cell for interoperation.

[0130] Inoneexample, a storage policy may indicate that a
storage operation, such as a secondary copy operation is to be
performed on a daily basis for a particular client using a
particular media agent and storage device. However, if the
client is removed from the network and no longer producing
data on which a storage operation is performed, the media
agent and storage device associated with storage operations
for that client may be migrated to another storage operation
cell for other uses (even if the media agent is still associated
with clients in the original cell). Alternatively, if a client is
reassigned within a network from one department or domain
to another, the associated media agent and storage device may
be reassigned or referenced to a storage operation cell that is
already associated with the other department or domain, or
even reassigned or referred to some other storage operation
cell.

[0131] In another example, clients may be added to an
existing storage operation cell, and may generate data that
exceeds media capacity of one or more storage devices in a
storage operation cell. In this example, a storage device from
another storage operation cell may be identified to migrate to
the storage operation cell to provide additional media capac-
ity, or alternatively, one or more of the clients may be
migrated to another storage operation cell that includes suf-
ficient storage capacity to handle the load. In other embodi-
ments, a client may be split or partitioned between two or
more storage operation cells. In this case, the data agent
associated with the client may be registered for operation in
those storage operation cells as well, with some data in a first
storage operation cell and some data in other storage opera-
tion cells.

[0132] Other situations causing bottlenecks, underutiliza-
tion, or over-utilization of storage management resources
may also arise in which it may be useful or desirable to
migrate or reassign one or more resources to improve storage
operation performance.

[0133] In FIG. 4, the outline of the migrated devices or
components and the changed data/information communica-
tion paths in the source storage operation cell 173 are depicted
by dashed lines to indicate their migration, transfer, or
removal from the source storage operation cell, and the
migrated devices or components (identified by identical ref-
erence numerals) are depicted by solid lines in the target
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storage operation cell (i.e., cells 170 and 175) to indicate their
migration to that target storage operation cell.

[0134] More specifically, as shown, client 240 and data
from storage manager 196 may be migrated from source
storage operation cell 173 to target storage operation cell 175
(including storage manager 260) such that media agent 216
(or other media agent(s) of storage operation cell 175) is
operative in managing data movement (e.g., for a storage
operation, such as a backup, recovery, or migration) between
primary storage volume of client 240 and secondary storage
media 223. Transferring client 240 may occur and be desir-
able, for example, in the event that client 240 is moved from
one enterprise department to another department, or in the
event that media agent 210 previously associated with client
240 becomes overburdened, or is otherwise unavailable to
perform specified functions. It will be understood that client
240 may be reassigned without any physical movement of
client 240, but rather by movement of management informa-
tion and logical reassignment within the system. Such an
operation may sometimes be referred to herein as “migration”
of one or more resources from one storage operation cell to
another.

[0135] Continuing with the embodiment illustrated in FIG.
4, client 244 together with its associated media agent 212 may
be migrated from source storage operation cell 173 to storage
operation cell 175, with media agent 212 subsequently being
associated with secondary storage media 225 to manage data
movement between client 244 (i.e., its primary storage vol-
ume) and secondary storage media 225. Client 244 its asso-
ciated storage manager data and possibly its associated media
agent 212, and media library and any other necessary or
useful routing or management data may be migrated or trans-
ferred, for example, in the event that a storage volume 219
reaches a capacity that exceeds a threshold or criteria, or in
another scenario in which it is desirable to migrate client 244
and media agent 212.

[0136] Continuing with the illustrative embodiment, client
186 (including its primary storage volume 191 ans storage
manager data) may be migrated from source storage opera-
tion cell 173 to storage operation cell 175 such that media
agent 214 (or other media agent in cell 175) is operative in
managing data movement (e.g., for a storage operation, such
as a backup, recovery, or migration) between primary storage
volume 191 and secondary storage media 221. Client 186 and
its associated storage manager data may be migrated or trans-
ferred, for example, because media agent 214 is underutilized
in storage operations and has capacity which meets a thresh-
old or criteria, or media agent 206 is overburdened and
exceeds a bandwidth threshold or criteria, or satisfies other
criteria in which it may be desirable to transfer client 186.

[0137] Moreover, media agent 206 may be migrated from
source storage operation cell 173 to storage operation cell 170
and associated with secondary storage media 227 to conduct
data between client 185 or other clients (not shown) and
secondary storage media 227, providing for a storage opera-
tion, or a backup of data on primary storage volume 190.
Alternatively or additionally, media agent 206 may remain
associated with secondary storage media 211 to direct a stor-
age operation of a primary storage volume 190 thereto, and, in
such cases, secondary storage media 211 may also be
migrated to storage operation cell 170, and its association
with media agent 208 may be removed. Such migration may
occur, for example, in the event that media agent 206 has a
characteristic such as bandwidth, meeting a threshold or cri-
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teria to perform storage operations relating to client 185 and
media agent 208 has a characteristic, such as bandwidth, to
take over control of storage media 211. In other situations, it
may be desirable to move client 185 to another storage opera-
tion cell, without media agent 206, and reassign client 185 to
anew media agent in the new storage operation cell. This may
involve migrating some or all of management from agent 206
and any associated storage manager information associated
with the client as further described herein.

[0138] Itwill be understood, the migration of the resources
as illustrated in FIG. 4 may be based on the following illus-
trative situation prior to migration. With regard to media
agent 206, in addition to handling storage operation data
movement between primary storage volume 191, media agent
206 may also be operative in performing storage operations
for primary storage volume 190 of client 185 vialink 197. The
workload of handling data movement in a storage operation
for both of these primary storage volumes may overload
media agent 206 and cause congestion. Likewise, clients 238,
240, and 242 may over utilize media agent 210, thus causing
congestion and delay, for example, in network pathways to
media agent 210, and also rapidly consume the storage capac-
ity of storage media 217 and 219. Further, performing a
storage operation of client 244 via media agent 212 increases
the storage capacity consumption rate of media 219.

[0139] Inthis example, load balancing techniques and real-
location within a the storage operation cell alone may not
adequately mitigate these problems, or may not represent an
optimal solution compared to possibly migrating one or more
resources to another storage operation cell (with or without
migrating resources within the storage operation cell).

[0140] Load redistribution may be addressed according to
the resource migration described above in connection with
FIG. 4. Thus, client 186 (with primary storage volume 191)
and client 244 and their associated data may be migrated to
storage operation cell 175, assigning each of these clients to a
respective media agent and associated secondary storage that
will not be overloaded or over-utilized by the addition of these
clients. With the migration of client 186, media agent 206
may now be available to manage and control storage opera-
tions for client 185, and thus it may be migrated to storage
operation cell 170. Because of the addition of media agent
206 and secondary storage media 227 (and/or, in alternative
implementations, secondary storage media 211) into storage
operation cell 170, HSM components may be added to stor-
age manager 195 to allow for HSM operations, including
collection and reporting of HSM data.

[0141] To further reduce the consumption rate of storage
media 219, client 244 may be migrated to storage operation
cell 175. Because media agent 212 is associated with client
244, it may be migrated to storage operation cell 175 with
client 244 without requiring migration of other clients con-
nected thereto, and without requiring any migration of data-
bases (e.g., indexes) that media agent 212 would maintain for
such other clients. In alternative implementations, a media
agent already located in storage operation cell 175 may be
assigned to client 244, or a new media agent for client 244
may be installed and configured in storage operation cell 175.
In either case, storage preferences, storage policies or other
preferences provided for a storage operation cell, media agent
or other component of a storage operation cell may be
retained by the resource or component after migration to a
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target storage operation cell, or alternatively the preference
may be overwritten with new preferences associated with the
target storage operation cell.

[0142] Accordingly, it will be understood that the ability to
migrate or transfer resources across storage operation cells
provides for greater flexibility in solving load balancing prob-
lems, providing robust failover solutions, and providing
means by which systems efficiency may be monitored and
improved providing, for improved performance, reliability,
and resource utilization. Such load balancing or failover
problems can be monitored and remedied on a system-wide
or global basis, as well as on an individual storage component
or resource level.

[0143] Referring now to FIG. 5, a flow chart illustrating
some of the steps for migrating one or more resources from a
source storage operation cell to a target storage operation cell
is provided in accordance with an embodiment of the present
invention. As noted above, resource migration may be imple-
mented or initiated according to a process including any of the
following: (1) one or more steps executed automatically in
response to user input; (2) one or more steps executed auto-
matically without user input in accordance with certain sys-
tem operating policies or guidelines; or (3) one or more manu-
ally executed steps with certain steps occurring
automatically. It will be understood that the process described
with reference to FIG. 5 is merely illustrative, and that each
operation or series of operations may be implemented auto-
matically, manually, or a combination thereof.

[0144] Forexample, a user may initiate the resource migra-
tion process by interacting via a GUI (or other user interface)
with a network resource management system that provides
information and functions for storage operation cell resource
allocation (step 505). Resource management may be imple-
mented as one or more software modules or applications that
may be integrated with, or be a component of, for example,
the HSM and/or SRM software. At least some of the infor-
mation monitored or generated by the HSM and/or SRM
components, or other storage manager components may be
used by the network resource management system for allo-
cating or migrating resources. For instance, corrective actions
recommended by the HSM component may be used by the
resource management system in determining whether migra-
tion of a resource to another storage operation cell should be
recommended.

[0145] Inanother example, a storage manager or other sys-
tem component may receive information relating to, or may
periodically query storage operation cell or system resources,
or consult an index or database or storage policy regarding
storage operation cell or system resources to determine cur-
rent and future scheduled storage operation cell and resource
utilization, and initiate the resource migration process, (step
505). Such periodic resource query may be the system checks
ortests described in commonly owned U.S. patent application
Ser. No. 11/269,513, titled SYSTEM AND METHOD FOR
MONITORING A STORAGE NETWORK, filed Nov. 7,
2005. Thus, a storage manager or other system component
may determine current and/or predicted resource needs or
requirements for a storage operation cell, for example, based
on a storage policy or other information and allocate storage
operation cell resources accordingly.

[0146] The network resource management system, such as
a storage manager component, or other component, may
identify one or more resources to be moved or migrated from
a given storage operation cell based, for example, on system
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operating conditions, user preference, and/or combination of
the two, which may include additional forecasting or provi-
sioning analysis (step 507). For instance, the network
resource management system may provide information (e.g.,
component storage capacity, rate of storage media consump-
tion, scheduled storage operations, network data pathway
load metrics, processor loads, and other performance metrics)
concerning resources (e.g., clients, media agents, primary or
secondary storage media, data paths, or other components)
within each of the storage operation cells. Alternatively, in the
case where migration of resources is accomplished automati-
cally, such information may be obtained by a storage man-
ager, master storage manager or other system component to
calculate performance metrics and determine and/or identify
storage operation cell resources for migration. This may be
performed on a substantially global basis, and a master stor-
age manager component or other management component
may analyze operations of the storage operation cells in a
network and make recommendations and/or suggestions for
resource migration based on this information (e.g., based on
certain system optimization or data routing, management,
and movement algorithms, etc.).

[0147] The resource management system or storage man-
ager may also generate alerts identifying operating conditions
that require attention in the storage operation cells, such as a
pathway or processor bottleneck, one or more storage opera-
tions that exceed a threshold relating to system performance
which may be remedied by resource reallocation (e.g., as
further described in FIG. 6). The network resource manage-
ment system or storage manager may also recommend the
migration or reallocation of specific resources, and may also
identify one or more potential target locations (within or
without the source storage operation cell) for the migration or
reallocation. This may occur, for example, in recognition of
impending hardware, software, or other system failures, such
the network may be may correct problems, prior to occur-
rence to maintain or preserve system operation and data pro-
tection criteria and/or prevent service degradation (e.g., a
“self-healing” capability in view of identified and impending
component failures).

[0148] The alerts and/or recommendations for migrating
one or more resources generated by various storage managers
(or other storage components) may be based on analysis of
certain information (e.g., storage capacity, rate of storage
media consumption, data path load metrics, and other perfor-
mance metrics or other system diagnostics) concerning
resources (e.g., clients, media agents, secondary storage
media, data paths) within its storage operation cell including
existing configurations of the storage operation cell, schedule
policy or other preferences in advance of a storage operation.

[0149] Additionally or alternatively, the network resource
management system may itself analyze information received
or acquired directly or indirectly from the storage managers.
For instance, such information from each storage operation
cell may be stored on a globally accessible database. In a
hierarchical configuration, such as shown in FIG. 3, this infor-
mation from each storage operation cell may be communi-
cated to, and stored in the database of, the master storage
manager. The network resource management system may
then access and analyze this information to identify situations
for which resource migration, or other corrective or preven-
tative actions, may be recommended. Thus, the network
resource migration system may facilitate identifying
resources to be migrated. It will be understood, however, that
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in some situations the decision to migrate a resource across
storage operation cells may be identified via the resource
management system based on specific performance sce-
narios, configurations, resource characteristics or other basis.
[0150] Based on the information, alerts, or recommenda-
tions generated by the system, or based on other consider-
ations, the user may select via the GUI (or other interface
means) a resource located in a source storage operation cell
for assignment or re-assignment to a specified target storage
operation cell (step 509). In some embodiments, the selection
may be made automatically by the system based on system
operating conditions and metrics as determined by perfor-
mance algorithms or other analysis software. In such an
embodiment, the resource automatically selected may be
identified as having appropriate utilization for migration to a
target storage operation cell. Possible resources that may be
selected include a client, a media agent, storage media, trans-
mission resources and a datapath (i.e., a combination of
media agent and storage media and transmission path used by
the storage policy to perform a data protection operation), or
other system component.

[0151] Insome embodiments, prior to assigning a resource
to a target storage operation cell, a storage manager or other
system component may direct that storage operations be qui-
esced or temporarily ceased and that certain confirmatory
test(s) be performed to verify that the anticipated or intended
storage operations can be performed in the new proposed
storage operation cell configurations before allowing the new
storage operation cell configurations to be brought online. In
some embodiments, when the storage operations are buffered
or quiesced, a storage manager or other system component
may observe the source and target storage operation cells and
any components which may be associated or affected by the
migrated resource to determine whether the migration is oper-
ating as anticipated.

[0152] In other embodiments, a storage manager or other
system component may simulate the new resource configu-
rations of the source and target storage operation cell in
advance of the migration, to determine whether the configu-
ration is desirable and likely to achieve the desired goal. The
simulation may take into account existing information relat-
ing to each storage operation cell resource and storage opera-
tion scheduling or other job related information which may be
obtained from a storage policy. This may include simulation
of one or more proposed configurations by analysis or opti-
mization software, and choosing the best one based on speci-
fied criteria through the use of, for example, a selection algo-
rithm (or user input).

[0153] The system may then provide for moving manage-
ment information associated with each selected resource (and
stored in the source storage operation cell storage manager)
from the source storage manager to the target storage man-
ager (step 511). This may include any management informa-
tion associated with the migrated resource such as index
information associated with a media management compo-
nent, metadata associated with the resource or other informa-
tion. The communication of this information may occur, for
example, directly between storage managers of the source
and target storage operation cells, or indirectly through one or
more intermediary storage managers, which may include a
master storage manager.

[0154] In some embodiments, a copy of all or part of the
management information may be physically transferred to the
target storage manager. By way of example, when migrating
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aclient, the management information that is transferred to the
target storage operation cell includes media records, archive
records, application records, job history, source and target
network pathway information and some or all storage policy
criteria for that client.

[0155] The transfer of this information may be accom-
plished by first identifying or obtaining the information in the
source storage operation cell, and copying the information, or
merging the information in, to the target storage operation
cell. This may include the techniques described in co-pending
application entitled “Systems and Methods of Unified Recon-
struction in Storage Systems” attorney docket 25693/012,
which claims priority from U.S. Provisional Application,
60/752,202, filed Dec. 19, 2005, both of which are hereby
incorporated by reference in their entirety.

[0156] In some embodiments, to identify or obtain this
information, the system may create a folder or other destina-
tion into which the system stores the information. Then, the
target storage operation cell may be confirmed and any other
designations that may be required by the system depending
on the resource being transferred and/or the target storage
operation cell. For example, in migrating a client, it may be
required to designate a library and a media agent in the target
storage operation cell corresponding to a given storage policy.
The system may merge the information stored in the folder
into the storage manager of the target storage operation cell.

[0157] In some embodiments, the management informa-
tion may be stored to a storage manager database or index. For
example, metadata or index information relating to the
resource being migrated may be copied to a corresponding
media management component in the target storage operation
cell. This allows the media management component such as a
storage manager, media agent or other component in the
target storage operation cell to properly to manage and inter-
operate with the transferred resource in the same or similar
manner as in the source storage operation cell. This typically
includes associating the management information with the
new storage operation cell and associated components and
resources, etc., to ensure interoperation. As mentioned above,
the migrated resource (e.g., the client or other component)
may be configured to use the storage manager of the target
storage operation cell. This resource configuration may
occur, for example, prior to transferring the management
information in step 511.

[0158] In the event that the management information is
incomplete, or there is an inconsistency or other failure
between management information stored by the resource and
that stored by the storage manager (step 513), then a restore
operation may be performed, such as an incremental restore
operation. The restore operation may be implemented in an
incremental order, accessing the data and’metadata stored on
one or more storage media (e.g., from one or more jukeboxes)
to restore the data and metadata in reverse time order, thus
restoring the metadata in the target storage operation cell
(e.g., the metadata stored in the storage manager as well as in
clients and/or media agents). As such, information relating to
the incremental order may be obtained and restored, (step
515). However, other restore methods may be used, if desired,
such as by use of copying data blocks from other locations,
checking pointers to resources or other components, accord-
ing to the method described in co-pending commonly owned
U.S. Provisional Patent Application Ser. No. 60/752,202,
SYSTEMS AND METHODS FOR UNIFIED RECON-
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STRUCTION OF DATA IN A STORAGE NETWORK filed
Dec. 19, 2005, and its corresponding utility application
25963/012.

[0159] Once the management information is received by
the target storage operation cell and the transferred resource
has been configured with respect to its new location (i.e.,
other resources configured to interoperate with the trans-
ferred resource as contemplated) the target storage manager,
the transferred resource may be assigned to one or more
storage devices (step 517) by specifying, for example, par-
ticular mount paths, network pathways, and/or storage media.
The assignment may include logically associating one or
more pathways and the migrated resource and may be based
on past or predicted performance of resources. Such associa-
tions may be stored in an index and may be provided using
pointers or other methods.

[0160] The system may perform certain diagnostics to
verify the resource migration configuration is as intended and
check for errors (step 519). In some embodiments, diagnos-
tics or storage operation cell configuration simulation may be
performed on the source and/or target storage operation cell
in advance of performing a storage operations on the source
or target storage operation cells. This may be done to confirm
that the resource migration was successful or to identify prob-
lems that may be present in the new configurations (and if
identified, take steps to address or repair such problems).

[0161] Simulations of new configurations may include cal-
culating known characteristics of a migrated resource and
other storage operation cell resources together with metrics
relating to storage operations to provide a confidence factor
that may indicate whether the new configuration will provide
the intended benefit. Based on one or more configuration
confidence factors, a highest scoring configuration may be
selected to be implemented. In the event that a resource is
migrated, and the storage manager or other system compo-
nent determines that yet another configuration would provide
enhanced storage performance, the storage manager may
analyze this information and initiate the migration process in
an iterative fashion.

[0162] In general, information, including optimization lev-
els, confidence factors, performance improvement, and other
information relating to storage operation cell migration is
stored and tracked to provide ongoing metrics that may be
used to optimize future storage operation cell configurations.

[0163] FIG. 6 is a flow chart illustrating some of the steps
involved in providing dynamic resource allocation in accor-
dance with certain embodiments of the present invention. As
will be understood, this dynamic allocation procedure may be
used for various dynamic reallocation of resources including,
but not limited to, load balancing and/or failover configura-
tions, predictive or corrective analysis reconfiguration, opti-
mizations etc.

[0164] As shown, the operation of the resources in each
storage operation cell may be monitored (step 705) by the
system. For instance, the monitored information may include
storage capacity, rate of storage media consumption, data
path load metrics, and other performance metrics as further
described herein. Such system monitoring may be automatic
and established, for example, according to a user preference
or default template defined by a system administrator setting
forth performance or configuration requirements or prefer-
ences. The monitoring may be performed as described in
commonly owned U.S. patent application Ser. No. 11/269,
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513, SYSTEM AND METHOD FOR MONITORING A
STORAGE NETWORK, filed Nov. 7, 2005.

[0165] The system may compare or otherwise evaluate the
operation of the resource with respect to one or more thresh-
olds (step 710). The thresholds may be established in a stor-
age policy, user preference or other preference as mentioned
above. The comparison or evaluation may be based on indi-
vidual comparisons of monitored metrics, indicia, and other
parameters with respective individual thresholds. For
example, a threshold for a secondary storage device may be a
70% utilization rate, above which additional media may be
required to perform storage operations, or as another
example, data path usage exceeding a particular capacity
(e.g., 80%).

[0166] Alternatively, or additionally, comparisons or evalu-
ations may be made based on a metric that is a function (e.g.,
ause specified weighted sum or average) of monitored quan-
tities and/or other metrics, and which may characterize the
overall operating level of an individual resource or the storage
operation cell as a whole (e.g., risk of data loss). For example,
media usage and predicated growth metrics may be used to
determine whether a particular media library can be contin-
ued to be used. If, for example. A media library is within a
certain time period of being fully untilized, based on media
usage and growth metrics (e.g., 3 days), the system may
generate a warning, request new media for the library, and
determine alternate destinations, should the library become
substantially fully utilized (e.g., 95% capacity).

[0167] In the event that the operation of any resource, or
overall storage operation cell operation is within the preset
thresholds, (step 715), storage operation cell monitoring may
continue on a constant or periodic basis. At some point, the
monitoring may indicate that a particular resource exceeds a
certain threshold or criteria. The system may identify this
resource as a potential resource to reallocate and/or identify
other resources to allocate to the storage operation cell to
remedy the condition causing the threshold to be exceeded.
The potential resources for reallocation may be identified by
determining whether resources in other storage operation
cells for which the operating thresholds are not exceeded
(e.g., underutilized resources) are available for migration
(step 720). A list of such resources may be maintained by one
or management components within the system and used to
identify and consider which resources may be best be used to
solve a particular problem. Moreover, a list of under utilized
resources may be kept track of as a measure of the “reconfig-
urability” of system to adapt to changing conditions.

[0168] For example, if a client, secondary storage device,
media agent or other resource in another storage operation
cell is operating within a pre-set threshold or in accordance
with a criteria, such resources may be available to migrate to
the target storage operation cell which includes resources
which exceed the preset thresholds. Resource information
may be obtained by locating a pool of resources, querying a
list of resources, comparing resources with job scheduling,
storage policies or other information, pinging or otherwise
communicating with resources to determine what resources
may be underutilized or over utilized. Cell information may
also be obtained by consulting a storage manager, storage
manager index, media agent, or other system component.
[0169] Potential resource reallocations may also include
resources physically located within or logically associated
with the storage operation cell of the resource to be trans-
ferred. In the case that more than one potential reallocation is
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identified, the system prioritizes them based on consider-
ations such as how well the resource needs can be satisfied,
load balancing, data loss risk, as well as other conditions
which may be defined in advance by the user.

[0170] The system may also determine whether other con-
ditions or constraints exist that prevent allocation or transfer
of the resource, (e.g., physical location, lack of communica-
tions paths, incompatible with one another, impending or
actual hardware failure, etc.) (step 725). If the resource can-
not be allocated to any of the identified potential target loca-
tions, then the system may remove the resource from consid-
eration for migration (step 730). Alternatively, the system
may alert a user of the condition and allow the user to review
the status of the resources. Also, in advance of an automatic
migration, the system may send an alert to an administrator
for authorization to perform the resource transfer. The system
may then return to step 720 to locate other available resources
for allocation. and/or for permission to proceed. In other
embodiments, the system may have been preauthorized and
the migration may occur substantially automatically.

[0171] In some embodiments, the system may determine
(at step 720) the potential optimization improvement
obtained by transferring the resource. For example, a storage
manager or other system component may simulate the opera-
tion of a target storage operation cell including a component
orresource migrated from a located storage operation cell and
the operation of the located storage operation cell without the
migrated resource. Such simulation may include determining
whether the migration will enhance or otherwise improve
performance of storage operations and whether the new target
and source storage operation cell configurations will continue
to function appropriately. This may involve evaluation of
certain system performance metrics such as growth rate of
target, future scheduled jobs, routing, pathway and temporal
constraints, etc. and simulate operation of proposed new con-
figuration(s) for a certain period of time in the future to
confirm the desired benefits, are in fact, likely to be achieved.
Moreover, multiple such proposed configurations may be
evaluated, with the m system (or user) selecting the most
desirable option.

[0172] Intheevent that the resource can be transferred (step
730), the system may automatically initiate the transfer, (step
735), (e.g., identifying and copying data relating to the
resource, merging the data and reconfiguring the resource,
updating the index with new logical associations of the new
configuration, etc.). Data relating to the resource transfer may
be stored in a storage manager or media agent index or data-
base. Following the resource transfer, the system may con-
tinue to periodically monitor the operation and resource uti-
lization of the storage operation cells.

[0173] In accordance with a further embodiment of the
present invention, resource reallocation may be based on
predictive and other analyses, as will be further understood in
view of the illustrative operational flow shown in FIG. 7. As
shown, at step 805, the operation of the resources in each
storage operation cell may be monitored by the system. The
monitored information may include monitoring trends or pat-
terns such as those relating to storage capacity, rate of storage
media consumption, data path load metrics, system conges-
tion, data load with respect to time, or any other performance
metrics of interest to a system operator. This information may
be communicated among storage operation cells, and/or to a
master storage manager or other globally accessible location
(step 810).
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[0174] The monitored information may be used to perform
predictive analysis type operations on a resource, storage
operation cell, and/or network wide basis (step 815). Predic-
tions may relate to individual monitored parameters or met-
rics, or functions thereof, and may involve load analysis, level
of data protection, risk criteria of a storage characteristics,
cost of storing data, data availability, or other indicia or met-
rics concerning the resources or the state of storage opera-
tions in one or more storage operation cells. In some embodi-
ments, the predictive analysis may be performed according to
user, department, project, or other identifier. Such predictions
may be performed in order to identify and correct resource
shortages and/or system inefficiencies prior to their occur-
rence.

[0175] Inoperation, a user may interact with the system via
the GUI (or other interface) to specify and perform a desired
analysis, and access and/or generate reports for trends con-
cerning resource allocation. In some embodiments, the user
may specify alternative configurations of the resources and
perform a predictive analysis for such alternative configura-
tions based on the monitored information for the resources in
the current configuration. In some embodiments, the predic-
tive analysis is performed automatically, for example accord-
ing to user pre-defined analysis; a storage policy; or other
preference. Simulations of storage operation cell operations
and/or configurations may also be tracked and used to opti-
mize future storage operation cell operations and/or configu-
rations.

[0176] Trends and patterns obtained in the predictive analy-
sis may be used together with other information such as
storage policy information to determine future resource use
required to perform storage operations according to the stor-
age policy and to prevent resource exhaustion, overuse and
system inefficiencies. For example, the system may predict,
based on growth trends within a certain storage operation cell,
the need for additional media agents, storage media, trans-
mission paths or other resources (e.g., within a certain time
frame). Such resources may be migrated from one storage
operation cell to another prior to a lack or overuse of such
resources becomes problematic in a given cell. For example,
the system may predict an impending shortage of storage
media within a certain storage operation cell. The system may
consider various options for solving this problem and choose
the optimal solution (including adding additional media to
existing storage devices). This may involve migrating certain
storage devices into the storage operation cell to help alleviate
the predicted impending shortage of storage media.

[0177] Another example involves migrating additional
media agents or data paths to a storage operation cell to help
prevent bottlenecks or congestion conditions that may be
predicted based on current growth or operational trends. For
example, the system may predict media agent utilization
will’exceed a predefined utilization threshold based on client
or data growth. In addition to considering other options, the
system may locate and migrate (or prepare to migrate) addi-
tional media agents and reconfigure associated transmission
paths to help alleviate this problem prior to its occurrence or
before reaching certain level of severity.

[0178] Another scenario involves the case where device or
component failure rates are trending above acceptable limits
(e.g., for media agent hosts, storage manager hosts, storage
devices, storage media, etc.). The system may recognize this
emerging problem and reassign certain resources such as
clients and/or media agents to other transmission paths to
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minimize this problem, or the potential for this problem. The
system may also keep track of certain system configuration
and operational information regarding system components
such as hardware type, expected lifespan (in various configu-
rations), current deployment time etc. This information may
be evaluated to determine the likelihood of failure and system
reconfiguration and/or device replacement recommendations
or actions may be made based on this information. This may
be accomplished using the systems and methods described in
co-pending U.S. patent application Ser. No. 11/120,619,
HIERARCHICAL SYSTEMS AND METHODS FOR PRO-
VIDING STORAGE A UNIFIED VIEW OF STORAGE
INFORMATION, filed May 2, 2005, attorney docket number
4982/54 and U.S. Patent Application Ser. No. 60/752,197
titled SYSTEMS AND METHODS FOR HIERARCHICAL
CLIENT GROUP MANAGEMENT, filed Dec. 19, 2005,
attorney docket number 4982/102, both of which are incor-
porated herein by reference.

[0179] Moreover, the system may monitor client growth in
order to predict a point in time when it is desirable to split a
storage operation cell into two or more storage operation cells
or, alternatively when it may be desirable to combine multiple
storage operation cells into one storage operation cell. For
example, a storage operation cell may be split into multiple
storage operation cells once the number of clients and/or
media agent reach a certain threshold point. This point may be
determined by certain utilization thresholds set as part of user
preferences or system requirements, or may be based on
bandwidth of computational abilities of such resources (e.g.,
predicted inability to or certain resources to handle operations
with a certain time frame, etc.).

[0180] In operation, the system may recognize the need to
split storage operation cells and create additional storage
operation cells and migrate the appropriate resources into
those storage operation cells as described above. Similarly,
one or storage operation cells may be combined into a single
storage operation cell once resource utilization falls below a
certain threshold level. Such consolidation may also occur in
the event of physical relocation or reallocation of certain
resources to promote the efficient grouping or configuration
of resources within the system.

[0181] Thus, the system may determine the future
resources and future storage operation cell configurations
required to perform storage operations and compare the
resource requirement and storage operation cell configuration
to a current resource allocation (step 820), such as existing
components associated in one or more storage operation cells.
Based on the comparison, resources may be reallocated, (e.g.,
migrated from a source storage operation cell to a target
storage operation cell), either automatically by the system or
in response to user specified reallocation, and/or a need for
further modifications and/or enhancements to the storage net-
work may be established (step 825). After the resources have
been reallocated, the system may monitor trends in storage
characteristics so that the trend or pattern predictive informa-
tion may be dynamically updated accordingly and used to
configure storage operation cell configurations on an ongoing
basis a described herein (step 830). Accordingly, the system
according to one embodiment is able to continuously main-
tain an optimized and/or fail-safe storage system even as over
time the system changes in its usage, resources, capacity,
setup etc.

[0182] Moreover, as mentioned above, resources or data
may be migrated from one storage operation cell to another
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(existing or new) storage operation cell on a temporary or
permanent basis. For example, in disaster recovery or other
failure scenario, if one or more storage operation cells are
experiencing failures, or have lost or are in jeopardy of losing
power or will otherwise become unable to continue normal
operation because of loss of resources or communications
links (e.g., impending natural disaster), the system may create
a storage operation cell and migrate resources to that storage
operation cell on a temporary basis such that the resources
may be returned or otherwise reallocated at some point in the
future once the problem has been corrected.

[0183] Asanotherexample, assume a certain storage opera-
tion cell has lost power and its resources are currently oper-
ating with a backup power supply such as a UPS (uninterrupt-
ible power supply). The system may be able to operate for
only a limited period of time based on the UPS power. The
system may recognize the problem, and create a temporary
storage operation cell and migrate clients and data from the
storage operation cell that has lost power to the temporary
storage operation cell. Such a migration may be scheduled to
be substantially complete before the UPS runs out of power.
This allows data and other system operations to continue to
operate substantially uninterrupted until power can be
restored to the original storage operation cell. At this point,
data and storage operation cell resources may be returned to
the original storage operation cell. In some embodiments,
certain resources may be assigned to such temporary storage
operation cells to act as a failover storage operation cell in
such situations. This may be done to ensure data protection
and system robustness even if certain storage operation cells
are rendered inoperable by unforeseen or uncontrollable cir-
cumstances.

[0184] Systems and modules described herein may com-
prise software, firmware, hardware, or any combination(s) of
software, firmware, or hardware suitable for the purposes
described herein. Software and other modules may reside on
servers, workstations, personal computers, computerized tab-
lets, PDAs, and other devices suitable for the purposes
described herein. Software and other modules may be acces-
sible via local memory, via a network, via a browser or other
application in an ASP context, or via other means suitable for
the purposes described herein. Data structures described
herein may comprise computer files, variables, programming
arrays, programming structures, or any electronic informa-
tion storage schemes or methods, or any combinations
thereof, suitable for the purposes described herein. User inter-
face elements described herein may comprise elements from
graphical user interfaces, command line interfaces, and other
interfaces suitable for the purposes described herein. Screen-
shots presented and described herein can be displayed differ-
ently as know in the art to input, access, change, manipulate,
modify, alter, and work with information. Except to the extent
necessary or inherent in the processes themselves, no particu-
lar order to steps or stages of methods or processes described
in this disclosure, including the Figures, is implied. In many
cases the order of process steps may be varied, and various
illustrative steps may be combined, altered, or omitted, with-
out changing the purpose, effect or import of the methods
described.

[0185] Accordingly, while the invention has been described
and illustrated in connection with preferred embodiments,
many variations and modifications as will be evident to those
skilled in this art may be made without departing from the
scope of the invention, and the invention is thus not to be
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limited to the precise details of methodology or construction
set forth above as such variations and modification are
intended to be included within the scope of the invention.

What is claimed is:

1. A system for re-allocating a resource in a storage system,
comprising:

a first storage operation cell in the storage system, the first

storage operation cell including a first resource;

a second storage operation cell in the storage system,

a storage manager that monitors an operational character-
istic of the first resource in the first storage operation
cell; wherein in the event that the operational character-
istic is near or exceeds a first threshold, the storage
manager automatically locates a second storage opera-
tion cell, the second storage operation cell, determines
whether the first resource may be transferred to the sec-
ond storage operation cell such that the transfer is
capable of causing the first operational characteristic to
remain within the first threshold; and transfers the first
resource to the second storage operation cell to maintain
the first operational characteristic to remain within the
first threshold.

2. The system of claim 1, wherein the operational charac-
teristic is representative of a distribution of storage operations
within the first storage operation cell.

3. The system of claim 1, wherein the transfer of the first
resource to the second storage operation cell promotes a
substantially uniform distribution of storage operations
within the first storage operation cell.

4. The system of claim 3, wherein load balancing is accom-
plished, at least in part, by the substantially uniform distribu-
tion of data transmission tasks.

5. The system of claim 1, wherein the first operational
characteristic is representative of storage media consump-
tion.

6. The system of claim 5, wherein the transfer of the first
resource to the second storage operation cell reduces storage
media consumption.

7. The system of claim 5, wherein the transfer of the first
resource to the second storage operation cell reduces the
likelihood of storage media exhaustion.

8. The system of claim 1, wherein the first operational
characteristic is representative of overall system perfor-
mance.

9. The system of claim 8, wherein the transfer of the first
resource to the second storage operation cell improves system
efficiency.

10. The system of claim 1, wherein management informa-
tion associated with the first resource from the first storage
operation cell is automatically transterred to the second stor-
age operation cell when the first resource is transferred.

11. The system of claim 1, wherein the storage manager
monitors at least one operational characteristic of the first
storage operation cell after transferring the first resource.

12. The system of claim 11, wherein the storage manager
transfers the first resource back to the first storage operation
cell if the at least one operational characteristic of the first
storage operation cell indicates an undesirable impact in the
operation of the first storage operation cell after transferring
the first resource.

13. The system of claim 1, wherein the storage manager
monitors at least one operational characteristic of the second
storage operation cell after transferring the first resource.
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14. The system of claim 13, wherein the storage manager
transfers the first resource back to the first storage operation
cell if the at least one operational characteristic of the second
storage operation cell indicates an undesirable impact in the
operation of the second storage operation cell after transtfer-
ring the first resource.

15. The system of claim 1, wherein the storage manager
quiesces the resource before transferring the first resource to
the second storage operation cell.

16. The system of claim 1, wherein the storage manager
verifies that the second storage operation cell can accept the
first resource prior to transferring the first resource to the
second storage operation cell.

17.The system of claim 16, wherein the storage manager or
other software module simulates the performance of the first
resource in the second storage operation cell.

18. The system according to claim 1, wherein the storage
manager or other software module simulates the performance
of'the first storage operation cell without the first resource in
the second storage operation cell.

19. The system according to claim 1, wherein a storage
manager or other software module performs a predictive
analysis to determine an operational trend, and determines
whether to transfer the first resource to the second storage
operation cell based on the operational trend.

20. The system of claim 1, wherein the first and second
operational characteristics are any one of the following: net-
work bandwidth utilization, resource capacity used, resource
capacity available, time periods between storage operations,
scheduling conflicts, or transmission path loads.

21. The system of claim 1 wherein a storage manager or
other software module analyzes and predicts at least one
effect on operational characteristics of the first or second
storage operation cell if the first resource is transferred, prior
to transferring the first resource to the second storage opera-
tion cell.

22. A method for re-allocating resources in a storage sys-
tem, the method comprising:

monitoring an operational characteristic of at least one
storage operation cell in the storage system;

identifying a resource in a first storage operation cell; iden-
tifying a second storage operation cell to which the
resource may be transferred;

determining a potential eftect that a transfer of the resource
would have on the operational characteristic of at least
one storage operation cell in the storage system; and

inthe event that the determined potential effect of a transfer
of the resource satisfies a criteria for the storage system,
transferring the resource to the second storage operation
cell.

23. A system for optimizing performance of storage opera-
tions in a storage system including a plurality of storage
operation cells and resources, the system comprising:

a storage manager that monitors an operational character-
istic of a plurality of storage operation cells in the stor-
age system,

wherein the storage manager identifies a group first
resources in a first storage operation cell and identifies a
plurality of second storage operation cells to which the
group of first resources may be transferred; and

wherein the storage manager determines a potential effect
that a transfer of the group of first resources to the
plurality of second storage operation cells would have
on the performance storage operations, and if the deter-
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mined potential effect of a transfer of the group of first identify a first resource in a first storage operation cell;
resources improves the performance of storage opera- identify a second storage operation cell to which the
tions, the storage manager transfers the group of first resource may be.transferred;
resources to the plurality of second storage operation determine a potential effect that a transfer of the resource

would have on the operational characteristic of at least
one storage operation cell in the storage system; and

inthe event that the determined potential effect of a transfer
of the resource satisfies a an operational condition for
the storage system, then transfer the resource to the
second storage operation cell.

cells.

24. A computer-readable medium having stored thereon a
plurality of sequences of instructions including sequences of
instructions which, when executed by one or more processors
cause an electronic device to:

monitor an operational characteristic of at least one storage

operation cell in a storage system; ok Rk ok



