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(57) Abrege(suite)/Abstract(continued):

Key. The content protection key Is encrypted using at least one of a device password or a smart card password. The password may

be hashed. The encrypted biometric template, the encrypted content protection key and the hashed password may then be stored
In a cache. A method for using the stored biometric template to access the user computer device Is also provided.
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ABSTRACT

A method is provided for storing a biometric template extracted a smart card for use
on a user computing device. The biometric template is extracted from the smart card
using a smart card reader. The biometric template is encrypted using a content
protection key. The content protection key is encrypted using at least one of a device
password or a smart card password. The password may be hashed. The encrypted

biometric template, the encrypted content protection key and the hashed password
may then be stored in a cache. A method for using the stored biometric template to

access the user computer device is also provided.
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AUTHENTICATION USING STORED BIOMETRIC DATA

[0001] The following description relates, generally, to authentication using
biometric data and relates, more specifically, to a system and method for

authentication using stored biometric data.

[0002] Computing devices, which have been ubiquitous for years, are
increasingly becoming critical tools to professionals and employees at all levels and
in all positions. Government employees, researchers, law enforcement, national
security and intelligence officers, and military personnel rely heavily on technology to
perform their jobs. However, people in these roles must be able to rely on their
computing devices to provide a secure system of information storage that is not
susceptible to intrusion by outsiders or unauthorized users. Biometric authentication

is often considered for providing secure access to computing devices in use by

people in such roles.

[0003] Biometric authentication relates to automatically and uniquely recognizing
humans based upon one or more intrinsic physical or behavioral traits. Biometric
authentication often involves technologies that measure and analyze human physical
and behavioral characteristics. Examples of physical characteristics include
fingerprints, retinas, irises, facial patterns and hand measurements, while examples
of mostly behavioral characteristics include signature, gait and typing patterns. Voice

is considered a mix of both physical and behavioral characteristics.

[0004] To obtain access to a secure device, a user provides a candidate physical
characteristic (a biometric candidate). Authenticating the user involves comparing
the biometric candidate to a previously recorded, corresponding biometric template.
To facilitate this comparison, the previously recorded, corresponding biometric entry
may be digitized and stored as the biometric template. Additionally, collection of a

biometric candidate from the user involves obtaining a digital representation of one

or more physical characteristics of the user.

[0005] In many instances, the device that obtains a biometric candidate is

different from the device that uses the biometric candidate to authenticate a user and
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these devices may be distinct from a further device that stores biometric templates

necessary for comparison during authentication.

[0006] A smart card generally comprises a pocket-sized card with an embedded
integrated circuit that can process information. Smart cards provide storage of user
and account identity and, as such, smart cards often provide storage of biometric

templates.

GENERAL

[0007] By storing, in a cache, an extracted biometric template during execution of
an authentication process, subsequent executions of the authentication process may
be made more efficient. In particular, it may be considered that a retrieval, from the
cache, of the biometric template is more efficient than an extraction, from the smart

card, of the biometric template.

[0008] In accordance with an embodiment, there is provided a computer
implemented method of processing a biometric template stored on a smart card for
use on a user computing device. The method may comprise retrieving the biometric
template from the smart card using a smart card reader, encrypting the biometric
template using a content protection key to form an encrypted biometric template and
encrypting the content protection key using at least one of a device password or a
smart card password to form an encrypted content protection key. The method may
also comprise generating a hash of at least one of the device password or the smart
card password and storing, in a cache, the encrypted biometric template, the

encrypted content protection key and the hash.
[0009] The cache may be located on the smart card reader.
[0010] The cache may be located on the user computing device.

[0011] The method may further comprise clearing the cache in accordance with

at least one predefined rule.

[0012] The method may further comprise clearing the cache responsive to
determining that a triggering event has occurred, where the triggering event may

comprise:. a termination of a connection between the smart card reader and the user
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computing device; a termination of a communicable coupling between the smart card

and the smart card reader; an exceeding of a predefined number of cache accesses;

or an exceeding of a predefined duration of time.
[0013] The biometric template may comprise a fingerprint template.

[0014] The method may further comprise performing the encrypting the content
protection key by: using a device password; using a smart card password; or

transmitting, to the smart card via the smart card reader, the content protection key
and receiving, from the smart card via the smart card reader, the encrypted content
protection key, wherein the content protection key has been encrypted by the smart

card using a private key.

[0015] The method may further comprise performing the encrypting the content
protection key using an additional key, transmitting, to the smart card via the smart
card reader, the additional key, receiving, from the smart card via the smart card
reader, an encrypted additional key, wherein the additional key has been encrypted
by the smart card using a private key and storing, in the cache, the encrypted

additional key.

[0016] The method may further comprise generating a hash of the at least one of

the device password or the smart card password and storing, in the cache, the hash.

[0017] In other aspects of the present application, a computing device Is

provided for carrying out this method and a computer readable medium is provided

for adapting a processor in a computing device to carry out this method.

[0018] In accordance with an alternate embodiment, there is provided a method
for authenticating a user in order to provide the user with access to a user computing
device. The method may comprise obtaining at least one of a device password or a
smart card password from the user, obtaining a biometric scan from the user,
retrieving, from a cache, an encrypted biometric template, an encrypted content
protection key and a hash of at least one of the device password or the smart cara
nassword and verifying at least one of the device password or the smart card
password against the hash. The method may also comprise using at least one of the

device password or the smart card password to decrypt the encrypted content
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orotection key to form a decrypted content protection key, using the decrypted
content protection key to decrypt the encrypted biometric template to form a
decrypted biometric template, comparing the biometric scan with the decrypted
biometric template and, if the biometric scan matches the decrypted biometric

template, providing the user with access to the user computing device.

[0019] The method may further comprise, responsive to determining that the
biometric scan does not match the decrypted biometric template, zeroizing the

decrypted biometric template and the content protection key.

[0020] The method may further comprise obtaining a biometric template from a

smart card if the encrypted biometric template does not exist in the cache.

[0021] The method may further comprise, responsive to determining that the
biometric scan does not match the decrypted biometric template, obtaining a further

biometric scan from the user.

[0022] The method may further comprise, responsive to determining that a
number of further biometric scans has exceeded a predefined number, discontinuing

the obtaining the further biometric scans.
[0023]} The decrypted biometric template may comprise a fingerprint template.

[0024] The method may further comprise performing the decrypting using the at

least one of the device password or the smart card password.

[0025] The method may further comprise retrieving, from the cache, a hash of
the at least one of the device password or the smart card password and performing
the verifying the at least one of the device password or the smart card password

against the hash.

[0026] The method may implemented on a smart card reader or on the user

computing device.

[0027] In other aspects of the present application, a computing device Is
provided for carrying out this method and a computer readable medium is providea

for adapting a processor in a computing device to carry out this method.



CA 02686801 2009-12-01

32832-EP-EPA | | _5.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] Embodiments will now be described by way of example only with

reference to the following drawings in which:

[0029] FIG. 1 illustrates a block diagram of a smart card infrastructure including a

user computing device a smart card and a smart card reader;

[0030] FIG. 2 illustrates steps in an example method involving obtaining a

biometric template from the smart card of FIG. 1 and storing the biometric template;

[0031] FIG. 3 illustrates steps in an example method invoiving encrypting a

biometric template for storing; and

[0032] FIG. 4 illustrates steps in an example method involving using a previously

stored biometric template to access the user computing device of FIG. 1.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0033] As part of an example authentication process, a smart card reader may
extract a fingerprint template from a smart card. The smart card reader may then
transmit the fingerprint template to a device access to which is to be authenticated.
The device may further receive a candidate fingerprint and compare the candidate
fingerprint to the fingerprint template. Given that it is desirable to provide a more
efficient system and method for using smart cards in biometric authentication, each

element of the authentication process may come under scrutiny.

[0034] The following description makes reference to biometric data. For clarity,
the term biometric template is used herein to generally relate to reference biometric
data stored on and/or extracted from a smart card. The term biometric scan is used
herein to generally relate to biometric data obtained from the user for comparison

with the biometric template.

[0035] For convenience, like numerals in the description refer to like structures Iin
the drawings. Referring to FIG. 1, a wireless smart card infrastructure is illustrated
generally by numeral 100. The smart card infrastructure 100 includes a user

computing device 102, a smart card reader 104 and a biometric sensor 106. In the
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present embodiment, the smart card reader 104 and the biometric sensor 106 are
integrated into a single device referred to as a combined reader 108. A smart card
110 includes an integrated circuit 112 for storing data such as a password and a
biometric template. In the present embodiment the biometric template is a fingerprint
template and the biometric sensor 106 is a fingerprint scanner. There exist many
form factors for fingerprint input devices. One example fingerprint input device has a
bar shape. A silicon sensor records a plurality of images as a user swipes a finger
across the bar. The silicon sensor then constructs an image of the finger from the
plurality of images outputs the image of the finger as a fingerprint. Another example
fingerprint input device has a pad shape. A sensor records an image as a user holds
a finger on the pad, which is designed with a size to accommodate an entire

fingerprint. The sensor then outputs the image of the finger as a fingerprint.

[0036] The user computing device 102 may be one of a number of different user
computing devices which, in the present embodiment, requires authentication of a
user before allowing access. Example of user computing devices include personal
computers, workstations, network servers, notebooks, smart phones (such as a
BlackBerry® smart phone), personal digital assistants (i.e., a “PDA" such as a Treo®
PDA) and the like. The user computing device 102 communicates with the combined
reader 108 via a communication link 105. In the present embodiment, the
communication link 105 is a wireless communication link using the Bluetooth™™
communication protocol. However, other wireless communication protocols, such as
Wi-Fi, may also be used. Indeed, the communication link 105 may also be a wired

communication link using, for example, the Universal Serial Bus (USB) stanaard.

(0037} In preparation for use, the smart card 110 is communicably coupled to the
smart card reader 104 for communication therebetween. In some embodiments, the
smart card 110 may be a so-called “contact” smart card, which is inserted into a
physical interface of the smart card reader 104. In such a case, there is a physical
coupling of the smart card 110 to the smart card reader 104. In other embodiments,
the smart card 110 may be a so-called “contactless” smart card, which is coupled to

the smart card reader 104 over a wireless interface.

(0038} In typical operation, responsive to, say, an authentication request, the

combined reader 108 accesses a fingerprint template on the smart card 110. The
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combined reader 108 transmits the fingerprint template to the user computing device
102 via the communication link 105 and waits for the user to provide a finger. The
user provides a finger to the fingerprint scanner 106, thus prompting the fingerprint
scanner 106 to generate a fingerprint scan. Upon receipt of the fingerprint scan from
the fingerprint scanner 106, the combined reader 108 transmits the fingerprint scan
to the user computing device 102 via the communication link 105. The user
computing device 102 then compares the fingerprint scan to the fingerprint template
and considers that the user has been authenticated if the fingerprint template and
the fingerprint scan match. Responsive to authenticating the user, the user

computing device 102 provides the user access to itself.

[0039] In accordance with the present embodiment, the user computing device
102 is configured to store, in a cache, the fingerprint template received from the
combined reader 108. Therefore, the fingerprint template is temporarily stored on the
user computing device 102. Storing the fingerprint template allows the authentication
process to be improved, as the fingerprint template does not have to be extracted
from the smart card 110 each time the user wishes to access the user computing
device 102. However, steps need to be taken to secure the fingerprint template while

fingerprint template is stored at the user computing device 102.

[0040] FIG. 2 illustrates example steps in a method for obtaining and storing the
fingerprint template on the user computing device 102. Securely obtaining a
fingerprint template from the combined reader 108 is beyond the scope of the
present invention and, thus, will not be described in detail. Any one of a plurality of

known or proprietary methods may be used. Accordingly, it will be appreciated that

some of the following steps are merely described for exemplary purposes.

[0041] At step 202, the user computing device 102 subjects the user to a
verification process responsive to a user attempt to access, or unlock, the user
computing device 102. Specifically, the user computing device 102 prompts the user
for a device password and a smart card password. The device password is a
password assigned to the user computing device 102 and the smart card password
is a password assigned to the smart card 110. Responsive the prompting, the user
provides a device password and a smart card password. While it is expected that the

user will provide the device password directly on the user computing device 102, the
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user may provide the smart card password on the user computing device 102.
Alternatively, if the smart card reader 104 is appropriately equipped with a user
interface capable of accepting password entry, the user may provide the smart card
password on the smart card reader 104. The user computing device 102 verifies the
device password first. Such verification generally involves comparing a hash of the
provided device password to a stored hash of a device password. Assuming that the
device password is verified, the user computing device 102 transmits, to the smart
card reader 104, a request for one or more fingerprint templates. The request may
include the smart card password provided by the user. Responsive to receiving the
request, the smart card reader 104 provides the smart card password to the smart
card 110, retrieves the one or more fingerprint templates from the smart card 110
and transmits the one or more fingerprint templates to the user computing device
102.

[0042] At step 204, the user computing device 102 receives the extracted one or
more fingerprint templates. Responsive to receiving the one or more fingerprint
templates, at step 205, the user computing device 102 stores the one or more

fingerprint templates in a cache.

[0043] The user computing device 102 may then prompt the user to provide a
finger to the biometric sensor 106. The biometric sensor 106 may then obtain a
fingerprint scan from the provided finger and transmit the fingerprint scan to the user
computing device 102. The prompting of the user may be carried out in parallel with
extracting the fingerprints with the requesting of the one or more fingerprint

templates.

[0044] At step 206, the user computing device 102 receives the fingerprint scan.
At step 208, the user computing device 102 verifies the fingerprint scan against the
fingerprint template. Optionally, step 205 may be delayed so that the fingerprint
template is only stored on the condition that the fingerprint scan is determined to be

a match for the fingerprint template.

[0045] At step 210, responsive to determining that the fingerprint scan is a match

for the fingerprint template, the user computing device 102 unlocks itself.
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[0046] Additional measures may be taken to protect the stored fingerprint
template to address security concerns that include concerns regarding vulnerability
to hardware-based attacks. Example additional measures are discussed in the
following, with reference to FIG. 3, which illustrates steps in an example method of

encrypting a biometric template and then storing, in the cache, the encrypted

biometric template.

[0047] In cryptography, encryption is the process of transforming information
using an algorithm to make the information unreadable to anyone except those
possessing special knowledge. The result of the process is encrypted information. In
the present context, the information is the biometric template and the special
knowledge is a predefined content protection key. An algorithm for the encryption of
the biometric template is not specified herein, as such algorithms are many and
varied. Encryption algorithms can be highly complex and correspondingly secure, but
may be considered relatively slow. In contrast, less complex encryption algorithms
are less secure, but are relatively fast and offer speed of execution benefits. The
selection of a specific encryption algorithm is left to those implementing aspects of

the present disclosure.

[0048] At step 302, the user computing device 102 encrypts the fingerprint
template using the predefined content protection key. At step 304, the user
computing device 102 encrypts the content protection key using the device
password. Optionally, the user computing device 102 may encrypt the content
protection key using the smart card password as well as the device password,
thereby providing a greater degree of security. Even further optionally, the user
computing device 102 may encrypt the content protection key using the smart card

password instead of the device password.

[0049] It will be appreciated that, at this point, the user computing device 102 will
have previously received the smart card password. Indeed, the user computing
device 102 would have provided the smart card password to the smart card reader
104 so that the smart card password could be verified by the smart card 110 before
the smart card reader 104 was allowed to extract the fingerprint template from the

smart card 110.
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[0050] As a further fingerprint template encryption alternative, the user
computing device 102 may transmit the content protection key to the smart card 110
via the smart card reader 104 for encryption, by the smart card 110, using a public

key corresponding to a private key stored on the smart card 110.

[0051] Even further alternatively, the user computing device 102 may use an
additional key to encrypt the content protection key. Subsequently, the user
computing device 102 may transmit the additional key to the smart card 110 via the
smart card reader 104. The smart card 110 may use the public key to encrypt the
additional key and return the encrypted additional key to the user computing device

102 via the smart card reader 104.

[0052] At step 306, the user computing device 102 stores the encrypted
fingerprint template and the encrypted content protection key in the cache. If an
encrypted additional key has been received, the user computing device 102 may

also store the encrypted additional key in a persistent key store.

[0053] At step 308, the user computing device 102 generates a hash of the

device password and, at step 310, the user computing device 102 stores the hash in

the cache.

[0054] Generating a hash of a password involves processing the password with
a hash function. A hash function is any well-defined procedure or mathematical
function for turning some kind of data into a relatively small integer. The value
returned by a hash function may be called a “hash value”, a “hash code”, a "hash
sum” or, simply, a “hash”. A set of cryptographic hash functions (“the SHA hash
functions”) have been designed by the United States National Security Agency
(NSA) and published by the National Institute of Standards and Technology (NIST),
as U.S. Federal Information Processing Standards. SHA stands for Secure Hash
Algorithm. Five of the algorithms are denoted SHA-1, SHA-224, SHA-256, SHA-384
and SHA-512.

[0055] Once the fingerprint template is stored in the cache on the user computing
device 102, the fingerprint template can be retrieved more efficiently than if the

fingerprint template had to be retrieved from the smart card 110. FIG. 4 illustrates a
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flowchart illustrating steps in an example method involving using a previously stored

biometric template to access a user computing device.

[0056] At step 402, the user computing device 102 prompts the user for the
device password and receives a password submitted by the user. At step 404, the
user computing device 102 generates a hash (a “submitted device hash”) from the
password submitted by the user. The user computing device 102 compares the
submitted device hash to the hash of the device password (a “stored device hash”)

stored in the cache on the user computing device 102.

[0057] If the user computing device 102 determines that the submitted device
hash does not match the stored device hash, then, at step 406, the user computing
device 102 advises the user of an error and processing returns to step 402. If the
user computing device 102 determines that the submitted device hash matches the
stored device hash, then, at step 408, the user computing device 102 uses the
device password to decrypt the content protection key. At step 410, the user
computing device 102 uses the content protection key to decrypt the encrypted

fingerprint template.

[0058] The user computing device 102 prompts the user to provide a fingerprint
to the fingerprint scanner 106. The fingerprint scanner 106 forms a fingerprint scan
from the provided fingerprint and the combined reader 108 transmits the fingerprint
scan to the user computing device 102. Upon receipt of the fingerprint scan, at step
412, the user computing device 102 compares the fingerprint scan with the
fingerprint template that was decrypted in step 410. If the user computing device 102
determines (step 413) that the fingerprint scan matches the fingerprint template,

then, at step 414, the user computing device 102 unlocks itself.

[0059] If the user computing device 102 determines that the fingerprint scan
does not match the fingerprint template, then, at step 416, the user computing device
102 zeroizes the decrypted content protection key and the decrypted fingerprint
template. Subsequent to the zeroizing, at step 406, the user computing device 102
advises the user of an error and processing returns to step 402. As will be

appreciated by a person of ordinary skill in the art, the user computing device 102
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may limit the number of attempts that the user may make to match the fingerprint

scan with the fingerprint template.

[0060] The term “to zeroize” as used and conjugated herein is intended to denote
rendering a value useless. For instance, to zeroize the decrypted content protection
key may mean replacing all of the characters of the decrypted content protection key
with zeroes. Indeed, there may be other ways to rendering the decrypted content
protection key useless, for example, replacing all of the characters of the decrypted
content protection key with another single character or scrambling the characters of

the decrypted content protection key in an unpredictable and irreversible manner.

[0061] Notably, upon validation (step 404) of the correct device password, the
user computing device 102 only “unlocks” the content protection key. The rest of the
user computing device 102 remains locked. The unlocked content protection key
allows for the use of the content protection key to decrypt the encrypted fingerprint
template (step 410). It is not until the provided fingerprint is determined (step 413) to
match the fingerprint template that the rest of the user computing device 102 is
unlocked, subject to specific access policies. Such access policies may allow full
access to the data and applications on the user computing device 102 to an
administrator, but only allow access to a predefined subset of the data and

applications on the user computing device 102 to a regular user.

[0062] In the embodiment described with reference to FIG. 4, only the device
password is used to decrypt the content protection key. Thus, it may be considered
that a so-called “two-factor authentication” algorithm is implemented when using the
fingerprint template that is stored in the cache, the two factors being: the device

password; and the user's fingerprint.

[0063] As described with reference to FIG. 3, the smart card password may also

be used, by the user computing device 102, to encrypt the content protection key.
Accordingly, the steps for retrieving the fingerprint template described with reference
to FIG. 4 differ as follows. At step 402, the user computing device 102 prompts the
user for both the device password and the smart card password. Accordingly, the

user provides both passwords to the user computing device 102.
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[0064] At step 404, the user computing device 102 forms a hash of the device
password, thereby forming a submitted device hash. The user computing device 102
compares the submitted device hash to the stored device hash. Upon receiving the
smart card password, either from the user computing device 102 or directly via a
suitable user interface on the smart card reader 104, the smart card reader 104
sends the smart card password to the smart card 110. Responsively, the smart card
110 indicates, to the smart card reader 104, whether the correct smart card
password has been provided. Provision of the correct smart card password to the
smart card 110 also leads to the unlocking of an authentication key on the smart
card 110. The smart card reader 104 may use the authentication key to verify that
smart card reader 104 is communicating with the specific smart card 110. Provision
of the correct smart card password to the smart card 110 may also lead to the
unlocking of the private key on the smart card 110. The private key may be used to
decrypt the content protection key (see step 408). That is, the user computing device
102 may transmit the encrypted content protection key to the smart card 110 via the
smart card reader 104. The smart card 110 may use the private key to decrypt the
encrypted content protection key and return the decrypted content protection key to

the user computing device 102 via the smart card reader 104.

[0065] Alternatively, the user computing device 102 may transmit an encrypted

additional key to the smart card 110 via the smart card reader 104. The smart card

110 may use the private key to decrypt the encrypted additional key and return the
decrypted additional key to the user computing device 102 via the smart card reader
104. Upon receiving the decrypted additional key, the user computing device 102
may use the decrypted additional key to decrypt the content protection key.

[0066] If the user computing device 102 determines (step 405) that the hash of
the submitted device password does not match the stored device password hash,
then, at step 406, the user computing device 102 advises the user of an error and

processing returns to step 402. Similarly, if the smart card 110 is to validate the
smart card password, the receipt, from the smart card reader 104, of an indication of
failure of the smart card 110 to validate the smart card password causes the user

computing device 102 to advise (step 406) the user of an error and return processing

to step 402.
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[0067] If the user computing device 102 determines (step 405) that the hash of
the submitted device password matches the stored device password hash and/or
determines (step 405) that an indication of success of the smart card 110 In

validating the smart card password has been received from the smart card reader

104, processing proceeds to step 408.

[0068] At step 408, the user computing device 102 uses both the device

password and the smart card password to decrypt the content protection key.

[0069] The above embodiment provides so-called “three-factor authentication”. In
such a case, the three factors are: the device and smart card passwords,; the smart

card 110; and the user’s fingerprint.

[0070] It will be appreciated that the method described above provides an
enhancement to existing methods, since it is assumed to consume less time {o
access the fingerprint template from the cache than the time consumed to access
the fingerprint template from the smart card 110. However, the method described
above can be further enhanced by providing a set of heuristics to occasionally clear
the cache so that the information is not stored indefinitely. The heuristics provide a
set of rules implemented by a content protection framework of the user computing
device 102. The rules can be defined and/or modified by a system administrator or a
user of the device 102 so that selected ones of the rules are active. Examples of

some possible rules are described as follows.

[0071] When the smart card 110 is uncoupled from the smart card reader 104,
the user computing device 102 clears the information stored in the cache. Similarly,
when the connection between the smart card reader 104 and the user computing
device 102 is broken, the user computing device 102 clears the information stored in
the cache. This break in communication between the smart card reader 104 and the

user computing device 102 may occur, for example, if the smart card reader 104 is

physically moved out of communication range of the user computing device 102.

[0072] A user definable timer can also be provided to limit the duration for which
the information is stored in the cache before being cleared. Depending on the
implementation, the timer may or may not reset each time the cache is cleared for

another reason. In accordance with one embodiment, a password is needed before
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allowing a change to be made to the user definable timer. Furthermore, an
administration policy can be used to restrict the duration for which the information is
stored in the cache. Where the user definable timer and the administration policy

define distinct time periods, the user computing device 102 can be configured to

select the shortest period among the two time periods.

[0073] A memory cleaner may be provided by the user computing device 102 to
clear unnecessary information. Accordingly, when the memory cleaner is activated,
the user computing device 102 clears the information from the cache. Activation of
the memory cleaner, itself, may be triggered by the user computing device 102
determining that any one of a number of different possible triggering events has
occurred. The triggering events may be generated by the user. Alternatively, the
triggering events may be generated automatically: at predefined time intervals; after
a predefined period of inactivity; or upon holstering (for a portable device such as a
PDA).

[0074] As yet another example, the user computing device 102 may clear the

information in the cache after a predefined number of device accesses using the

information stored in the cache.

[0075] Furthermore, the location of the cache may affect the duration for which
the information in the cache is stored. For example, as a default, the information is
stored in a cache in a volatile memory, such as Random Access Memory (RAM), of
the user computing device 102. Volatile memory requires power to maintain its
content. Therefore, during a reset of the user computing device 102 or a removal of

the power source of the user computing device 102, such as removing a battery from

a PDA, the information stored in the cache is cleared.

(0076} Although the previous embodiments have been described with respect to
fingerprints, it will be appreciated that other biometric data may be used. Facial
recognition, hand geometry, retinal scan, iris scan and voice recognition are just a
few example of other biometrics that may be used in addition to, or in lieu of,

fingerprints.

[0077] The previous embodiments describe a communication link 105 using

wireless communication. However, it will be appreciated that wireless reader 108



CA 02686801 2009-12-01

32832-EP-EPA o -16 -

and the user computing device 102 can be physically connected using a wired

communication link such as a USB cable, FireWire and the like.

[0078] Further, the previous embodiments describe a combined reader 108 that

orovides an integrated smart card reader 104 and biometric sensor 106. However, it
will be appreciated that the smart card reader 104 and the biometric sensor 106 can
be separate devices. In such an embodiment various different combinations of wired
and wireless communication between the user computing device 102, the smart card
reader 104 and the biometric sensor 106 can be realized depending on the

implementation.

[0079] Yet further, although the previous embodiments describe storing the
biometric template in a cache on the user computing device 102, it will be
appreciated that an encrypted biometric template can be stored in a cache on the
smart card reader 104. Although storing the biometric template in a cache on the
smart card reader 104 would not eliminate the trip from the user computing device
102 to the smart card reader 104 to retrieve the biometric template, it would

eliminate the need to access the smart card 110 every time.

[0080] In the above description, frequent use has been made of asymmetric
cryptography, that is, cryptography that makes use of a pair of keys: one public key,
for encryption; and a corresponding private key, for decryption. Symmetric
cryptography may also be used, wherein a single, secret key may be used to for both

encryption and decryption.

[0081] Using the foregoing specification, the embodiments may be implemented
as a machine, process or article of manufacture by using standard programming
and/or engineering techniques to produce programming software, firmware,

hardware or any combination thereof.

[0082] Any resulting program(s), having computer-readable program code, may
be embodied within one or more computer-usable media such as memory devices or
transmitting devices, thereby making a computer program product or article of
manufacture according to the invention. As such, the terms “software” and

“application” as used herein are intended to encompass a computer program
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existent (permanently, temporarily, or transitorily) on any computer-usable medium

such as on any memory device or in any transmitting device.

[0083] Examples of memory devices include hard disk drives, diskettes, optical
disks, magnetic tape, semiconductor memories such as FLASH, RAM, ROM,
PROMS and the like. Examples of networks include, but are not limited to, the
Internet, intranets, telephone/modem-based network communication, harad-
wired/cabled communication network, cellular communication, radio wave
communication, satellite communication and other stationary or mobile network

systems/communication links.

[0084] The user computing device 102, the smart card reader 104 and the
biometric scanner 106 may include one or more processing systems including, for
example, central processing unit (CPU), memory/storage devices, communication
links, communication/transmitting devices, servers, input/output (1/0) devices, or any
subcomponents or individual parts of one or more processing systems, including

software, firmware, hardware or any combination or subcombination thereof.

[0085] Using the description provided herein, those skilled in the art will be
readily able to combine software created as described with appropriate general
purpose or special purpose computer hardware to create a computer system and/or
computer subcomponents embodying the invention and to create a computer system

and/or computer subcomponents for carrying out the method of the invention.

[00806] Although preferred embodiments of the invention have been described

herein, it will be understood by those skilled in the art that variations may be made

thereto without departing from the spirit of the invention or the scope of the

appended claims.
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Claims:

1. A method of processing a biometric template stored on a smart card for use on a

user computing device, said method comprising:

retrieving said biometric template from said smart card using a smart card

reader;

encrypting said biometric template using a content protection key to form an

encrypted biometric template;

encrypting said content protection key to form an encrypted content protection

key; and

storing, in a cache, said encrypted biometric template and said encrypted

content protection key.

2. The method of claim 1 further comprising clearing said cache in accordance with

at least one predefined rule.

3. The method of claim 2 further comprising clearing said cache responsive o
determining that a triggering event has occurred, where said triggering event

comprises:

a termination of a connection between said smart card reader and said user

computing device;

a termination of a communicable coupling between said smart card and said

smart card reader;
an exceeding of a predefined number of cache accesses, or
an exceeding of a predefined duration of time.

4. The method of any one of claims 1 to 3 wherein said biometric template

comprises a fingerprint template.
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5. The method of any one of claims 1 to 4 further comprising performing said

encrypting said content protection key:
using a device password,;
using a smart card password; or

by:

transmitting, to said smart card via said smart card reader, said content

protection key; and

receiving, from said smart card via said smart card reader, said

encrypted content protection key.
6. The method of any one of claims 1 to 5 further comprising:

performing said encrypting said content protection key using an additional

key;,
transmitting, to said smart card via said smart card reader, said additional key;

receiving, from said smart card via said smart card reader, an encrypted

additional key; and
storing, in said cache, said encrypted additional key.

7. The method of any one of claims 1 to 6 further comprising:
generating a hash of said device password; and

storing, in said cache, said hash.

8. A computing device (104) configured to process a biometric template retrieved

from a smart card, said computing device comprising:

a memory configured to store computer executable instructions; and
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a processor configured to execute said computer executable instructions to

cause said computing device to implement the steps of the method of any one

of claims 1 to 7.

9. A computer-readable medium containing computer-executable instructions that,
when performed by a processor for processing a biometric template retrieved from a

smart card, cause said processor to perform the steps of the method of any one of

claims 1 to /.

10. A method for authenticating a user in order to provide said user with access to a

user computing device, said method comprising:

obtaining at least one of a device password or a smart card password from

said user;
obtaining a biometric scan from said user;

retrieving, from a cache, an encrypted biometric template and an encrypted

content protection key;

verifying said at least one of said device password or said smart card

password;

decrypting said encrypted content protection key to form a decrypted content

protection key;

using said decrypted content protection key to decrypt said encrypted

biometric template to form a decrypted biometric template;
comparing said biometric scan with said decrypted biometric template; and

if said biometric scan matches said decrypted biometric template, providing

said user with access to said user computing device.

11. The method of claim 10 further comprising, responsive to determining that said
biometric scan does not match said decrypted biometric template, zeroizing said

decrypted biometric template and said content protection key.
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12. The method of claim 10 or claim 11 wherein said decrypted biometric template

comprises a fingerprint template.

13. The method of any one of claims 10 to 12 further comprising performing said

decrypting using said at least one of said device password or said smart card

password.

14. The method of any one of claims 10 to 13 further comprising:
retrieving, from said cache, a hash of said device password; and
performing said verifying said device password against said hash.

15. A computing device configured to authenticate a user in order to provide said

user with access to a user computing device, said computing device comprising:
a memory configured to store computer executable instructions; and

a processor configured to execute said computer executable instructions to

cause said computing device to implement the steps of the method of any one

of claims 10 to 14.

16. A computer-readable medium containing computer-executable instructions that,
when performed by a processor for authenticating a user in order to provide said

user with access to a user computing device, cause said processor to perform the

steps of the method of any one of claims 10 to 14.
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