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PACKET PROCESSING DEVICE BY 
MULTIPLE PROCESSOR CORES AND 

PACKET PROCESSING METHOD BY THE 
SAME 

CLAIM OF PRIORITY 

0001. The present application claims priority from Japa 
nese patent application JP 2009-037933 filed on Feb. 20, 
2009, the content of which is hereby incorporated by refer 
ence into this application. 

FIELD OF THE INVENTION 

0002 The present invention relates to processing of a data 
stream such as a packet stream in a network. 

BACKGROUND OF THE INVENTION 

0003. One object of the data stream processing in the 
network is to provide plural advanced services that cannot 
coexist on a network node to plural users, and further to 
enable addition/deletion of a service and alteration of a con 
tent of the service during a network operation. In order to 
provide Such a service with one physical network, it is 
required to virtualize the network, that is, to show as if the 
each user or each user group is using an independent network. 
In addition, in each network node, in order to process an 
advanced service, it is required to process a packet stream that 
is inputted from a communication line and is outputted to the 
communication line at a speed as close to a maximum transfer 
speed (wire speed) of the communication line as possible. 
0004. There are the following four technologies as the 
conventional technologies that are usable for the data stream 
processing in a network. 
0005. As the first conventional technology, a computer 
that is capable of executing plural users’ programs in parallel 
or by time division, i.e., in a parallel manner by time sharing 
can be enumerated. As a literature related to a time sharing 
system, there is John McCarthy, “REMINISCENCES ON 
THE HISTORY OF TIME DIVISION. Stanford University, 
1983 Winter or Spring, http://www-formal.stanford.edu/mc/ 
history/timesharing/time sharing.html 
0006. In a computer with a general purpose operating sys 
tem (OS) based on the time sharing system, Such as Linux 
(registered trademark) or Microsoft Windows (registered 
trademark), installed, common resources, such as a processor 
and memory, are virtualized and the each user can use them as 
if the user exclusively uses them. Processor resources are 
shared based on a task Switch. That is, when plural processes 
and threads exist, the OS performs the task switch between 
them. It is possible to build a network node (so-called a 
Software router), and to perform a stream data processing 
using Such a computer. 
0007. However, since a register file and cache are purged 
in performing the task Switch, it is necessary to reload the data 
and the program from DRAM (Dynamic Random Access 
Memory) immediately after the task switch. Because of a 
delay by this Switching, a delay required to reload the data and 
the program, and a huge number of processing steps, it is 
impossible to perform the processing at a speed close to the 
wire speed. 
0008. As the second conventional technology, there is a 
virtualized software technology that builds a virtual environ 
ment for the each user by making the operating system dif 
ferent for the each user operate by time division on one piece 
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of hardware. Egi, N., Greenhalgh, A., Handley, M., Hoerdt, 
M., Mathy, L., and Schooley, T., “Evaluating Xen for Router 
Virtualization, 16th Int’l Conference on Computer Commu 
nications and Networks (ICCCN 2007), pp. 1256-1261, 
August 2007 describes a method of virtualizing hardware 
resources, such as a network interface, using virtualized soft 
ware Xen (registered trademark) and realizing a virtualized 
node. 

0009. Also in the virtualized software technology, since 
the processor is used by time division like in the time sharing 
system, the problem generated by the task Switch as described 
above is unsolvable. Moreover, in the network, although 
addresses of the third layer (IP layer) of a sender and an 
addressee are included in a packet used for communication, 
when the switch transfers the packet based on information of 
the second layer, an address of the Switch for repeating the 
packet is not included in the packet. However, it is necessary 
to attach an address to the network interface in the virtual 
Software technology in order to perform communication, and 
there is a problem that it is required to designate this address 
as an address of the packet. 
0010. As the third conventional technology, there is a 
physical device virtualization technology described in JP-T- 
2008-503015. JP-T-2008-503015 discloses the technology 
whereby inputted or outputted data is allocated to programs 
of the plural users and is processed by virtually multiplexing 
a single physical device. One example of the physical device 
is the network interface. 

(0011 Since the processor is used by time division like the 
time sharing system also in the physical device virtualization 
technology, the problem generated by the task Switch as 
described above cannot be solved. Moreover, a point that it is 
necessary to specify an address of the network interface that 
is virtually multiplexed as a destination of the packet poses a 
problem similarly. 
0012. As a fourth conventional technology, there is a pro 
grammable router and a Switch. The conventional router and 
Switch cannot be programmed by the user, but, contrary to 
this, programmable router and Switch enable a program (s) to 
be given from the outside by allowing a network processor or 
FPGA (Field Programmable Gate Array) to be installed 
therein. 

(0013 JP-T-2008-523729 describes a method of allocating 
an inputted packet to plural processor cores in which Such 
programs operate. 
0014. However, since the program that the processor core 
executes is fixed in advance and a destination to which the 
packet is allocated is also fixed in this method, it is possible to 
perform neither addition/deletion of a service nor alteration 
of a service content during an operation of the network. 

SUMMARY OF THE INVENTION 

0015 With sophistication of the network service, network 
providers have become to be requested to develop high-speed 
services that are oriented for various businesses different for 
each user group. Moreover, for research and development of 
a new network architecture, it is sought for to realize a differ 
ent protocol or data processing for the each user (especially 
each researcher). In order to provide such services or devel 
opment environments, it is strongly desired in each network 
node, under a virtualized environment for the each user group 
or service that a flexible program realizing a different network 
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service for each virtualized environment (namely, for each 
user group) is operable and a packet stream is processed at the 
wire speed by the program. 
0016. When performing plural processings with one piece 
of hardware as described above, a task switch by OS is gen 
erated and consequently a wire speed processing becomes 
impossible. In order to realize the wire speed processing and 
to realize flexible programming, it is required to build a vir 
tual environment for the each user or service. 

0017. That is, first, when load of a program is requested 
from the user or service, it is required to perform a setup 
(namely, to load a program) so that the program is executed in 
a processorbelonging to the virtual environment to which the 
user or service should belongs with neither halting an opera 
tion of the network nor losing a packet by operation delay etc. 
0018 Second, when unload of the program is requested by 
the user or the program, it is required to delete the program 
(namely, to unload the program) that has been loaded into the 
processor belonging to the virtual environment to which the 
user or service should belong without losing the packet by 
operation halt or delay of the network. 
0019. Third, it is required for the processor allocated to the 
each virtual environment to which the program is loaded to 
execute the program without using the task Switch by Soft 
Ware 

0020 Fourth, when the packet belonging to the user or 
service concerned is inputted, it is required to find an identi 
fier of the virtual environment to which the user or service 
should belong and to transfer the packet to the processor 
allocated to the virtual environment at the wire speed without 
delay. 
0021. The object of this invention is to provide a network 
node device and its method that solve the four problems 
described above, i.e., building the virtual environments dif 
ferent for the each user or service, and being capable of 
performing the data stream processing at high speed. 
0022. A typical aspect of the invention disclosed by this 
application is a packet processing device connected to a net 
work, the packet processing device, being equipped with 
multiple processor cores and memory connected to the mul 
tiple processor cores, wherein, upon reception of a load 
request of a program, it selects a processor core to which a 
program has not yet been loaded among the multiple proces 
Sor cores, loads the program to the selected processor core, 
and retains first association information that associates 
attribute information specified by the load request and the 
processor core to which the program is loaded, and upon 
reception of the packet, specifies attribute information corre 
sponding to the received packet, and transfers the received 
packet to the processor core corresponding to the specified 
attribute information. 

0023. According to one embodiment of the present inven 
tion, the virtual environment is built for the each user or 
service, and the user's packet is transferred to a core in which 
the user's program is operating at high speed. For this reason, 
the wire speed processing is realized and flexible program 
ming is realized. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0024 FIG. 1 is a block diagram showing an entire con 
figuration of a packet processing device according to a first 
embodiment of the present invention; 

Aug. 26, 2010 

0025 FIG. 2 is a block diagram showing a configuration of 
a network processing unit according to the first embodiment 
of the present invention; 
0026 FIG. 3 is a block diagram showing another example 
of the configuration of the network processing unit according 
to the first embodiment of the present invention; 
0027 FIG. 4 is an explanatory diagram of a core allocation 
table according to the first embodiment of the present inven 
tion; 
0028 FIG. 5 is a flowchart showing a processing per 
formed when a control board according to the first embodi 
ment of the present invention receives a program load request 
from a user; 
0029 FIG. 6 is a flowchart showing a processing per 
formed when the control board according to the first embodi 
ment of the present invention receives a program unload 
request from the user; 
0030 FIG. 7A is an explanatory diagram of a first corre 
spondence table of user/service identification information 
and a virtual environment identifier a network interface 
according to the first embodiment of the present invention 
includes: 
0031 FIG. 7B is an explanatory diagram of a second cor 
respondence table of the user/service identification informa 
tion and the virtual environment identifier the network inter 
face according to the first embodiment of the present 
invention includes: 
0032 FIG. 7C is an explanatory diagram of a third corre 
spondence table of the user/service identification information 
and the virtual environment identifier the network interface 
according to the first embodiment of the present invention 
includes: 
0033 FIG. 8 is an explanatory diagram showing a transfer 
processing of a packet to a core when the packet arrives at the 
network interface in the first embodiment of the present 
invention; 
0034 FIG. 9 is an explanatory diagram of an output dis 
patch table according to the first embodiment of the present 
invention; and 
0035 FIG. 10 is a block diagram showing an entire con 
figuration of a packet processing system according to a sec 
ond embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0036 First, an outline of embodiments of the present 
invention will be described. 
0037. In order to solve the above-mentioned problems, a 
packet processing device according to an embodiment of the 
present invention uses a correspondence table of user/service 
identification information and a virtual environment identi 
fier and a correspondence table of the virtual environment 
identifiers for program load and for packet transfer and a 
board, an NPU, and a core. 
0038 A virtual environment is associated with the user, a 
service, or the like. The user recognizes one virtual environ 
ment as one independent network. The virtual environment is 
identified by the virtual environment identifier. That is, the 
virtual environment identifier is attribute information that is 
associated with the user identification information, the Ser 
vice identification information, or the like. 
0039 For example, there is a case where the each user 
requests mutually different processings to the packet process 
ing device. In this case, the each user is associated with the 
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each virtual environment. Then a program for performing the 
processing requested by the each user is loaded to a processor 
in the packet processing device. 
0040 Alternatively, there is a case where a processing that 
the packet processing device should execute differs for each 
service used by the user. For example, there is a case where 
the each user requests a different protocol processing to the 
same packet, but it cannot be realized in a single environment. 
In this case, the each service is associated with the each virtual 
environment. Then, a program for executing a processing that 
is required in the each service is loaded to the processor in the 
packet processing device. 
0041 An outline of the processing that the packet process 
ing device performs is as follows. 
0042 First, prior to occurrence of a program load request 
from the user, the packet processing device determines a 
content of the correspondence table of the user/service iden 
tification information and the virtual environment identifier. 
Next, when the load request occurs, the packet processing 
device first allocates one or multiple cores not yet allocated 
(and the board and the NPU in which the core exists) to its 
virtual environment (the user/service) (namely, a fact that it is 
allocated in this way is written into this correspondence table) 
based on the correspondence table of the virtual environment 
identifier for program load, and the board, the NPU (proces 
sor), and the core (processor core). Second, the packet pro 
cessing device loads a user program so that the program may 
be executed in the allocated core. Third, the packet processing 
device writes the identifiers of the above-mentioned board, 
NPU, and core into entries corresponding to the virtual envi 
ronment in the correspondence table of the virtual environ 
ment identifier for packet transfer, the board, the NPU, and 
the core. 

0043. When the user's packet arrives at the processing 
device, first, the packet processing device identifies the user 
or service based on the content of the packet, and finds the 
virtual environment identifier using the correspondence table 
of the user/service identification information and the virtual 
environment identifier. Next, by using the correspondence 
table of the virtual environment identifier, and the virtual 
environment identifier for packet transfer, and the board, the 
NPU and the core, the packet processing device transfers the 
packet to a relevant core. 
0044. At the time of requesting unload, based on the user/ 
service identification information included in the request 
information, the packet processing device finds the virtual 
environment identifier using the correspondence table of the 
user/service identification information and the virtual envi 
ronment identifier. Then, the packet processing device deletes 
the content of an entry related to the program to be unloaded 
from the correspondence table of the virtual environment 
identifiers for program load and for packet transfer, and the 
board, the NPU, and the core. 
0045. Next, detailed embodiments each for realizing the 
above-mentioned processing will be explained. 
0046 First, a first embodiment of the present invention 
will be explained. 
0047 FIG. 1 is a block diagram showing an entire con 
figuration of the packet processing device 101 according to 
the first embodiment of the present invention. 
0048. The packet processing device 101 consists of one or 
plural packet processing boards (PPB) 111, one or plural 
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network interfaces (NIF) 151 each of which are connected to 
a network, a control board (CB) 141, and a switch fabric 181 
for connecting them. 
0049 FIG. 1 shows the packet processing device 101 
equipped with n packet processing boards 111 and m network 
interfaces 151 as an example. However, FIG. 1 shows only 
three of the n packet processing boards 111 as packet pro 
cessing boards 111A, 111B, and 111C, and shows only three 
of them network interfaces 151 as network interfaces 151A, 
151B, and 151C. When giving an explanation common to all 
of the packet processing boards 111A to 111C in this embodi 
ment, these are also generically named and described a packet 
processing board 111. Similarly, when giving an explanation 
common to all of the network interfaces 151A to 151B, these 
are also generically named and described a network interface 
151. 
0050. The packet processing board 111 includes one or 
plural network processing units (NPU's) 112, and a virtual 
environment-NPU dispatch table (NDT) 113. The virtual 
environment-NPU dispatch table 113 is a table that includes 
sets of the virtual environment identifiers and NPU identifiers 
as elements. 
0051 FIG. 1 shows an example in which the each packet 
processing board 111 includes two network processing units 
112. The packet processing board 111A has network process 
ing units 112A and 112B, the packet processing board 111B 
has network processing units 112C and 112D, and the packet 
processing board 111C has network processing units 112E 
and 112F, respectively. When giving an explanation common 
to all of the network processing units 112A to 112F in this 
embodiment, these are also generically named and described 
the network processing unit 112. 
0052. In the example of FIG. 1, the packet processing 
board 111A includes a virtual environment-NPU dispatch 
table 113A, the packet processing board 111B includes a 
virtual environment-NPU dispatch table 113B, and the packet 
processing board 111C includes the virtual environment 
NPU dispatch table 113C, respectively. When giving an 
explanation common to all of the virtual environment-NPU 
dispatch tables 113A to 113C in this embodiment, these are 
also generically named and described a virtual environment 
NPU dispatch table 113. 
0053. The each packet processing board 111 is given an 
identifier based on an integer, and the each network process 
ing unit 112 is also given an identifier based on an integer. For 
example, “PPB #0' displayed on the packet processing board 
111A of FIG. 1 expresses that the packet processing board 
(PPB) 111A is given the identifier (in this case, identification 
number) “0” 
0054 Although omitted in FIG. 1, the each packet pro 
cessing board 111 further includes memory connected to the 
each network processing unit 112 (refer to FIG. 2 and FIG. 3 
that will be described later). 
0055 FIG. 1 shows an example in which the each packet 
processing board 111 is mounted as an independent board. 
However, the each packet processing board 111 may be 
mounted as the packet processing module with any form 
having an equivalent function to it. 
0056. The network interface 151 includes a virtual envi 
ronment-board dispatch table (BDT) 152. The virtual envi 
ronment-board dispatch table 152 includes a set of the virtual 
environment identifier and a board identifier as an element. 
0057. In an example of FIG.1, the network interface 151A 
includes a virtual environment-board dispatch table 152A, 
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the network interface 151B includes a virtual environment 
board dispatch table 152B, and the network interface 151C 
includes a virtual environment-board dispatch table 152C, 
respectively. When giving an explanation common to all of 
the virtual environment-board dispatch tables 152A to 152C 
in this embodiment, these are also generically named and 
described the virtual environment-board dispatch table 152. 
0058. The control board 141 includes a general purpose 
CPU 142 and a main storage (memory) 143 connected to the 
general purpose CPU 142. 
0059. In FIG. 1, the virtual environment-NPU dispatch 
table 113 associates the virtual environment identifier (EID) 
with the NPU in a one-to-one relationship, and the virtual 
environment-board dispatch table 152 associates the virtual 
environment identifier with the board in a one-to-one rela 
tionship. For example, the virtual environment-NPU dispatch 
table 113A associates a virtual environment identifier "800 
with an NPU identifier “1” in a one-to-one relationship, and 
the virtual environment-board dispatch table 152A associates 
the virtual environment identifier "800' with a board identi 
fier “0” in a one-to-one relationship. However, the virtual 
environment-NPU dispatch table 113 can also associate plu 
ral NPU's with one virtual environment identifier. Similarly, 
the virtual environment-board dispatch table 152 can also 
associate plural boards with one virtual environment identi 
fier. 

0060. In FIG. 1, since it is necessary to allocate a packet 
inputted into the packet processing board 111 to plural net 
work processing units 112, the virtual environment-NPU dis 
patch table 113 is required. However, in the case where the 
one packet processing board 111 includes only one network 
processing unit 112, or in the case where the each packet 
processing board 111 is connected to the switch fabric 181 
with as much interfaces as the network processing units 112, 
allocation of the packet is unnecessary, and consequently the 
virtual environment-NPU dispatch table 113 is unnecessary. 
0061 The packet inputted from the network is transferred 

to the packet processing board 111 via the network interface 
151 and the switch fabric 181 and is processed there. Then, 
the packet is transferred to another packet processing board 
111 via the switch fabric 181, or is outputted to the network 
via the network interface 151. It is determined, based on the 
virtual environment-board dispatch table 152 that the net 
work interface 151 includes, to which one among the plural 
packet processing boards 111 the packet inputted in the net 
work interface 151 is transferred. Moreover, it is determined 
based on the virtual environment-NPU dispatch table 113, to 
which unit among the plural network processing units 112 the 
packet that should be processed in the packet processing 
board 111 is transferred. 

0062 Incidentally, the virtual environment-board dis 
patch table 152A of the network interface 151A (NIF #0) 
whose network interface identifier is “0” includes a pair of a 
virtual environment identifier “617 and aboard identifier “1” 
and a pair of the virtual environment identifier "800 and the 
board identifier"0.” In the following explanation, the pair of 
the identifier “617” and the identifier “1” is indicated, by 
“617-1 

0063. In the virtual environment-NPU dispatch table 
113A of the packet processing board 111A (PPB #0) whose 
board identifier is “0” includes a pair “800-1” as a pair of the 
virtual environment identifier and the NPU identifier corre 
sponding to it. The virtual environment-NPU dispatch table 
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113B of the packet processing board 111B (PPB #1) whose 
board identifier is “1” includes a pair “617-2.” 
0064. In FIG. 1, since the plural network processing units 
112 exist on each packet processing board 111, it is necessary 
to select the network processing unit 112 using the virtual 
environment-NPU dispatch table 113. However, in the case 
where the one packet processing board 111 includes only one 
network processing unit 112, the virtual environment-NPU 
dispatch table 113 can be omitted. 
0065. Even in the case where the plural network process 
ing units 112 exist on the packet processing board 111, when 
the packet processing board 111 can output and input the 
packet independently for each network processing unit 112, 
that is, when wiring from the switch fabric 181 to each net 
work processing unit 112 is independent, the virtual environ 
ment-NPU dispatch table 113 can be omitted likewise. 
0.066 FIG. 2 is a block diagram showing a configuration of 
the network processing device (NPU) 112 according to the 
first embodiment of the present invention. 
0067. The network processing unit 112 shown in FIG. 2 
consists of one general purpose processing core (GPC) 211, 
multiple packet processing cores (PPC) 221, an I/O control 
device (I/O Controller) 202, SRAM (Static Random Access 
Memory) 231, memory control device (Memory Controller) 
241, and a bus 251 for connecting these. The each packet 
processing core 221 is given an identifier based on an integer. 
0068. The general purpose processing core 211 is mainly 
used for a control processing (for example, load/unload pro 
cessings of a program), and a data processing is mainly per 
formed in parallel in the multiple packet processing cores 
221. The I/O control device 202 is connected to the outside of 
the network processing unit 112, i.e., to a Switch 261 placed 
on the packet processing board 111. Moreover, the I/O control 
device 202 includes a virtual environment-core dispatch table 
(CDT) 203 that is a table each of whose elements is a pair of 
the virtual environment identifier and a core identifier. 
0069. In the case where the network processing unit 112 
includes the multiple packet processing cores 221, as shown 
in FIG. 2, the virtual environment-core dispatch table 203 
stores the identifier of the packet processing core 221 as the 
core identifier. On the other hand, in the case where the 
network processing unit 112 shown in FIG. 3 includes the 
multiple general purpose processing cores 211, the virtual 
environment-core dispatch table 203 stores the identifiers of 
the general purpose processing core 211 as the core identifi 
CS 

0070 The SRAM 231 is the main storage small in capacity 
but with a small delay. The memory control device 241 is 
connected to DRAM (Dynamic Random Access Memory) 
242 in the outside of the network processing unit 112, i.e., 
placed on the packet processing board 111. The DRAM 242 
is the main storage large in capacity but with a slightly larger 
delay. 
0071. In FIG. 2, the virtual environment-core dispatch 
table 203 associates the virtual environment identifier with 
the core in a one-to-one relationship. However, the virtual 
environment-core dispatch table 203 can also associate one 
virtual environment identifier with multiple cores. 
0072 The switch 261 transfers the packet data that arrives 
at the packet processing board 111 via the switch fabric 181 to 
the I/O control device 202. The I/O control device 202 trans 
fers the packet data to the SRAM 231 via the bus 251, and also 
to the DRAM 242 via the memory control device 241. The 
data stored in the SRAM 231 or the DRAM 242 is processed 
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in the packet processing core 221, and Subsequently is stored 
again in the SRAM 231 or the DRAM 242, or is outputted to 
the outside of the network processing unit 112 via the I/O 
control device 202. 
0073. For example, in the case where the NPU 112 shown 
in FIG. 2 is the NPU 112 of the NPU identifier “1” in the 
packet processing board 111A (PPB #0) of the board identi 
fier"0, the virtual environment-core dispatch table 203 of the 
I/O control device 202 includes a pair"800-2 as a pair of the 
virtual environment identifier and the core identifier corre 
sponding to it. 
0074 FIG. 3 is a block diagram showing another example 
of the configuration of the network processing device (NPU) 
112 according to the first embodiment of the present inven 
tion. 
0075. The network processing unit 112 shown in FIG. 3 
consists of the multiple general purpose processing cores 
(GPC's) 211, the I/O control device (I/O Controller) 202, 
cache 271, and the bus 251 that connects these. 
0076 Data processing is performed in parallel in the gen 
eral purpose processing core 211. Furthermore, the general 
purpose processing core 211 also performs a control process 
ing (e.g., load and unload processing of the program). The 
cache 271 is a storage device (e.g., SRAM) that is small in 
capacity but has a small delay, and stores only pieces of data 
that were accessed recently among data that is stored in the 
main storage from the general purpose processing core 211 or 
the I/O control device 202. Other pieces of data are stored in 
the DRAM242 via the memory control device 241. Although 
the memory control device 241 normally controls automati 
cally transfer of the data from the cache 271 to the DRAM242 
and deletion of it from the cache 271, it also has a function of 
inhibiting this operation for a specific address range of the 
main storage device. 
0077. For example, in the case where the NPU 112 shown 
in FIG. 3 is the NPU 112 with an NPU identifier “2 in the 
packet processing board 111B (PPB #1) with the board iden 
tifier “1,” the virtual environment-core dispatch table 203 of 
the I/O control device 202 includes a pair “617-1 as the pair 
of the virtual environment identifier and the core identifier 
corresponding to it. 
0078 FIG. 4 is an explanatory diagram of a core allocation 
table 401 according to the first embodiment of the present 
invention. 

007.9 The core allocation table 401 is stored in the 
memory 143 on the control board 141, and associates the 
virtual environment identifier for program load with the 
board, the NPU and the core. Specifically, the core allocation 
table 401 includes information that associates a virtual envi 
ronment identifier (EID) 414 with a board identifier (BID) 
411, an NPU identifier (NID) 412, and a core identifier (CID) 
413 for identifying the core allocated to the environment. 
0080 Each core can be uniquely identified in the packet 
processing device 101 by a set of three identifiers: the core 
identifier 413 whereby the core (namely, the packet process 
ing core 221 or the general purpose processing core 211) is 
uniquely identified in the network processing unit 112, the 
NPU identifier 412 whereby the network processing unit 112 
is uniquely identified in the packet processing board 111; and 
the board identifier 411 whereby the packet processing board 
111 is uniquely identified in the packet processing device 
101. 

0081. In the core allocation table 401, the virtual environ 
ment identifier"800 corresponds to the core identified by the 
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board identifier “0” the NPU identifier “1,” and a core iden 
tifier “2” (Line 423), and the virtual environment identifier 
“617 corresponds to the core identified by the board identi 
fier “1,” the NPU identifier “2,” and a core identifier “1” (Line 
414). This represents that a core identified by the board iden 
tifier “0” the NPU identifier “1,” and the core identifier “2 is 
allocated to the virtual environment identified by the virtual 
environment identifier "800, and a core identified by the 
board identifier “1,” the NPU identifier “2, and the core 
identifier'1' is allocated to the virtual environment identified 
by the virtual environment identifier “617.” 
0082. On the other hand, the virtual environment identifier 
414 that corresponds to a core identified with the board iden 
tifier “0” the NPU identifier “1,” and a core identifier “0” and 
to a core identified with the board identifier “0” the NPU 
identifier “1” and the core identifier “1” is not written (Line 
421 and Line 422). This expresses that these cores are not in 
use (namely, not being allocated to any virtual environment). 
I0083. In the case where the network processing unit 112 
includes the multiple packet processing cores 221 as in FIG. 
2, the core allocation table 401 stores identifiers of the packet 
processing cores 221 as the core identifiers. On the other 
hand, in the case where the network processing unit 112 
includes the multiple general purpose processing cores 211 as 
in FIG. 3, the core allocation table 401 stores an identifier of 
the general purpose processing core 221 as the core identifier. 
0084. The program load request and a program unload 
request by the user arrive at the control board 141 from the 
outside of the packet processing device 101 via the network 
interface 151. The program load request includes the user/ 
service identification information or virtual environment 
identifier, the number of requested cores, and a program that 
is to be loaded or its identification information (URL etc.). 
The program unload request includes the user/service identi 
fication information or virtual environment identifier and the 
number of requested cores. However, when the number of 
requested cores is “1,” the number of requested cores can be 
omitted. 
I0085 FIG. 5 is a flowchart showing a processing 501 that 
is performed when the control board 141 according to the first 
embodiment of the present invention receives the program 
load request from the user. 
I0086. When execution of the processing 501 is started; 
first, at Step 511, the control board 141 allocates a core to a 
request source virtual environment based on the core alloca 
tion table 401, and writes the allocation result into the core 
allocation table 401. That is, the control board 141 specifies 
lines each of whose columns of the virtual environment iden 
tifier (EID) is a blank column in the core allocation table 401 
as much as the number of requested cores, and writes the 
virtual environment identifier of the request source into the 
virtual environment identifier 414 of the specified lines. By 
this selection of the line, respective values of the board iden 
tifier 411, the NPU identifier 412, and the core identifier 413 
are selected. 
I0087 Next, at Step 512, the general purpose processing 
core 211 loads a program to the allocated core (namely, the 
general purpose processing core 211 or the packet processing 
core 221 corresponding to the line specified at Step 511), and 
activates the allocated core. The program is normally stored 
in the main storage that consists of the DRAM 242 and the 
memory control device 241 (in the example of FIG. 3, addi 
tionally the cache 271) or instruction cache that is built in the 
core, but may be stored in the SRAM 231. In the case where 
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the main storage or the core is shared by multiple cores, after 
storing the program in them, a start address of a domain where 
the program is stored is loaded to a register of the object core. 
0088. In the configuration of FIG. 2, since the packet pro 
cessing core 221 is configured to be exclusively used for the 
packet processing, there is a case where load and activation of 
the program cannot be done. In that case, what is necessary is 
for the general purpose processing core 211 included in the 
network processing device to perform the load and the acti 
Vation processing. 
I0089. Next, at Step 513, an allocation result is written into 
the virtual environment-core dispatch table 203, the virtual 
environment-NPU dispatch table 113, and the virtual envi 
ronment-board dispatch table 152. That is, a content of each 
one line in each of these tables is determined so as to match 
with a set of the board identifier, the NPU identifier, and the 
core identifier that were specified in the processing 501 and 
the virtual environment identifier. Based on a direction from 
the control board 141, this writing is performed by the I/O- 
control device 202, the packet processing board 111, and the 
network interface 151. 

0090 Here, a processing of FIG. 5 will be explained by 
taking a case where the program load request that specifies the 
virtual environment identifier "800' and the number of 
requested cores “1” is received at the time when “800” has not 
yet been stored as the virtual environment identifier 414 of 
Line 423 of FIG. 423 as an example. 
0091. In this case, at Step 511, the control board 141 
specifies one line whose column of the virtual environment 
identifier 414 is a blank column, e.g., Line 423, and writes 
"800 as the virtual environment identifier 414 of that Line 
423. 

0092. When Line 423 is specified as described above, at 
Step 512, the control board 141 transmits a request to load a 
program to the core corresponding to Line 423, to the packet 
processing board 111 that includes the core. In this case, the 
program is loaded to the core identified by the core identifier 
“2 that the network processing unit 112 identified by the 
NPU identifier “1” in the packet processing board 111 iden 
tified by the board identifier “0” includes. If the core is the 
general purpose processing core 211, that general purpose 
processing core 211 itself may perform load of the program. 
If the core is the packet processing core 221, the general 
purpose processing core 211 connected to the packet process 
ing core 221 will perform the load of the program. 
0093. At Step 513, the control board 141 transmits a 
request to update each table so that it may match with a 
content of Line 423 to each part in the packet processing 
device 101. In compliance with the request, the network inter 
face 151 adds a line that associates the virtual environment 
identifier '800 with the board identifier “0” to the virtual 
environment-board dispatch table 152 (refer to the virtual 
environment-board dispatch tables 152A to 152C of FIG. 1). 
The packet processing board 111 that is identified by the 
board identifier “0” (in an example of FIG. 1, the packet 
processing board 111A) adds a line that associates the virtual 
environment identifier '800 and the NPU identifier “1” to 
the virtual environment-NPU dispatch table 113. The I/O 
control device 202 in the network processing unit 112 (in the 
example of FIG. 1, the network processing unit 112B) adds a 
line that associates the virtual environment identifier "800 
and the core identifier '2' to the virtual environment-core 
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dispatch table 203. As a result, the same content as at least a 
part of the core allocation table 401 is stored in the each 
dispatch table. 
0094 FIG. 6 is a flowchart showing a processing 601 
performed when the control board 141 according to the first 
embodiment of the present invention receives the program 
unload request from the user. 
0.095 When the execution of the processing 601 is started, 

first at Step 611, the control board 141 deletes the allocation 
result of the virtual environment specified by the program 
unload request from the core allocation table 401. 
(0096) Next at Step 612, the allocation result of the virtual 
environment is deleted from the virtual environment-board 
dispatch table 152, the virtual environment-NPU dispatch 
table 113, and the virtual environment-core dispatch table 
2O3. 
0097 Finally at Step 613, the general purpose processing 
core 211 halts and unloads the program in the allocated core 
(namely, the general purpose processing core 211 or the 
packet processing core 221). 
(0098 FIG. 7A to FIG.7C are explanatory diagrams of the 
correspondence table of the user/service identification infor 
mation and the virtual environment identifier that the network 
interface 151 according to the first embodiment of the present 
invention has in it. 
0099. When receiving the packet, the network interface 
151 specifies the virtual environment identifier correspond 
ing to the packet based on the correspondence table shown in 
FIG. 7. As already explained, the virtual environment is asso 
ciated with the user (e.g., the user who transmitted the packet 
or the user who requested the packet) or the service (e.g., a 
service that the user who transmitted or requested the packet 
uses). For this reason, the virtual environment identifier may 
be associated directly with the user identification information 
or the service identification information included in the 
packet. Alternatively, when the user or service corresponds to 
the address included in the packet, the virtual environment 
identifier may be associated with the address included in the 
packet. 
0100. The correspondence table shown in FIG. 7A 
includes information that associates the virtual environment 
identifier with the address; the correspondence table shown in 
FIG. 7B includes information that associates the virtual envi 
ronment identifier with the user identification information; 
and the correspondence table shown in FIG. 7C includes 
information that associates the virtual environment identifier 
with the service identification information, respectively. 
Below, details of each correspondence table will be 
explained. 
0101. A correspondence table 701 shown in FIG. 7A is 
based on the assumption that the user or service is identified 
by a set consisting of three pieces of data: an IP address, an IP 
protocol (TCP, UDP, etc.), and a port (a TCP port or UDP 
port) (namely, multiple-to-one mapping from the set consist 
ing of the above-mentioned three to the user or service exists). 
When the packet arrives at the control board 141, by search 
ing the correspondence table 701 using the IP address, the IP 
protocol, and the port as search keys, it is possible to find a 
corresponding virtual environment identifier stored in the 
virtual environment identifier column (EID). 
0102 Incidentally, the correspondence table 701 includes 
the following contents. The virtual environment identifier 
corresponding to an IP address “192.168.1.2, an IP protocol 
“TCP and a port “80” is “800.” In addition, the virtual 
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environment identifier corresponding to an IP address “192. 
168.2.3, an IP protocol “UDP and a port “4052” is “617.” 
For example, when an arrived packet includes the IP address 
“192.168.1.2, the IP protocol “TCP and the port “80, the 
virtual environment identifier "800' is specified. 
(0103) A correspondence table 702 shown in FIG. 7B is 
based on the assumption that the user is identified by a user 
identifier included in the packet. By searching a table 711 
using the user identifier included in the packet when the 
packet arrives at the control board 141 as a search key, it is 
possible to find the corresponding virtual environment iden 
tifier stored in the virtual environment identifier column 
(EID). 
0104. In the case where the packet is encapsulated by a 
GRE (Generic Routing Encapsulation) protocol, the user 
identifier can be stored in a key column of a GRE header. 
When the packet like this arrives, it is possible to find the 
identifier of the virtual environment to which the packet 
should belong by taking out the user identifier from the key 
column. Also in the case where the packet is coded by MPLS 
or other tunneling protocols, it is possible to identify the user 
or service from information that the tunneling protocol 
includes in a like manner and to find the virtual environment 
identifier using the information. 
0105 Incidentally, the correspondence table 702 includes 
the following contents. The virtual environment identifier 
corresponding to a user identifier “500” is “800.” In addition, 
the virtual environment identifier corresponding to a user 
identifier SO1 is 617. 
0106. A correspondence table 703 shown in FIG. 7C is 
based on the assumption that a service is identified by a 
service identifier included in the packet. When the packet 
arrives at the control board 141, by searching a table 721 
using the service identifier included in the packet as a search 
key, it is possible to find the corresponding virtual environ 
ment identifier stored in the virtual environment identifier 
column (EID). Also in this case, when the packet is encapsu 
lated by the GRE protocol, it is possible to store the service 
identifier in the key column of the GRE header. When the 
packet like this arrives, it is possible to find the identifier of the 
virtual environment to which the packet should belong by 
taking out the service identifier from the key column. 
0107 Incidentally, the correspondence table 703 includes 
the following contents. The virtual environment identifier 
corresponding to a service identifier “Intranet001" is “800.” 
The virtual environment identifier corresponding to a service 
identifier “WebO1 is “617. 
0108 Below, some supplementary explanation will be 
given about a relation between the user/service identification 
information in the correspondence tables 701, 702, and 703, 
and the user/service identification information in the program 
load request and the program unload request. It is not neces 
sarily required that the both are the same, and if the corre 
sponding relation of the both is given in advance by a table 
etc., it is possible to dispatch the packet to a core to which the 
program has been loaded by associating the both in doing the 
processing 501 and the processing 601. 
0109 FIG. 8 is an explanatory diagram showing a transfer 
processing of the packet to the core when the packet arrives at 
the network interface 151 in the first embodiment of the 
present invention. 
0110. When the packet arrives at the network interface 
151, first, the network interface 151 finds the virtual environ 
ment identifier corresponding to the user/service identifica 
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tion information included in the packet using the correspon 
dence table 701, 711, or 721 (Step 801). For example, in the 
case where the user identifier is “500, the virtual environ 
ment identifier '800' is found based on FIG. 7B. 

0111. Next, the network interface 151 finds the board 
identifier corresponding to the virtual environment identifier 
by searching the virtual environment-board dispatch table 
(BDT) 152 using the virtual environment identifier specified 
at Step 801 as a key. Then, the network interface 151 transfers 
the packet to the packet processing board (PPB) 111 with the 
specified board identifier by controlling the switch fabric 181 
(Step 802). When the virtual environment identifier is “800.” 
“0” is found as the board identifier and the packet is trans 
ferred to the packet processing board 111 whose board iden 
tifier is “0” (in the examples of FIG. 1 and FIG. 8, the packet 
processing board 111A indicated as “PPB #0). 
0112 Next, the packet processing board 111 of the packet 
transfer destination finds a corresponding NPU identifier by 
searching the virtual environment-NPU dispatch table (NDT) 
113 in the packet processing board 111 using the virtual 
environment identifier as a key, and transfers the packet to the 
network processing device (NPU) 112 with the NPU identi 
fier (Step 803). The virtual environment-NPU dispatch table 
113A is searched in the example of FIG.8. When the virtual 
environment identifier is “800. “1” is found as the NPU 
identifier and the packet is transferred to the network process 
ing unit 112 with the NPU identifier “1” 
0113. Furthermore, the I/O control device 202 in the net 
work processing device (NPU) 112 of a packet transfer des 
tination finds a corresponding core identifier by searching the 
virtual environment-core dispatch table (CDT) 203 using the 
virtual environment identifier as a key, and transfers the 
packet to a core with the core identifier (Step 804). When the 
virtual environment identifier is “800. “2' is found as the 
core identifier and the packet is transferred to the core of the 
core identifier “2. 

0114. In the core of the transfer destination, the program 
loaded according to the user's load request is operating. Since 
this program can perform the processing with a smaller delay 
by using the SRAM 231 or the cache 271, the processing at 
wire speed becomes attainable. 
0115 The data and the program included in the cache 271 
may be deleted automatically, and therefore processing at the 
wire speed may be interrupted. In order to prevent this prob 
lem, what is necessary is to perform the setup that specifies an 
address range of the above-mentioned data and program and 
thereby to prohibit the automatic deletion from the cache 271, 
0116. After performing the processing of the packet, this 
program can either transfer the packet to other specific packet 
processing board 111 or transfer it to a specific network 
interface. A processing shown in FIG. 8 is performed also in 
the packet processing board 111 of the transfer destination, 
and thereby the network processing unit 112 and a core are 
determined using the virtual environment identifier as a key. 
0117 Incidentally, in doing board selection, NPU selec 
tion, and core selection, if the plural board identifiers, NPU 
identifiers, or core identifiers corresponding to a single virtual 
environment identifier exist, what is necessary is to select an 
arbitrary one among them, and to transfer the packet to the 
selected board, NPU, or core. In doing this, the packet may be 
allocated using a random number. Alternatively, the packet 
may be allocated by detecting an operating condition of the 
board, the NPU, or the core and selecting one that is not 
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currently used or one that has a fewer number of unprocessed 
packets that they have (the number of packets included in an 
input queue etc.). 
0118 Moreover, either in the case where one packet pro 
cessing board 111 includes only one network processing unit 
112, or in the case where the each packet processing board 
111 is connected to the switch fabric 181 with as much inter 
faces as the number of the network processing units 112, 
allocation of the packet is unnecessary; therefore, the virtual 
environment-NPU dispatch table 113 is unnecessary. In this 
case, when the packet arrives at the network interface 151, the 
transfer processing of the packet to the core is performed as 
follows. 
0119 When the packet arrives at the network interface 
151, the network interface 151 first finds the virtual environ 
ment identifier corresponding to the user/service identifica 
tion information included in the packet using the correspon 
dence table 701, 711, or 721. 
0120 Next, the network interface 151 finds the board 
identifier corresponding to the virtual environment identifier 
by searching the virtual environment-board dispatch table 
(BDT) 152 using the virtual environment identifier specified 
at Step 801 as a key. 
0121 Then, the network interface 151 transfers the packet 

to the packet processing board (PPB) 111 corresponding to 
the specified board identifier by controlling the switch fabric 
181. Next, it transfers the packet to the network processing 
device (NPU) 112 of the packet processing board (PPB) 111 
to which the packet was transferred. 
0.122 Furthermore, the I/O control device 202 in the net 
work processing device (NPU) 112 of the packet transfer 
destination finds the corresponding core identifier by search 
ing the virtual environment-core dispatch table (CDT) 203 
using the virtual environment identifier as a key, and transfers 
the packet to the core with the core identifier. 
0123 Thus, according to the first embodiment, by associ 
ating the plural board identifiers, NPU identifiers, or core 
identifiers with the single virtual environment identifier; it is 
possible to freely determine a processing capability for the 
each user or service. Furthermore, it is possible to use the core 
and a calculation resource accompanying it more effectively 
by determining the transfer destination of the packet based on 
the operating condition of the board, the NPU, or the core. 
0.124. In the above, a fundamental part of the first embodi 
ment of the present invention is ended, and below a Supple 
mentary explanation related to the first embodiment will be 
given. 
0.125. The first supplementary explanation relates to a 
migration processing. In the first embodiment, there is a case 
where plural user groups or plural services operate simulta 
neously in a single network processing unit 112. However, 
there is a case where, while a part of the multiple cores is kept 
to be operated, a program cannot be loaded to the other part 
thereof depending on a design of the network processing unit 
112. In Such a case, what is necessary is to perform the 
following migration processing instead of the processing 501 
performed at the time of the program load request. 
0126 For example, a case where a load request of a new 
program is processed at the time when the program has been 
loaded to a part of the multiple cores included in the network 
processing unit 112A, the program has not yet been loaded to 
the remaining cores, and the program has not yet been loaded 
to any core of the network processing unit 112B will be 
explained. 
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I0127. In this case, the control board 141 loads all programs 
that are operating in the network processing unit 112A also to 
the network processing unit 112B. However, in the case 
where the network processing unit 112B can use the program 
having already been loaded to the main storage etc., as it is, it 
is not necessary to load it newly. 
I0128. In addition, that the program has not yet been loaded 
to any of the cores of the network processing unit 112B can be 
confirmed based on the core allocation table 401. That is, the 
network processing unit 112B is selected based on the core 
allocation table 401. 

I0129. The above-mentioned selection of the network pro 
cessing unit 112B is performed instead of core allocation 
explained at Step 511 of FIG. 5. Load of the program to the 
selected core of the network processing unit 112B is per 
formed by the same method as that at Step 512. 
I0130. After that, each table is set up like at Step 513. 
However, at this time, only the setup of the virtual environ 
ment-board dispatch table (BDT) 152 at Step 513 is not yet 
performed. That is, even after the program has been loaded to 
the each core of the network processing unit 112B, the packet 
inputted into the network interface 151 continues to be pro 
cessed in the network processing unit 112A. 
I0131 Further, the control board 141 loads the program 
that was requested to be loaded to a core of the network 
processing unit 112B to which the program has not yet been 
loaded. This load is performed like at Step 512. After this 
processing, the packet belonging to the virtual environment 
inputted into the network interface 151 is processed in the 
network processing unit 112B. 
0.132. Here, by performing the setup of the virtual envi 
ronment-board dispatch table 152 that was delayed for all the 
programs, the packets heretofore processed in the network 
processing unit 112A will come to be processed altogether in 
the network processing unit 112B. That is, migration is real 
ized by this. 
I0133. After the migration is completed, the network pro 
cessing unit 112A is no longer used. For this reason, the 
control board 141 changes all the cores in the network pro 
cessing unit 112A into an unused state, and unloads the 
loaded program according to the processing 601. This pro 
cessing deletes the setup for the network processing unit 
112A also from the core allocation table 401. However, in the 
case where the program is used also in the second network 
processing unit 112, it is not unloaded. 
0.134 Even in the case where the program cannot be 
changed in the network processing unit 112 of multiple cores 
during an operation of the core because of the above-men 
tioned migration processing, a single network processing unit 
112 can be allocated to the plural users while continuing the 
operation of the program. 
0.135 A second supplementary explanation relates to the 
packet output processing to a network that is different for 
each virtual environment. 
0.136 The second supplementary explanation will be 
given using FIG. 9. 
0.137 FIG. 9 is an explanatory diagram of an output dis 
patch table according to the first embodiment of the present 
invention. 
0.138 Regarding the packet outputted to the network from 
the packet processing board 111 via the network interface 
151, by retaining an output dispatch table 911 in the network 
interface 151, the following processings become possible. 
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0.139. The output dispatch table 911 defines correspon 
dence between the virtual environment and deletion or trans 
lation of the address of the packet that is performed in the 
virtual environment. Specifically, the output dispatch table 
911 includes a set of the virtual environment identifier (EID), 
a port number (Port) of the network interface, a packet output 
processing type (TYPE), and an address translation table 
(CNV). 
0140. In the example of FIG.9, the packet output process 
ing type corresponding to the virtual environment identifier 
“617” and a port number “0” is “1,” In this example, when 
outputting the packet whose virtual environment identifier is 
“617 to the port “0” the network interface 151 deletes all the 
address information that the packet has, and outputs it. That 
is, when the packet that the network interface 151 intends to 
output now includes the IP address, it deletes the IP address, 
and when the packet includes a MAC address, it also deletes 
the MAC address. 
0141 For example, regarding the virtual environment 
identifier “617. in the case where addressing in unnecessary 
because the port “0” concerned is connected to only one 
communication partner, '1' is set up as the packet output 
processing type corresponding to them. Incidentally, 
although addresses of the destination and the sender are 
deleted together in the above-mentioned example, only the 
address of the sender may be saved by altering the packet 
processing type. 
0142. When the virtual environment identifier is “617 
and the port number is “1” in the output dispatch table 911, the 
packet output processing type is “2. In this example, when 
the network interface 151 outputs the packet whose virtual 
environment identifier is “617 to the port “1,” it outputs it 
after deleting address information of the third layer that the 
packet has. If the third layer is an IPlayer, the IP header will 
be deleted. If the packet does not have the address information 
of the third layer, it will be outputted as it is. 
0143 Although only a sender address can be saved as in 
the case where the packet output processing type is “1,” a 
substitute protocol that enables only the sender address to be 
specified is used because an Internet protocol cannot be used 
in that case. When the virtual environment identifier is "617 
and the port number is “1,” the network interface 151 does not 
perform the address translation because the address transla 
tion table is not specified. 
0144. When the virtual environment identifier is “800” in 
the output dispatch table 911, the packet output processing 
type is “3. In this case, since the port number is not specified, 
the same packet output processing type is applied to all the 
ports. When the virtual environment identifier of the output 
ted packet is “800, the network interface 151 outputs the 
address information that the packet has, without deleting it. If 
the packet has the address information of the third layer, the 
network interface 151 outputs it as it is; if the packet does not 
have the address information, the network interface 151 finds 
the address information of the third layer based on address 
information of the second layer and inserts a third layer 
header into the packet. If a third layer switch (for example, a 
later-described third layer switch 1012) retains correspon 
dence of the MAC addresses and the IP address in an ARP 
table (illustration omitted) that exists in every network inter 
face 151, at the time of reception of an ARP (Address Reso 
lution Protocol) packet, it will be possible to find the IP 
address corresponding to the MAC address and insert the 
third layer header at the time of outputting the packet. When 
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the virtual environment identifier is “800, address translation 
is not performed because the address translation table is not 
specified 
(0145 When the virtual environment identifier is “452 in 
the output dispatch table 911, the packet output processing 
type is “3.” That is, when the network interface 151 outputs 
the packet whose virtual environment identifier is “452, it 
does not delete the address information included in the 
packet. 
0146 In the output dispatch table 911, an address transla 
tion table 912 corresponding to the virtual environment iden 
tifier “452 has been specified. Since the packet processing 
type is “3, the network interface 151 translates the address of 
the third layer as follows. 
0147 The network interface 151 first searches the address 
included in the packet in an IAddr column. 
0148 When the address included in the packet is “ 192. 
168.1.2, a value “192.168.1.* of the IAddr matches with 
this address (“*” is a wild card). Therefore, the network 
interface 151 rewrites the address included in the packet with 
OAddr corresponding to the above-mentioned searched 
IAddr, i.e., “192.168.3.2.” However, since “*” is specified in 
an OPort column, the network interface 151 changes a port 
according to a content of the lower 8 bits of the address. That 
is, NAPT translation (Network Address Port Translation) is 
performed. 
0149. When the address included in the packet is “192. 
168.2.3, as a search result “192.168.2/24” as the IAddr 
matches with it (“24” is the effective number of bits). There 
fore, the network interface 151 rewrites first 24 bits of the 
searched IAddr with OAddr corresponding to it, i.e., with 
“192.168.4.” Since the OPort column is not specified, rewrit 
ing of the port is not performed. 
0150. When the address included in the packet is “192. 
168.3.255, as a result of search, “192.168.*.255' as the 
IAddr matches with it. Therefore, the network interface 151 
rewrites top 16 bits of the address with “10.1.” and rewrites 
the lower 8 bits of the address with “255.” Remaining 8-bits 
shall be as it is. Since the OPort column is not specified also 
in this case, rewriting of the port is not performed. 
0151. In addition, since it is necessary to set the address 
translation table 912 on high speed memory for fast transfer 
of the packet, it is necessary to hold down the total amount of 
memory. When the address translation table 912 with the 
identical content is directed from plural columns of the output 
dispatch table 911, the amount of memory can be held down 
by directing the same output dispatch table 911. Instead of 
having the address translation table 912 in every network 
interface 151, by plural network interfaces 151 sharing the 
address translation table 912, the amount of memory can be 
held down further. 
0152. When the packet processing type is “1,” the address 
translation table cannot be specified because the output 
packet does not include the address. When the packet pro 
cessing type is “2, the address translation table translates the 
address of the second layer because the output packet 
includes the address of the second layer. Since in an Ethernet 
(registered trademark, the same below), every MAC address 
is treated independently, one by one, range specification is not 
performed but a pair of addresses is specified, one by one, in 
the address translation table. 
0153 Incidentally, in the packet processing device 101, 
although the packet processing board 111 and the network 
interface 151 were separated, the network interface may be 
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placed on the packet processing board 111. In this case, it is 
possible to transmit the packet outputted in the processing in 
the packet processing board 111 to the network from the 
network interface on the packet processing board 111 without 
transmitting it to the network interface 151. In doing this 
transmission, it is possible to perform the packet output pro 
cessing to a network that is different for each virtual environ 
ment using the output dispatch table 911 and the address 
translation table 912 on the packet processing board 111. 
0154) In the case where the packet is outputted from the 
packet processing board 111 via the network interface 151, 
there is a possibility that the packet coming from other packet 
processing board 111 or other network interface 151 is out 
putted together from the network interface 151. However, by 
using the above-mentioned configuration, it is possible to 
output only the packet processed in the packet processing 
board 111 from the network interface on the packet process 
ing board 111. Therefore, the packet processing board 111 
can measure a traffic quantity processed in the packet pro 
cessing board 111 and perform a traffic control. Such as shap 
ing, based on it. 
0155 Hereafter, a second embodiment of the present 
invention will be explained. 
0156 FIG. 10 is a block diagram showing the entire con 
figuration of the packet processing system according to the 
second embodiment of the present invention. 
(O157. The system shown in FIG. 10 realizes a function 
equivalent to that of the packet processing device 101 in the 
first embodiment. 
0158 Specifically, the system shown in FIG. 10 has plural 
packet processing device (PPE) 1011, the third layer switch 
1012 and a control unit 1013. The plural packet processing 
devices (PPE) 1011 are connected with the third layer switch 
1012 by 10-Gbit Ethernet. The third layer switch 1012 further 
carries a 10-Gbit Ethernet interface (illustration omitted), and 
is connected with other devices thereby. 
0159. The control unit 1013 is connected with the third 
layer switch 1012 directly or indirectly. The control unit 1013 
includes the control board 141, and the control board 141 
includes the general purpose CPU 142 and the main storage 
143. 
0160 The packet processing device 1011 includes one or 
plural network processing devices (NPU's) 112, and the vir 
tual environment-NPU dispatch table (NDT) 113 like the 
packet processing board 111. The virtual environment-NPU 
dispatch table (NDT) 113 is a table that has a set of the virtual 
environment identifier and the NPU identifier as an element. 
0161 Incidentally, the packet processing device 1011 may 
be mounted as a processing module in any form like the 
packet processing board 111. For example, the packet pro 
cessing board 111 shown in the first embodiment may be used 
as the packet processing device 1011. 
0162 FIG. 10 shows then packet processing devices 1011 
as an example. However, only three of then packet processing 
devices 1011 are shown in FIG. 10 as packet processing 
devices 1011A, 1011B, and 1011C. When giving an expla 
nation common to all of the packet processing devices 1011A 
to 1011C in this embodiment, these are also generically 
named and described the packet processing device 1011. 
0163 The each packet processing device 1011 is given an 
identifier based on an integer. For example, “PPE #0' dis 
played on the packet processing device 1011A of FIG. 10 
expresses that the packet processing device (PPE) 1011A is 
given the identifier “0” 
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0164. The packet processing device 1011A has the net 
work processing units 112A, 112B and the virtual environ 
ment-NPU dispatch table 113A; the packet processing device 
1011B has the network processing units 112C, 112D and the 
virtual environment-NPU dispatch table 113B; and the packet 
processing device 1011C has the network processing units 
112E. 112F and the virtual environment-NPU dispatch table 
113C, respectively. The network processing units 112A to 
112F are also described as the network processing units 112 
like the first embodiment. The virtual environment-NPU dis 
patch tables 113A to 113C are also described as the virtual 
environment-NPU dispatch table 113. The network process 
ing unit 112 and the virtual environment-NPU dispatch table 
113 are the same as those explained in the first embodiment. 
0.165. The third layer switch 1012 has a policy-based rout 
ing function. 
0166 The packet inputted from the network is transferred 
to the packet processing device 1011 via the third layer switch 
1012, is processed there, and further is transferred to another 
packet processing device 1011 via the third layer switch 1012 
or is outputted to the network. To which one of the plural 
packet processing devices 1011 the packet inputted into the 
third layer switch 1012 is transferred is determined by a setup 
content of the policy-based routing that the third layer switch 
1012 has. That is, in the first embodiment, the control board 
141 sets up the virtual environment-board dispatch table 152 
in the processing 501 at the time of receiving the program 
load request and in the processing 501 at the time of receiving 
the program unload request. On the contrary, in the second 
embodiment, the control board 141 sets up the following 
policy-based routing. To which unit of the plural network 
processing units 112 the packet that should be processed in 
the packet processing device 1011 is transferred is deter 
mined by the virtual environment-NPU dispatch table 113 
like the first embodiment. 
0.167 Determination of the packet processing device 1011 
by policy-based routing is performed as follows. The third 
layer switch 1012 uses the following commands for the setup 
of the policy-based routing (these commands are equal to 
those for a third layer switch AX7800S of Alaxala (registered 
trademark) Networks Corporation). 

policy-list 10 ppe1192.168.10.2 (1) 

policy-group to ppe1 list 10 (2) 

flow filter user617 in list 100 any action policy group 
to ppe1 (3) 

0.168. The command (1) expresses that the packet process 
ing device 1011B (PPE #1) is connected to a network inter 
face “ppe1 of the third layer switch 1012, the packet pro 
cessing device 1011B (PPE #1) is given the IP address “192. 
168.10.2, and is given “10 as the identification number. 
0169. The command (2) expresses that the setup of policy 
based routing consists of only one element whose identifica 
tion number is “10, and a name “to Apel' is given to the 
setup. 
0170 The command (3) expresses that the policy-based 
routing of “to ppe1 is applied to a packet that arrived at a 
VLAN interface “user 617 that is set up so that only a 
specific user group may use it (network interface virtualized 
for each VLAN). After all, a VLAN number “617” and the 
packet processing device 1011B (PPE #1) identified by the 
identifier “1” are associated with each other by the commands 
(1) to (3). When the VLAN number “617” has been allocated 
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to “user 617, upon input of the packet with the VLAN num 
ber 617, the packet is transferred to the packet processing 
device 1011B (PPE #1) and is processed there. 
0171 Incidentally, the VLAN is associated with the vir 
tual environment in this embodiment. 

(0172. In order to set the VLAN number “617 to the packet 
of the user belonging to the user group concerned, what is 
necessary is to give a VLAN function to anyone of the 
switches between the user's apparatus and the third layer 
switch 1012 and to set up the VLAN number"617 using a tag 
VLAN function of the switch. In the case where only the user 
group concerned uses a specific port of the Switch, it is not 
necessary to identify the user of the packet inputted into the 
port or a service, and what is necessary is to set up the VLAN 
number 617 in all the packets. 
(0173 When the third layer switch 1012 is set up by the 
command (1), the IP address" 192.168.10.2 connected to the 
network interface “ppe1 is selected as the transfer destina 
tion of the packet with the VLAN number “617. That is, as a 
destination MAC address of the packet, the third layer switch 
1012 sets up the MAC address corresponding to the IP 
address “192.168.10.2 received by ARP (Address Resolu 
tion Protocol). When the plural packet processing devices 
1011 are connected to the network interface “ppe1, it is 
indispensable to specify the IP address in the command (1). 
However, if the number of the packet processing devices 1011 
connected to the network interface “ppe1 is unity, it is not 
necessary to specify the IP address. That is, the following 
command can be used instead of the command (1). 

policy-list 10 ppe1 (1) 

0.174. In this case, when the packet arrives at the network 
interface “ppe1 from the packet processing device 1011, by 
associating the MAC address of the sender with “ppe1 and 
retaining it, the transfer destination MAC address of the 
packet with the VLAN number “617 can be uniquely deter 
mined. 
0.175. According to this method, it becomes unnecessary 

to give the IP address to the packet processing device 1011, so 
that the IP address can be saved. Furthermore, since it 
becomes unnecessary to installa Stack of the Internet protocol 
in the packet processing device 1011 depending on the case, 
light weight of the program can be achieved. 
0176 Moreover, in the case where the packet processing 
device 1011 is set up to receive any arriving packet irrespec 
tive of its destination address (for example, in the case where 
the setup equivalent to promiscuous mode in Linux is made), 
Even when the third layer switch 1012 sends out the packet 
from the network interface “ppe1 without changing its des 
tination address and sender address, it can deliver the packet 
to the packet processing device 1011. This method is appli 
cable only to the packet with a specific virtual environment 
identifier. 
0177. That is, regarding the packet with another virtual 
environment identifier, it can be sent out from other network 
interfaces than “ppe1 by rewriting the destination address. 
Incidentally, according to this method, it is possible for the 
packet processing device 1011 to perform the processing 
using the destination address and the sender address that were 
attached to the packet originally. 
0178. Furthermore, in the case where the packet process 
ing device 1011 is set up to receive an arriving packet without 
depending on the destination address, even if the packet that 
the third layer switch 1012 outputs does not include the des 
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tination address, the packet can be delivered to the packet 
processing device 1011. For this reason, the destination 
address column of that packet can be deleted. Furthermore, if 
the sender address is unnecessary, it can also be deleted. 
However, the packet with these addresses deleted is not in 
conformity with the Ethernet standard (IEEE standard). This 
method is also applicable only to the packet with a specific 
virtual environment identifier. According to this method, an 
amount of transfer data can be held down only by an amount 
of address. 
0179 According to the second embodiment in the above, 
even in the case where the existing third layer Switch, Such as 
AX7800S, is used instead of newly developing all the 
devices, it is possible to attain the main effects of the present 
invention. 

What is claimed is: 
1. A packet processing device connected to a network, 

comprising: 
multiple processor cores; and 
memory connected to the multiple processor cores, 
wherein, upon reception of a load request of a program, the 

packet processing device selects a processor core to 
which the program has not yet been loaded among the 
multiple processor cores, 

wherein the packet processing device loads the program to 
the selected processor core; 

wherein the packet processing device retains first associa 
tion information that associates attribute information 
specified by the load request with the processor core to 
which the program is loaded; 

wherein upon reception of the packet, the packet process 
ing device specifies the attribute information corre 
sponding to the received packet; and 

wherein the packet processing device transfers the received 
packet to the processor core corresponding to the speci 
fied attribute information. 

2. The packet processing device according to claim 1, 
wherein the packet processing device selects the processor 

core to which the program has not yet been loaded based 
on the first association information. 

3. The packet processing device according to claim 1, 
wherein the packet processing device retains second asso 

ciation information that associates at least one of an 
address, a user identifier, and a service identifier with the 
attribute information; and 

wherein, upon reception of the packet, the packet process 
ing device specifies the attribute information corre 
sponding to at least one of the address, the user identifier, 
and the service identifier that are included in the received 
packet based on the second association information. 

4. The packet processing device according to claim 1, 
comprising: 

a Switch for transferring the packet; 
a plurality of packet processing modules connected to the 

Switch; 
a plurality of network interfaces connected to the switch 

and the network; and 
a control part for controlling the packet processing device, 
wherein the each packet processing module includes a 

plurality of network processing units; 
wherein the each network processing unit includes the 

multiple processor cores; 
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wherein the first association information includes third 
association information, fourth association information, 
fifth association information, and sixth association 
information; 

wherein the third association information is retained by the 
control part, and associates the attribute information, 
identification information of the processor core, identi 
fication information of the network processing unit 
including the processor core, and identification informa 
tion of the packet processing module including the net 
work processing unit; 

wherein the fourth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the processor core among pieces of the third associa 
tion information; 

wherein the fifth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the network processing unit among pieces of the third 
association information; 

wherein the sixth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the packet processing module among pieces of the 
third association information; 

wherein the each network interface retains the sixth asso 
ciation information and, upon reception of the packet 
from the network, transfers the received packet to the 
packet processing module corresponding to the speci 
fied attribute information based on the sixth association 
information; 

wherein the each packet processing module retains the fifth 
association information and, upon reception of the 
packet, transfers the received packet to the network pro 
cessing unit corresponding to the specified attribute 
information based on the fifth association information; 
and 

wherein the each network processing unit retains the fourth 
association information and, upon reception of the 
packet, transfers the received packet to the processor 
core corresponding to the specified attribute information 
based on the fourth association information. 

5. The packet processing device according to claim 4. 
wherein the each network interface further retains infor 

mation that defines translation or deletion of the address 
of the packet corresponding to the attribute information, 
upon reception of the packet from the network, trans 
lates or deletes the address of the received packet based 
on the specified attribute information and the informa 
tion that defines the translation or deletion of the 
address, and translates the packet including the trans 
lated address or the packet with the address deleted to the 
packet processing module. 

6. The packet processing device according to claim 1, 
which is connected to the network, the device comprising: 

a Switch for transferring the packet; 
a plurality of packet processing modules connected to the 

Switch; and 
a control part for controlling the packet processing device, 
wherein the each packet processing module includes a 

plurality of network processing units, 
wherein the each network processing unit includes the 

multiple processor cores, 
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wherein the first association information includes third 
association information, fourth association information, 
and fifth association information, 

wherein the third association information is retained by the 
control part and associates the attribute information, 
identification information of the processor core, identi 
fication information of the network processing unit 
including the processor core, and identification informa 
tion of the packet processing module including the net 
work processing unit, 

wherein the fourth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the processor core among pieces of the third associa 
tion information, 

wherein the fifth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the network processing unit among pieces of the third 
association information, 

wherein the control part transfers a command that associ 
ates the specified attribute information with the packet 
processing module to the Switch based on the third asso 
ciation information, 

wherein, upon reception of the packet from the network, 
the switch transfers the received packet to the packet 
processing module corresponding to the specified 
attribute information based on the command, 

wherein the each packet processing module retains the fifth 
association information and, upon reception of the 
packet, transfers the received packet to the network pro 
cessing unit, corresponding to the specified attribute 
information based on the fifth association information, 
and 

wherein the each network processing unit retains the fourth 
association information and, upon reception of the 
packet, transfers the received packet to the processor 
core corresponding to the specified attribute information 
based on the fourth association information. 

7. The packet processing device according to claim 1, 
compr1S1ng: 

a first network processing unit; and 
a second network processing unit, 
wherein the first network processing unit and the second 

network processing unit each include the multiple pro 
cessor cores, 

wherein, upon reception of a load request of a program at 
the time when the program has already been loaded to at 
least one of the multiple processor cores the first network 
processing unit includes, the program has not yet been 
loaded to at least one of other processor cores, and the 
program has not yet been loaded also to any of the 
processor cores the second network processing unit 
includes, the packet processing device loads the pro 
gram that has been loaded to at least one of the multiple 
processor cores the first network processing unit 
includes to at least one of the multiple processor cores 
the second network processing unit includes, and 

wherein the packet processing device further loads the 
program specified by the received load request to a pro 
cessor core to which the program has not yet been loaded 
among the multiple processor cores the second network 
processing unit includes. 
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8. The packet processing device according to claim 1, 
compr1S1ng: 

a Switch for transferring the packet; 
a plurality of packet processing modules connected to the 

Switch; 
a plurality of network interfaces connected to the switch 

and the network; and 
a control part for controlling the packet processing device, 
wherein the each packet processing module includes a 

network processing unit, 
wherein the each network processing unit includes the 

multiple processor cores, 
wherein the first association information includes third 

association information, fourth association information, 
and fifth association information, 

wherein the third association information is retained by the 
control part, and associates the attribute information, 
identification information of the processor core, identi 
fication information of the network processing unit 
including the processor core, and identification informa 
tion of the packet processing module including the net 
work processing unit, 

wherein the fourth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the processor core among pieces of the third associa 
tion information, 

wherein the fifth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the packet processing module among pieces of the 
third association information, 

wherein the each network interface retains the fifth asso 
ciation information and, upon reception of the packet 
from the network, transfers the received packet to the 
packet processing module corresponding to the speci 
fied attribute information based on the fifth association 
information, 

wherein the each packet processing module transfers the 
received packet to the network processing unit; and 

wherein the network processing unit retains the fourth 
association information and, upon reception of the 
packet, transfers the received packet to the processor 
core corresponding to the specified attribute informa 
tion. 

9. A packet processing method of a packet processing 
device connected to a network, the packet processing device 
including multiple processor cores and memory connected to 
the multiple processor cores, the method comprising: 

a first process of upon reception of a load request of a 
program, selecting a processor core to which the pro 
gram has not yet been loaded among the multiple pro 
cessor cores; 

a second process of loading the program to the selected 
processor core; 

a third process of retaining first association information 
that associates attribute information specified by the 
load request with a processor core to which the program 
has been loaded, 

a fourth process of upon reception of the packet, specify 
ing attribute information corresponding to the received 
packet; and 
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a fifth process of transferring the received packet to a 
processor core corresponding to the specified attribute 
information. 

10. The packet processing method according to claim 9. 
wherein the first process includes a process of selecting a 

processor core to which the program has not yet been 
loaded based on the first association information. 

11. The packet processing method according to claim 9. 
wherein the packet processing device retains second asso 

ciation information that associates at least one of the 
address, an identifier of a user, and an identifier of a 
service with the attribute information, and 

wherein the fourth process includes a process of specifying 
the attribute information corresponding to at least one of 
the address, the identifier of the user, and the identifier of 
the service that are included in the received packet. 

12. The packet processing device according to claim 9. 
wherein the packet processing device includes a Switch for 

transferring the packet, a plurality of packet processing 
modules connected to the switch, a plurality of network 
interfaces connected to the Switch and the network, and 
a control part for controlling the packet processing 
device, 

wherein the each packet processing module includes a 
plurality of network processing units, 

wherein the each network processing unit has the multiple 
processor cores, 

wherein the first association information includes third 
association information, fourth association information, 
fifth association information, and sixth association 
information, 

wherein the third association information is retained by the 
control part, and associates the attribute information, 
identification information of the processor core, identi 
fication information of the network processing unit 
including the processor core, and identification informa 
tion of the packet processing module including the net 
work processing unit, 

wherein the fourth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the processor core among pieces of the third associa 
tion information, 

wherein the fifth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the network processing unit among pieces of the third 
association information, 

wherein the sixth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the packet processing module among pieces of the 
third association information, 

wherein the each network processing unit retains the fourth 
association information, 

wherein the each packet processing module retains the fifth 
association information, 

wherein the each network interface retains the sixth asso 
ciation information, 

wherein the fifth process includes: 
a sixth process of, upon reception of the packet from the 

network, transferring the received packet to the packet 
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processing module corresponding to the specified 
attribute information based on the sixth association 
information; 

a seventh process of upon reception of the packet, trans 
ferring the received packet to the network processing 
unit corresponding to the specified attribute information 
based on the fifth association information; and 

an eighth process of, upon reception of the packet, trans 
ferring the received packet to the processor core corre 
sponding to the specified attribute information based on 
the fourth association information. 

13. The packet processing device according to claim 12, 
wherein the each network interface further retains infor 

mation that defines translation or deletion of an address 
of the packet corresponding to the attribute information, 

wherein the sixth process includes a process of when the 
each network interface receives the packet from the net 
work, translating or deleting the address of the received 
packet based on the specified attribute information and 
information that defines translation or deletion of the 
address, and transferring the packet including the trans 
lated address or the packet with the address deleted to the 
packet processing module. 

14. The packet processing method according to claim 9. 
wherein the packet processing device is connected to the 

network, and has a Switch for transferring the packet, a 
plurality of packet processing modules connected to the 
Switch, and a control part for controlling the packet 
processing device, 

wherein the each packet processing module has a plurality 
of network processing units, 

wherein the each network processing unit has the multiple 
processor cores, 

wherein the first association information includes third 
association information, fourth association information, 
and fifth association information, 

wherein the third association information is retained by the 
control part and associates the attribute information, 
identification information of the processor core, identi 
fication information of the network processing unit 
including the processor core, and identification informa 
tion of the packet processing module including the net 
work processing unit, 

wherein the fourth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the processor core among pieces of the third associa 
tion information, 

wherein the fifth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the network processing unit among pieces of the third 
association information, 

wherein the each network processing unit retains the fourth 
association information, 

wherein the each packet processing module retains the fifth 
association information, 

the method further comprising: 
a process where the control part transfers a command that 

associates the specified attribute information with the 
packet processing module based on the third association 
information to the Switch, 
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wherein the fifth process includes: 
a process of, when the switch receives the packet from the 

network, transferring the received packet to the packet 
processing module corresponding to the specified 
attribute information based on the command; 

a process of when the each packet processing module 
receives the packet, transferring the received packet to 
the network processing unit corresponding to the speci 
fied attribute information based on the fifth association 
information; and 

a process of when the each network processing unit 
receives the packet, transferring the received packet to 
the processor core corresponding to the specified 
attribute information based on the fourth association 
information. 

15. The packet processing method according to claim 9. 
wherein the packet processing device includes a first net 
work processing unit and a second network processing 
unit, 

wherein the first network processing unit and the second 
network processing unit each include the multiple pro 
cessor cores, 

wherein the second process includes: 
a process of when the program has already been loaded to 

at least one of the multiple processor cores the first 
network processing unit includes, the program has not 
yet been loaded to at least one of other processor cores, 
and the program has not yet been loaded to any of the 
processor cores the second network processing unit 
includes, loading the program that has been loaded to at 
least one of the multiple processor cores the first network 
processing unit includes to at least one of the multiple 
processor cores the second network processing unit 
includes; and 

a process of loading the program specified by the received 
load request to a processor core to which the program 
has not yet been loaded among the multiple processor 
cores the second network processing unit includes. 

16. The packet processing method according to claim 9. 
wherein the packet processing device includes a Switch for 

transferring the packet, a plurality of packet processing 
modules connected to the switch, a plurality of network 
interfaces connected to the Switch and the network, and 
the control part for controlling the packet processing 
device, 

wherein the each packet processing module has a network 
processing unit, 

wherein the each network processing unit has the multiple 
processor cores, 

wherein the first association information includes third 
association information, fourth association information, 
and fifth association information, 

wherein the third association information is retained by the 
control part, and associates the attribute information, 
identification information of the processor core, identi 
fication information of the network processing unit 
including the processor core, and identification informa 
tion of the packet processing module including the net 
work processing unit, 

wherein the fourth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the processor core among pieces of the third associa 
tion information, 
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wherein the fifth association information includes at least 
the same information as information that associates the 
attribute information with the identification information 
of the packet processing module among pieces of the 
third association information, 

wherein the each network processing unit retains the fourth 
association information, 

wherein the each network interface retains the fifth asso 
ciation information, 

wherein the fifth process includes: 
a sixth process of when the each network interface 

receives the packet from the network, transferring the 
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received packet to the packet processing module corre 
sponding to the specified attribute information based on 
the fifth association information; 

a seventh process of when the each network interface 
received the packet, transferring the received packet to 
the network processing unit; and 

an eighth process of, when the each network processing 
unit receives the packet, transferring the received packet 
to the processor core corresponding to the specified 
attribute information based on the fourth association 
information. 


